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Preface

The 12th International Conference on Wireless Algorithms, Systems, and Applications
(WASA 2017) was held during June 19–21, 2017, in Guilin, Guangxi, China. The
conference is motivated by the recent advances in cutting-edge electronic and computer
technologies that have paved the way for the proliferation of ubiquitous infrastructure
and infrastructureless wireless networks. WASA is designed to be a forum for theo-
reticians, system and application designers, protocol developers, and practitioners to
discuss and express their views on the current trends, challenges, and state-of-the-art
solutions related to various issues in wireless networks.

The technical program of the conference included 70 regular papers together with
nine short papers, selected by the Program Committee from 238 full submissions
received in response to the call for papers. All the papers were peer reviewed by the
Program Committee members or external reviewers. The papers cover the various
topics, including cognitive radio networks, wireless sensor networks, cyber-physical
systems, distributed and localized algorithm design and analysis, information and
coding theory for wireless networks, localization, mobile cloud computing, topology
control and coverage, security and privacy, underwater and underground networks,
vehicular networks, Internet of Things, information processing and data management,
programmable service interfaces, energy-efficient algorithms, system and protocol
design, operating system and middle-ware support, and experimental test beds, models,
and case studies.

We would like to thank the Program Committee members and external reviewers for
volunteering their time to review and discuss conference papers. We would like to
extend special thanks to the steering and general chairs of the conference for their
leadership, and to the finance, publication, publicity, and local chairs for their hard
work in making WASA 2017 a successful event. Last but not least, we would like to
thank all the authors for presenting their works at the conference.

April 2017 Liran Ma
Abdallah Khreishah

Yan Zhang
Mingyuan Yan
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Abstract. As a new wireless communication technology, simultaneous
wireless information and power transfer (SWIPT) can perform the infor-
mation decoding at the same time energy harvesting. It can prolong
the life time of the energy-constrained wireless node. Current works
of SWIPT mainly focus on one-hop and two-hop wireless networks.
When SWIPT is applied in multi-hop energy-constrained wireless net-
work (MECWN), each hop node needs to allocate the optimal informa-
tion and power, and the different allocation of information and power
affects the network topology and thus the route selection, which is chal-
lenge. This paper concurrently considers SWIPT and routing selection in
MECWN to improve the performance. For forming a link in a path, we
design a novel allocation model to allocate information and energy each
hop. For choosing a next hop node and path, we propose a novel energy
cost metric to choose the transmission mode and evaluate the energy con-
suming of SWIPT link. Based on the metric, we propose an energy-aware
SWIPT routing algorithm which allocates the information and energy of
link during path finding process. Our performance studies demonstrate
that our proposed algorithms can efficiently support SWIPT in MECWN
to significantly decrease the energy consuming.
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1 Introduction

As a new wireless communication technology, simultaneous wireless information
and power transfer (SWIPT) [1] can perform the information decoding at the
same time energy harvesting. SWIPT is benefit from a promising radio frequency
(RF)-based energy harvesting technology where the ambient RF radiation is cap-
tured by the receiver antennas and converted into a direct current (DC) voltage
through appropriate circuits (rectennas) [2]. SWIPT refers to using the same
wireless electromagnetic wave for information decoding and energy harvesting
at the receiver. SWIPT is introduced as an attractive solution to prolong network
lifetime [3–5].

Clearly, SWIPT will have a profound impact on the design of energy-
constrained wireless network (equipped with batteries), which is attributed to
its following advantages: (1) it can provide reliable energy without being affected
by the dynamics of environments; (2) it eliminates wires or plugs between the
charger and receiver; (3) it does not interfere with the normal operations of
sensors such as sensing, packets delivering and receiving.

Current works of SWIPT generally focus on information and energy alloca-
tion problem, how many percent of received power is used to information decode
or energy harvest, assuming the network nodes are in one-hop [3–6] and two-hop
[7–10] wireless network. It is unclear what performance gain can be achieved if
nodes are in multi-hop energy-constrained wireless network (MECWN). In order
to verify the performance of SWIPT in multi-hop energy-constrained wireless
network, this paper considers the problem of SWIPT in MECWN.

However, when SWIPT is applied in MECWN, each hop node needs to allo-
cate the optimal information and energy, and the different allocation of infor-
mation and power affects the network topology and the route selection, which is
challenge. Some of the challenges are as follows.

First, the end-to-end path includes multi-hops in multi-hop energy-
constrained wireless network, and each hop needs to allocate the information
and energy. To minimize the end-to-end transmission power, the information
and energy allocation of each hop needs to be considered in the path totally.

Second, the information and energy allocation affects the neighbor node set
and network topology, which further decides the routing selection. The neighbor
node set is changed as the change of information and energy allocation.

Third, SWIPT makes the routing more complicated than only information
transmissions (IT). There are two transmission mode between nodes, SWIPT
and IT. Which transmission mode of link may produce better performance? It
desires careful design to choose the transmission mode along with the finding
of the routing path and information and energy allocation in multi-hop energy-
constrained wireless networks.

In summary, routing, information and energy allocation and transmission
mode chosen are inter-dependent. To enable SWIPT in multi-hop energy-
constrained wireless networks and fulfill the full potential of both techniques,
these problems need to be systematically solved together.
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This paper concurrently considers SWIPT and routing selection in multi-hop
energy-constrained wireless network to improve the performance. For forming a
link, we design a novel information and energy allocation model for routing. For
choosing a next hop node and path, based on the allocation model, we proposes
a novel routing metric and routing algorithm. Our contribution in this work can
be summarized as follows:

– We introduce a novel information and energy allocation model for forwarding
which forms a better link in a path. Based on the allocation model, we propose
an information and energy allocation algorithm (IEA) to solve information
and energy allocation problem.

– We propose a novel energy cost (Ecost) metric to choose the transmission
mode and evaluate the energy consuming of SWIPT link. Based on the metric,
we introduce an energy-aware SWIPT routing algorithm (ESWIPTR) which
allocates the information and energy of link by IEA algorithm during finding
path.

– We have carried out extensive simulations to evaluate the performance of
our proposed solution. The simulation results demonstrate the effectiveness
of our solution and the significant energy cost gains by incorporating SWIPT
in multi-hop networks.

The rest of this paper is organized as follows. We introduce our network
models and a motivation example in Sect. 2. We present our detailed algorithms
on information and energy allocation and routing in Sects. 3 and 4. Simulation
results and analysis are given in Sect. 5. We conclude the work in Sect. 6.

2 System Model

In this section, we first introduce our network models, then present a motivation
example.

2.1 Network Models

We consider a multi-hop energy-constrained wireless network, as shown in Fig. 1.
There are N nodes in the network. Each node is supported by battery. The
residual energy of node i is denoted as Eri. If the residual energy Eri of node i
is lower than Ermin, the node i will refuse to forward information for other nodes
in order to prolong its own life time, which is an inactive node. For example, the
residual energy of node 4 is lower than Ermin. The node 4 is an inactive node
and the link l43 l45, l47, and l4D are inactive. The node is an active node, while
its residual energy is higher than Ermin.

All nodes are equipped with single antennas and have equivalent character-
istics and computation capabilities. The data flow may traverse multiple hops
in the network. A flow F (S → D) goes through a pair of source node and
destination node, denoted as S and D.

There are two transmission modes between any two nodes in the network
considered, information transmission (IT) and SWIPT transmission, as shown
in Figs. 2 and 3.
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Fig. 1. Network model

Information Transmission (IT). IT is widely employed in current wireless
networks, where a send node transmits its signal to a receiver node, and the RF
signal is all fed into the signal processing circuit to information decode, which
can be a decode and forward (DF) relay node.

π θ+

π θ+

Fig. 2. Information transmission.

ρ−

ρ

Fig. 3. SWIPT

At the sender side, the complex baseband signal is expressed as x(t). It
is assumed that x(t) is a narrow-band signal with bandwidth of B Hz, and
E[|x(t)|2] = 1, where E[·] and | · | denote the statistical expectation and the
absolute value, respectively. The transmitted signal propagates through a wire-
less channel hij with channel gain |hij |2. hij captures the effects of path-loss,
shadowing, and fading within the channel between i and j. Figure 2 shows
the standard operations at an information receiver with coherent demodula-
tion (assuming that the channel phase shift is perfectly known at the receiver).
nij is the antenna noise and nij ∼ CN(0, σ2

ij), where CN(μ, σ2) denotes the
circularly symmetric complex Gaussian (CSCG) distribution with mean μ and
variance σμ2, and ∼ stands for “distributed as”.

The received RF band signal y(t) is first converted to a complex baseband
signal and then sampled and digitalized by an analog-to-digital converter (ADC)
for further decoding. The noise introduced by the RF band to baseband signal
conversion is denoted by zij with zij ∼ CN(0, η2

ij). For simplicity, we assume an
ideal ADC with zero noise. The discrete-time ADC output is then given by

ȳ[k] =
√

Pijhijx[k] + nij [k] + zij [k] (1)

where k = 1, 2, . . ., denotes the symbol index. The signal-to-noise ratio (SNR) is
given by

γIT
ij = |hij |2Pij/(σ2

ij + η2
ij) (2)
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SWIPT Transmission. SWIPT still involves two nodes. The sender i trans-
mits the signal x(t) to the receiver with power Pij . The received RF signal at
the receiver j is

y(t) =
√

Pijhijx(t) + nij(t) (3)

We consider the power splitting (PS) mode [4], as shown in Fig. (3). The receiver
j splits the received RF signal into two streams with the splitting ratio ρij ∈ [0, 1]
by the power splitter. After that,

√
1 − ρy(t) is used for the EH circuit.

yEH(t) =
√

1 − ρy(t) (4)

According to [5], the harvested power at the receiver is

Eeh
ij = ε(1 − ρij)(|hij |2Pij + σ2

ij) (5)

where ε ∈ [0, 1] denotes the energy converting coefficient of EH circuit.
In the meantime, the other RF signal

√
ρy(t) is fed into the signal processing

circuit. Then the baseband signal at the receiver node can be expressed as

yID(t) =
√

ρy(t) + zij(t) (6)

Then, the signal-to-noise ratio (SNR) at the receiver can be derived as

γSWIPT
ij = ρij |hij |2Pij/(σ2

ij + η2
ij) (7)

Benefiting from the SWIPT, the node 4 can be charged from the previous
node, and the link l43, l45, l47, and l4D become active again. In MECWN, a
SWIPT routing path could be a combination of SWIPT links and IT links. For
example, in Fig. 4(b), the flow is F (S → D) = S

IT−−→ 3 SWIPT :0.3−−−−−−−−→ 4 IT−−→ D,
where the second hop link lSWIPT

34 adopts SWIPT transmission mode, while the
first hop link lIT

S3 and the third hop link lIT
S3 adopt the IT mode.

2.2 Motivation Example

To help understand the significance of our problem, we give a motivation example
to show that only information transmission cannot achieve the good performance
in multi-hop energy-constrained wireless networks.

Figure 4 is an multi-hop energy-constrained wireless network with 9 nodes.
The small bar in each node denotes the residual energy. For simplicity, we assume
that the SNR and harvested energy of each link can be calculated by Eq. (2) or
Eqs. (5) and (7) depending on the transmission mode. The parameters are similar
as the simulation setting in Sect. 5.

Initially, the flow F (S → D) has four available IT routing paths Path1 =
S

IT−−→ 1 IT−−→ 2 IT−−→ 5 IT−−→ D, Path2 = S
IT−−→ 3 IT−−→ 2 IT−−→ 5 IT−−→ D, Path3 =

S
IT−−→ 3 IT−−→ 6 IT−−→ 7 IT−−→ D, and Path4 = S

IT−−→ 6 IT−−→ 7 IT−−→ D as shown in
Fig. 4(a). According to Eq. (2), to make sure that the forwarder node successful
decodes data, the energy cost of links in these four paths can be calculated
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(a) IT only (b) SWIPT (c) SWIPT after informa-
tion and energy allocation

Fig. 4. Motivation example.

directly: Ps1 = 23.61 uW, Ps3 = 4.02 uW, Ps6 = 33.23 uW, P12 = 2.02 uW,
P25 = 4.02 uW, P32 = 21.36 uW, P36 = 21.02 uW, P5D = 23.62 uW, P67 =
13.93 uW, and P7D = 31.62 uW. The energy cost of each path are PPath1 =
Ps1 +P12 +P25 +P5D = 53.27 uW, PPath2 = Ps3 +P32 +P25 +P5D = 53.02 uW,
PPath3 = Ps3 + P36 + P67 + P7D = 70.59 uW, and PPath4 = Ps6 + P67 + P7D =
78.78 uW, respectively. We select the minimum energy cost path Path2 as the
final path, and the energy cost is 53.02 uW.

In Fig. 4(b), the node can harvest energy from other nodes to increase its
residual energy. Benefiting from the SWIPT, the node 4 can be charged from
the previous node 3, and the link l43 l45, l47, and l4D become active again.
The available SWIPT routing paths include more three paths Path5 = S

IT−−→
3 SWIPT :0.3−−−−−−−−→ 4 IT−−→ D, Path6 = S

IT−−→ 3 SWIPT :0.3−−−−−−−−→ 4 IT−−→ 5 IT−−→ D, and
Path7 = S

IT−−→ 3 SWIPT :0.3−−−−−−−−→ 4 IT−−→ 7 IT−−→ D. The splitting ratio ρ of link
lSWIPT
34 is 0.3. The energy cost of links in these three path are P34 = 41.15 uW,
P4D = 4.02 uW, P45 = 12.82 uW, and P47 = 21.58, respectively. The energy
cost of these three path are PPath5 = Ps3 + P34 + P4D = 49.19 uW, PPath6 =
Ps3 +P34 +P45 +P5D = 69.17 uW, PPath7 = Ps3 +P34 +P47 +P7D = 85.69 uW,
respectively. Therefore the minimum energy cost path is Path5 with 49.19 uW.
The energy cost decreases about 8.3% compared with that in Fig. 4(a).

With the above-selected routes, we apply allocation to improve the net-
work performance. In Fig. 4(c), we change the split ratio ρ of link lSWIPT

34 to
0.1336. The energy cost of link lSWIPT

34 reduces to 28.69 uW, and the forwarder
node 4 can successfully decode information. The energy cost of Path5 reduce
to 36.72 uW. The energy cost decreases about 25.3% compared with that in
Fig. 4(b).

The above example demonstrates that considering only information transmis-
sion, routing and information and energy allocation is not enough for achieving
the maximum performance in multi-hop energy-constrained wireless networks.
Information and energy allocation interacts with routing selection, and these
elements should be simultaneously considered.

To solve the problem, we propose a solution framework which is formed
with two important components: information and energy allocation model, and
SWIPT routing.
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3 Information and Energy Allocation

As shown in the motivation example of Sect. 2.2, the information and energy allo-
cation can reduce energy cost and thus increase the transmission performance.
The main function of information and energy allocation is to decide how many
the transmission power and split ratio are, that is, how many percent of power
for information decoding and how many percent of power for energy harvesting
in the total transmission power. For practical implementation of the informa-
tion and energy allocation in a multi-hop energy-constrained wireless network,
we need to follow two basic constrains: (1) The information after splitting can
be successfully decoded. (2) The receiver node can further forward packet to
destination.

Algorithm 1. Information and Energy Allocation Algorithm (IEA)
Input: i, j, Rmin, Pmax, P cj , |hij |2, σ2

ij , η
2
ij

Output: ρij , Pij

1: Initialization. Set ρ0
ij , P

0
ij , a

1, b1 ∈ R, μ > 0, 0 ≤ φ � 1, υ ∈ (0, 1), η > 1, k ← 1.
2: Solve the problem (8). Based on the ρk−1

ij , P k−1
ij , solve the no-constrained problem

min
ρij ,Pij

L(ρij , Pij , a, b, μ) = Pij + 1
2μ

(min {0, μ(Eeh
ij − Pcj) − a}2 − a2)

+ 1
2μ

(min {0, μ(γij − Rmin) − b}2 − b2)
(8)

to get the ρk
ij , P

k
ij .

3: Check the stop criterion, if βk ≤ φ, stop the loop and return ρk
ij , P

k
ij ; otherwise,

goto step 4.

βk = (min {(Pcj − ε(1 − ρk
ij)(|hij |2P k

ij + σ2
ij)),

ak

μ
}2

+ min {(Rmin − ρk
ij |hij |2P k

ij/(σ2
ij + η2

ij)),
bk

μ
}2

)1/2
(9)

4: Update μ, if βk ≥ υβk, μ := ημ.
5: Update the lagrange multiplier a, b, according to

ak+1 = max{0, ak + μ(Pcj − ε(1 − ρk
ij)(|hij |2P k

ij + σ2
ij))}

bk+1 = max{0, bk + μ(Rmin − ρk
ij |hij |2P k

ij/(σ2
ij + η2

ij))} (10)

6: k ← k + 1, goto step 2.

In the allocation problem, the first constrain is that the information after
splitting can be successfully decoded, that is, the SNR of received information
should be larger than a SNR threshold Rmin.

γSWIPT
ij ≥ Rmin (11)

The second constrain is that the receiver node can further forward packet to
destination, which means that the harvest energy Eeh

ij of receiver node should
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larger than the receiver node’s forwarding power Pcj for forwarding to next hop
node. The forwarding behavior doesn’t reduce its residual energy.

Eeh
ij ≥ Pcj (12)

The transmission power is no larger than the maximum transmission power
Pmax. The splitting ratio ρ is in the range of 0 to 1. Then, the allocation objective
is to minimize the transmission power. Therefore, the information and energy
allocation problem can be described as follow:

min
ρij ,Pij

Pij

s.t.(11), (12)
0 ≤ Pij ≤ Pmax

0 ≤ ρij ≤ 1

(13)

We exploit the lagrange multiplier algorithm to solve the problem (13). By
introducing lagrange multiplier a, b, we have the lagrange function.

L(ρij , Pij , a, b, μ) = Pij + 1
2μ (min {0, μ(Eeh

ij − Pcj) − a}2 − a2)
+ 1

2μ (min {0, μ(γij − Rmin) − b}2 − b2)
(14)

Inspired by the PHR algorithm proposed by Rockfellar, the information and
energy allocation algorithm (IEA) of the problem can be described, as shown in
Algorithm 1.

4 Energy-Aware SWIPT Routing

To quantify the energy cost of a link in multi-hop energy-constrained wireless
networks, in this section, we first introduce a new routing metric, called energy
cost (Ecost). Based on the metric, we propose an energy-aware routing algorithm
to better exploit the benefit of SWIPT for a higher transmission performance.

In multi-hop energy-constrained wireless networks, there are two transmis-
sion modes (IT and SWIPT). If the node i transmits to the node j with IT, the
energy cost Ecost(i, j)IT of the link lIT

ij is equal to the transmission power. The
SNR of node j should be larger than the SNR threshold Rmin. Therefore, the
energy cost Ecost(i, j)IT can be calucated as Eq. (15).

Ecost(i, j)IT = Pij = (σ2
ij + η2

ij)Rmin/|hij |2 (15)

If node i transmits data to node j with SWIPT, a part of power from node i
is transformed to energy in node j, which is not consumed in the transmission.
We should subtract this part. Therefore, the energy cost Ecost(i, j)SWIPT of
the link lSWIPT

ij is equal to the transmission power deducted by the harvested
energy of node j.

Ecost(i, j)SWIPT = Pij − Eeh
ij (16)
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Based on Eqs. (15) and (16), the routing metric of link is defined as the
minimum energy cost among all transmission models. The routing metric of a
path is the sum of all links’ metric in the path.

Ecost(i, j) = min{Ecost(i, j)SWIPT , Ecost(i, j)IT } (17)

Based on the metric, the node i can decide to take IT or SWIPT and
determine the splitting ratio. The combined problem of routing, information
and energy allocation, and transmission mode chosen can be described as
problem (18).

min
r,ρ,P

∑
rij(Pij − Eeh

ij )

s.t. (11), (12),∀i, j

∑

j

rij − ∑

j

rji =

⎧
⎨

⎩

1, i = S.
−1, i = D.
0, other.

∀i

0 ≤ Pij ≤ Pmax, ρij ∈ [0, 1], rij ∈ {0, 1},∀i, j

(18)

In this paper, we modified dijkstra routing to implement our energy-aware
SWIPT routing algorithm (ESWIPTR) to establish the minimum energy cost
path, as shown in Algorithm2. The derived Ecost metric is applied to construct
the SWIPT path. Given a graph G(V,E), the algorithm calculates the minimum
energy cost paths from all nodes to a destination d. In the algorithm, we refer to
Ecost(i, d) simply by Ecosti for convenience. The estimate Ecosti is an upper-
bound on the metric of the minimum energy cost path from i to d. In addition,
we also keep its corresponding forwarder Fi, which stores the next forwarder
used for i to reach d. We use Pci to store the forwarding power. The key idea
of the algorithm is that each node i ∈ V keeps the Ecosti as the node metric.
At each round of the while loop, the node with the minimum metric from Q is
settled. Let this node be j. For each incoming edge (i, j) ∈ E, we check if the
metric Ecosti is larger than the metric Ecostj of the node just settled. If that is
the case, we calculate the node temporary metric Ecost′i by temporarily setting
j as the forwarder of node i according to Algorithm 1. If Ecosti is larger than the
temporary metric Ecost′i, then node j is set as the forwarder Fi, metric Ecosti
is updated accordingly, and the forwarding energy Pci is set to Pij . After node
i is settled, the forwarder Fi and forwarding energy Pci are obtained.

5 Simulation Results and Analysis

In our simulation, we assume that the full energy of node Erfull equals to one
energy unit. All nodes’ residual energy Er satisfy stochastic distribution from 0
to Erfull. The energy threshold for forwarding Ermin is set to 0.4. The maximum
transmission power Pmax set to 100 mw. Rmin is set to 20 dB. Specifically, the
propagation gain from node i to node j is modeled by |hij |2 = 1/(1 + ||i − j||α),
where ||i − j|| is the distance (in meters) between i and j and α is the path-loss
exponent. The path-loss exponent is set to 2.7 which corresponds to the urban
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Algorithm 2. The pseudo code of ESWIPTR (G, d))
Input: G(V, E), d, Rmin, Pmax

Output: Path from i to d, with each hop (i, j) and ρij , Pij

1: for each node i in V do
2: Ecosti ← ∞
3: Pci ← ∞
4: Fi ← NIL
5: end for
6: Ecostd ← 0
7: Pcd ← 0
8: S ← ∅
9: Q ← V

10: while Q 	= ∅ do
11: j ← EXTRACT-MIN(Q)
12: S ← S

⋃ {j}
13: for each incoming edge (i, j) ∈ E do
14: use algorithm 1 with i, j, Rmin, Pmax, P cj , |hij |2, σ2

ij , η
2
ij to get ρij , Pij

15: Ecost′
i ← Pij − Eeh

ij + Ecostj

16: if Ecosti > Ecost′
i then

17: Ecosti > Ecost′
i

18: Fi ← j
19: Pci ← Pij

20: end if
21: end for
22: end while

cellular communication environment. We assume that all nodes have the same
noise set of parameters, i.e., σ2

ij = σ2, η2
ij = η2. Moreover, we set σ2 = −50 dBm,

η2 = −70 dBm in all simulations. The energy converting coefficient of EH circuit
ε is set to 0.65. A direct link between two nodes may be not available (e.g.,
coverage extension scenario, physical barriers). The barriers rate br is the percent
of unavailable direct link due to barriers, where br = 30%.

There is no existing work studying SWIPT with routing in multi-hop energy-
constrained wireless networks. We implement SWIPT schemes in an multi-hop
network which is our proposed Algorithm2, denoted as SWIPT. We also imple-
ment an additional schemes based on IT without considering SWIPT. The IT
scheme is denoted as IT, where we use the Eq. (15) as the routing metric and
apply Algorithm2 to find the path with the minimum energy cost for flow.

Source and destination node are set at the diagonal corner of the square area,
that is, source node is at (0,0) and destination node is at (50,50).

Energy cost is used to evaluate the performance. Energy cost is the routing
metric from source to destination. We also calculate the routing metrics from
all other nodes to the destination. Aggregative energy cost is the sum of rout-
ing metrics of all nodes. Various factors affect the performance. We perform
simulation to analyze the effect of node density.
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First, we investigate the convergence property and analyze the performance
of the proposed algorithm. Note that in order to reach equilibrium in the
Algorithm 2, the variables have to converge first in the Algorithm1. For clar-
ity, we show the convergence of the power variable on the Algorithm1, in which
the input variables are Pmax = 1000 mW, Pcj = 10 mW, |hij |2 = 0.0635. And
the inner variables of Algorithm1 are μ = 0.5, φ = 0.01, υ = 0.5, η = 1.2. Figure 5
shows the convergence of the Algorithm 1. We can see that the variables fluctuate
in the first 40 iterations and reach equilibrium after 40 iterations.

Fig. 5. Convergence property
of Algorithm 1.

(a) Energy cost (b) Aggregative energy
cost

Fig. 6. Energy results with different node density.

To investigate how the node density impacts the network performance, we
vary the number of nodes from 20 to 70 in the network. When the number of
nodes increases, the resource of forwarder nodes becomes richer. Therefore, the
energy cost under two routing schemes decrease, as shown in Fig. 6(a).

When the number of nodes increases to 30, the energy cost of SWIPT starts
to be lower than that of IT. Because of the increase of inactive forwarder nodes,
forwarding packet through the lower energy nodes by SWIPT can be better
than through active forwarder nodes by IT. The gains between SWIPT and IT
are between 10% and 19%. When the number of nodes is 70, the gain can be
ignore because of the dense active forwarder nodes. The node can find better
forwarder nodes without SWIPT. The aggregative energy cost experiences two
period. First, due to the increase of number of nodes, the aggregative energy
cost increases because it is the sum of all nodes’ energy cost. Second, due to the
increase of active forwarder nodes, a node’s energy cost decreases significantly.
Although the number of all nodes increase, the aggregative energy cost decreases.
From the aspect of all nodes, 10% to 23% nodes can decrease its energy cost by
SWIPT. Therefore, the SWIPT is more suitable for medium node density.

6 Conclusion

To fulfill the full potential of SWIPT in MECWN, we propose a solution in
which energy-aware routing at the network layer, transmission mode choosing
at the MAC layer, and information and energy allocation at the physical layer
can work coherently together to minimize the network energy consuming. Our
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solution firstly effectively exploits SWIPT technique to improve the performance
of MECWN networks with transmission mode choosing and information and
energy allocation. The simulation results demonstrate that SWIPT can achieve
a large energy gain.
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Abstract. In this paper, we investigated the scheduling issue of the ves-
sel’s uploading data to the infostations through the maritime communi-
cation network, to optimize the dispatching process by Dynamic Pro-
gramming. We mapped it as a single-machine minimized total weighted
tardiness scheduling problem, subjecting to intermittent network con-
nections in communication, packet generation and due time limitations.
The route of the ship, the duration of generation, as well as the due
date of the data packet is a priori known. Especially, the time-capacity
mapping method is used to convert the problem of intermittent resource
scheduling in the sea to continuous scheduling problem. We proposed a
Dynasearch algorithm based on time-capacity mapping, and further the
proposed algorithm is verified by MATLAB.

Keywords: SDN · Dynasearch scheduling · Maritime communication
networks

1 Introduction

In recent years, facing the increasingly scope of the maritime transport sys-
tems and complex maritime situation, the maritime communication gradually
reflects an important role. Maritime wideband communication system is distinct
from the current maritime communication systems, which consists of ground and
satellite systems. The newest satellite systems can achieve wideband transmis-
sion, whose data rates up to 432 kbps. However, due to the high cost of satellites
communication (e.g., voice service costs USD$ 13.75 per minute for Iridium [1]).
Taking the legacy VHF communication for an example has the maximum data
rate approximately 9.6 kbps [2]. Therefore considering the problem of reducing
costs, the establishment of maritime wideband communication system is a fun-
damental section that we must pay attention. In order to make the system be
controlled more finely, Software Define Network (SDN) can be a good solution.
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 13–22, 2017.
DOI: 10.1007/978-3-319-60033-8 2
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Software Defined Networking is a new way of modifying the network. Nearly
a decade, the SDN has increasingly became a hot research direction carrying out
the separation and control of the network [3]. SDN separates the control and data
transmission in network devices and logically centralizes the governing of the
network. This paradigm makes the development of new services and applications
versatile. Moreover, SDN also has brought certain new concepts in networks such
as Network Operating Systems (NOS) which represent a promising approach
for realizing the full potential of computer communication networks, High Level
Network Operating Languages and Network Functions Virtualization (NFV) [4].
SDN has revolutionized the way which the network built. Based on SDN system,
maritime wideband communication systems targets the incorporation of wireless
communications and informatics technologies into the navigation transportation
system, making the navigation pattern to be safer and more efficient [5]. If a
maritime wideband communications system is established, communications will
be more convenient in case of maritime distress and safety system, urgency and
general communication, and communication performance will be more easily
promoted based on SDN field studies [6].

According to the connectivity of maritime wideband communication system
is intermittent, a huge number of vessels can not always take part in the com-
munication. So in the limited communication periods scheduling, the schelding
is necessary. In this paper, we only concerned the single machine occasion which
is about the problem of single-machine total weighted tardiness scheduling [7]
to sort the data.

The extensive applications of scheduling in various trades and traffic com-
munication have aroused people’s interest [8]. Those are harnessed in the field of
operations research, applied mathematics, computer science, production man-
agement science, artificial intelligence and engineering science. Study on the
problem of single machine scheduling is a guide to research complex problem
and provides an approximation algorithm for dealing with complex scheduling
problems [9]. For example, many job shop problems can be solved using the
decomposition method, and its sub-problems become a single problem.

The plight mentioned above is seldom discussed, easily overlooked, in the
scheduling scenario of transport tasks for maritime wideband communications.
This is an open issue, and of significance in the maritime efficient scheduling
for video transmissions in maritime wireless communication networks area [10].
We have done some basic research in this area, It is more efficient and stable in
the area of shipboard and ship interactive information, and provides the theo-
retical basis for multi-ship cooperative communication in the field of maritime
wideband communication system. Considering to find a ductile transmission
sequence, which satisfies both the external conditions of delay and the inter-
nal conditions of the information classification according to the classification of
weights. Since all the constraints are NP-hard problems, we adopt a dynasearch
algorithm based on neighborhood searching. In the context of time-depending,
dynasearch is a recently proposed neighborhood search technique [11] that allows
a series of moves to be performed at each iteration of a local search algorithm,
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generating in that way an exponential size neighborhood. Congram et al. applied
dynasearch to the classical single machine total weighted tardiness problem. In
the field of maritime scheduling, due to the multiple, complicated data and which
the weight level is a lot in the maritime communication, the similarity of the
dynamic search and the characteristic of narrowing the domain scope are par-
ticularly suitable for application. We used a lot of ideas on shore-based network
scheduling aspects, communications, etc. from below references [13–18].

The remainder of this paper is organized as follows. System model is given
in Sect. 2 and problem formulation is presented in Sect. 3. Actual dynamic pro-
gramming algorithms are proposed in Sect. 4. In Sect. 5, simulation results are
given employed to demonstrate the performance of our approaches. We conclude
this paper with future work in Sect. 6.

2 System Model

The vessel’s route is from the origin port to the destination port, during which
the ship will generate a monitor video randomly and discontinuously, the task
in order to transmit the monitor video is considered as a job. Videos could be
uploaded to content server of administrative agencies by infostations deployed
along route line. In the process of transmission, the packet type is based on the
weight, the start time and the end time of the transmission, and the time required
for the transmission. The infostations distributed along the navigation path,
each infostation has coverage. The vessel in the infostations’ coverage transmit
monitoring video, in the outside of infostations’ coverage sort the data. In order
to optimize the result, we use dynamic programming to solve the scheduling
problem, such as swapping the sequence of the jobs instead of the traditional
search method. The vessels running route within the communication system is
shown as followed (Fig. 1):

2.1 Time-Capacity Mapping

In our previous work, Dr. Yang put forward this idea in the information schedul-
ing of maritime wideband network. The time is regarded as discrete and inter-
mittent. In contrast, the capacity is continuous. This paper is based on the
scheduling problem of this model, due to the intermittent network connectivity,
a vessel may confront several infostations en route. We map the time indices into
virtually cumulative capacity values, as shown in Fig. 2.

The time-capacity mapping function f(t) : [TI , To] → [0, 1, · · · ∑H
h=1∑K

k=1 Ah,k] is shown as:

f(t) =

⎧
⎪⎨

⎪⎩

∑(t−T i
ht

)/TF

m=1 Aht,m +
∑ht−1

l=1

∑Kl

m=1 Al,m

if ht ≥ 1 and T i
ht

≤ t ≤ T o
ht∑ht

l=1

∑Kl

m=1 Al,m otherwise

(1)

where Ah,k means the capacity of the kth frame within the hth infostation,
while TI(TO) represents the departure (arrival) time. ht = arg maxh{T i

h ≤ t}.
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Fig. 1. An illustration of the network topology

Fig. 2. Time-capacity mapping

After time-capacity mapping process, the issue could convert from time based
scheduling to capacity based scheduling over a continuous horizon [12], such that
the job-machine scheduling theory can be applied to solve the resource alloca-
tion problem at a low computational complexity, to be discussed in the following
section. Since the parameters t are used in the subsection Time-capacity map-
pings, in order to distinguish them, we use t′ for the relationship of t

−−−→
f(t) t′.

2.2 Ds-swap Neighborhood

The dynasearch neighborhood we use is based on the swap neighborhood which

gives the best results compared to other ones for the 1||
n∑

j=1

wjTj problem,

and probably for the generalized problem that we consider. We shall repre-
sent a solution by a permutation σ = (σ (1) , ..., σ (n)) of the set {1, 2, ..., n},
meaning that job σ (j) is the jth job to be scheduled. Given a permutation
σ = (σ (1) , ..., σ (i) , ..., σ (j) , ..., σ (n)) the swap neighbor consists of all n(n−1)

2
permutations σ′ = (σ (1) , ..., σ (j) , ..., σ (i) , ..., σ (n)), with 1 ≤ i < j ≤ n, that
can be obtained from r by swapping two jobs. The ds-swap neighborhood, intro-
duced in [11], it is not difficult to see that this neighborhood has size 2n−1 − 1.
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3 Problem Formulation

Our goal is to let the infostations on the shore receive data more efficiently,
that is, minimize the product of weights and delays by rescheduling the data
task. A network centralized controller is employed, with the ability to schedule
resource allocation problem.

In this section, we give the formal expression of the vessel weight tardiness
minimization problem (VWTMP) for scheduling problems. The problem can be
stated as follows. There are a set of n jobs seem as the transmission of monitor
video, each job j has a due date dj and a positive weight wj . The processing time
fj (t′) of each job j depends on its starting time of execution t′ and is given by a
function fj . We shall denote fj (t′) by pt′

j . So, if a job j immediately starts after
a job i, its duration is pci

j , where ci represents the completion time of job i. We
denote by cj the completion time and by Tj = max {Cj − dj , 0} the tardiness of
job j. The objective is to find a schedule which minimizes the total weighted
tardiness.

∃Nsequence {σ1(1), ..., σ1(n)} , ..., {σn(1), ..., σn(n)} ,

result[x] =
n∑

j=1

Wσx(j)Tσx(j)

σ∗ = arg min result[x], 1 ≤ x ≤ 2n−1 − 1

(2)

This problem is strongly NP-hard since it is a generalization of the single-
machine total weighted tardiness problem. Indeed we use dynasearch program-
ming. The method of neighborhood search is used to obtain the solution of an
approximate optimal solution, which greatly reduces the computational cost.

4 Proposed Algorithms

In order to achieve effective resource allocation with low computational complex-
ity, We propose a dynamic programming algorithm based on sequence schedul-
ing, which combines the parameters of time-dependment processing and the idea
of ds-swap (here we consider only a single swap).

4.1 Ds-swap-Neighborhood with Dynasearch Programming

To search this exponential neighborhood in an efficient way, i.e. to find the best
neighboring permutation of job among the 2n−1 − 1 candidate permutations (i.e.
we use steepest descent local search), We use a backward enumeration scheme in
which jobs are appended to the beginning of the current partial sequence and are
possibly swapped with jobs already scheduled in the partial sequence. We denote
(x)+ = max {x, 0} for any integer x. Let σ = (σ (1) , ..., σ (i) , ..., σ (j) , ..., σ (n)),
be a permutation. We denote (σi, t

′) the best possible way to schedule jobs
σ (i) , σ (i + 1) , ..., σ (n) by applying a series of independent swaps on the subper-
mutation (σ (i) , σ (i + 1) , ..., σ (n)), assuming that the first job scheduled in that
sub-permutation (which is not necessarily σ (i)) is scheduled at time t′. We take
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only into account the total weighted tardiness of jobs σ (i) , σ (i + 1) , ..., σ (n) and
forget jobs σ (1) , σ (2) , ..., σ (i − 1) when dealing with (σi, t

′). We note F (σi, t
′)

the corresponding total weighted tardiness of jobs σ (i) , σ (i + 1) , ..., σ (n) in the
state (σi, t

′). We shall put (σn+1, t
′) = φ and F (σn+1, t

′) = 0 for any time t′ to
simplify the description of the algorithm below. Now the state (σi, t

′) must be
obtained either by appending the job σ (i) in front of the state (σi+1, t

′ + pt′
σ(i))

or by appending the sequence (σ (j) , σ (i + 1) , ..., σ (j − 1) , σ (i)), obtained by
swapping jobs σ (i) and σ (j), in front of the state (σj+1, t

′′) for some job
i + 1 < j ≤ n and time t′′ (to be determined later). We have for the first case

F (σi, t
′) = wσ(i)

(
t′ + pt′

σ(i) − dσ(i)

)+

+ F
(
σi+1, t

′ + pt′
σ(i)

)
(3)

For the second case, let t′k be the starting time of the kth scheduled job for
i ≤ k ≤ j after having swapped σ (i) and σ (j). By definition of F (σi, t

′) , t′i = t′.
Then since jobs σ (i) and σ (j) have been swapped, t′i+1 = t′i + pt′

i

σ(j). Finally,

t′k = t′k−1 + p
t′

k−1

σ(k−1) for i + 1 < k ≤ j. Thus we have

F (σi, t
′) = wσ(j)

(
t′i + p

t′
i

σ(j) − dσ(j)

)+

+
∑

i<k<j

wσ(k)

(
t′k + p

t′
k

σ(k) − dσ(k)

)+

+ wσ(i)

(
t′j + p

t′
j

σ(i) − dσ(i)

)+

+ F
(
σj+1, t

′
j + p

t′
j

σ(i)

)

(4)

If j = i + 1, the sum is empty.
We want to calculate F (σ1, 0). Notice that a forward enumeration scheme

is not possible in ourcase, since we do not know what is the completion time
of the last job in an optimal solution. In our implementation of the dynamic
programming algorithm, an array stores the values of F already computed in
order to reduce the number of recursive calls. The optimal set of independent
swaps can be retrieved by examining an array which stores, for each job j and
each time t′ for which a value F (σj , t

′) was computed, the position of σ (j) in
the state (σj , t

′). The algorithm is given as followed.
We obtain the time complexity of the result is θ(n4), so as to obtain the

optimal solution in the case where the complexity is as small as possible, and
give the most feasible job permutation.

5 Performance Evaluation

In this part, We consider the comparison between dynamic search algorithm and
some common algorithms. In simulation comparison, we choose some significant
parameters such as processing time, task waiting time and the number of tasks.

In the three simulation diagram, the vertical axis is expressed as the sum of
the delay times the weight.
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Algorithm 1. Ds-swap Dynasearch
phrase 1 : Time-capacity Mapping

f(t) =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

∑(t−T i
ht

)/TF

m=1 Aht,m +
∑ht−1

l=1
∑Kl

m=1 Al,m

if ht ≥ 1 and T i
ht

≤ t ≤ T o
ht∑ht

l=1
∑Kl

m=1 Al,m otherwise

t
−−−−→

f(t) t′
phrase 2 : Ds-swap Neighbourhood

Initially:alreadycomputed[i][t′] =false,swaps[k][t′] = k
∀i ∈ {1, ..., n}, t′ ∈ {0, ..., (n − 1)p max}
∀k ∈ {1, ..., n}, t′ ∈ {0, ..., (n − 1)p max}

function ds − swap − neighborhood(σ)

function dyna(i, t′)
if i = n then

return wσ(n) ∗ (t′ + pt′
σ(n) − dσ(n))

+

else if computed[i][t′] then

return dynacomputed[i][t′]
end if

result[i] := wσ(i) ∗ (t′ + pt′
σ(i) − dσ(i))

+ + dyna(i + 1, t + pt′
σ(i))

for j = i + 1 to n do

result[j]=:

wσ(j) ∗ (t′ + pt′
σ(j) − dσ(j))

+

+
∑

i<k<j
wσ(k) ∗ (t′

k + p
t′

k
σ(k) − dσ(k))

+

+ wσ(i) ∗ (t′
j + p

t′
j

σ(i) − dσ(i))
+

+ dyna(j + 1, t′
j + p

t′
j

σ(i))

/ ∗ t′
i+1 = t′ + pt′

σ(j)

and t′
k = t′

k−1 + p
t′

k−1
σ(k−1) for

i + 1 < k ≤ j ∗ /

end for

phrase 3 : Generate The Sequence

j∗ :=arg mini ≤ j ≤ n result[j]

swaps[i][t′] := j∗
alreadycomputed[i][t′] =true

dynacomputed[i][t′] =resultj∗
return dynacomputed[i][t′]
end function

dyna(1, 0)

time := 0

for k = 1 to n − 1do

if swaps[k][time]! = k then

swap job σ(k) with job σ(swaps[k][time])

k:=swaps[k][time]

end if

time := Ck

end for

return σ

end function

In Fig. 3 the processing axis can be seen as independent variables indicates
the number of tasks, it varies from 30 to 50, with the increase of the number of
tasks. The total delay weight multiplied by the three algorithms are increasing,
but the increase of the dynamic search algorithm is the slowest. That is to say
when the task increases when the algorithm is still very stable.

In Fig. 4, AHT is equal to average processing time. The average processing
time requires for horizontal variables task processing, it varies from 10 to 14
second. Increasing the average processing time will make the task delay increase,
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Fig. 3. Delay times weight versus task quantity

Fig. 4. Delay times weight versus task AHT

and the dynamic search algorithm index still increased most slowly. The weight
sorting algorithm and dynamic search algorithm will be relatively close to the
average processing time.

In Fig. 5 indicates the influence of the average waiting time on the results.
The task average waiting time varies from 320 to 440 second. Task average
waiting time is longer, the delay will be shorter, so the value of the variable will
be reduced. The increase in the average waiting time will reduce the number of
tasks that exceed the deadline. The cumulative effect of delay does not occur,
thus reducing the weight of the impact of the results. By comparing with other
algorithms, the dynamic search algorithm is still the best method, which shows
that the algorithm is very stable.
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Fig. 5. Delay times weight versus average waiting time

6 Conclusion

In this paper, we done a deep exploration of the scheduling problem of upload-
ing data to infostations in marine environment. In order to minimize the total
weighted tardiness, time-capacity mapping based dynamic search algorithm is
proposed. In simulation part, we compared our schemes with the other two tra-
ditional transmission methods. The simulation results showed that the dynamic
search algorithm has a more effective consequence in transferring time, which
has an extremely prefect time complexity that nearly θ(n4). All in all this poten-
tial field also has a flamboyant future, we have a strong wish to devote in the
collaboration of multi-ship and valid scheduling tasks of multi-transfer mode. In
addition, priority options for maritime emergency missions such as search and
rescue and certain information of diabolic accidents will also be pondered.
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Abstract. The k-SIC technology can support at most k parallel transmissions,
thus it has the prominent capability of providing fast media access, which is vital
for real-time industrial wireless networks. However, it suffers from high power
consumption because high interference has to be overcome. In this paper, given
the real-time performance requirement of an uplink network supporting k-SIC,
we study how to minimize aggregate power consumption of users by power
scheduling. We prove that the problem is solvable in polynomial time. A uni-
versal algorithm with complexity of O(n3) is proposed for k-SIC, where n is the
number of transmitters. For the special case of k = 2, another algorithm with
complexity of O(L4) is presented, where L is the frame length. Simulation results
reveal that both the aggregate power consumption and the maximal transmit
power will be exponentially declined with further relaxation of the real-time
performance.

Keywords: SIC � Uplink network � Schedule � Power control � Low power �
Real time

1 Introduction

Wireless networks have been applied widely in industry. Currently, most of the
practical monitoring systems are based on the single-hop uplink networks, where UEs
(User Equipment) are laid to sense environment and then the sensory data is transmitted
to and aggregated in a base station.

Real-time performance is an important performance metric for uplink network. For
example, in some industrial wireless monitoring systems, especially for systems
involving sensory data fusion or emergency alarm, UEs must access wireless channel
in time. In other words, rapid channel access is required. MPR (Multi-Packet Recep-
tion) can support multiple parallel transmissions from different UEs, it is thus helpful
for rapid channel access. SIC (Successive Interference Cancellation) technology sup-
ports MPR by exploring the structure of the interference signal. Its principle is as
follows: Once a signal is decoded successfully, it will be subtracted from the received
signal, the decoding of subsequent signal is thus immune from the signals that have
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been decoded before. The process goes on until no signal can be decoded any further.
Because of its implementation simplicity, SIC technology has attracted interests of
researchers from both cellular networks [1] and WLANs (Wireless Local Area Net-
works) [5]. For example, it is a key component in NOMA (Non-Orthogonal Multiple
Access), which may be adopted by future 5G standards.

Although SIC is effective in boosting real-time performance, since high interference
has to be overcome, SIC suffers from tremendous power consumptions, which poses a
huge challenge for energy-constrained UEs [3, 4]. Therefore, minimizing power con-
sumption under given real-time performance is of great significance [6, 10].

In this paper, we consider a single-channel uplink network that consists of a base
station (receiver) and multiple UEs (transmitter)1, and the base station installs a k-SIC
receiver. Given the requirement of the real-time performance, we try to find an algo-
rithm that minimizes the aggregate power consumption of all UEs.

We solve the problem by combining transmitters scheduling and power allocating
together. On one hand, since UEs in the same group transmit concurrently, the trans-
mitters scheduling aims to determine how to group the UEs. On the other hand, the
component of power allocating sets the transmit powers for UEs, so that all UEs in the
same group can be decoded successfully. In other words, minimized aggregate power
consumption could be achieved by joint optimization of transmitters scheduling and
power allocating, or alternatively, power scheduling [7, 8].

We show that the above problem can be solved by sequentially solving two
sub-problems, i.e., power allocating of k-SIC and transmitters scheduling in multiple
slots. Our technique contributions are as follows: (1) We formulate the problem of
minimizing aggregate power consumption for SIC-based real-time uplink wireless
network by combining transmitters scheduling and power allocating. (2) We propose a
universal algorithm with complexity of O(n3) for k-SIC, where n is the number of
transmitters. For 2-SIC, another algorithm with time complexity of O(L4) is also pre-
sented, where L is the frame length required by the real-time performance.

2 System Model

We consider a single-hop, single-channel uplink network consisting of n single-antenna
UEs u1; u2; . . .; un, and a single-antenna base station. The base station is equipped with
a k-SIC receiver. A k-SIC receiver can decode at most k signals at one time, provided
that SINR of every signal after interference cancellation is beyond the decoding
threshold of the receiver.

In the considered network, time is divided into frames, and each frame includes
multiple time slots. In the beginning of a frame, transmitters with data to transmit will
notify the base station in the Information Collection (IC) sub-frame. The base station
computes the optimal power scheduling scheme and then broadcasts them in the BC
(Broadcast) sub-frame. In the following data subframe, all transmitters will transmit their

1 UEs and transmitters are used interchangeably in this paper.
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data based on the optimal scheduling scheme. Note that IC and BC could be executed on
control subchannel, while DATA is executed on data subchannel.

The channel gain gauges the loss of signal power as it travels through the channel.
We assume that channel gain of each node keeps constant during a frame time. Only in
the section of performance evaluations, the following channel gain model for wireless
signal is used,

CG ¼ �20logðf Þ � 26logðdÞ þ 19:2;

where f is the frequency in Megahertz, and d is the Euclidean distance between
transmitter and receiver in meters. Using the channel gain model, the channel gain of
each transmitter can be known based on its Euclidean distance with the receiver.

We add no constraint of maximal power because it makes the optimal solution
intractable. However, since our aim is to minimize aggregate power consumption, the
optimal transmit powers of UEs could not be very high. In other words, the constraint
of maximal power is useless in this paper.

We use frame length to gauge the real-time performance of the uplink network,
where the real-time performance is better if the frame length is smaller. In general, a
frame consists of multiple time slots with fixed time duration. Take LTE-FDD (Long
Term Evolution, Frequency Division Duplex) for example, the duration of one frame is
10 ms, and that of a time slot in LTE-FDD is 0.5 ms. In this paper, the duration of a
time slot is not specified, since the duration could be set according to application
requirements.

3 Minimal Power Scheduling Algorithm for 2-SIC

Definition 1. Real-time Minimal Power Scheduling for 2-SIC (RMPS-2SIC) Problem.
Given a 2-SIC receiver and n transmitters u1; u2; . . .; un with channel gains
G1; G2; . . .; Gn respectively. Without loss of generality, assume G1 � G2 � . . .� Gn.
At most two transmitters can transmit in parallel. Noise power is n0 for all transmitters.
Configure the transmit powers p1; p2; . . .; pn such that the aggregate power con-
sumption of the n transmitters is minimized under the following constraints: (1) Every
transmitter is scheduled only once in a frame; (2) The number of time slots in a frame is
not larger than the designated value L; (3) SINR for any transmitter is above the given
decoding threshold c.

The problem is thus formulated as

min
fs; p1; ... ;png

Xn
i¼1

pi

s:t: FLðsÞ � L; 0 � Nbðs½j�Þ � 2 j 2 ½1 : : L�; Gipi
Ii þ n0

� c pi � 0 i 2 ½1 : : n�;
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where s represents the transmitters scheduling scheme, s½j� represents the set of all
transmitters which are scheduled in the j’th slot, and Ii is the power of interference when
decoding signal of ui. Apparently, the interference is only decided by s if fp1; p2; . . .; png
are already known. FLðsÞ is the number of time slots in the scheduling scheme s. L is for
gauging the real-time performance, which should be at least ½n=2� for a 2-SIC receiver,
and Nb(s½j�) is the cardinality of s½j�.

RMPS-2SIC is formulated as a joint optimization problem of power allocating and
transmitter scheduling. We prove that its optimal solution can be found by sequentially
solving two sub-problems, i.e., power allocating for 2-SIC and transmitters scheduling
in multiple slots for 2-SIC.

3.1 Minimal Power Allocating for 2-SIC

Definition 2. Minimal Power allocating for 2 Parallel Transmitters (MPC2PT): Given
an uplink network which consists of a 2-SIC receiver and two transmitters u1; u2 with
channel gains as G1; G2, and n0 is the noise power. Without loss of generality, assume
G1 � G2. Configure transmit powers p1, p2 for u1; u2, so that the sum of their power
consumptions is minimized, in the premise that u1; u2 transmit in parallel and both of
them are decoded successfully.

If G1p1 � G2p2, signal from u1 must be decoded first because c [ 1 is necessary for
successful decoding. Thus, the problem is formulated as

min
p1;p2

p1 þ p2

s:t:
G1p1

G2p2 þ n0
� c;

G2p2
n0

� c; G1p1 � G2p2; p1; p2 � 0;
ð1Þ

On the other side, if G1p1 � G2p2, signal from u2 must be decoded first, and thus
the problem can be formulated as

min
p1;p2

p1 þ p2

s:t:
G2p2

G1p1 þ n0
� c;

G1p1
n0

� c; G2p2 �G1p1; p1; p2 � 0;
ð2Þ

Lemma 1. The minimum of Formula (1) is not larger than that of Formula (2).

Proof. Assume the optimal solution to Formula (2) is �p1; �p2ð Þ. Order that ~p1 ¼ G2 �p2
G1

and ~p2 ¼ G1 �p1
G2

, so G1 ~p1
G2 ~p2 þ n0

¼ G2 �p2
G1 �p1 þ n0

� c; G2 ~p2
n0

¼ G1 �p1
n0

� c Besides, since

G1 ~p1 ¼ G2 �p2 �G1 �p1 ¼ G2 ~p2, ~p1; ~p2ð Þ is therefore a feasible solution of Formula (1).
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It can be easily verified that ~p1 þ ~p2 � �p1 � �p2 ¼ G1�G2
G1G2

� �
ðG1 �p1 � G2 �p2Þ� 0,

therefore, the object value of Formula (1) at ð~p1; ~p2Þ is no more than the minimum of
Formula (2), i.e., the minimum of Formula (1) is not larger than that of Formula (2). □

Theorem 1. The optimal power configuration for MPC2PT is p�1 ¼ cn0ðcþ 1Þ
G1

and
p�2 ¼ cn0

G2
.

Proof. We use Lagrange relaxation method to find an analytic solution to Formula (1).
Order that L p1; p2; k1; k2; k3ð Þ ¼ p1 þ p2 þ k1 cG2p2 � G1p1 þ cn0ð Þþ k2ð�G2p2 þ
cn0Þþ k3 G2p2 � G1p1ð Þ. Based on the KKT condition, we get:

@L p1; p2; k1; k2; k3ð Þ
@p1

¼ 1� k1G1 � k3G1 ¼ 0;

@L p1; p2; k1; k2; k3ð Þ
@p2

¼ 1þ k1cG2 � k2G2 þ k3G2 ¼ 0;

k1
G1p1

G2p2 þ n0
� c

� �
¼ 0; k2

G2p2
n0

� c

� �
¼ 0; k3 G2p2 � G1p1ð Þ ¼ 0;

In general, c[ 1 is necessary for decoding, thus G1p1 [G2p2 þ n0 [G2p2.
Therefore, k�3 ¼ 0, and thus

1� k1G1 ¼ 0

1þ k1cG2 � k2G2 ¼ 0

(
:

So, k�1 ¼ 1
G1

and k�2 ¼ G1 þ cG2
G1G2

. Based on the complementary slackness condition, we get
G1p�1

G2p�2 þ n0
¼ c, and G2p�2

n0
¼ c, i.e., p�1 ¼ cn0ðcþ 1Þ

G1
and p�2 ¼ cn0

G2
. □

One natural intuition is that the farther a transmitter is from the receiver, the more
power consumption it has to pay, which is consistent with Theorem 1.

3.2 Minimal Power Scheduling for 2-SIC

Based on the optimal solution to MPC2PT, we present algorithm 1 for solving
RMPS-2SIC based on the MWM (Maximum Weight Matching) of a graph.

We construct a weighted graph which includes n real graph nodes and 2L� n
virtual graph nodes. Note that the n real nodes correspond to the n UEs.
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The output of Algorithm 1 can be mapped to power scheduling scheme as follows:
For two real graph nodes i and j, ui and uj will transmit in parallel if they are matched in
MWMðGHÞ. If a real graph node i is matched with a virtual node, ui will monopoly a
time slot.

Theorem 2. Algorithm 1 solves RMPS-2SIC.

Proof. First, the output of Algorithm 1 is a feasible solution to RMPS-2SIC, i.e., it
satisfies all constraints of RMPS-2SIC as follows:

(1) Since there are at most 2L graph nodes, MWMðGHÞ has at most L edges. Based
on the mapping scheme, the frame length is thus at most L.

(2) Signal from every UE can be decoded correctly based on the power allocation
mapped from MWM, which is in line 8.

(3) Every graph node will appear only once in a matching, and thus every UE will be
given only one transmit chance.

Second, the power scheduling scheme mapped from the output of Algorithm 1 gets
the minimal aggregate power consumption. Its proof is based on the following facts:

(1) Based on the structure of GH, transmitters scheduling strategies and maximal
matchings of GH can be mapped one-to-one. Therefore, we only need to focus on
all maximal matchings of GH.

(2) For any edge in GH, its weight is the inverse of the minimal aggregate transmit
power of the two graph nodes it connects. Therefore, for the transmitter
scheduling scheme mapped from a maximal matching, the inverse of the weight
sum of the maximal matching is the least power consumption of the scheme.
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(3) The Edmond’s blossom algorithm finds a MWMðGHÞ.
Put all above facts together, Algorithm 1 outputs an optimal solution to

RMPS-2SIC. □

The time complexity of Algorithm 1 is equal to that of the Edmond’s algorithm,
which is O ðL4Þ.

4 Minimal Power Scheduling for K-SIC

In this section, we try to find a minimal power scheduling algorithm for k-SIC based
uplink networks. Similar to RMPS-2SIC, Real-time Minimal Power Scheduling for
k-SIC (RMPS-kSIC) Problem can thus be formulated as

min
fs;p1;...;png

Xn

i¼1
pi

s:t:FL sð Þ� L; 0�Nb s½j�ð Þ � k j 2 1::L½ �; Gipi
Ii þ n0

� cpi � 08i 2 1::n½ �;
ð3Þ

Obviously, L� n=k is required.
In the following sections, similar with that in RMPS-2SIC, we also show that

RMPS-kSIC can be solved by sequentially solving two sub-problems, i.e., minimal
power allocating for k-SIC and transmitters scheduling in multiple slots for k-SIC.

4.1 Minimal Power Allocation for k-SIC

Definition 3. Minimal Power allocating for r Parallel Transmitters (MPArPT): Given
an uplink network which consists of a k-SIC receiver and r transmitters u1; u2; . . .; ur
with channel gains as G1;G2; . . .;Gr. Without loss of generality, assume
G1 �G2 � . . .�Gr, r� k, and n0 is the noise. In the premise that u1; u2; . . .; ur transmit
simultaneously and are decoded successfully, configure transmit powers p1; p2; . . .; pr
for u1; u2; . . .; ur so that the aggregate power consumption is minimized.

The problem is thus formulated as

min
fp1;...;prg

Xr

i¼1

pi

s:t:
Gipi
Ii þ n0

� c; pi � 0; 8i 2 1::r½ �;

Similar with that in Sect. 3.1, we have to determine the expression for all Ii before
solving MPArPT. Obviously, Ii is dependent on the decoding order. Using the similar
proof as that in Lemma 1, we can easily prove that the optimal decoding order is the
descending order of channel gains. In other words, if the optimal solution of MPArPT
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problem exists, it can only be achieved by decoding the transmitters’ signals on the
descending order of their channel gains.

Lemma 2. The optimal decoding order for MPArPT is the descending order of
channel gains.

Proof. We notate the decoding order as 1; 2; . . .; rh i if ui is decoded before uiþ 1 for
8 i 2 ½1; r � 1�.

Assume that the optimal decoding order is s1; s2; . . .; srh i but 1; 2; . . .; rh i, and the
optimal transmit power of the decoding order is �ps1 ; �ps2 ; . . .; �psrð Þ for MPArPT.
Assume that si is the first distinct element between s1; s2; . . .; srh i and 1; 2; . . .; rh i, i.e.,
sl ¼ l for all l 2 ½1::r � 1� and si 6¼ i. Therefore, there must exist an integer

j 2 ði; . . .; n� which satisfies sj ¼ i: Order that ~psi ¼
Gsj �psj
Gsi

and �psj ¼ Gsi �psi
Gsj

. If we

exchange si and sj in s1; s2; . . .; srh i, we get a new decoding order 1; 2; . . .; i� 1;h
sj; siþ 1; . . .; sj�1; si;sjþ 1; . . .; ski.

If �ps1 ; �ps2 ; . . .; �psi�1 ; ~psj ; �psiþ 1;. . .; �psj�1;; ~psi ; �psjþ 2;. . .; �psk
� �

is adopted as the transmit
power vector for new decoding order, all constraints of MPArPT are still satisfied.
Besides, since ~psi þ ~psj � �psi þ �psj , the minimal aggregate power consumption under the
decoding order 1; 2; . . .; i� 1; i; siþ 1; . . .; sj�1; si;sjþ 1; . . .; sk

� �
must be no larger than

that under s1; s2; . . .; skh i, which contradicts the assumption. □

We repeat above processes until all r signals are decoded successfully. Obviously,
the decoding order index for ui is i, or in other word, the decoding order is 1; 2; . . .; rh i.
Therefore, MPArPT can be now reformulated as follows based on Lemma 2,

min
fp1;...;prg

Xr

i¼1
pi

s:t:
G1p1Pr

i¼2 Gipi þ n0
� c;

GlplPr
i¼lþ 1 Gipi þ n0

� c l 2 2::r � 1½ �; Grpr
n0

� c;
ð4Þ

Definition 4. Power Threshold Vector for r-SIC (PTV-r) is a vector X̂ ¼
ðX̂1; X̂2; ::; X̂rÞT which satisfies equality group

X̂lPr
i¼lþ 1 X̂i þ n0

¼ c l 2 1::r � 1½ �; X
_

r

n0
¼ c;

where X̂i [ 0 for 8i 2 ½1; ::; r�, and c[ 1.

Obviously, X̂1 � X̂2 � ::� X̂r. PTV-r is in fact the minimal received powers
required for r signals if the r signals are to be successfully decoded by a k-SIC receiver.
The assertion is proved by Theorem 3.
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Theorem 3. For the following inequality group

xlPk
i¼lþ 1 xi þ n0

� c l 2 2::k � 1½ �; xr
n0

� c; ð5Þ

any of its solution ð~X1; ~X2; ::; ~XrÞT satisfies ~Xi � X̂i for 8i 2 ½1; ::; r�.
Proof. It can be proved by mathematical induction as follows.

(1) ~Xr � X̂r because ~Xr � cn0 ¼ X̂r.

(2) Assume ~Xi � X̂i for 8i 2 ½lþ 1; r�, therefore, ~Xl � c
Pr

i¼lþ 1

~Xi þ n0

� �
� c

Pr
i¼lþ 1

X̂i þ n0

� �
¼ x̂l.

In conclusion, Theorem 3 is thus proved. □

Theorem 4. The optimal solution to MPArPT is ðX̂1
G1
; X̂2
G2
; ::; X̂r

Gr
Þ.

Proof. Since X̂1 � X̂2 � . . .� X̂r and G1 �G2 � . . .�Gr, based on Lemma A.1 in

Appendix, we can know that
Pr

i¼1
X̂i
Gi

� Pr
i¼1

X̂i

G0
i

, where ðG0
1;G

0
2; . . .;G

0
rÞ is any per-

mutation of fG1;G2; . . .;Grg. On the other hand, for any solution ð~X1; ~X2; ::; ~XrÞ to

Formula (5), since
Pr

i¼1 X̂i �
Pr

i¼1
~Xi, we can know that

Pr
i¼1

X̂i

G0
i

� Pr
i¼1

~Xi

G0
i

. Thus,Pr
i¼1

X̂i
Gi

� Pr
i¼1

~Xi

G0
i

. Since X̂1
G1
; X̂2
G2
; ::; X̂r

Gr

� �
is a feasible solution to MPArPT, and

ð~X1

G0
1

;
~X2

G0
2

; . . .;
~Xr

G0
r
Þ can represent any feasible solution to MPCrPT. Therefore,

ðX̂1
G1
; X̂2
G2
; ::; X̂r

Gr
Þ is an optimal solution to MPCrPT. □

ðX̂1
G1
; X̂2
G2
; ::; X̂r

Gr
Þ is not only Pareto optimal but also globally optimal for MPArPT.

Besides, for user ui with channel gain Gi, if its signal is to be decoded by a k-SIC
receiver and its decoding order index is r where r� k, its transmit power should be at

least X̂r
Gi
, which is the key to Algorithm 2 in the following sections.

4.2 Power Scheduling in Multiple Slots for k-SIC

Lemma 3 reveals a vital attribute of the optimal power scheduling scheme for RMPS-
kSIC.

Lemma 3. If n� kL, we have:

(1) The number of transmitters in any slot is either n=Lb c or n=Ld e for the optimal
power scheduling scheme for RMPS-kSIC.
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(2) The optimal power scheduling scheme includes L n=Ld e � n slots, each of which
has n=Lb c parallel transmitters, and L� L n=Ld eþ n slots, each of which has
n=Ld e parallel transmitters.

Proof. Assume there is a slot S1 which has less than n=Lb c parallel transmitters in the
optimal power scheduling scheme, therefore there must exist another slot S2 which has
no less than n=Ld e transmitters. If the transmitter whose decoding index is 1 in S2 is
moved to S1, we get a new power scheduling scheme. Besides, based on Theorem 4,
the aggregate power consumption of the new power scheduling scheme is less than that
of the optimal scheme, which contradicts the optimality.

Similarly, there could not have a slot which has more than n=Ld e transmitters.
Therefore, Lemma 3.(1) is proved.

To prove Lemma 3.(2), assume there are q slots each of which has n=Lb c parallel
transmitters. Since q n=Lb cþ L� qð Þ n=Ld e ¼ n, therefore, q ¼ L n=Ld e � n. □

Theorem 5. For an uplink network of n transmitters and two integers k1 and k2,
if L� n=min ðk1; k2Þ, the optimal power scheduling schemes of RMPS-k1SIC and
RMPS-k2SIC must be same.

Proof. Based on Lemma 3, the optimal power scheduling scheme of RMPS-k1SIC
must be a feasible solution to RMPS-k2SIC, and vice versa. So the two optimal power
scheduling strategies must be same. □

Theorem 5 shows that if n� kL, the optimal power scheduling scheme relies only
on L but k.

Based on the definition of PTV-k and Theorem 5, we propose an optimal algorithm
for the RMPS-kSIC problem, which converts RMPS-kSIC into the problem of finding a
MWM of a balanced complete bipartite graph.
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In the above algorithm, the edge ðui; ThjÞ represents that ui will be scheduled in the
h’th slot, and its decoding order index is j. MWMðGHÞ corresponds to a feasible power
scheduling scheme. Now Theorem 6 tells us that the scheme mapped from MWMðGHÞ
is the optimal.

Theorem 6. Algorithm 2 outputs an optimal solution to RMPS-kSIC problem.

Proof. Our proof is based on the following facts.

(1) Based on the construction of GH, and the mapping scheme that the edge ðui; ThjÞ
in GH means that ui is scheduled in the h’th slot, any feasible user scheduling
schemes in the optimal decoding order can be mapped to a maximal matching of
GH, and vice versa. In other words, they have a one-to-one mapping relationship.

(2) For the edge ðui; ThjÞ in GH, x̂j
�
Gi is the minimal transmit power allocated to ui if

its decoding order index is j.

By taking the above two facts together, for any maximal matching of GH, its inverse
weight sum is equal to the minimal aggregate power of all UEs for the corresponding
power scheduling scheme. So the MWM(GH) can be mapped to the optimal solution to
RMPS-kSIC. □

5 Performance Evaluations

Some simulation parameters are as follows in default: The noise power spectral density
is −169 dBm/Hz, and the noise bandwidth is 200 kHz, thus N0 is −116 dBm. The
frequency of signal is 2.4 GHz, and the decoding threshold c is 2. The regular trans-
ceiver that does not support SIC is represented by k = 1.

An uplink wireless network which consists of 30 transmitters and one base station
is constructed, where the base station is situated at the center of a square with edge
length being 120 meters, and all transmitters are placed uniformly in the square.

Based on Lemma 3, the aggregate power consumption will be larger if the frame
length is smaller. Therefore, we evaluate the performance by setting the frame length
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Fig. 1. (a) Aggregate power consumption with real-time performance (b) Maximal transmit
power with real-time performance
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from 30=kd e to 35, i.e., the real-time performance requirement varies from the tightest
to the easiest. Besides, k is set as 1, 2, 3, 4, 5 in all experiments for clear evaluations.

Just as illustrated by Fig. 1(a), for same frame length, the aggregate power con-
sumption has no relation to k. The fact is consistent with Theorem 5.

The aggregate power consumption decreases exponentially with the increasing of
frame length. From Fig. 1(a), we can find that the aggregate power consumption is
1.3 mW when k = 5 and L = 7, while it is 2.1 mW when k = 5 and L = 6. In other
words, the power saving is prominent for cases where n approximates kL. However, it
will diminish exponentially if the frame length grows.

With different values of k and L, the maximal transmit powers among the 30
transmitters are illustrated in Fig. 1(b). Obviously, the smaller is k, the less is the
maximal transmit power. Besides, if the real-time performance requirements are same,
the maximal transmit powers are also same, and have no relation to k if n� kL. It also
decreases exponentially if the real-time performance is even slightly relaxed. Take for
example k = 5 and L = 6, the maximal transmit power is 0.21 mW. If k = 5 and L = 7,
it is only 0.11 mW. The maximal transmit power will decrease exponentially if the
frame length continues to grow. All of these facts are consistent with Theorem 5.

The results of the above experiments reveal that, comparing to the number of
parallel transmitters supported by the SIC receiver, the requirement of real-time per-
formance has tremendous impacts on both the aggregate power consumption and the
maximal transmit power. Besides, both the aggregate power consumption and the
maximal transmit power are exponentially decreased with the relaxation of the
real-time performance requirement.

For typical cases of k, the maximal transmit power is acceptable. For example, if the
value of k is 3 and 4, the maximal transmit power is only 0.04 mW and 0.07 mW
respectively, which are completely acceptable in nowadays even for low-power RF
(Radio Frequency) chips. In other words, with the optimal power scheduling scheme,
SIC technology is even suitable for low-power applications.

6 Conclusions and Future Works

Although SIC has a broad prospect for its inherent quality of supporting real-time
application, the high power consumption has also been denounced. The focus of this
paper is the tradeoff between the power consumption and the real-time performance for
SIC-based uplink wireless networks. Specifically, given the requirement of real-time
performance, we want to achieve the least power consumption. We formulate the
problem based on the power scheduling technology. Our conclusions are as follows.
(1) The problem is solvable in polynomial time, and an optimal power scheduling
scheme is given in this paper. (2) The factor of real-time performance has a major
affection on the power consumption than other factors, such as the number of parallel
transmitters supported. (3) With the optimal power scheduling schemes, SIC tech-
nology is even suitable for low-power applications.

In future works, we will consider the case when the transmit powers are discrete. In
that case, the problem may be NP-hard [9], and heuristic algorithm may be developed
for solving the problem.
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Appendix

Lemma A.1 Assume a1 � a2 � . . .� an, b1 � b2 � � � � � bn, then the optimal solution
to the problem

min
Xij

X
i;j¼1::n

Xijaibj

s:t:
X

i¼1::n
Xij ¼ 1 8j 2 1::n½ �;

X
j¼1::n

Xij ¼ 1 i 2 1::n½ �;Xij 2 0; 1f g;

is Xij ¼ 1 for all i ¼ j
0 for all i 6¼ j

	
.

Proof. We prove it using mathematical induction.
It is easy to prove the case n = 2 since a1b1 þ a2b2 � a1b2 þ a2b1.
Assume that the lemma is true when n = k − 1.
For n = k, order that bi ¼ bi � b1 for 8i 2 ½2::k�. We now only need to prove that

a1b1 þ a2 b1 þ b2ð Þþ . . .þ ak b1 þ bkð Þ� b1ai1 þ b1 þ b2ð Þai2 þ . . .þ b1 þ bkð Þaik,
where ðai1; ai2; . . .; aikÞ is any permutation of fa1; a2; . . .; akg.

Case 1. ai1 ¼ a1. The lemma can be proved by the induction assumption of n = k − 1.
Case 2. ai1 6¼ a1. Since ai1; ai2; . . .; aikð Þ is any permutation of fa1; a2; . . .; akg,
therefore, ai1 þ ai2 þ . . .þ aik ¼ a1 þ a2 þ . . .þ ak, and there exist a j 2 f2; . . .; kg,
aij ¼ a1. Thus, b1ai1 þ b1 þ b2ð Þai2 þ . . .þ b1 þ bkð Þaik = b1ða1 þ a2 þ . . .þ akÞ
þ b2ai2 þ b3ai3 þ . . .þ bkaik = b1ða1 þ a2 þ . . .þ akÞþ b2ai2 þ b3ai3 þ . . .þ bj�1

ai j�1ð Þ þ bja1 þ bjþ 1ai jþ 1ð Þ þ . . .þ bkaik � b1ða1 þ a2 þ . . .þ akÞþ b2ai2 þ b3ai3 þ
. . .þ bj�1ai j�1ð Þ þ bjai1 þ bjþ 1ai jþ 1ð Þ þ . . .þ bkaik.

Thus, the case can be proved if b2a2 þ b3a3 þ . . .þ bkak � b2ai2 þ
b3ai3 þ . . .þ bj�1ai j�1ð Þ þ bjai1 þ bjþ 1ai jþ 1ð Þ þ . . .þ bkaik.

The above inequality can be proved by the induction assumption for fa1; a2; . . .; akg
and fb1; b2; . . .; bkg.

In conclusion, the lemma is proved. □
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Abstract. Frequency-domain contention is a promising technique that can
significantly improve channel utilization. Recently, a novel multi-subcarrier
frequency-domain contention protocol called WiFi-BA has been proposed to
solve the collision issue between data transmissions in single-subcarrier
frequency-domain contention protocols. In this paper, however, we reveal that
WiFi-BA has serious design defects, which will cause a new type of collision
between data transmission and contention signal. We then analyze the root cause
leading to such a collision and provide solutions to fix it.

Keywords: 802.11 � Frequency-domain contention � Multiple-subcarrier

1 Introduction

IEEE 802.11 networks [1] perform channel contention in time domain. It is well known
that the time-domain contention leads to poor channel utilization, because the channel
is forced to remain idle during the contention process. Ref. [2] pointed out that more
than 30% reduction in throughput is due to the idle time. Ref. [3] shows that the
channel utilization becomes lower and lower when the PHY data rate increases.

Recently, a frequency-domain contention protocol, which is called time to fre-
quency (T2F) [4], has been proposed to solve the low channel utilization issue in
conventional time-domain contention. T2F employs the orthogonal frequency-division
multiplexing (OFDM) subcarriers for channel contention. It is a single-subcarrier
frequency-domain contention protocol. In T2F, each subcarrier is allocated with a
unique number. Each node chooses one subcarrier from all available subcarriers, and
then signals on its chosen subcarrier and at the same time listens to all available
subcarriers. By sorting all active subcarrier numbers, each node can independently find
the winner whose chosen subcarrier number is the minimum. For example, in Fig. 1(a),
node A chooses subcarrier 6 from all available k subcarriers, while node B chooses
subcarrier 4; nodes A and B know subcarriers 4 and 6 are chosen, and then node A
infers its failure and node B infers its victory. T2F can significantly reduce the con-
tention time to 10.4 s from 150 s on average in 802.11, and therefore have received
considerable attention [5–12].
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The single-subcarrier frequency-domain contention easily leads to a type-1 colli-
sion (we call in this paper): multiple winners, who choose the same minimum sub-
carrier, transmit data simultaneously. For example, in the case of Fig. 1(a), if nodes A
and B choose subcarrier 4, both nodes will infer that they are winners, and therefore
transmit data simultaneously, leading to a collision. Note that although there are 64
subcarriers in 802.11 a/g, the number of available subcarriers is very limited due to
power leakage (e.g., only 8 subcarriers are adopted for contention resolution in [7]).
Therefore, given the limited number of available subcarriers, when the number of
nodes is large, the probability of generating multiple winners will increase remarkably,
leading to serious type-1 collisions.

To overcome the type-1 collision, the multiple-subcarrier frequency-domain con-
tention protocol has been proposed. WiFi-BA (bitwise arbitration) [7] is such a typical
representation. Different from T2F, in WiFi-BA, each node can choose multiple sub-
carriers. The great amount of combinations that choose multiple subcarriers from a set,
can remarkably reduce the type-1 collision. In WiFi-BA, while signaling on multiple
subcarriers, each node also detects all active subcarriers. WiFi-BA has the following
matching rule (we call in this paper; see Sect. 3 in [7]): if a node finds that the observed
active subcarriers match its chosen subcarriers, the node infers that it is a winner and
will transmit a data in the next slot immediately (in this paper, we call an OFDM
symbol time a time slot); otherwise, it will continue contending for channel by sig-
naling on its chosen subcarriers.

Unfortunately, although overcoming the type-1 collision, the matching rule in
WiFi-BA easily leads to a type-2 collision (we call in this paper): the winner starts
transmitting data, while other nodes signal on subcarriers to contend for channel,
leading to a collision between data transmission and channel contention. The main
reason is: different nodes will make inconsistent arbitrations, according to the same
active subcarrier spectrum (each node can observe) and different multiple subcarriers
(different nodes choose). Figure 1(b) shows an example of the type-2 collision. In this
example, node A chooses subcarriers 4 and 6, while node B chooses subcarriers 4, 6,
and 8. Then the superposed subcarrier spectrum, which is subcarriers 4, 6, 8, matches
node B’s choice but mismatches node A’s choice. As a result, in the next slot, node B
will transmit a data, while node A will signal to contend for channel, leading to a
collision. The type-2 collision motivates us to study WiFi-BA.

The rest of the paper is organized as follows. Section 2 outlines the WiFi-BA pro-
tocol. Section 3 classifies the relationship amongmultiple subcarriers to reveal the reason

(a)
1 2 3 4 5 6 7 8 9 10 k 1 2 3 4 5 6 7 8 9 10 k

(b)

B
A

B
A

Fig. 1. (a) Single-subcarrier frequency-domain contention and (b) multiple-subcarrier
frequency-domain contention
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leading to the type-2 collision. Section 4 provides solutions to overcome the WiFi-BA
design defect. Finally Sect. 5 concludes this paper.

2 Overview of WiFi-BA

In WiFi-BA [7], each node has two antennas: one for regular data transmission and
another for listening to the channel. WiFi-BA adopts the OFDM technique, where the
whole channel is divided into L subcarriers (e.g. L ¼ 64 in 802.11 a/g). Let k denote
the number of available subcarrier. In general, k takes a small value due to power
leakage (e.g., k = 8 in [7]). WiFi-BA is a multiple-subcarrier frequency-domain pro-
tocol, i.e., each node will choose multiple subcarriers from k available subcarriers for
channel contention.

With the help of Fig. 2, we here outline WiFi-BA. Before transmission, each node
performs a clear channel assessment (CCA) for a time duration. If the channel is sensed
idle, the node starts contending for channel: it first enters a stage of frequency-domain
collision probe, and then enters a stage of time-domain arbitration phase. At the end of
the channel contention, the winner initiates a data transmission. Below, focusing on the
channel contention process, we explain the adopted three schemes sequentially: binary
mapping, frequency-domain collision probe, and time-domain bitwise arbitration. After
that, we present the design defect of WiFi-BA.

2.1 Binary Mapping

In this stage, each node will generate a binary code indicating its chosen subcarrier
number and then use it in the stage of collision probe.

In this scheme, each node randomly picks a number from [1, 2k � 1] for contention,
where k denotes the number of available subcarriers (k = 8 by default). The value of
this random number represents node’s contention priority, and the larger the value is,

Fig. 2. An overview of WiFi-BA [7].
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the more likely a node accesses channel. We use a k-bit binary code to represent the
random number. The binary code is mapped to subcarriers with bit ‘1’ indicating that
the corresponding subcarrier is selected by the node, and bit ‘0’ indicating that the
corresponding subcarrier is not selected by the node. As shown in the left part of Fig. 3,
the binary code of node A is 01011010, representing that it has selected subcarriers 1,
3, 4, 6. The binary code of node B is 01010110, representing that it has selected
subcarriers 1, 3, 5, 6.

2.2 Frequency-Domain Collision Probe

In this stage, each node detects whether there exist other nodes for channel contention.
We call this operation the collision detection. Each node uses the superposition of
binary codes to detect collision.

When entering this stage, according to its binary code, each node generates an
OFDM symbol through inverse fast Fourier transform (IFFT), and then transmits it,
thereby activating these selected subcarriers. At the same time, each node listens to the
channel and performs FFT on the received signals, which is a superposition of all
transmitted OFDM symbols. The FFT result will show all subcarriers activated by
contenders, which is called the power spectrum of the superposed OFDM symbols. For
example, the right part of Fig. 3 shows that subcarriers 1, 3, 4, 5, 6 have been activated.
Transmitting all activated and deactivated subcarrier numbers into a binary code, we
obtain 01011110. In this paper, we call such a binary code the superposed binary code.

Next, each node compares the superposed binary code with its chosen binary code
to detect collision. WiFi-BA has the following matching rule:

– If two codes match well, the node infers that it is a winner, and will transmit a data
in the next slot.

– Otherwise, it infers that there exist other contending nodes (i.e., a collision is detec-
ted), and will enter the stage of bitwise arbitration for continuing channel contention.
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Fig. 3. Collision detection in the frequency domain.
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In the example of Fig. 3, the superposed binary code (i.e., 01011110) matches
neither node A’s code (i.e., 01011010) nor node B’s code (i.e., 01010110). Therefore
both nodes collide each other in this stage, and will enter the stage of bitwise arbitration.

Remarks: WiFi-BA does not detect the collision where two or more nodes choose the
completely same binary code, because the probability of two nodes choosing the same
binary code (i.e., the probability of the type-1 collision) is very low. For example, if a
node chooses one binary code from [1, 2 k-1], another node chooses the same binary
code with probability 1

ð2k�1Þ2 only.

2.3 Time-Domain Bitwise Arbitration

When detecting a collision in the collision probe stage, a node enters the arbitration
phase. Starting from the most significant bit of its selected binary code, the node
performs the following operations.

– If the bit is ‘1’, the node transmits its OFDM symbol and applies the matching rule
as in the collision probe stage. According to the result of the matching rule, the node
either transmits a data or continues checking its next bit in the next slot.

– If the bit is ‘0’, the node does not transmit its OFDM symbol in the current slot. At
the same time, it detects signals. When detecting a signal, it exits the arbitration
phase and then aborts this-round contention; otherwise, it continues to check the
next bit.

As the bitwise arbitration processes proceeds, most contending nodes gradually
abort their transmissions. Finally, the node (whose binary code matches the superposed
binary code) wins the channel and then initiates a data transmission.

Figure 2 gives an example of the arbitration phase. In this example, node A’s code
is 01011010 and node B’s code is 01010110. In the collision probe stage, both nodes
detect the presence of each other and then enter the arbitration phase. Because the first
four bits of the two codes are the same, both nodes continue to check the 5-th bit. At
this moment, node A finds that the superposed code matches its own, while node B
detects a signal. As a result, node A starts to transmit a data while node B exits the
arbitration phase in the next slot.

2.4 Design Defect of WiFi-BA

WiFi-BA can remarkably reduce the type-1 collision, namely, two or more nodes
transmit datum simultaneously. However, it introduces considerable the type-2 colli-
sions, namely, one node is transmitting data, while other nodes are transmitting con-
tention signals. In Sect. 3.2, we will show that the type-2 collision might occur
frequently.

The type-2 collision can occur at the beginning (shown in Sect. 4.1) or in the
middle (shown in Sect. 4.2) of the arbitration phase.
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3 Four Multiple-Subcarrier Relationships

In this section, we first define four multiple-subcarrier relationships and then reveal that
the complicated multiple-subcarrier relationships will lead to frequent occurrences of
type-2 collisions.

3.1 Four Relationships

In this section, according to the relationship between binary codes that nodes pick, we
define the relationship between nodes. In a binary code, bit ‘1’ denotes that the cor-
responding subcarrier is selected, while bit ‘0’ denotes that the corresponding sub-
carrier has not been selected.

Taking 8-bit binary codes as an example, we define four relationships between two
nodes.

– Identical type. If two nodes pick the same subcarriers, we define the relationship
between them as an identical type. For example, 10101010 and 10101010.

– Containing type. If node A selects all the subcarriers that node B selects, but it also
selects some subcarriers that node B do not selects, we define the relationship
between them as a containing type. We say that node A is a containing node and
node B is a contained node. For example, node A picks 10101010, while node B
picks 10101000.

– Cross type. If node A’s subcarriers only contain parts of node B’s subcarriers and
node B’s subcarriers only contain parts of node A’s subcarriers, we define the
relationship between them as a cross type. For example, node A picks 10101010,
while node B picks 10100101.

– Totally-different type. If each of nodes A and B picks subcarriers that the other does
not pick, we define the relationship between them as a totally different type. For
example, 10101010 and 01010101.

3.2 The Severity of the Type-2 Collisions

In this section, taking the containing type as an example, we reveal that the severity of
the type-2 collisions in WiFi-BA.

Assume that k is the number of total available subcarriers. Let Pi, 1� i� k, denote
the probability that a containing node selects i subcarriers from k available subcarriers.

For k binary bits, we have
k
i

� �
codes where i bits are 1 and k-i bits are 0, among 2k

different codes in total. Pi is calculated by

Pi ¼ k
i

� �
1
2k

:
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Let Qi, 1� i� k, denote the total number of possible containing types, under the
condition that a containing node has selected i subcarriers from k available subcarriers.

For k binary bits, we have
k
i

� �
binary codes where i bits are 1 and k-i bits are 0.

Given i binary bits, we have 2i � 2 different codes (except 0 and 2i � 1Þ that have a
containing relationship with 2i � 1; for example, when i = 2, codes 01 and 10 have a
containing relationship with 11. Qi is calculated by

Qi ¼ k
i

� �
2i � 2
� �

:

Table 1 shows Pi and Qi in the containing type when k = 8. From this table, we can
see that Pi may take a very high probability and Qi may take a very large value. For
example, P4 = 0.2734 and Q6 = 1736. In Sects. 4.1 and 4.2, we point out that the
containing type is an important reason causing the type-2 collision. The high value of Pi
and Qi implies that the type-2 collision will occur frequently in WiFi-BA.

4 Solutions to Overcome the Type-2 Collision

In this section, we only need to consider the type-2 collision due to the containing and
cross types and give solutions. The reason is as follows. In the four multiple-subcarrier
types in Sect. 3.1, if all nodes are identical types, we cannot differentiate them; if all
nodes are totally-different types, it will not incur any collision.

4.1 Type-2 Collision Due to the Containing Type

We consider an example of the type-2 collision due to the containing type. In this
example, node A picks a code: 11110000, and node B pick a code: 11000000. The two
nodes form a containing relationship and the superposed code is 11110000.

We note that if all nodes form a containing relationship, in the collision-probe
stage, the containing node will infer its victory and all contained nodes will infer that
there exist other contending nodes. Then, the type-2 collision occurs at the beginning of
the arbitration phase, where the containing node starts transmitting data and the con-
tained nodes transmit contention signals for bitwise arbitration.

There are two methods to solve the problem.

– Method 1. In this method, we need additional information that notifies all contained
nodes of listening to the channel at the beginning of the arbitration phase. As
illustrated in Fig. 4, at the first OFDM symbol time of the arbitration phase, while

Table 1. Pi and Qi in the containing type.

i (k = 8) 1 2 3 4 5 6 7 8

Pi 0.0313 0.1094 0.2188 0.2734 0.2188 0.1094 0.0313 0.0039
Qi 0 56 336 980 1680 1736 1008 254
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the containing node transmits data, we force all nodes (entering the arbitration
phase) to listen to the channel. to listen to the channel. We dictate that once these
contained nodes sense channel busy in the first OFDM symbol time, they should
abort their arbitration phases immediately, thereby avoiding the type-2 collision. In
this manner, we can avoid the type-2 collision immediately.

– Method 2. In this method, we did not introduce additional information, but force the
containing node to execute its arbitration phase until its final 1-bit. At that time, all
nodes finish the arbitration phase and therefore we can avoid the type-2 collision.
However, this method will consume a long contention time. For example, in the
above two-node example, node A, whose code is 1111000, is the containing node
and should keep executing its arbitration phase until its 4-th bit.

4.2 Type-2 Collision Due to the Cross Type

We consider an example of the type-2 collision due to the cross type. In this example,
nodes A, B, C, respectively, pick codes 11111100, 10100010 and 11110000, where
nodes A and C form a containing relationship, node pairs, A and B, as well as B and C,
form a cross relationship. The superposed code is 11111110.

In this example, the type-2 collision occurs during the arbitration phase. With the
help of Fig. 5, let us outline the contention process. In the collision-probe stage (see
Fig. 5(a)), the superposed code mismatches any of the three nodes. Then they enter the
arbitration phase.

– In the first OFDM symbol time (see Fig. 5(a)), the mismatching occurs again as in
the collision-probe stage.

– In the second OFDM symbol time (see Fig. 5(b)), node B senses the channel busy
without transmitting a signal because node B’s 2nd bit is 0, and hence will abort its
arbitration phase; node B’s code matches the superposed code and hence infers its
victory; and node C’s code mismatches the superposed and infer that there still
exists other contending node.

– In the third OFDM symbol, node A starts transmitting data and node C continues
transmitting contention signal, incurring a type-2 collision.

Busy Medium

Busy Medium

OFDM
symbol Data Transmission

OFDM
symbol

CCA Collision
Probe Arbitration Phase

Time

Force all contained nodes to listen

The containing node transmits data

Containing node

Contained nodes

Fig. 4. Solution to solve the type-2 collision occurring at the beginning of the arbitration phase.
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In this case, we can apply Method 2 in Sect. 4.1 to solve the type-2 collision,
instead of Method 1 in Sect. 4.1, because we cannot generally predict the precise
symbol time when the type-2 collision occurs.

5 Conclusion

Frequency-domain contention has received considerable attentions. WiFi-BA is a novel
multi-subcarrier frequency-domain contention protocol. In this paper, we are the first to
point out the design defect of WiFi-BA. We then classify the multi-subcarrier rela-
tionships to show the severity of the design defect and provide solutions to overcome it.

Acknowledgment. This work is supported by Macao FDCT-MOST grant 001/2015/AMJ, and
Macao FDCT grants 104/2014/A3 and 005/2016/A1.
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Abstract. Monitoring school violence is critical for the prevention
of juvenile delinquency and promotion of social harmony. Pioneering
approaches employ always-on-body sensors or cameras with limited sur-
veillance area, which cannot provide ubiquitous violence monitoring. In
this paper, we present Wi-Dog, a non-invasive physical violence monitor-
ing scheme based on commodity WiFi infrastructures. The key intuition
is that violence-induced WiFi signals convey informative characteristics
of intensity, irregularity and continuity. To identify school violence from
violence-alike actions (e.g., jump, lie down and run), we develop a precise
noise reduction method by selecting sensitive antenna pair and subcarri-
ers. Moreover, a wavelet-entropy-based segmentation method is proposed
to detect movement transitions in the distance, and the complete local-
global analysis is further adopted to improve overall performance. We
implemented Wi-Dog using commercial WiFi devices and evaluated it
in real indoor environments. Experimental results demonstrate the effec-
tiveness of Wi-Dog with average detection accuracy of 0.9.

Keywords: Channel state information · Physical violence · Wireless
sensing · Abnormal activities

1 Introduction

School violence, as the leading cause of juvenile delinquency, has become an
increasingly serious social issue and attracted extensive academic research.
According to the reports of the National Center for Educational Statistics, 28%
of total 4326 examined adolescents were reported bullying victimization, whose
physical and mental health were severely affected [5]. To curb the prevalence
of school violence, governments have introduced relevant policies to deal with.
A key enabler for effective school violence prevention is to automatically detect
the instantaneous physical violence with existing available infrastructure. Wear-
able sensor based scheme provides a possible solution [19]. However, the always-
on-body requirements of dedicated sensors (e.g., data glove [8], RFID [4] and
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 47–59, 2017.
DOI: 10.1007/978-3-319-60033-8 5
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smartphone [10]) make users difficult to comply with. Camera based detection
is another type of monitoring scheme [2,3,20]. Pre-mounted cameras continu-
ously collect and analyze the video frames of interested areas, yet they bring
underlying privacy issues and only operate in a clear line-of-sight (LOS) view.

In this paper, we show for the first time that WiFi signals can be exploited
to monitor physical violence. WiFi signal is pervasive nowadays with widely
deployed WiFi infrastructures on campus, which delivers the idea of ubiqui-
tous device-free surveillance into a practical solution. The key intuition is that
abrupt physical violence along with rapid movements of body parts could gener-
ate distinct features in received signals. To acquire abundant information about
abnormal dynamics induced by physical violence, we take advantage of fine-
grained Channel State Information (CSI) on commercial WiFi devices. Com-
paring with pioneer works which mainly focus on the recognition of repetitive
actions [12,15,21] or single-person abnormal behaviors [13], physical violence has
three significant features [10]: (1) intensity (i.e., the attacker intends to harm the
victim), (2) irregularity (i.e., physical violence can be random which performs
uncertain actions) and (3) continuity (i.e., the violence is focused on particular
children and occurs continuously). Velocity is a natural choice to build up rela-
tionships with activities [9,16]. However, existing approaches cannot be directly
used in violence detection due to the lack of analysis of violent process.

We present Wi-Dog, a non-invasive physical violence monitoring scheme on
commercial WiFi infrastructure, to protect adolescents from rampant school
violence, just like a loyal dog does. We seek to advance the state-of-the-art
on WiFi based sensing by deriving precise motion-induced Doppler shifts from
imperfect WiFi devices and further identifying the physical violence based on
local-global analysis. In a nutshell, our contributions are summarized as follows:

– We investigate the characteristics of violence-induced WiFi signals through
complete local-global analysis. To our best knowledge, we are the first to
propose a non-invasive physical violence monitoring scheme on a single link
with commercial WiFi devices. We envision this capability as a significant
complement for future violence threat warning applications.

– To present obvious characteristics of physical violence, a novel CSI data
processing method is proposed by selecting antenna pairs and sensitive sub-
carriers. Moreover, we develop a wavelet-entropy-based indicator to monitor
slight transitions of movements in the distance. The core technologies in Wi-
Dog can be applied to various gesture recognition schemes.

– We conduct extensive experiments and validate Wi-Dog in classroom and
corridor environments by imitating real physical violence with different vol-
unteers. Experimental results show that Wi-Dog can monitor the imitated
physical violence with a high True Detection Rate of 0.94 (0.85), along with
a low False Alarm Rate of 0.08 (0.11) in corridor (classroom) environment.

In the rest of the paper, we introduce the background in Sect. 2, then we elab-
orate the detailed methodologies in Sect. 3, evaluate the performance in Sect. 4.
We present related works in Sect. 5 and conclude in Sect. 6.
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2 Background

2.1 Channel State Information

With slight firmware modification, commodity WiFi NICs could report a group
of 30 selected subcarrier channel measurements to upper layers in the format of
CSI [6]. As the transmitted signal in reality arrives at the receiver through N
different paths, H(f, t), the superimposed response of each individual path, can
be written as:

H(f, t) =
N∑

n=1

αk(t)e−j2πfτk(t) (1)

Where f is the carrier frequency, αk(t) and τk(t) denotes the attenuation factor
and time of flight for the k-th path at time t, respectively.

2.2 PLCR Model

In prior works [9,16], Doppler frequency shifts have been utilized to realize
human tracking and action recognition, which actually reflect the rate of varia-
tion of each signal propagation path length. For the k-th path, an instantaneous
displacement dk(t) caused by moving objects in a short time interval t can be
expressed as dk(t) = cτk(t), where c is the speed of light. We further relate τk(t)
to the Doppler frequency shift fDk

: τk(t) = dk(t)/c = 1
f

∫ t

−∞ fDk
(x)dx, where

fDk
= − 1

λ

d

dx
dk(x), λ is the wavelength of WiFi signal. The complex value

H(f, t) can be expressed in another form:

H(f, t) = Hs(f) +
∑

k∈Pd

αk(t)ej2π
∫ t

−∞ fDk
(x)dx (2)

where Pd denotes the set of dynamic path (fD �= 0), Hs(f) represents the sum of
static components (fD = 0). To eliminate phase noises, the unwrapped instan-
taneous CSI power is derived as:

|H(f, t)|2 =
∑

k∈Pd

2|Hs(f)αk(t)| cos(2π

∫ t

−∞
fDk

(x)dx + φsk)

+
∑

k,l∈Pd

2|αk(t)αl(t)| cos(2π

∫ t

−∞
(fDk

(x) − fDl
(x))dx + φkl)

+
∑

k∈Pd

|αk(t)|2 + |Hs(f)|2

(3)

Through Hilbert Transform, we can extract Doppler frequency shifts for further
time-frequency analysis.
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Fig. 1. The amplitudes and cross correlation in two environments.

3 Methodologies

In this section, to derive precise motion-induced Doppler shifts, we first propose
a novel CSI processing method by selecting sensitive antennas and subcarriers.
For precise action segmentation, we then present our advanced segmentation
method based on wavelet entropy, to discern slight transitions in the distance.
After that, to explore the properties of physical violence, we present local-global
analysis for the feature extraction and classification.

3.1 CSI Processing

Bandpass Filtering: Raw CSIs contain high amplitude impulses and burst
noises with high frequency and significant static interferences with low frequency.
To obtain sanitary CSI data with a target frequency shift, a three-order But-
terworth filter is a natural choice to remove irrelevant signal components in
|H(f, t)|2. Considering real physical assaults are extremely intensive, the lower
cutoff frequency is set to 1 Hz, while the upper cutoff frequency is set to 80 Hz
to keep more high-frequency action information.

Antenna and Subcarrier Selection:

Observation 1: The CSIs with higher variances in static are likely to possess
less dynamic environment responses, which is shown in Fig. 1a and b. It indicates
that background noises contribute a lot to variations of amplitudes, rather than
useful dynamic information.

Observation 2: In Fig. 1c and d, the antennas with lower cross correlation of 30
subcarriers in static are likely to possess higher correlation in dynamic environ-
ment. The reason is that the same subcarriers of different antennas are affected
by the background noises with various degrees, leading to similar variations in
waveforms, which we term “relevant noise”.

Selection Strategy: We present our strategy for selection of antenna pairs
and subcarriers as follows: For antenna selection, we first calculate the standard
deviation σ and mean cross correlation C for each antenna in static. Then, the
Antenna Selection Indicator (ASI) is defined as Cσ. The antenna pair with the
lowest ASI is selected as the sensitive antennas. For subcarrier selection, to find
a trade-off between sensitivity and robustness, we choose 20 subcarriers with the
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lowest cross correlation values in static and with the highest cross correlation
values in dynamic environment, respectively. The final selected subcarriers are
chosen from the intersection of 40 subcarriers. The criterion of our subcarrier
selection scheme is not to select those subcarriers with the lowest variance in
static, because we are unaware beforehand whether the variation is induced by
location-dependent movements. To reduce dimensions of CSI data, we apply
Principle Component Analysis (PCA) to extract common variations of selected
subcarriers and choose the first principal component for further processing, which
contains major information about human actions and contributes to increase the
proportion of reflecting power in spectrogram. Figure 2 shows the PCA result
of all 90 subcarriers, which still contain non-negligible “relevant noise”. Clearly,
our processing method provides a smooth waveform with informative changes
and weakly noises.

Short-Term Fourier Transform (STFT): To effectively analyze the CSI
waveforms in the time-frequency domain, STFT is adopted to generate the spec-
trogram which shows the energy of each frequency component with time. We
use the normalized FFT magnitudes and a sliding window approach for suit-
able time-frequency resolution of 1.93 Hz and 0.5 ms. A Gaussian window with
a size of 3 is further applied to smooth spectrogram. Figure 3 shows fine-grained
spectrogram with two volunteers imitating real physical collisions. One volunteer
who plays the role of an attacker is asked to aggressively push the victim walking
towards to him, and the victim is asked to respond as realistic as possible. The
process iterates five times. We are inspired to monitor physical violence based on
following observations: First, physical collisions are always intensive which lead
to distinct variations of power in corresponding frequency bands. Second, real
violence assaults could burst out anytime but keep continuity for a long time.
Third, the distribution of energy of reflect signal is irregular due to random
movements of body parts.

3.2 Action Segmentation

To identify the violence-induced fluctuations, the key issue is to discern the tran-
sition points in CSI time series. Most existing works utilize the sliding average
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value and variance of CSI amplitude to detect human motion, which is labor
intensive and might be indispensable due to changing locations. Correlations
between different subcarriers [9] have shown to be effective in reflecting the pres-
ence of human walking. However, we argue that it is insufficient to differentiate
temporal fluctuation caused by micro-motions nearby from macro-movements
in the distance. Therefore, we resort to wavelet entropy (WE), a new method
of complexity measurement for signals [17,18], which is capable of monitoring
micro-energy response and quantifying the order-disorder states of the reflected
signals. WE possesses unique advantages as follows: On the one hand, comparing
with the periodic motions of human objects, the signals reflected from drastic
actions of body parts are highly non-stationary and correspond to more ran-
domness in time and frequency domain. WE could precisely reflect the intensity
level of energy variations of target frequency bands. On the other hand, WE is
a feasible and location-independent indicator, which is suitable for our dynamic
experimental scenes.

We define wavelet entropy as: WE = − ∑
j<0

pj ln(pj), where pj represents

the normalized ratio of wavelet energy Ej at the j-th scale,
∑−N

j=−1 pj = 1. In
practice, we select db6 wavelet due to its better orthogonality. We adopt a sliding
window method to calculate WE with the sliding window width of 100, half of
which is used as the step size. As is shown in Fig. 4, lower WE denotes the simpler
components of frequency and the more orderly changes of movements, vice versa.
To further improve the robustness of detection system, we propose a light-weight
Violence Detection Indicator (VDI) consisting of wavelet entropy WE and cross
correlation C as: V DI = [max(WE)-WE]eC , with a 5-point median filter. The
higher VDI means the higher intensity level of activities and the more frequently
signal changes. We select transition points which are the local minimum values
closed to the predefined threshold.

3.3 Action Recognition

The action recognition step aims to efficiently characterize the features of vio-
lence attacks and precisely detect the presence of violent events. Hence, we iden-
tify suspected violent events from two perspectives, i.e., the local view and the
global view. The purpose of local analysis is to identify violent actions from mild
human activities, while global analysis is to evaluate the complexity of signals
in a given time interval.

Local Analysis: Note that dominant power strengths of frequency bins caused
by human torso reflect the major trends of human movements. We adopt the
percentile method, a state-of-the-art PLCR extraction method, to estimate the
torso movement speed. The cumulated percentage P (f, t) of energy F (f, t) at a
given frequency f and time t is calculated as:

P (f, t) =
∑f

0 F (f, t)
∑fmax

0 F (f, t)
(4)
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where selected frequency values f should not be singular at time t and satisfy
P (f, t) ≥ 0.75.

Therefore, several features of intensity can be extracted from both the total
spectrogram and dominant speeds, including:

(1) The area of the surrounded curve (ASR) denotes the area of the speed
curve surrounded with axis. The rationale is violence-alike actions produce
relatively enormous velocity along with high peaks of amplitudes in a short
time duration. The efficiency of ASR depends on previous segmentation
step.

(2) The power changing rate (PCR) is proposed to reflect the increase
of kinetic energy based on the observation that abnormal drastic motions
typically have high Doppler energy content within a specific frequency band.
We give out the mathematical formula of PCR as follows:

PCR =
|∑t⊆[t0−1,t0]

∑
f⊆[fl,fu] F (f, t).f −∑t⊆[t0,t0+1]

∑
f⊆[fl,fu] F (f, t).f |

min(
∑

t⊆[t0−1,t0]

∑
f⊆[fl,fu] F (f, t).f,

∑
t⊆[t0,t0+1]

∑
f⊆[fl,fu] F (f, t).f)

(5)

where F (f, t) represents the FFT power coefficients of a specific frequency
f at time t, fu and fl is the upper bound and lower bound of the interested
frequency band, t0 refers to the time when transition point is detected.

(3) Peak amplitude bandwidth (PAB) chooses the 1/2 and 1/4 peak ampli-
tude bandwidth to reflect the divergence between peak values and valley
values of FFT magnitudes. The reason is that energy of intensive assaults
disperses in a wide band around the frequency of peak amplitude.

(4) High-frequency duty ratio (HDR) is often used to measure the ratio
of high level of the time. Considering violent actions are always along with
rapid high-frequency changes, we count the number of times when FFT
coefficients F (f, t) meanwhile exceed preset frequency f and a predefined
threshold.

The SVM classifier using the features extracted above is then applied to identify
violence-alike actions, which is originally designed for binary classification. We
use LibSVM toolbox [1] with Gaussian Radial Basis Function (RBF) kernel in the
training process, and set the cost parameter C and gamma g in kernel function
to be 4 and 0.0884 through 10-fold cross-validation.

Global Analysis: Global analysis starts to be considered only when violence-
alike action is detected. We adopt two features to represent the characteristics
of continuity and irregularity of complex physical violence:

(1) Detection Confidence is calculated to reflect the continuity of human
activities. As is shown in Fig. 3, violent events always last for a relatively
long time due to the escalation of the conflict, while other normal movements
(e.g., lying down and sitting down), even with abrupt acceleration, seem
unlikely to occur several times within a short time duration. To quantify the
continuity of actions, let J be a sequence of segmented slices, the predicted
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violence probabilities of following segments are calculated. We give out a
detection confidence CT as:

CT = sgn(T ) −
∏

j⊆J

(1 − Pj) (6)

where Pj denotes the probability of violent action in the j-th segments.
The formula indicates that with the increase of the number of violence-alike
segments within time duration T , the higher possibility of violence events
will be, which could efficiently reduce the rate of false alarm.

(2) Lempel-Ziv complexity is a feasible indicator to reflect the irregular
degree between the vicinity segments. Physical violence may result in irregu-
lar patterns due to various extents of attacks, while rapid macro-movements,
e.g., running and frog leaping, have repetitive profiles. In such case, Lempel-
Ziv complexity [7] is a natural choice which measures the dissimilarity by
counting the number of different patterns. To avoid excessive coarseness, we
adopt multi-scale Lempel-Ziv complexity.

Finally, a simple decision tree is adopt to discern physical violence, which
sets the criteria of continuity and irregularity.

4 Evaluation

In this section, we interpret the experimental setups and the analysis of system
performance and parameters.

4.1 Experimental Strategy

Experimental Setup: Specifically, we use a Thinkpad X200 laptop with a
single antenna as the sender and a Lenovo T460 laptop with three antennas
as the receiver. Both laptops are equipped with Intel 5300 NICs and set up
to in monitor mode on Channel 165 at 5.825 GHz. The package rate is set to
1000 pkts/s. We evaluate Wi-Dog with 5 volunteers (4 males and 1 female) in a
multipath-affected classroom surrounded with tables and chairs, and a narrow
corridor with the width of 1.5 m. We place the sender and the receiver at the
height of 0.8 m corresponding to the height of human torso and separate them
by a distance of 1.5 m for an appropriate detection range.

Data Collection: We collect abundant CSI data of (1) 5 mild interactions (e.g.,
shake hands, make bows, talk with body language, hug and high-five), (2) 5 nor-
mal human actions (e.g., fall, lie down, walk, run and play exergames) performed
by one volunteer with the other one standing by and (3) long-time physical vio-
lence assaults imitated by two volunteers of each group with necessary protective
equipments. Each volunteer iterates the specific behaviors ten times for 50 sets
in 3 days. The ground truth is acquired according to the video recordings and
volunteers’ feedback.

Metric: We evaluate the performance of Wi-Dog based on two metrics:
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Fig. 5. System performance with (a) selection and (b) local-global analysis.

– True Detection Rate (TDR) is the probability that the physical violence
is accurately detected. Higher TDR contributes to an effective emergency
alert system.

– False Alarm Rate (FAR) is the proportion that the system wrongly alarms
when there is no violent assault happening, which can be defined as the ratio
of wrongly detected violence and accurately detected violence. Lower FAR
helps to diminish the waste of public resources.

4.2 Overall Performance

In Fig. 5a, we depict the overall performance of Wi-Dog by comparing three
selection methods in two scenarios. a1, a2, a3 denotes the average TDR and
FAR of (1) our processing approach, (2) a fixed subcarrier of two antennas and
(3) all 90 subcarriers from 3 antennas in classroom, respectively, while b1, b2
and b3 shows the same approach applied in the corridor. Clearly, if we take all
antennas and subcarriers into account, the average TDR is only around 68% with
FAR of 28%. With advanced selection strategy, Wi-Dog achieves a considerable
TDR of 85% with a FAR of 11% in classroom with serious multipath, and a
higher TDR of 94% with a lower FAR of 10% in the corridor. It indicates that
sensitive antennas and subcarriers help to improve the accuracy and robustness
of Wi-Dog. Even though system may achieve acceptable TDR and FAR on a
fixed subcarrier of two antennas, just as b2 shows. The accuracy and robustness
cannot be ensured due to frequency-selective fading and severe multipath effect,
just as a2 shows.

Figure 5b shows the performance of Wi-Dog with local-global analysis. We
illustrate the importance of local-global analysis (e.g., a1, b1) by comparing the
results with only global analysis (e.g., a2, b2) and only local analysis (e.g., a3, b3).
We find that only considering local features would detect intensive events, but
lead to high FAR of 40%. Moreover, TDR and FAR provided by isolated global
analysis could still maintain at an acceptable level, which implies the necessity
of complexity analysis for violence detection. Taking both aspects into consider-
ation, the TDR rise to an obviously high value with the decline of FAR.

4.3 Parameter Study

Impact of Sliding Window Size: As precise segmentation is essential for
the overall performance, an appropriate sliding window size of VDI is needed
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Fig. 6. The impact of various parameters.

to sensitively monitor state transitions. Overlarge window size would decrease
sensitivity of detection, while results induced by tiny window size would be
affected by burst interferences. Figure 6a depicts the trends of TDR and FAR
varying with window sizes, which verifies our previous guess.

Impact of Duration Time: We further evaluate the performance with chang-
ing duration time T . Intuitively, longer duration time could contain more under-
lying violence actions, which would improve the performance significantly. As
is shown in Fig. 6b, we observe the ideal phenomenon of rising TDR as well as
decreasing FAR with longer T . This is because intensive actions like fall and
run would be wrongly detected. However, when duration time T exceeds 20 s,
FAR has an obvious rising trend while TDR has a slight decline. We explain
that even physical collisions would generate some similar patterns and present
some kind of regularity. Furthermore, longer time duration would generate rela-
tively higher possibility of violence with continuous middle-intensity movements
during exergames.

Impact of Packet Rates: As we choose a clean channel 165 and set up both
laptops in monitor mode to avoid uncontrolled packet losses, we further conduct
experiments with different packet rates to see if more CSI measurements would
improve the performance. Figure 6c indicates that a higher packet rate results in
better accuracy with 500, 1000, 1500 and 2000 Pkt/s. To avoid underlying data
overflow and maintain accuracy, we choose 1000 Pkt/s.

Impact of Performing Distance: We test the effects of distance in the mid-
perpendicular of a single link, with the distance from 2 m to 8 m. Figure 6d shows
the TDR for two volunteers performing actions at different distances. We observe
that Wi-Dog could precisely detect violence events in corridor with the average
accuracy of 94% at a distance of 7 m.

5 Related Work

Wi-Dog is related to the previous research in three categories: wearable sensor
based, camera based and wireless sensing based.

Wearable Sensor Based: Wearable sensor based systems are both widely used
and commercially available owing to the rapid development of sensor technology.
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For example, [4] recognized free-weight activities by attached RFID tags and
further assess the exercise quality from a local-global perspective. [19] developed
a fall detection system by monitoring the variation of 3-dimension acceleration
data, with a specific wearable device placed on human’s waist. [8] utilized a multi-
sensor integrated glove to identify abnormal behaviors of paralysis patients. [10]
explored the possibility of using a smartphone to detect abrupt physical attacks.
However, all these methods require per-user worn sensors, while Wi-Dog aims
to achieve contact-free violence detection.

Camera Based: Camera based violence detection system using fixed cameras to
capture pictures or video frames to identify human violence. [2] firstly presented
an approach to analyzing violence relying on the information of motion trajectory
and acceleration. [3] further studied on aggressive fighting using extreme accel-
eration pattern as discriminant feature. [20] designed a novel image descriptor
for violence with spatial features and temporal features. Even so camera based
schemes address the problem of wearing extra devices, the issues of privacy and
limited monitoring scope still matter.

Wireless Sensing Based: Wireless sensing based schemes attract extensive
attentions in recent years. We adopt CSI-based schemes because fine-grained
CSI is available in ubiquitous WiFi devices. In recent studies, CSI was utilized to
track the location [14] and synchronous gestures [21], recognize walking postures
[15] and even slight movements like breathe [12] and finger movements [11],
which depends on the observation that the repetitions of certain activities would
generate periodic features, while violent behaviors can be random and irregular.
RT-Fall [13] used the sensitive phase difference to detect fall with distinct power
decline pattern in transition points. However, we discard the phase information
of CSI power due to the impact of carrier frequency offsets. As CARM [16]
and WiDar [9] both extracted PLCRs from time-frequency analysis, Wi-Dog
makes one step further in accurate feature extraction of velocity, including a
selection strategy of antennas and subcarriers as well as a segmentation method.
Furthermore, Wi-Dog improves the robustness through complete local-global
analysis.

6 Conclusion

Wi-Dog is a non-invasive physical violence monitoring scheme on a single link
with commercial WiFi devices, which analyze the local-global characteristics of
CSI waveforms. We propose a novel CSI processing method to choose reliable
antenna pairs and sensitive subcarriers. Moreover, a feasible Violence Detec-
tion Indicator (VDI) is developed to monitor slight transitions of behaviors in
the distance. We prototype Wi-Dog on commodity WiFi devices and evaluate
the overall performance in both LOS and NLOS scenarios. Experimental results
demonstrate the accuracy and robustness of Wi-Dog. We consider Wi-Dog as an
early step towards general emergency detection for wireless sensing, including,
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but not limited to terrorist threat warning, fall detection for the elderly and exer-
cise quality assessment. We envision this capability as a significant complement
for future violence threat warning applications.
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Abstract. Contact discovery is important to energy conservation in
mobile opportunistic networks. In this paper, we propose an energy-
efficient contact detection model with contact process following the Pois-
son distribution. Based on the proposed model, we find out the relation
between the total number of effective contact detections and the interval
of contact probing, and obtain the trade-offs between energy consump-
tion and contact probing efficiency in different situations. Experiment is
done, and the result shows the reasonability and correctness of the pro-
posed contact detection model. Based on this work, the mobile devices
can have the contact probing interval set according to the environment
for energy conservation.

1 Introduction

Mobile devices with short range wireless network interfaces become increasingly
popular and enable new peer-to-peer applications [3]. One of such applications
is the mobile opportunistic network (OppNet) [2,4,16,17] in which the radio
links between mobile devices are inconstantly changed with time elapsing and
contacts (i.e., communication opportunities) are intermittent [6,8]. The typical
scenario in this kind of networks is that two users carrying portable devices with
wireless network interfaces (e.g., Bluetooth, Wi-Fi, etc. [9]) walking past each
other and exchanging data during the period of time they are in communication
range.

To enable the above scenario, mobile devices first need to discover each other.
And the absence of any infrastructure implies that a continuous, or at least peri-
odic, process for detecting the environment i.e., the neighbor discovery process,
has to be run on mobile devices [3]. However, infrequent probing may miss many
of their contacts. On the other hand, continuous or frequent probing for contacts
may consume considerable amounts of energy [7], which highlights the need for
energy-saving in OppNets [1], since mobile devices are commonly powered by
batteries. Some related studies [12] have shown that the energy consumption
of the Bluetooth discovery protocol is the limiting factor for wide deployment
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 60–70, 2017.
DOI: 10.1007/978-3-319-60033-8 6
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of such ad-hoc networks. Hence, designing an energy-saving contact detection
mechanism is critical to the OppNets.

In this paper, we investigate the double detection process between two devices
in OppNets and propose an energy-efficient contact detection model based on the
Poisson distribution model. Then, we analyze the relationship of the total num-
ber of effective contact detections and the detection interval and then achieve
the trade-offs between energy consumption and detection effectiveness in differ-
ent situations. Based on these analysis, users can configure the detection interval
according to their state, the surrounding environment, such as the number of
other users around so as to obtain more effective detections with less energy
consumption, and thus conserve energy and make energy consumption more
effective.

The rest of the paper is structured as follows. In Sect. 2, we summarize the
related work in this area. Then we give a detailed description on our proposed
energy-efficient contact detection model in Sect. 3. Following that, we evaluate
the correctness of our proposed energy-efficient contact detection model by con-
ducting extensive experiments in Sect. 4. Finally, Sect. 5 concludes the paper.

2 Related Work

Nowadays, the research in OppNets is mainly focused on two aspects: neigh-
bor discovery and the opportunistic transfer of data. While the latter operation
has received more attention. Many energy-saving mechanisms are proposed to
reduce energy consumption in data transfer process, since the mobile devices are
commonly driven by batteries. Yao et al. in [18] proposes an efficient routing algo-
rithm by making the isolated nodes enter the low power consumption dormancy
state, then they will be timely awaken when there are other nodes entering into
their communication range, which achieves the goal of saving energy. In [13], the
authors propose an energy efficient social-based routing protocol to reduce the
load of nodes while maintaining the delivery ratio within an acceptable range by
limiting the chances of forwarding in traditional social-based routing.

However, the neighbor discovery process is also an energy-consuming process.
In OppNets, information is opportunistically exchanged between mobile devices
when encounter each other. In order to enable such information exchange, mobile
devices must have knowledge of other devices in their vicinity [10]. So devices
must probe the environment to discover the neighbors. However, if the device
keeps frequent contact probing, it will consume large amounts of energy. Wang
et al. [14] make measurements on a Nokia mobile phone and conclude that the
neighbor discovery process is as energy-intensive as making a phone call. Hence,
it is quite significant for mobile devices in OppNets to design an energy-efficient
contact detection mechanism because of limited power supply.

Some studies have tried to reduce energy consumption in the contact probing
process. Qin et al. [11] investigate the impact of contact-probing schedule on link
duration and the transmission capacity of DTNs, and propose a model for calcu-
lating the optimal contact-probing rate with limited energy and then adjust the



62 Y. Dou et al.

Fig. 1. The double detection process between two devices with the constant interval T

probing rate. Via simulation experiments, the correctness of this model is vali-
dated. Two adaptive algorithms for dynamically adjusting the Bluetooth para-
meters based on past perceived activity in the ad-hoc network were introduced
in [3]. The simulations experiments show that the proposed adaptive algorithms
reduce energy consumption by 50% and have up to 8% better performance over
a static power-conserving scheme. In order to investigate the trade-off between
energy efficiency and the contact opportunities in OppNets, Zhou et al. [19]
propose a model to investigate the contact process and quantify the detecting
probability, using the Random WayPoint model. The correctness of the model
is verified by conducting simulation experiments. And the result show that the
trade-off points are different when the speed varies. Finally, the trade-off between
the total number of effective contacts and the energy efficiency is obtained. Wang
et al. [15] point out that among all contact probing strategies with the same
average contact probing interval, the strategy which probes at constant inter-
vals achieves the minimum missing probability. In this paper, we use a constant
detection interval in the contact detection process.

In addition, Gao et al. [5] validate that the contact process between each node
pair follows a homogeneous Poisson process by real trace data. In this paper,
we model the contact process of nodes based on the Poisson distribution model
and study the relationship between the energy efficiency and the total number
of effective detections.

Through the analysis of the relevant work and research above, we propose
an energy-efficient contact detection model based on the Poisson distribution
model in which users can set the detection interval T according to their state,
the surrounding environment, such as the number of other users around so as to
obtain more effective detections with less energy consumption, and thus conserve
energy and make energy consumption more effective.

3 Energy-Efficient Contact Detection Model

In OppNets, contacts between nodes are intermittent, the links between nodes
are constantly changing. The nodes can exchange data with each other when
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they are in communication range of each other. Due to these characteristics
of OppNets, nodes have to probe the environment to find the contact for data
exchange. In this section, we proposed a model to investigate the contact process.

3.1 System Model and Assumptions

In OppNets, every device probes the environment with a certain contact probing
algorithm. Assume the scenario that a device A probes its environment, other
devices which hear the probe respond device A with some information. Then,
A can choose the device to exchange data based on these information. And
devices are in contact with each other when they are within a predetermined
communication range. The interval during which nodes are in contact is called
the contact duration, which is expressed as Td, and the interval of two continuous
contacts is called the inter-contact time, which can be expressed as Tc, as shown
in Fig. 1. And if neither device probes the environment during a contact duration
between device A and B, then this contact is called a missed contact.

Furthermore, we assume that a contact between device A and B, which
plan to exchange data, is detected, then this detection is valid and the effective
detection probability is expressed as Ped; On the contrary, if this contact can not
be detected, then this detection is invalid and the invalid detection probability
is expressed as Pmiss.

In addition, assume that both devices are using the same fixed contact detec-
tion interval of T and each probe consumes equal energy so that the energy con-
sumption rate of the device can be converted to the average probing frequency.
For a given device, assume that the contact durations Td(t) are i.i.d stationary
random variables with CDF (Cumulative Distribution Function) of FTd

(t).

3.2 Invalid Detection Probability

In this section, we try to calculate the invalid detection probability. As we men-
tioned earlier, a contact between device A and B is missed only if neither device
probes the environment during the contact. Consider the case when two devices
A and B are independently probing the environment using the same fixed T .
Then, the probability that neither A nor B discovers the other during a contact
is Pmiss(T ). Suppose one device probes at T, 2T, · · · , nT ., and the other probes
at y, y + T, · · · , y + (n − 1)T . Without loss of generality, we can assume that
y < T/2 .Then, the probability that during a contact, neither device discovers
the other is given in Eq. (1) [15]:

Pmiss(T, y) =
1
T

[∫ y

0

FTd
(x)dx +

∫ T−y

0

FTd
(x)dx

]
(1)
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Since the two users probe independently, y is uniformly distributed in [0, T/2 ],
and the average missing probability is:

Pmiss(T )

=
2
T

∫ T
2

0

1
T

[∫ y

0

FTd
(x)dx +

∫ T−y

0

FTd
(x)dx

]
dy

=
2

T 2

[∫ T
2

0

∫ y

0

FTd
(x)dxdy +

∫ T
2

0

∫ T−y

0

FTd
(x)dxdy

]

=
2

T 2

[∫ T
2

0

∫ y

0

FTd
(x)dxdy +

∫ T

T
2

∫ y

0

FTd
(x)dxdy

]

=
2

T 2

∫ T

0

∫ y

0

FTd
(x)dxdy

(2)

In OppNets, the number of contacts with other devices in a certain period
of time is random due to the randomness of the human movement. Then the
number of contacts is consistent with the Poisson distribution. For a certain
device, the average contact duration in a certain period x is E{Td(x)}. In order
to simplify the calculation, we assume λ = 1/E{Td(x)}, and the number of
contacts with other devices in this period can be expressed as x/E{Td(x)}, that
is λx. Hence, FTd

(x) of each device can be expressed as FTd
(x) = 1−e−λx. Using

Eq. (2), we have:

Pmiss(T ) =
2

T 2

∫ T

0

∫ y

0

FTd
(x)dxdy

=
2

T 2

∫ T

0

∫ y

0

(1 − e−λx)dxdy

=
2

T 2

∫ T

0

(y +
1
λ

e−λx +
1
λ

)dy

=
(λT − 1)2 − 2e−λT + 1

λ2T 2

(3)

From Eq. (3), we can find out that the probability of invalid detection have
relationship with the average contact duration and the detection interval T .
Moreover, the invalid detection probability tends to 0 when the detection interval
T approaches 0; and the invalid detection probability gradually approaches 1
when T increases to infinity. Hence, it is reasonable.

3.3 Trade-Offs in Energy Consumption and Detection Efficiency

In the previous subsection, we get the invalid detection probability Pmiss(T ).
Based on this, we can figure out the relationship between the total number of
effective detections and T so that we can configure the T value with the goal to
conserve energy. Here, we define the total number of effective detections as the
total number of effective contacts detected by a device which plan to transmit



Energy-Efficient Contact Detection Model in Mobile Opportunistic Networks 65

0 2 4 6 8 10 12 14 16 18 20
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Detection interval T/s

in
va

lid
 d

et
ec

tio
n 

pr
ob

al
ity

 P
m

is
s(

T)

RWPM

ECDM

Fig. 2. Comparison ECDM and
RWPM

0 5 10 15 20 25 30 35 40 45 50
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

Detection interval T/s

ef
fe

ct
iv

e 
de

te
ct

io
ns

 p
ro

ba
bi

lit
y 

P
ed

(T
)

λ=0.3
λ=0.5
λ=1.0

Fig. 3. Relation between detection
interval and effective detection proba-
bility

data over a period of time TP , and we express it as Se. Hence, we can calculate
Se with Eq. (4):

Se = Ped(T ) × TP × (n − 1) (4)

Where Ped(T ) represents the effective detection probability, n represents the
total number of mobile devices in OppNets. Due to Ped(T ) = 1 − Pmiss(T ), we

can calculate Ped(T ) =
2e−λT + 2λT − 2

λ2T 2
based on Eq. (3). And Se can be solved

with Eq. (5):

Se =
(2e−λT + 2λT − 2) × TP × (n − 1)

λ2T 2
(5)

As we assumed earlier, both devices use the same fixed T and each probe
consumes equal energy so that the smaller the value of T , the higher the detection
frequency and the more energy consumption; similarly, the larger the value of
T , the lower the detection frequency and the less energy consumption. Hence,
we define the energy consumption of each contact probing as E = 1/T . Based
on this definition, we can figure out the relation between Se and E and the Se

can be recast as:

Se = 2E2 × (e−λ/E + λ/E − 1) × TP × (n − 1)
λ2

(6)

From Eq. (6), we can find out that Se have relation with the number of mobile
devices n, the average contact duration 1/λ and energy consumption E. It can
be found out that when E approaches 0, Se approaches 0 from Eq. (7).

lim
E→0

Se

= lim
E→0

2E2 × (e−λ/E + λ/E − 1) × TP × (n − 1)
λ2

= lim
E→0

2E × (Ee−λ/E + λ − E) × TP × (n − 1)
λ2

= 0

(7)
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And when E approaches infinity, Ped(T ) approaches 1, as shown in Eq. (8).

lim
E→∞

Ped(t) = lim
E→∞

2e−λ/E + 2λ/E − 2
λ2

/
E2

= lim
E→∞

2 × λ
/
E2e−λ/E − λ

/
E2

−2λ2
/
E3

= lim
E→∞

1 − e−λ/E

λ/E
= lim

E→∞
λ × e−λ/E

λ
= 1

(8)

Then, we can obtain Se = TP × (n − 1).
Finally, in order to find the trade-offs in energy consumption and detection

efficiency under different average contact duration, we define the effective detec-
tion efficiency of energy as H, which can be calculated as follows:

H(E) =
Se(E + ΔE) − Se(E)

ΔE
(9)

It is known that when energy consumption is at the equilibrium point, the
increase in the number of effective detections caused by the increase of the energy
is not conspicuous. On the other word, it is not worth to pay a relatively large
amount of energy to achieve a smaller effective number of detections.

Defining the effective detection efficiency expectation is μ, we hope H(E) ≥
μ. Hence, the trade-off is H(E) = μ. And according to the continuity of Eq. (6),
we have:

H(E) =
Se(E + ΔE) − Se(E)

ΔE

=
Se(E) − Se(E − ΔE)

ΔE
= Se

′(E)

(10)

Se
′(E) =

2(λe− λ
E + 2Ee− λ

E − 2E + λ) × TP × (n − 1)
λ2

(11)

Then H(E) = S
′
e(E) = μ, we can formulate the relation between E and μ.

Further, we can obtain the trade-offs of the corresponding detection effectiveness
and energy consumption according to the user’s μ so as to configure the T to
conserve energy.

4 Performance Evaluation

To evaluate the correctness of the proposed contact detection model, extensive
experiments have been done in Matlab. In the experiment, we compare the pro-
posed energy-efficient contact detection model based on the Poisson distribution
model (ECDM) with the invalid detection probability based on the random way-
point model (RWPM) [19] as the detection interval varies in the Matlab platform.
The value of n should be configured, in the experiments, n = 100. In addition,
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another parameter TP , appears in Eq. (4), is set to be 1 s for simplicity reasons.
Since Se increases with the increase of TP , but TP has no effect on the trend of
Se. Then the effective detection probability under different circumstances can
be compared by setting the different values of λ. In the end, the trade-offs in
energy consumption and detection effectiveness can be obtained with the value
of μ, then users can configure the detection interval based on the trade-offs.

4.1 Model Validation

The validation of the proposed model is conducted in this section and the result
show that the trends of Pmiss(T ) calculated based on our proposed model and
Pmiss(T ) verified in [13] are consistent with T varies from Fig. 2. Hence, the
proposed model is reasonable and correct.

As shown in Fig. 2, the invalid detection probability increases as T increases
and the Pmiss(T ) approaches 0 when T increases to infinity, it is reasonable. In
this subsection, we set λ = 0.7, that means E{Td(x)} ≈ 1.43 s. When T < 1.43 s,
Pmiss(T ) approaches 0; And Pmiss(T ) increases as T increases. It can be found
that Pmiss(T ) from ECDM is bigger than the RWPM when T < 1.32 s and
the Pmiss(T ) from RWPM is bigger than the ECDM when T > 1.32 s. This is
reasonable because users move with purposes in the ECDM, while in RWPM,
users move randomly. Hence, the contacts in ECDM are more than that in
RWPM. When T is small, that is to say that the detection is frequent, the
missed contacts in ECDM is relatively more than in RWPM, and Pmiss(T ) is
relatively big as well. However, when T is comparatively big, (on other words,
probing infrequently), Se in ECDM are more than in RWPM, and Pmiss(T ) is
smaller meanwhile. But the Pmiss(T ) in both models approach 1 as T increases.

4.2 Trade-Offs in Energy Consumption and Detection Efficiency

On the basis of previous work, this section investigates the trade-offs of energy
consumption and detection effectiveness. First, the effective detection probability
is obtained based on Eq. (3), then we can get the relation between T and Ped
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with different T settings. Regardless of the average contact duration, it can be
found that the trend of Ped is the same, as shown in Fig. 3. However, in the
case of the same T , the longer the average contact duration, the greater the Ped.
The main reason is that the longer the average contact duration, the easier the
contact is detected. Furthermore, as T increases to infinity, Ped approaches 0.

Figure 4 shows the relationship, which is obtained according to Eq. (5),
between E and Se with different settings of λ. From Fig. 4, we can find out
that Se increases as E increases with different setting of λ. And the smaller the
value of λ(the longer the average contact duration), the more Se in the same
value of E. In addition, it can also be seen from the figure that, at the beginning,
Se increases rapidly as E increases, but the increase of Se is gradually reduced
and the latter is almost no increase when the E continues to increase.

Finally, the relationship between the effective detection efficiency H and the
energy consumption E is obtained according to the Eq. (8), and the trade-off
can further be found out according to the user’s setting of μ at different values
of the average contact duration, as shown in Fig. 5.

Figure 5 shows that the H(E) decreases as the E increases, and the smaller
the value of λ (the longer the average contact duration), the lower the H(E).
From Fig. 5, the trade-offs in energy consumption and detection effectiveness
can be found according to users setting of μ. For example, when μ is set to be
50, λ is 0.3, 0.5, 1.0, respectively, then we can figure out the equilibrium point
are 0.365, 0.439, 0.529, and the corresponding T are 2.736 s, 2.277 s, 1.889 s.
To summarize, users can set the detection interval T according to the effective
detection efficiency expectation, their state and the surrounding environment
(e.g., the number of other users around, etc.) so as to obtain more effective
detections with less energy consumption, and thus conserve energy and make
energy consumption more effective.

5 Conclusion

In this paper, we propose an energy-efficient contact detection model with con-
tact process following the Poisson distribution for the OppNets. Then, we vali-
date the reasonability and correctness of the proposed contact detection model by
conducting extensive experiments. Based on the proposed model, we find out the
relation between the total number of effective contact detections and the interval
of contact probing, and obtain the trade-offs between energy consumption and
contact probing efficiency in different situations. Finally, the mobile devices can
set the detection interval according to the environment to save energy, which is
quite beneficial for restricted energy resource in OppNets where nodes are often
powered by batteries.
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Abstract. In Carrier Sense Multiple Access (CSMA) media access con-
trol (MAC), two nodes that are within the range of one another can not
simultaneously transmit packets. Modeling the concurrently transmitting
nodes is the key to analyzing the performance of a CSMA network. In
this paper, we study the density of concurrently transmitting nodes and
propose a Modification of Modified Hard Core Point (MMHCP) model to
accurately estimate the density of concurrently transmitting nodes. Our
MMHCP best the popular Matérn CSMA model and the Modified Hard
Core Point (MHCP) model by avoiding the underestimation and over-
estimation issues, respectively. We conduct extensive numerical analysis
and simulations to evaluate the accuracy of estimation of our MMHCP.
Furthermore, we study the impact of the density of initial Poisson Point
Process (PPP) on the mean of aggregate interference. The simulation
results demonstrate that our model is more accurate than MHCP and
Matérn CSMA.

Keywords: CSMA · Stochastic geometry · Poisson point process ·
Density · Interference

1 Introduction

Carrier Sense Multiple Access (CSMA) is a class of Media Access Control (MAC)
protocols that is designated to improve the probability of successful transmission
while avoiding collisions between nodes when they attempt to transmit packets
over the shared medium. Under CSMA/CA, a transmitter continuously senses
the channel state prior to transmitting. If the channel state is idle, the transmit-
ter starts transmitting packets. Otherwise, it waits for a while before it starts
sensing the status. By this way, the network can achieve a higher probability
of successful transmissions. For a wireless network with densely deployed access
points (APs), over dimensioning network planning has been suggested due to
the low cost of a wireless networking technologies. However, over dimensioning
planning can cast a negative impact on the overall network capacity. Moreover,
the behavior of the CSMA networks becomes more complicated as the number
c© Springer International Publishing AG 2017
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of access points increases. Therefore, it is crucial to design a model to predict the
impact of the cumulative interference produced by the access points that operate
over the same channel [1]. Note that under the rules of medium access, packet
transmissions on one node are prohibited by other nodes. Thus, we focus on the
model of concurrently transmitting nodes in a time slot on the same channel.

In this paper, we investigate the transmitting density in a dense CSMA net-
work. The transmitting density, which indicates the density of active nodes, is
one of the most useful parameters when it comes to measuring the network per-
formances such as the network throughput [1], the aggregate interference [2],
and the probabilities of successful transmissions [3], etc. We further study the
mean aggregate interference from our numerical analysis and simulations. Our
multi-fold contributions can be summarized as follows.

• We analyze the traditional models and demonstrate the underestimation and
overestimation of the density for dense CSMA networks.

• We propose a model to accurately express the retaining probability in dense
CSMA networks.

• Given that nodes being retained by the same probability, we get the den-
sity expression for the simultaneously transmitting nodes in dense CSMA
networks.

• We analyze the mean of aggregate interference in CSMA networks based on
the proposed model.

2 Related Work

In a CSMA network, a node y is in the contention domain of node x if the
power received by x from y is above certain detection threshold. The nodes that
are in the same contention domain are called neighboring nodes. Note that the
contention domain is determined by the network configurations. Under CSMA
MAC, wireless nodes may transmit packets at the same time if no on-going
transmission is sensed from their common neighbors, which is termed as the
hidden terminal problem [4]. To avoid such a problem, a timer is set for each
node. When a node senses that the medium is idle, its timer reduces by one
time unit. The node is not allowed to transmit its packet until its timer expires.
The principle is that a node has the privilege to transmit only if it has the least
remaining time on its timer among all the nodes in its contention domain.

To model such a CSMA network, the use of stochastic geometry is intro-
duced to analyze the network performance from a statistical perspective. In
particularly, Poisson Point Process (PPP) is widely used in modeling cellular
networks [5,6] and ad hoc networks [7,8] for its tractability in analyzing the inter-
ference, probabilities of coverage, and other performance metrics. However, PPP
is accurate for very sparse networks as the distributions of the atoms of a PPP
are independent, which usually is not the case in wireless networks. For example,
in heterogeneous cellular networks, the locations of base stations are modeled
by Poisson Cluster Process (PCP) [9] or Ginibre Point Process (GPP) [10] in
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order to reflect the dependence in the locations of the base stations. Similarly,
for the exclusion of CSMA nodes, the hard core point process has been applied
to model the simultaneously transmitting nodes [1,3,11].

A hard-core point process is a point process such that the distance between
any two points is greater than a special value h. Matérn proposed two ways by
thinning a PPP dependently to obtain such a point process. Both approaches can
generate a homogenous point process, while type II has a higher packing density.
Furthermore, Matérn type II can be approximated to an inhomogeneous PPP
to model the mean aggregate interference [12]. Therefore, most methods adopt
the Matérn type II to model the CSMA networks.

Matérn type II point process is implemented as follows. Let Φ = {xi}i∈(1,n)

be a homogeneous PPP with density λ. Each point xi is marked by a random
variable ui that is uniformly distributed on [0,1]. The marks are independent
and identically distributed, or i.i.d, and independent of the positions of xi. If the
ball that centers at xi with radius h does not consist of any points with mark
less than ui, the point xi is retained in the hard point process. The points that
are not retained will be deleted from the PPP.

A natural modification of Matérn II model, named Matérn CSMA was
proposed in [3]. Let Φ̂ = {xi,mi} be an initial marked PPP with density λ
on R2, where Φ = {xi} denotes the locations of potential transmitters, and
{mi} are i.i.d. marks uniformly distributed on [0, 1]. A random variable ei

is used to denote whether the nodes in Φ can access the medium. Note that
ei = 1(∀xj ∈ Neighbor(xi),mi < mj), where Neighbor(xi) denotes the set of
nodes close to xi in the sensing range. The point process Φm := {Xi ∈ Φ : ei = 1}
is referred to as the Matérn CSMA point process [1]. It defines the set of transmit-
ters retained by CSMA as a non-independent thinning of the PPP. This model
captures the key requirement that a retained node never has another retained
node in its contention domain. When the transmitting power on each node is
different, the model is more accurate than the traditional Matérn II model. For
the sake of argument, we will refer to both standard Matérn II model and the
Matérn CSMA model [3] as Matérn model in the rest of our paper.

As shown in Fig. 1, both Matérn models lead to an underestimation of the
density. In Fig. 1, node x1 is not retained as it detects its neighbor x2; moreover,
node x2 is not retained either as it detects its neighbor x3, i.e., m1 > m2 > m3,
where mi is the mark of xi. As a result, neither x1 nor x2 can be retained in
the thinning scheme. However, if x3 is not the neighbor of x1, and if x3 does not
detect any on-going transmissions of its neighbors, a more reasonable MAC will
allow x1 and x3 to transmit simultaneously in order to obtain a better through-
put. Such a retaining scheme shows that Matérn CSMA model is conservative.

ElSawy et al. in [13] investigated the problem of underestimation of the
Matérn CSMA model, and proposed another Modified Hard Core Point (MHCP)
process. In MHCP, a node xi has the privilege to transmit in a time slot for
the following two reasons. First, node xi has the lowest mark in its contention
domain, which is the same condition as that of the Matérn model. Second, node
xi has the second lowest mark in its contention domain, and node xj the lowest
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Fig. 1. Density underestimation in Matérn CSMA

while xj is not the node with the lowest mark in contention domain of itself.
Such a scheme can avoid the omittance of nodes, as shown in Fig. 1. However, in
a network with dense nodes, MHCP may lead to the problem of overestimation
as shown in Fig. 2. In fact, when we consider the nodes with second lowest mark,
the nodes with the lowest mark may be retained for the same reason, resulting
in two nodes being retained at the same time in one domain. As shown in Fig. 2,
assume that m1 > m2 > m3 > m4 > m5, the node x1, x2 and x3 are retained
for the same reason, which causes collisions.

Fig. 2. Density overestimation in MHCP

Simple Sequential Inhabitation (SSI) is an alternative to model the dense
CSMA networks. In [2], Busson and Chelius used SSI to model the spatial dis-
tribution of potential interference sources. However, analyzing the model turned
out to be very challenging as SSI only give the point density when the underlying
PPP density tends to be infinity. What is more, analytical expression can not
be derived.

Given the overestimate and underestimate issues in modeling the transmit-
ting nodes in CSMA networks, we consider a more accurate scheme. The basic
idea is very intuitive and simple. That is, in the initial PPP, a node xi is retained
under the following conditions: (1) xi has the lowest mark in its contention
domain; (2) xi has the second lowest mark in its contention domain, meanwhile,
node xj has the second lowest mark and xj is not retained. We name our pro-
posed model a modification of MHCP (MMHCP).

3 Network Model and Symbols

3.1 Network Model

We use a marked PPP Φ̃ = {(xi,mi, Fi)} to indicate the potential transmitters,
where {xi} is a homogeneous PPP over the plane with density λp denoting the
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locations of the transmitters and {mi} being their marks that are uniformly dis-
tributed over [0, 1]. The virtual power emitted from xi towards xj is denoted by
{Fi = (F j

i : j)}i. The contention domain of a node, also called the neighborhood
of a node, is defined as N(xi) = {(xj ,mj , Fj) ∈ Φ̃ : (F j

i )/l(|xi−xj |) ≥ p0, j �= i},
where p0 > 0 is the sensing threshold of the network and l(.) is the path loss
function. For simplicity, we denote the neighborhood of node xi as Ci.

We assume that the receivers are randomly distributed over the plane.
Each transmitter’s receivers are uniformly distributed within its Voronoi cell.
A receiver associates with its transmitter only if the transmitter is the one with
the strongest average received power. The transmitting power and fading are
combined into a virtual power F in this paper: F = p · G, where p is the trans-
mitting power, and G is the fading factor that is subject to an exponential
distribution with μ, μ ≥ 0. The path loss function is l(r) = rβ , β > 2, where r
is the distance between a transmitter and the receiver, and β is the path loss
exponent. The sensing threshold for each node is p0 such that F/l(r) ≥ p0. Since
the transmitting power is the same for each node, we can get a distance re as
the distance threshold of sensing for a node. We call re as exclusion radius.

3.2 Notations

For the sake of argument, we list our mathematical notations here. Node xi is
abbreviated as i, and i, j, and k are used to denote different nodes.

We use Ci to denote the nodes set in the contention domain of node i. For
the same transmitting power of each node, the nodes in Ci are just the points
in a disc centered at xi with the exclusion radius. To determine whether a node
is privileged to transmit, several probability symbols are needed:

Probability of a node i being retained is denoted by Pretain[i] =
P [i is retained].

Probability of a node i having the lowest mark in Ci is denoted by Pmin[i].
Probability of a node i having the second lowest mark in Ci is denoted by

P2[i].
Probability of a node i with the second lowest mark in Ci being retained is

denoted by P2 retain[i].
Probability of a node j having the lowest mark in Ci and not being retained,

conditioned on that node i has the second lowest mark, is denoted by P̂ i[j].
Suppose there are n nodes around node xi in the initial PPP, Pmin[i] and

P2[i] are equivalent in denoting xi with a certain mark in {mi}, i ∈ (1, n). Due
to the uniform distribution of the marks among the n points coexisting with xi

in Ci, the probability that xi has a certain mark is 1/(n + 1). At the same time,
since we adopt homogeneous PPP, the average number of points in Ci is λpSCi

,
where SCi

is the area of Ci. With the same transmitting power, SCi
can be the

area of a disc with radius re. Hence, the probability can be derived as follows.
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Pmin[i] = P2[i] = =
∞∑

n=0

1
n + 1

P [|Ci\{xi}| = n]

(a)
=

∞∑

n=0

1
n + 1

e−λpπr2 · (λpπr2)n

n!

=
e−λpπr2

λpπr2

∞∑

n=0

(λpπr2)n+1

(n + 1)!
=

1 − e−λpπr2

λpπr2

(1)

where |.| denotes the size of a set, and (a) holds because the points follows
Poisson distribution. If we let N = λpπr2, the above probability can be written
as 1−e−N

N .
Suppose xi has the second lowest mark in Ci, and xj has the lowest mark,

while there is at least a node xk in Cj with a lower mark than mj . It is equivalent
to say that there is at least a node with lower mark than mj in Cj-Ci (shadow

of Fig. 3). The probability is Pro[∃k ∈ (Cj − Ci),mk < mj ] =
∞∑

t=1

t
n+t+1

Mte−M

t! ,

where M = λp

∫ r

0
(2πz − 4z cos−1( z

2r ) + z
r2

√
4r2 − z2)dz, denotes the average

number of the Cj-Ci. The derivations can be found in [13]. We use PCj−Ci
(k)

to indicate the similar scenario in the following of the paper. Therefore, the
probability of a second lowest mark node being retained is

P2 retain[i] = P2 × PCj−Ci
(k)

=
∞∑

n=0

1
n + 1

e−NNn

n!

∞∑

t=1

t

n + t + 1
e−MM t

t!

=
M(1 − e−(N+M))

N(N + M)
+ e−N (

(M − N)(e−M − 1)
NM

− 1)

(2)

where N = λpπr2 denotes the average number of nodes in Ci, and M is the
average number of nodes in Cj-Ci, and it can be manipulated in a closed form.
We further plug it into (2) to get the probability of a node with the second
lowest mark being retained in MHCP. The whole retaining probability for any
node is Pmhcp = Pmin + P2 retain, which is consistent with that in [13].

4 Retaining Probability of Nodes in MMHCP

Combining the analysis of Matérn CSMA and MHCP model in [13], we pro-
pose the MMHCP model, where the simultaneously transmitting nodes (retained
nodes) in CSMA include those nodes with the lowest marks, and the nodes sat-
isfying that it has the second lowest mark in the domain of itself, while the node
with the lowest mark has not been retained. It can be formally expressed as:
Φt = {xi : ∀xj ∈ N(xi), xi �= xj ,mi < mj} ∪ {xi : ∃xj ∈ N(xi),mi > mj ,∀xk ∈
N(xi)\{xi, xj},mk > mi, and xj is not retained}. The probability of a node
been granted to transmit is Pretain[i] = Pmin[i] + P2[i] · P̂ i[j].



Modeling of Random Dense CSMA Networks 77

For P̂ i[j], it can be interpreted that conditioned node i having the second
lowest mark in Ci, node j has the lowest mark in Ci and is not retained. In other
words, node i has the second lowest mark in Ci, and node j is not retained only
since there is at least a node k in Cj −Ci (shadow) and k is retained (node k may
have the lowest mark, or k has the second lowest mark while the node with the
lowest mark is not retained in Ck). ElSawy et al. in [13] considered the reason
for j not been retained is that nodes existing in shadow, while in fact even nodes
exist in shadow, j may be retained. Namely, when j is the second lowest and the
lowest k is not retained, j is retained, which makes i not be retained.

Fig. 3. Node i is retained, if mj is the only mark lower than mi in Ci and j is not
retained. Other nodes are omitted in the figure.

We further modify the probability in [13] as follows. Suppose there are n
nodes and node i in Ci, and t nodes in the shadow, where n and t follow
two Poisson distributions with parameter N and M , respectively. Firstly, we
analyze the probability of j not been retained, given that j has the second
lowest mark in Ci. Following the analysis above, we know j is not retained
for the following reason: mj is not the lowest in Cj , except that although
mj is not the lowest in Cj , mj is the second lowest and the lowest node k
is not retained. Because in such a case, j should be retained too. Accord-
ing to [13], we know that the probability of j not having the lowest mark in
Cj equals to P2 retain[i] in (2). We consider the probability of mj being the
second lowest in Cj under the condition that mj being the lowest in Ci. It
equals the probability of j having the second lowest mark in (n + t + 1) nodes :
P (j has the second lowest mark in Cj |j has the lowest mark in Ci)

Δ= P
′
2[j] =

1/(n+ t+1). The probability of i being retained is Pretain[i] = Pmin[i] +P2[i]×
P̂ i[j] = Pmin[i]+P2[i]× (P(Ci−Cj)[mj is not lowest]−P

′
2[j]× (1−Pretain[k])) =

Pmin[i]+P2 retain[i]−P2[i]×P
′
2[j]×(1−Pretain[k])). Pretain[k] is the probability

of node k been retained and can be obtained the same way as above. In a dense
nodes distributed network, the rule is iterated until the current node is definitely
to be retained or not. However, for the randomness of the nodes distribution in
a network, we cannot know the exact number of the nodes in such an iteration
chain beforehand. Thus the ultimate result is hard to obtain.

To simplify such a problem, we assume the probability of each node being
retained is the same in a network, and we only need to get an average probability
of retaining a node. Hence, Pretain[i] = Pretain[j] = Pretain[k] = ..., and the
problem is simplified as Pretain[i] = Pmin[i] + P2 retain[i] − P2(i) × P

′
2(j) × (1 −

Pretain[i]).
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We get

Pretain[i] =
Pmin[i] + P2 retain[i] − P2[i] × P

′
2[j]

1 − P2[i] × P
′
2[j]

Here, P2 retain[i] is given in Eq. (2), we denote P
′
= P2[i] × P

′
2[j]. Since n and t

are distributed as Poisson with parameter N and M , we get

P
′
= P2[i] × P

′
2[j] =

∞∑

n=1

Nne−N

n!
1

n + 1

∞∑

t=1

M te−M

t!
1

n + t + 1

According to the deduction of P2 retain[i] from [13], we can obtain

P
′
=

Me−(N+M)

N

( ∞∑

n=1

Nn+1

(n + 1)!

∞∑

t=1

M t−1

t!
1

n + t + 1

)

=
1
M

(P2 retain[i] − Me−(N+M)

N
· eN − 1

N
)

(3)

Finally, we get

Pretain[i] =
Pmin[i] + P2 retain[i] − P

′

1 − P ′ (4)

where Pmin and P2 retain are given by (1) and (2), and P
′
can be obtained by

P
′
=

1 − e−(N+M)

N(M + N)
+

e−N

M
(
(M − N)(e−M − 1)

NM
− 1) − e−(N+M)(eN − 1)

N2
.

Proposition 1. If the probability of a node i being retained in MMHCP is
denoted by Pmmhcp = Pretain[i] as (4), the probability of a node being retained in
MHCP of [13] is Pmhcp, and the probability of a node being retained in Matérn
CSMA is Pmatern, then we get Pmatern ≤ Pmmhcp ≤ Pmhcp ≤ 1.

Proof. The last ‘≤’: The retaining probability is obviously less than 1 in a net-
work, and ‘=’ holds only when the network is sparse enough. Then, let us

prove Pmatern ≤ Pmmhcp, namely Pmin[i]+P2 retain[i]−P
′

1−P ′ ≥ Pmin[i]. We need that

Pmin[i]+P2 retain[i]−P
′ ≥ Pmin[i]−Pmin[i]P

′
holds. Since P

′
reflects the prob-

ability of j having the second lowest mark in shadow while P2 retain[i] reflects
the probability of node j having not the lowest mark, P2 retain[i] ≥ P

′
, so it is

proved.

Then, we prove Pmmhcp ≤ Pmhcp, namely Pmin[i]+P2 retain[i]−P
′

1−P ′ ≤ Pmin[i] +
P2 retain[i]. Since Pmin[i] +P2 retain[i] is the probability of been retained, and is
less than 1. Let a = Pmin[i] + P2 retain[i], b = P

′
,we know a−b

1−b < a. The proof
is completed.
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We can conclude that the probability of a node being retained in MMHCP is
lower than that in MHCP, and higher than that in Matérn CSMA. The underly-
ing reasons are as follows. Matérn CSMA is conservative and does not retain any
nodes other than the nodes with the lowest mark in the contention domain. The
MHCP model retains a node with second lowest mark only because the neighbor
with the lowest mark of such a node has a neighbor with a lower mark. While in
MMHCP model, when we consider a node with the second lowest mark retained
or not, we check whether any neighbour of the lowest mark neighbour is retained.
Hence, the MMHCP model can alleviate the overestimation in MHCP. Know-
ing the probability of being retained, the density of simultaneously transmitting
nodes in CSMA can be represented as λmmhcp = λp · Pretain[i]. Such a density
is affected both by the initially density λp and the exclusion re (determined by
the threshold of the sensing power), illustrated in Figs. 4 and 5.

5 Mean of Aggregate Interference

The probability of successful transmission is a significant metric in performance
analysis of a wireless network. For a receiver on the plane, the transmission is
affected mainly by the aggregate interference that is the accumulated signals
sent by concurrent transmitters at the same time. If the transmitters are dis-
tributed as a PPP, the aggregate interference can be expressed as a closed form.
Furthermore, based on the theorem of Slivnyak [14], a stationary point process
seen from an arbitrary location is same whether there is a point at that location
or not. Therefore, we need only consider the conditional distribution of points
‘seen’ from a typical receiver, which is referred to as a receiver at a typical loca-
tion [14]. For instance, we set the location at the origin, and the distance between
a transmission could be easier.

For Matérn type II, authors in [12] proposed that the mean interference of
the point process can be approximated by a PPP with the same density. On
the other hand, from the Compbell theorem [15], the mean of the aggregate
interference is same for any stationary point process with same density. It is
only related to the density of nodes, fading, and path loss, independent of the
position of each node. So we can take the mean aggregate interference of a PPP
with the same density to approximate the Matérn CSMA, MHCP, and MMHCP
to analyze the mean of the aggregate interference.

We compute the mean of aggregate interference suffered from a typical node
(positioned on the origin). In CSMA, the transmitter is not interfered within
its contention domain, which is a disc centered at this node with the exclusion
radius. So the nearest interferer is far from the typical receiver at least dis =
re − R, where R is distance between the receiver and its intended transmitter,
and re is the exclusion radius. Here we only consider that re is much greater
than R. Following the association law, the intended transmitter is the closest
one. Considering the transmitting power p, a general fading G, from [14], the
mean of aggregate interference of a typical receiver can be expressed as E[I] =
E[p]λ

∫
R2

l(y)dy
∫ ∞
0

(1 − G(s))ds2πλ
∫ ∞

dis
r

l(r)dr. Therefore, with the exponential
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distribution of G(s) = 1−e−μs, μ ≥ 0, we can get E[I] = 2πλ
μ

∫ ∞
r−R

r
l(r)dr. Given

the density λ of the PPP and l(r) = rβ , the mean of the aggregate interference
can be expressed as E[I] = 2πλ

μ

∫ ∞
r−R

r
rβ dr = 2πλ

μ · 1
2−β · (r − R)2−β . And the

approximation of the mean of the aggregate interference is taken by replacing λ
with λmatern, λmhcp, and λmmhcp respectively.

6 Simulation

The density analysis and interference approximation can be numerical evaluated
and simulated using MATLAB.

At first, we realize a CSMA network inherited from a PPP with different
densities in a rectangle with 10 × 10. Then we thin the PPP by CSMA MAC.
A node is retained if the minimum distance between it and all of the previously
retained points is greater than re.

To analyze the slope of the CSMA density with the density of initial PPP, we
repeat 100 times by setting the initial PPP density from 0.1 to 2.8. The trend
is shown in Fig. 4. By numerical analysis, we can see that the Matérn CSMA
model underestimates the density, while MHCP model overestimates the density.
The MMHCP curve is closer to the simulation than the other two. At the same
time, it is shown that when the density of initial PPP is small (0.1 – 0.3), the
differences among the models are trival. When the density of PPP is large (more
than 0.5), the curves differ much, which implies that with the CSMA network
being denser, a more accurate model to estimate the intensity is necessary.
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Fig. 4. Density of CSMA follows the density of initial PPP

For the trend of the estimated density following the exclusion re, we take a
fixed density of initial PPP as 0.5 and set exclusion radius from 1 to 16, and
repeat the simulation for 100 times. The curves are shown in Fig. 5, where we
can see the trend of density of CSMA following the exclusion radius.

For the mean of aggregate interference, we set μ = 1, β = 4 and compute the
mean of the aggregate interference. The receiver is set at the center point of the
rectangle, and the nearest transmitter is the intended sender, other transmitting
nodes are treated as interferers. The mean of aggregate interference is taken as
the average of 100 times experiments, illustrated in Fig. 6. It can be seen that
the MMHCP has a better approximation to the simulation.
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Fig. 5. Density influenced by the exclusion radius
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Fig. 6. Mean of aggregate interference

7 Conclusion

In this paper, we study the model of dense CSMA networks with randomly dis-
tributed nodes. Because the Matérn CSMA point process underestimates the
density of the simultaneously transmitting nodes and the MHCP in [13] overes-
timates the density, we propose to further modify MHCP to alleviate the over-
estimation of the density. We give a more accurate density estimation for the
simultaneously transmitting nodes in dense CSMA networks. Given the initial
density of the PPP and exclusion radius, we express the density estimation in a
closed form by regarding the retaining probability for each node being same. The
simulation results demonstrate that the density from MMHCP model is closer
to the actual distribution of nodes in CSMA than Matérn model and MHCP.
The impact of the density of nodes on the mean of aggregate interference is also
studied in our numerical analysis and simulation, from which we can see that
MMHCP is more accurate in modeling the network behavior than MHCP and
Matérn CSMA.
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Abstract. In Cooperative Cognitive Radio Networks (CCRNs), pri-
mary users and secondary users are mutual beneficial through setting
up cooperative transmission. But, in most of the existing work, only the
SUs working as the relays can have the opportunities to access primary
users’ channel, which may incur a waste of resource or a throughput
reduction if the relays have light data traffic. In this paper, to tackle this
issue while fully exploiting cooperative transmission, we propose a novel
scheme GMLDF-Cooperation to achieve multi-path cooperation trans-
mission of primary transmitters and provide all secondary users with a
chance to send their own data. Our theoretical analysis and simulation
results can validate the effectiveness of the proposed algorithm.

Keywords: Cognitive radio network · Cooperative transmission · Relay
selection

1 Introduction

As one of the promising approaches, cognitive radio technique has been pro-
posed to enhance spectrum utilization and satisfy the ever increasing demand
of wireless service. Moreover, in order to improve the coverage area and the
throughput of Cognitive Radio Networks (CRNs) [1–7], cooperative commu-
nication technique is brought to form Cooperative Cognitive Radio Networks
(CCRNs), in which secondary users (SUs) help relay primary users (PUs)’ data
and then are awarded channel access opportunities for their own transmission.
Such a cooperation can benefit both the PUs and the SUs, achieving a “win-win”
situation.

In past years, a number of relay selection schemes have been proposed for
CCRNs [8–16]. In [12,13,15,17], a best SU is chosen as the relay for a primary
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transmitter (PT)-primary receiver (PR) pair according to different performance
criteria and cooperation constraints. However, utilizing only one relay may not
effectively improve the transmission performance for the PT-PR pair. Thus, to
further exploit cooperative transmission between the PT and the SUs, “multi-
relay” selection schemes are proposed [8,10,11,14,16]. In [8,10,14,16], a set of
SUs are selected to perform “multi-path” cooperative transmission for the PT-
PR pair. With such “multi-path” cooperative transmission, the PT’s data can
be forwarded within a shorter time period. Besides, in [11], a network formation
game-based multi-hop relay selection algorithm is proposed to set up a multi-hop
path from the PT to the PR.

Notice that in the cooperation model of the all above work, only the relays
(i.e., the selected SUs) can obtain the opportunity to transmit their own data,
which may incur the following issues: (i) a waste of channel resource may happen
when the relays have little data to transmit or the channel condition from the
relays to the SAP are worse than that of other SUs; and (ii) the throughput
of a secondary network may be reduced if the relays have only a bit of data to
send. Therefore, to avoid resource waste and throughput reduction, a different
cooperation model is designed [9] to allow all SUs to access the PT’s channel for
their own transmission. But, in [9], only one relay is employed for the PT-PR
pair. Motivated by the key idea of [9], in this paper, we intend to design a “multi-
relay” selection scheme to establish “multi-path” cooperative transmission for a
PT-PR pair while taking into account energy consumption.

In this paper, we first establish a cooperative transmission model, in which
a set of SUs could be selected to relay primary transmitter’s data and all SUs
are allowed to access the primary transmitter’s channel. Based on this model,
we formulate the problem of jointly selecting a relay set for the PT-PR pair
and allocating transmission time for the SUs as an optimization problem, in
which our objective is to maximize the average expected throughput of the
secondary network. Then, we propose a novel scheme GMLDF-Cooperation
to solve the optimization problem by applying Lyapunov optimization theory, in
which our results can be found by minimizing the corresponding Lyapunov drift-
plus-penalty function. In addition, we validate the performance of our proposed
scheme via both theoretical analysis and intensive simulations. The multi-fold
contribution of this paper is briefly summarized as follows.

– We formulate the joint problem of relay selection and channel allocation as an
optimization problem with considering throughput improvement and energy
consumption.

– We utilize Lyapunov optimization theory to design a novel scheme GMLDF-
Cooperation to solve the optimization problem.

– We conduct both theoretical analysis and numerical experiments to evaluate
the performance of our proposed scheme.

The rest of the paper is organized as follows. The system model and problem
formulation are presented in Sects. 2 and 3, respectively. In Sect. 4, a greedy
algorithm is proposed for relay selection and channel allocation. After reporting
the simulation results in Sect. 5, we conclude this paper in Sect. 6.
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Fig. 1. An example of CCRN.

Fig. 2. Time division of a time slot.

2 System Model

Consider a CCRN consisting of one primary transmitter-receiver pair and a
secondary network in which there are a set of secondary users denoted by NS

and a SAP as shown in Fig. 1. The primary transmitter (PT) communicates
with the intended receiver (PR) over a licensed channel, while each SU has data
to send to the SAP. Suppose that time of the network is discretized into time
slots. In each time slot, the SAP conducts centralized control for relay selection
and channel allocation among SUs through the information collecting from the
PT and SUs over a common control channel. To improve the data transmission
rate while saving energy consumption for the PT, the SAP intends to select a
subset of SUs to cooperate as relays for the PT; in return, the SUs are offered
the opportunity to access the licensed channel to send their data during the idle
time period. Notice that there exists an upper bound denoted as μ(μ ≥ 2) of
the number of relays in the cooperation because the encoding complexity would
become too high if the number of relays is too large [18]. We assume that all SUs
in the secondary network can sense the same spectrum environment and that
the relays cooperate to transmit in DF mode [19].

For each SU i denoted to be SU(i), let QT
i (t), QN

i (t) ∈ {0, 1, 2, · · · } rep-
resent its queues on the transport layer and the network layer in time slot
t(t = 0, 1, 2, · · · ), respectively [9]. For each SU i, new packets arrive at the
transport layer according to an i.i.d Poisson process with an arrival rate λi. For-
mally, let Ai(t) be the number of packets arriving at SU i’s transport layer in
time slot t, for which there exists a finite constant Amax

i such that Ai(t) ≤ Amax
i

for all t [20]. We use RN
i (t) to denote the number of new packets admitted from

the transport layer into the network layer. Note that RN
i (t) is usually bounded

by a positive constant RN,max
i to avoid infinite data packets into the network

layer [20]. We also assume that channel fading is independent and i.i.d across
time slots, and is also independent across different users. Suppose that the PT,
the PR, and the SUs are relatively stationary in the CCRN, thus the channel
gain can remain at a constant value during a time period. Since the length of a
time slot is not too short [21], the time division during a time slot is meaningful
for all users. Without loss of generality, the length of a time slot and the channel
bandwidth are normalized to 1, respectively. When the PT directly transmits to
PR, the data transmission rate is expressed as
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Rtr(t) = log2(1 +
Pt|htr|2

N0
), (1)

where Pt is the PT’s transmission power, N0 is the white noise power, and htr

is the channel gain between the PT and the PR [22].
In order to improve the data transmission rate, the PT could employ one

or multiple secondary users forming a relay set S(S ⊆ NS and |S| ≤ μ) to
forward its data via awarding the channel access opportunity to all SUs in NS .
Specifically speaking, if the cooperative transmission in DF mode can improve
the transmission rate from the PT to the PR, the PT exploits the cooperative
transmission; otherwise, the PT uses the direct transmission. Once a cooperative
transmission is adopted, a time slot t will be split into a cooperation period αs(t)
(0 < αs(t) < 1) and a secondary transmission period 1−αs(t) as shown in Fig. 2.
The cooperation period is used to transmit the PT’s data and the secondary
transmission period is allocated to SUs to transmit their own data. Furthermore,
the cooperation period is divided into two sub-periods: (i) the PT transmits the
data to the relays of S in the first sub-period αs(t)βs(t)(0 < βs(t) < 1); and (ii)
the relays decode the received data and then forward it to the PR in DF mode
in the second sub-period αs(t)(1−βs(t)). The transmission rate between the PT
and the relays in S during time slot t is determined by the worst link, which is
expressed as

Rts(t) = αs(t)βs(t) log2(1 +
mini∈S Pt|hti|2

N0
), (2)

where hti is the channel gain between the PT and SU i. The transmissoin rate
from each relay in S to the PR during time slot t is computed by

Rsr(t) = αs(t)(1 − βs(t)) log2(1 +

∑
i∈S Pi|hir|2

N0
), (3)

in which Pi is the transmission power of SU i, hir is the channel gain between
SU i and the PR.

The secondary transmission period is further divided into one or several sub-
periods, where we use γi(t)(0 ≤ γi(t) < 1) to represent the sub-period allocated
to SU i. Note that if γi(t) = 0, SU i cannot get any transmission time. The
transmission rate between SU i and the SAP during slot t is

Ri(t) = γi(t) log2(1 +
Pi|hi0|2

N0
), (4)

where hi0 is the channel gain between SU i and the SAP.

3 Problem Formulation

With cooperative communication, all the data received by the relay set S
from the PT in period αs(t)βs(t) must be delivered from S to PR in period
αs(t)(1 − βs(t)), in which the transmission rate of such a two-hop cooperative
transmission in DF mode is determined by the worse link. Thus, we can compute
the transmission rate of the two links as

Rts(t) = Rsr(t). (5)
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The transmission rate over the relay set S is expressed as

Rs
tr(t) = min{Rts(t), Rsr(t)} = Rts(t). (6)

The PT determines to use cooperative transmission if and only if its trans-
mission rate is increased via the cooperative transmission, therefore we have the
following cooperation constraint for the PT.

Rs
tr(t) ≥ Rtr(t). (7)

The summation of sub-periods in the secondary transmission period satisfies
∑

i∈NS

γi(t) ≤ 1 − αs(t), (8)

which means that the total time allocated to SUs cannot exceed 1 − αs(t).
For a given queue Qi(t), we define mean rate stable in Definition 1.

Definition 1. Queue Qi(t) is mean rate stable if Qi(t) satisfies the equation
limt→∞

E[Qi(t)]
t = 0.

Given a scheduling strategy, the queues QT
i (t) and QN

i (t) evolve as follows.

QT
i (t + 1) = max{QT

i (t) − RN
i (t), 0} + Ai(t), (9)

QN
i (t + 1) = max{QN

i (t) − Ri(t), 0} + RN
i (t). (10)

Furthermore, let RN,ave
i = limT→∞ 1

T

∑T−1
t=0 E[RN

i (t)] and Rave
i = limT→∞ 1

T∑T−1
t=0 E[Ri(t)], thus we have the following theorem.

Theorem 1. QN
i (t) is mean rate stable for each SU i if and only if the long-

term average expectation input rate (i.e. admitted rate) is no more than long-term
average expectation output rate (i.e. transmission rate). That is,

RN,ave
i ≤ Rave

i . (11)

Proof. Necessity: According to the queue evolution Eq. (10), we have QN
i (t +

1) ≥ QN
i (t)−Ri(t)+RN

i (t), i.e., QN
i (t+1)−QN

i (t) ≥ RN
i (t)−Ri(t). Therefore,

during the T time slots, we have QN
i (T )−QN

i (0) ≥ ∑T−1
t=0 [RN

i (t)−Ri(t)]. Then,
by dividing by T and taking expectations, we have

E[QN
i (T )] − E[QN

i (0)]
T

≥ 1
T

T−1∑

t=0

(E[RN
i (t)] − E[Ri(t)]).

If QN
i (t) is mean rate stable, it holds that limT→∞ 1

T

∑T−1
t=0 (E[RN

i (t)] −
E[Ri(t)]) ≤ 0, which indicates that RN,ave

i ≤ Rave
i .

Sufficiency: For ∀ε > 0, Qε
i(t) is defined as a queue with Qε

i(0) = QN
i (0), and

Qε
i(t) evolves as the following: Qε

i(t+1) = max{Qε
i(t)−Ri(t), 0}+RN

i (t)+[Rave
i −

RN,ave
i ]+ ε, which shows that if Qε

i(t) ≥ QN
i (t), then Qε

i(t+1) ≥ QN
i (t+1), i.e.,
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Qε
i(t) ≥ QN

i (t) for all t ∈ {0, 1, 2, · · · }. According to Rate Stability Theorem [23],
we have

0 ≤ lim
t→∞

E[QN
i (t)]
t

≤ lim
t→∞

E[Qε
i(t)]
t

= lim
T→∞

1
T

T−1∑

t=0

{
E[RN

i (t)] + Rave
i − RN,ave

i + ε − E[Ri(t)]
}

= ε.

When ε → 0, we can obtain lim
t→∞

E[QN
i (t)]
t = 0.

Thus, in order to ensure rate stability of QN
i (t), RN,ave

i ≤ Rave
i must be

satisfied. In addition, RN
i (t) satisfies

RN
i (t) ≤ min{RN,max

i , QT
i (t)}. (12)

Moreover, to avoid the energy consumption from exceeding the total available
energy, the constraints for energy consumption are taken into account. Formally,
we use Eave

i to denote the average available energy of SU i during a time slot,
which is pre-determined and is proportional to its total available energy amount.
In time slot t, SU i’s energy consumption consists of two parts: (i) the cooper-
ation energy consumption Ec

i = Φs
i (t)αs(t)(1 − βs(t))Pi; and (ii) the secondary

transmission energy consumption Es
i = γi(t)Pi, where Φs

i (t) ∈ {0, 1}, Φs
i (t) = 1

if i ∈ S, and Φs
i (t) = 0 if i /∈ S.

For any SU i, there exists an energy constraint to request that the long-term
average expected energy consumption of SU i is no more than Eave

i , which is
expressed as

lim
T→∞

1

T

T−1∑

t=0

E[Ec
i + Es

i ] ≤ Eave
i . (13)

In order to satisfy constraint (13), we make use of a virtual queue QE
i (t) for

SU i, which updates as follows,

QE
i (t + 1) = max{QE

i (t) − Eave
i + (Ec

i (t) + Es
i (t)), 0}. (14)

The virtual queue is mean rate stable using the analysis similar to that in
Theorem 1. In addition, SU i’s energy consumption in time slot t should be
bounded by a positive constant Emax

i ; that is,

Ec
i (t) + Es

i (t) ≤ Emax
i . (15)

Accordingly, we can formulate the joint problem of the relay selection and
secondary transmission scheduling in the CCRN in (16), in which our objec-
tive is to maximize the long-term average expectation throughput of the whole
secondary network.
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max: lim
T→∞

1
T

T−1∑

t=0

∑

i∈NS

E[RN
i (t)] (16)

subject to: (5)(7)(8)(11)(12)(13)(15),

where Φs
i (t), αs(t), βs(t), γi(t) are variables calculated by the SAP.

4 A Greedy Algorithm

To solve the optimization problem (16), we develop a scheme termed GMLDF
Cooperation (Greedily Minimizing Lyapunov Drift-plus-Penalty Function
based Cooperation) in this section, which maximizes the objective function of
(16) while ensuring the stability of the secondary network via greedily mini-
mizing the corresponding Lyapunov drift-plus-penalty function. The main idea
of our proposed scheme is motivated by reference [23]. Generally speaking, we
first define Lyapunov function (17) as a scalar measure of secondary network
congestion in the CCRN and compute the difference in the Lyapunov function
from one slot to the next one (namely, Lyapunov drift). Then, the objective
function of (16) is mapped to a function penalty term. Next, by incorporat-
ing the penalty term into the Lyapunov function, drift-plus-penalty expression
is obtained and minimized in every time slot in a greedy manner. Finally, via
implementing our proposed scheme over a period of time, we can get the final
results for problem (16). Note that the proposed scheme can be performed as an
online algorithm because it only requires the knowledge of the current network
state. Let Q(t) = (〈QN

1 (t), QE
1 (t)〉, · · · , 〈QN

NS
(t), QE

NS
(t)〉) denote the queue state

of the system at the beginning of time slot t. To measure the congestion in the
system, we define the Lyapunov function as

L(Q(t)) � 1

2

∑

i∈NS

[(QN
i (t))2 + (QE

i (t))2]. (17)

Then, we get the Lyapunov drift as the conditional expected change in
L(Q(t)) over time slot t, i.e., Δ(t) = E[L(Q(t+1))−L(Q(t))|Q(t)]. The conges-
tion in the backlogs becomes lower when minimizing the Lyapunov drift greed-
ily. To maximize the throughput of the secondary network, we map Eq. (16)
to a penalty term −V

∑
i∈NS

E[RN
i (t)|Q(t)] and add it to the Lyapunov drift,

where V > 0 is a control parameter to balance the tradeoff between the net-
work throughput and networking delay as analyzed in Theorem2. The Lyapunov
drift-plus-penalty function is the left-hand-side of inequation (18) and needs to
be minimized.

Δ(t) − V
∑

i∈NS

E[RN
i (t)|Q(t)] ≤ B − V

∑

i∈NS

E[RN
i (t)|Q(t)]

+
∑

i∈NS

E[QN
i (t)(RN

i (t) − Ri(t))|Q(t)]

+
∑

i∈NS

E[QE
i (t)(Es

i (t) + Ec
i (t) − Eave

i )|Q(t)], (18)
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where B is a positive constant that satisfies the following condition for all t:

B ≥ 1

2

∑

i∈NS

E[(RN
i (t))2 + (Ri(t))

2 + (Es
i (t) + Ec

i (t) − Eave
i )2 − 2RN

i (t)R̃i(t)|Q(t)], (19)

in which R̃i(t) = min{Ri(t), QN
i (t)}. According to the fact that Ri(t) is bounded

within one time slot and the assumption that Ri(t) ≤ Rmax
i for all i ∈ NS and

t ∈ {0, 1, 2, · · · }, we can choose the value of B via Eq. (20) to satisfy (19).

B =
1
2

∑

i∈NS

{
(RN,max

i )2 + (Rmax
i )2 + (Emax

i − Eave
i )2

}
. (20)

In order to obtain the final results, we need to minimize the right-hand-side
of the inequation (18). Note that the scheduling strategy in time slot t only
affects the other three terms except B in the right-hand-side of inequation (18),
thus minimizing the Lyapunov drift-plus-penalty function can be accomplished
by greedily minimizing

−V
∑

i∈NS

E[RN
i (t)|Q(t)]

+
∑

i∈NS

E[QN
i (t)(RN

i (t) − Ri(t))|Q(t)]

+
∑

i∈NS

E[QE
i (t)(Es

i (t) + Ec
i (t) − Eave

i )|Q(t)]. (21)

The minimization of Eq. (21) can be further decomposed into instant admis-
sion control and network control problems including relay selection and sec-
ondary transmission scheduling in each time slot. The major steps are detailed
in the following.

(1) Admission Control at SUs. Each SU i chooses RN
i (t) in time slot t as

follows:

RN
i (t) =

{
0, if QN

i (t) > V,

min{RN,max
i , QT

i (t)}, otherwise.
(22)

(2) Centralized Control at SAP. The SAP first collects the current network
information from PUs and SUs, and then solves the optimization formulation
(23) to get the optimal relay selection and secondary transmission scheduling
strategy in the current time slot.

min
∑

i∈NS

γi(t)
{

QE
i (t)Pi − QN

i (t) log2(1 +
Pi|hi0|2

N0
)
}

+
∑

i∈NS

QE
i (t)Φs

i (t)αs(t)(1 − βs(t))Pi. (23)

subject to:

Φs
i (t)αs(t)(1 − βs(t)) + γi(t) ≤ Emax

i

Pi
, (24)
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∑

i∈NS

γi(t) + αs(t) ≤ 1, (25)

Itr ≤ αs(t)βs(t)Its, (26)

αs(t)βs(t)Its = αs(t)(1 − βs(t))Isr, (27)

0 ≤ γi(t), αs(t) < 1, Φs
i (t) ∈ {0, 1},∀i ∈ NS ,∀t,

where Isr = log2(1 +
∑

i∈S Pi|hir|2
N0

), Its = log2(1 + mini∈S Pt|hti|2
N0

), and Itr =

log2(1 + Pt|htr|2
N0

). According to inequation (26) and Eq. (27), we have

1
Its

+
1

Isr
≤ 1

Itr
. (28)

From Eq. (23), one can see that for a given SU in S, the optimization formu-
lation (23) is a linear programming problem and can be solved easily. Therefore,
the value of the function (23) is just decided by S and can be denoted as f(S).
In other words, we can first select a relay set and then solve the problem (23).
More specifically, the PT picks the candidate SU set K0 in which SU i’s chan-
nel gain meets |hti| ≥ |htr| according to the inequation (26). Based on K0, the
SAP selects one SU that can ensure that the PT’s transmission rate satisfies
inequation (28) and minimize f(S), and moves the selected SU from K0 to S.
The SAP repeatedly selects the remaining SUs in K0 and moves them to S one
by one to form the relay set until f(S) can’t be less or the number of SUs in S
is more than the upper bound μ. Finally, the relay set S is the final result. The
pseudo-code is presented in Algorithm 1.

Algorithm 1. Greedy Relay Selection Scheme
1: K0 = ∅;S = ∅;Min = ∞; flag = 1;
2: for each SU(i) ∈ NS do
3: if SU(i) satisfies |hti| ≥ |htr| then
4: K0 = K0 ∪ SU(i)
5: end if
6: end for
7: while K0 	= ∅ and |S| ≤ μ and flag == 1 do
8: flag=0;
9: for each SU(i) ∈ K0 do
10: if SU(i) ∪ S satisfies inequation(28) and f(SU(i) ∪ S) < Min then
11: flag = 1;
12: Min = f(SU(i) ∪ S);
13: MinSU = i;
14: end if
15: end for
16: if flag == 1 then
17: S = S ∪ SU(minSU);
18: K0 = K0\SU(minSU);
19: end if
20: end while
21: return S;

After receiving the relay set S in time slot t using Algorithm 1, the SAP
can determine the values of Φs

i (t), αs(t), βs(t), and γi(t) through solving the
optimization problem (23).
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(3) Queues Update: In time slot t + 1, the queues can be updated according
to Eqs. (10) and (14), respectively.

Theorem 2. (Performance Theorem) Suppose the Lyapunov optimization tech-
nique based scheme GMLDF-Cooperation is implemented over all time slots
t ∈ {0, 1, 2, · · · } with initial condition Q(t) = (0, 0, 0, · · · , 0) and with a control
parameter V > 0, we have: (1) each SU i’s queue backlog QN

i (t){i = 1, 2, 3, · · · }
is upper bounded for all t:

QN
i (t) ≤ Qmax

i � Rmax
i + V. (29)

and

lim
T→∞

1
T

T−1∑

t=0

∑

i∈NS

E[QN
i (t)] ≤ B + V ∗ Rmax

ε
, (30)

where Rmax ≥ ∑
i∈NS

E[RN
i (t)] for all t. ε is a positive number that satisfies

E[(RN
i (t) − Ri(t))] ≤ −ε and E[(Es

i (t) + Ec
i (t) − Eave

i )] ≤ −ε under some
scheduling policy over a given time slot. indicating that average queue size is
indeed O(V ); (2) the virtual energy queue QE

i (t){i = 1, 2, 3, · · · } is mean rate
stable, i.e.,

lim
t→∞

E[QE
i (t)]
t

= 0. (31)

indicating that constraint (13) is satisfied; and (3) the long-term average expec-
tation secondary users throughput satisfies the following bound for all t ∈
{0, 1, 2, · · · }:

lim
T→∞

1

T

T−1∑

t=0

∑

i∈NS

E[RN
i (t)] ≥ R∗ − B

V
, (32)

where R∗ is the optimal value of the secondary users’ throughput.

According to Theorem 1 of [20], Eq. (29) can be proved; and from Theorem
4.2 of [23], Eqs. (30), (31), and (32) can be proved. Due to the space limitation,
we omit the proof process in this paper.

5 Simulation

In this section, we conduct an intensive simulation to evaluate the perfor-
mance of our proposed scheme GMLDF-Cooperation. We set a network area of
1000m×1000m, where the SAP is deployed at the central point of the network
area, the PT and the PR are placed at the midpoint of two opposite boundaries
of the network area, and the SUs are distributed uniformly and randomly within
the network area. The channel gain is computed according to the path loss model
proposed in [2], i.e., |h(d)i,j |2 = 1/dη, where d is the distance between nodes i
and j, and η = 3 is the path loss coefficient. The transmission and noise power
levels are Pt = Pi = 0.1w, and N0 = 6.70 × 10−10w. The length of time period
is T = 3000 time slots. For each SU i, the packet arrival rate at the transport
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Fig. 3. Throughput
vs. number of SUs.

Fig. 4. Throughput vs.
Poisson rate.

Fig. 5. Throughput vs. μ.

layer follows a Poisson process with a mean rate λi. Moreover, RN,max
i = 2,

Eave
i = 0.04, and Emax

i = 0.08. Under this network scenario, we compare the
throughout of the secondary network of our scheme GMLDF-Cooperation and
SUM-Cooperation that is a single-relay selection scheme using Lyapunov opti-
mization [4], in which a higher throughout of the secondary network indicates a
better spectrum utilization in a CCRN.

The parameter settings of Fig. 3 are λi = 1, μ = 3, and V = 100. As shown
in Fig. 3, the throughput of both two algorithms gradually grows up when the
number of SUs becomes larger. The reason is that with more SUs in the CCRN,
the PT is able to select a better relay to help improve its transmission rate. On
the other hand, the throughput of GMLDF-Cooperation is higher than that of
SUM-Cooperation, because with more selected relays in GMLDF-Cooperation,
the cooperation period becomes shorter and the SUs can send their own data in
a longer secondary transmission period.

In Fig. 4, we set μ = 3, V = 2, the number of SUs is 9, and λi = λ for
every SU i. From Fig. 4, it can be seen that the throughput of the secondary
network in both two schemes increases with λ and becomes nearly stable when
λ is greater than a certain value. This is because: (i) when the Poisson mean
rate λ increases, more packets are admitted into the secondary network, leading
to a higher throughput; but (ii) when λ becomes large enough, the length of
the queue on the transport layer QT

i increases quickly and the admission rate
is mainly constrained by RN,max

i , resulting in a saturated secondary network.
Besides, our proposed scheme outperforms SUM-Cooperation schemes as the
PT’s transmission can be completed in a shorter cooperation period with more
relays and the secondary transmission period is longer for SUs.

Furthermore, we exam the impact of the upper bound of the number of relays
on the throughput, and present the results in Fig. 5, in which λi = 1 and V = 100.
The results of Fig. 5 can be explained from the following two aspects. On one
hand, when the value of μ increases, more relays can be selected to forward
data for the PT and the length of cooperation period is reduced, leading to a
longer secondary transmission period for SUs to improve their throughput. On
the other hand, with a fixed value of μ, if there are more SUs in the CCRN,
a more proper relay set can be formed to enhance the PT’s transmission rate,
obtaining a longer secondary transmission period for the secondary network.
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6 Conclusion

In this paper, we deeply investigate the joint problem of relay selection and chan-
nel allocation in CCRNs to improve the throughput of the secondary network.
Generally speaking, there are the following novelties: (i) a multi-path coopera-
tive transmission is established for a primary transmitter-primary receiver pair
to improve transmission rate; (ii) all secondary users can be awarded the channel
access opportunity to avoid wasting channel resource and reducing throughput;
(iii) a scheme GMLDF-Cooperation is proposed using Lyapunov optimization
theory. In our future research, we will extend this work to consider the perfor-
mance improvement of current GMLDF-Cooperation scheme and the coopera-
tive transmission in a multi-hop CCRN.
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Abstract. In recent years, software defined network (SDN) has become
a promising technology to improve the network utilization. However, due
to the limited flow table size and long deployment delay, it may result
in low network performance in datacenter networks, which makes the
user experience much worse. In this paper, we first propose a novel Tag-
based Rule Placement Scheme (TRPS) for wildcard routing. Then, we
study the Hybrid Routing problem by Joint Optimization of Per-Flow
Routing and Tag-based Routing (HR-JPT). Besides, an approximation
algorithm (RRJD) is proposed to solve the HR-JPT problem. The sim-
ulation results on Mininet platform show that our proposed algorithms
are efficient for software-defined networking.

Keywords: SDN · Load balancing · Per-flow routing · Tag-based
routing · Hybrid routing · Flow table constraint

1 Introduction

SDN is a new networking paradigm that decouples the control plane and data
forwarding plane of network devices. More specifically, the controller constitutes
the control plane of an SDN, and determines the forwarding path of each flow in
a network with the centralized control manner. SDN switches constitute the data
plane of an SDN, and response for data forwarding of each flow. Because the
controller has global visibility and full control capacity over the whole network,
SDN users can composite application programs run on top of the controller to
monitor and manage the entire network (e.g., traffic engineering, heavy hitter
identification and proper routing) in an efficient and centralized manner. Thus,
SDN has been used in different fields, such as campus networks and datacenter
networks.

However, with the growth of Internet services, many large-scale data intensive
applications (e.g., video conferences, cloud services and financial data analysis)
have become popular. Large-scale networks are experiencing more and more
bursty flows. For example, in a practical datacenter network with 1500 server
operational clusters, the average arrival rate will reach 105 flows per second for
the core switches [6]. That means, if we perform per-flow routing (i.e., one rule
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 96–108, 2017.
DOI: 10.1007/978-3-319-60033-8 9
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for one flow) in that situation, it may require tens of thousands flow rules on
each switch. However, due to the high price and energy-consuming of Ternary
Content Addressable Memory (TCAM), an SDN switch usually contains a few
thousand of flow rules [3]. Besides, recent testing results show that it usually
takes 3.3 ms delay to insert a single flow rule into the flow table on a commodity
switch [5]. On the other hand, deployment delay is critical for many applications,
e.g., the authors of [12] showed that 100 ms delay causes a 1% drop in revenue
at Amazon and 400 ms delay causes a 5–9% decrease in traffic at Google. Thus,
considering the flow table and deployment delay constraints, per-flow routing is
impractical to large-scale networks.

To solve the flow table and deployment delay constraints problem, the clas-
sical design principle is destination host-based aggregate routing (i.e., wildcard
routing). However, now many datacenter networks contain millions of virtual
or physical hosts, this scheme also requires tens of thousands TCAM rules to
deploy host-based wildcard routing in large-scale networks [7]. Thus, the deploy-
ment delay and table size constraints in large-scale networks cannot be solved
by destination host-based aggregate routing, especially for core switches, which
may encounter a vast number of flows. Besides, the network performance (e.g.,
load balancing) cannot be guaranteed by aggregate routing.

Thus this paper first studies wildcard routing and proposes the tag-based
wildcard routing (TRPS). Then, we focus on the hybrid routing by joint opti-
mization of per-flow routing and tag-based routing (HR-JPT). To the best of our
knowledge, our work is the first to deploy hybrid routing by joint optimization
of per-flow routing and tag-based routing under flow table size and deployment
delay constraints for load balancing.

2 Tag-Based Rule Placement Scheme (TRPS)

A typical datacenter network architecture usually consists of three-level trees
of switches. Typically, a three-tiered design can support tens of thousands of
terminals. Under this circumstance, the bottleneck of the datacenter networks
usually is the core switches, which encounter a massive number of flows [2].
Besides, due to the development of Open vSwitch and Overlay technologies, the
resource shortages of edge switches have been eased [11]. Thus, our proposed
scheme mainly concentrates on solving the deployment delay and flow table
constraints of the core switches (or internal switches).

An openflow-based flow rule mainly contains match fields, priority, counters
and actions. Match fields match against packet headers and consist of the in port,
vlan id, eth dst, eth src, ip dst, ip src etc. Note that, with the update of the
openflow protocol, the number of supported match fields are increasing and
have some reserved match fields. Thus, we can define a SwID field (choose
one reserved match field) as a new match field to perform the tag-based rule
placement scheme (TRPS). The work [2] showed that the operation of adding
or deleting a tag is easy for the controller, so the tag-based method is practical.

We illustrate TRPS by an example, as shown in Fig. 1. The controller first
assigns four unique SwID: v1, v2, v3, v4 to corresponding switches. Next, The
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Fig. 1. Illustration of tag-based rule placement scheme. The left two plots denote the
flow table of switch v1 and v4, respectively. The SwID rules are pre-deployed when
the topology is created. The Dst rules are reactively deployed based on the controller
commands. When v1 receives packets whose destination is u2 with IP address 2.0.0.1,
this switch will set SwID = v4 for this flow and forward this flow based on switch
level. When v1 receives packets whose destination is u3 with IP address 3.0.0.1, this
switch will forward this flow based on per-flow level.

controller installs the tag-based switch level routing rules into switches. We only
list dst match field and SwID match field in Fig. 1 for simplicity. Due to the
limited space, we only analyze switch v1 to illustrate switch level rules. V1 installs
three switch level rules for other three switches, respectively. For example, the
rule “SwID = v4, output = 2” denotes that the flows labeled SwID = v4 will be
forwarded to port 2. Note that, all the flows labeled this SwID have the same
egress switch v4. After all the proactive rules are installed, there will have three
proactive rules on each switch. There arrive two flows: one is from 1.0.0.1 to
2.0.0.1 (denoted by γ1) and the other is from 1.0.0.1 to 3.0.0.1 (denoted by γ2).
We assume that the controller decides to let γ1 forwarded by tag-based routing
and let γ2 forwarded by per-flow routing. Thus, the controller only needs to
interact with the ingress switch v1 and egress switch v4 to install tag-based
routing rules. For the ingress switch v1, we install a rule that matches flows
with destination 2.0.0.1, the action of this rule is to attach SwID = v4 so that
they can be forwarded by tag-based routing rules. For the egress switch v4,
we install a rule that forwarded flows to the port 1, which matches flows with
destination 2.0.0.1, so that these flows can reach the destination terminal. For
γ2, the controller needs interact with v1, v3, v4 to install three rules for γ2, which
is same as the traditional per-flow routing rules.

By building rules on switch level, TRPS has the following advantages com-
pared with other schemes:

(1) Reduce the numb er of required flow rules. The number of switches
is always much smaller than the number of hosts in a network. For example,
there have n switches and m hosts (m � n), if we build rules on host level,



Load-Balancing Software-Defined Networking Through Hybrid Routing 99

for the core switch, there need m × (m − 1) rules at most. Even we build
destination host-based rules, the core switch also needs m rules. But using
TRPS, there need n − 1 rules at most for the core switches.

(2) Decrease the deployment delay. TRPS combines the proactive routing
and reactive routing. Since the switch level routing has been deployed in
advance, the controller only needs to install 2 rules on the ingress and egress
switches for each request. Let ψ denote the average length of all the paths,
obviously, ψ increases along with the growing network and is usually greater
than 5. The traditional scheme needs install ψ rules on average for each
request. That means, our proposed wildcard routing scheme is efficient to
reduce the deployment delay.

(3) Relieve the load of the controller. For the same reason, the controller
only needs to send flow-mod commands to the ingress and egress switches
with TRPS. That means this proposed scheme can relieve the load of the
controller.

Comparing with other wildcard routing scheme, TRPS can achieve smaller
deployment delay and similar network performance while using fewer flow rules.

3 Definition of Hybrid Routing (HR-JPT)

Although TRPS can save TCAM resources, reduce the deployment delay and
relieve the load of the controller compared with other wildcard routing schemes,
if we deploy tag-based routing rules for all the flows, the network per-
formance may become worse comparing with per-flow routing scheme.
Thus, in this section, we study the problem of hybrid routing by joint optimiza-
tion of per-flow routing and tag-based routing (HR-JPT) to make use of the
limited flow rules.

3.1 Network Model

An SDN typically consists of three device sets: a terminal set, U = {u1, ..., um},
with m = |U |; an SDN switch set, V = {v1, ..., vn}, with n = |V |; and a cluster
of controllers. The controllers response for route selection of all the flows and not
participate in the packet forwarding in a network. These switches and terminals
comprise the data plane of an SDN. Thus, in the view of the data plane, the
network topology can be modeled by a directed graph G = (U ∪ V,E), where E
is the link set in the network. For ease of expression, let c(e) and T (v) denote
the capacity of link e ∈ E and the number of available rules of switch v ∈ V in
graph G, respectively.

3.2 Hybrid Routing by Joint Optimization of Per-Flow Routing
and Tag-Based Routing (HR-JPT)

There arrives a set of bursty flows, denoted by Γ = {γ1, ..., γ|Γ |}, in the network.
By collecting the flow statistics information from switches, the controller can
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estimate the size (or intensity) of each flow γ ∈ Γ as f(γ). We also assume that
each flow is unsplittable for simplicity. We use Pγ represents several feasible
paths from source to destination for each flow γ ∈ Γ . Flow γ can be forwarded
by a tag-based path and the tag-based path h(γ) ∈ Pγ . One tag-based path can
be shared by many flows and should be classed as default path (wildcard path).
Note that, the h(γ) is pre-deployed on switch level (may be the shortest path
from ingress switch to egress switch) as illustrated in Sect. 2. Let P ′

γ = Pγ −h(γ)
denote the feasible per-flow paths set of flow γ. Besides, let pie denote the set of
ingress and egress switches of path p ∈ Pγ .

We formulate the HR-JPT problem into a non-linear program as follows.
Let variable yp

γ ∈ {0, 1} denote whether the flow γ selects the feasible path
p ∈ Pγ or not. zu

v denotes whether a tag-based flow rule need to be installed
for the terminal u on switch v or not. H is the union of all the h(γ). Due
to the deployment delay is linearly associated with the number of rules that
will be installed on each switch, we can use converting factor ω(v) to combine
the two constraints as one constraint for simplicity. For example, the number
of available rules T (v) on switch v is 2 K and we want to be able to forward
these flows within 3.3 s (denoted by T0). It takes 3.3 ms (denoted by t0) to
insert a rule [5]. Considering the flow table constraint, we can only install 2 K
rules at most. Considering the deployment delay constraint, we can only install
3.3 s ÷ 3.3 ms = 1 K rules at most. So, let ω(v) = 0.5 to satisfy both constraints.
In other words, we set:

ω(v) = min{ T0

t0 · T (v)
, 1}, ∀v ∈ V (1)

HR-JPT solves the following problem:

min λ

S.t.

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

∑
p∈Pγ

yp
γ = 1, ∀γ ∈ Γ

yp
γ ≤ z

d(p)
v , ∀v ∈ pie, p ∈ H

∑
γ∈Γ

∑
v∈p:p∈P′

γ
yp

γ +
∑

u∈U zu
v ≤ ω(v) · T (v), ∀v ∈ V

∑
γ∈Γ

∑
e∈p:p∈Pγ

yp
γf(γ) ≤ λ · c(e), ∀e ∈ E

yp
γ ∈ {0, 1}, ∀p, γ

zu
v ∈ {0, 1}, ∀u ∈ U, v ∈ V

(2)

The first set of equations means that each flow will be assigned a feasible
path from the source to the destination. The second set of inequalities denotes
that, the tag-based rules will be deployed if at least one flow chooses this tag-
based path as its route. As illustrated in Sect. 2, we only need to install rules on
the ingress and the egress switches. The third set of inequalities denotes the flow
table constraint and deployment delay constraint. The fourth set of inequalities
expresses that the traffic load on each link e does not exceed the λ · c(e), where
λ is the load balancing factor. Our objective is to minimize the load balancing
factor, λ.
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Theorem 1. The HR-JPT problem defined in Eq. (2) is an NP-hard problem.

Proof. We consider a special example of the HR-JPT problem, in which there
is no flow table constraint and deployment delay constraint. Then, we are able
to deploy routes of all the flows in an SDN so as to achieve the load balancing
under link capacity constraint. In other words, this becomes an unsplittable
multi-commodity flow with minimum congestion problem [4], which is NP-Hard.
Since the multi-commodity flow problem is a special case of our problem, the
HR-JPT problem is NP-Hard too.

4 Algorithm Description for the HR-JPT Problem

4.1 Approximation Algorithm to Solve HR-JPT

Due to NP-hardness, this section presents an approximation algorithm to deal
with the HR-JPT problem. We design the Rounding-based Route Joint Deploy-
ment (RRJD) algorithm to solve the HR-JPT problem which is NP-hard. To
solve this problem in polynomial time, we relax this assumption to suppose that
each flow can be split and forwarded through multiple paths. By relaxing this
assumption, yp

γ and zu
v are fractional. So we can solve it in polynomial time

with a linear program solver (e.g., CPLEX). Assume that the optimal solu-
tion is denoted by ỹ, and the optimal result is denoted by λ̃. As the linear
program is a relaxation of the HR-JPT problem, λ̃ is a lower-bound result for
this problem. More specifically, for each flow γ ∈ Γ , we select a feasible path
p ∈ Pγ with the probability of ỹp

γ for flow γ. If ∃p ∈ Pγ , ŷp
γ = 1, this means

that flow γ selects p ∈ Pγ as its finally route path. For the tag-based routing,
x̂u

v = max{ŷp
γ ,∀d(p) = u, v ∈ pie, p ∈ H, γ ∈ Γ}. By this way, we have deter-

mined the final route paths for all the flows. The RRJD algorithm is formally
described in Algorithm 1.

Algorithm 1. RRJD: Rounding-based Route Joint Deployment
1: Step 1: Solving the Relaxed HR-JPT Problem
2: Construct a linear program LP1 based on Eq. (2)
3: Obtain the optional solution ỹ
4: Step 2: Route Selection for Load Balancing
5: Derive an integer solution ŷp

γ by randomized rounding
6: for each switch v ∈ V , each terminal u ∈ U do
7: x̂u

v = max{ŷp
γ , ∀d(p) = u, v ∈ pie, p ∈ H, γ ∈ Γ}

8: for each flow γ ∈ Γ do
9: for each route path p ∈ Pγ do

10: if ŷp
γ = 1 then

11: Appoint path p for flow γ
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4.2 Approximate Performance Analysis

We give two famous lemmas for probability analysis.

Theorem 2 (Chernoff Bound). Given n independent variables: x1, x2, ..., xn,

where ∀xi ∈ [0, 1]. Let μ = E[
∑n

i=1 xi]. Then, Pr
[

n∑

i=1

xi ≥ (1 + ε)μ
]

≤ e
−ε2μ
2+ε ,

where ε is an arbitrarily positive value.

Theorem 3 (Union Bound). Given a countable set of n events: A1, A2, ...,
An, each event Ai happens with possibility Pr(Ai). Then, Pr(A1∪A2∪...∪An) ≤
n∑

i=1

Pr(Ai).

We define a variable α as follows:

α = min{min{ λ̃cmin

f(γ)
, γ ∈ Γ},min{T (v), v ∈ V }} (3)

Link Capacity Constraint. The load of link e from each flow γ is defined
as a variable xe,γ . we have:

E

⎡

⎣
∑

γ∈Γ

xe,γ

⎤

⎦ =
∑

γ∈Γ

E [xe,γ ] =
∑

γ∈Γ

∑

e∈p:p∈Pγ

ỹp
γf(γ) ≤ λ̃c(e) (4)

Combining Eq. (4) and the definition of α in Eq. (3), we have
⎧
⎨

⎩

xe,γ ·α
˜λc(e)

∈ [0, 1]

E

[∑
γ∈Γ

xe,γ ·α
˜λ·c(e)

]
≤ α.

(5)

By applying Theorem2, we assume that ρ is an arbitrary positive value. It
follows

Pr

⎡

⎣
∑

γ∈Γ

xe,γ · α

λ̃ · c(e)
≥ (1 + ρ)α

⎤

⎦ ≤ e
−ρ2α
2+ρ (6)

Now, we assume that

Pr

⎡

⎣
∑

γ∈Γ

xe,γ

λ̃ · c(e)
≥ (1 + ρ)

⎤

⎦ ≤ e
−ρ2α
2+ρ ≤ F

n2
(7)

where F is the function of network-related variables (such as the number of
switches n, etc.) and F → 0 when the network size grows.

The solution of Eq. (7) is expressed as:

ρ ≥
log n2

F +
√

log2 n2

F + 8α log n2

F
2α

, n ≥ 2 (8)
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Lemma 1. The proposed RRJD algorithm achieves the approximation factor of
4 log n

α + 3 for link capacity constraint.

Proof. Set F = 1
n2 . Equation (7) is transformed into:

Pr

⎡

⎣
∑

γ∈Γ

xe,γ

λ̃ · c(e)
≥ (1 + ρ)

⎤

⎦ ≤ 1
n4

, where ρ ≥ 4 log n

α
+ 2 (9)

By applying Lemma 3, we have,

Pr

⎡

⎣
∨

e∈E

∑

γ∈Γ

xe,γ

λ̃ · c(e)
≥ (1 + ρ)

⎤

⎦ ≤ n2 · 1
n4

=
1
n2

, ρ ≥ 4 log n

α
+ 2 (10)

The approximation factor of our algorithm is ρ + 1 = 4 log n
α + 3.

Flow Table Constraint. Note that, the approximate performance analysis of
the deployment delay constraint is same as the analysis of the flow table
constraint, we omit it due to limited space. Similar to Link Capacity Constraint,
we define random variable δ, tv,γ and F . we have:

δ ≥
log n

F +
√

log2 n
F + 8α log n

F
2α

, n ≥ 2 (11)

We give the approximation performance as follows.

Lemma 2. After the rounding process, the total number of flow rules on any
switch v will not exceed the constraint T (v) by a factor of 3 log n

α + 3.

Proof. Set F = 1
n2 . F → 0 when n → ∞. With respect to Eq. (11), we set

δ =
log n

F + log n
F + 4 · α

2 · α
=

6 log n + 4 · α

2 · α
=

3 log n

α
+ 2 (12)

Then Eq. (12) guarantees with 1 + δ = 3 log n
α + 3, which concludes the proof.

Approximation Ratio. With these analyses, we know the approximation fac-
tor for link capacity constraint and flow table constraint (deployment delay
constraint) is 4 log n

α + 3 and 3 log n
α + 3, respectively. More specifically, by using

the proposed RRJD approximate algorithm, we can scale flows by a factor of
4 log n

α + 3 to satisfy the link capacity constraint and by a factor of 3 log n
α + 3 to

satisfy the flow table constraint (deployment delay constraint). For example, let
α = 100, n = 100, then the approximation factor for link capacity constraint and
flow table constraint (deployment delay constraint) is 3.08 and 3.06, respectively.
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5 Simulation Results

5.1 Performance Metrics and Setting

The proposed scheme and algorithm focus on datacenter networks, so we choose
the fat-tree topology [7] in the simulation, which has been widely used in many
datacenter networks. The fat-tree topology has 16 core switches, 32 aggregation
switches, 32 edge switches and 128 servers. We also assume that each server
performs 15 VMs (Virtual Machines) for simulating the realistic scenario. Thus,
the total number of terminals is 1920 and we set all links are 1 Gbps for simplicity.
Each simulation will be executed 100 times and average the numerical results. We
use the power law for the flow-size distribution, where 20% of all flows account
for 80% of traffic volume.

Since this paper studies both the wildcard routing and the hybrid routing,
we let TRPS denote all the flows are forwarded by tag-based routing. The RRJD
denotes the hybrid routing by joint per-flow routing and tag-based routing. We
compare these two proposed methods with four other methods: (1) The first
one is the per-flow routing (PFR). We adopt the multicommodity flow (MCF)
method using randomized rounding for unsplittable flows in an SDN. Note that,
the method may drop some flows to satisfy the flow table constraint and deploy-
ment delay constraint. (2) The second one is OSPF protocol, which is the host-
based routing [10]. This benchmark is mainly compared with TRPS (both are
wildcard routing scheme). (3) The third one is DomainFlow [9] (denoted by
DFW). DFW divided the network into two parts, one part using OSPF (wild-
card rules) and another part using per-flow routing rules. This benchmark is
mainly compared with RRJD (both are hybrid routing scheme). (4) The last
one is the optimal result for the linear program LP1 based on Eq. (2), denoted
by OPT. Since LP1 is the relaxed version of the HR-JPT problem, OPT is a
lower-bound for HR-JPT.

We mainly adopt 5 different metrics for performance measurement. The first
two metrics are the maximum/average number of required flow rules on all the
switches. After executing these algorithms, we can obtain the number of used
flow rules on each switch, and compute the maximum/average number of used
flow rules on all the switches. To measure the network performance, the next two
metrics are link load ratio (LLR) and network throughput (NT). LLR can be
obtained by measuring the traffic load l(e) of each link e. Then, LLR is defined as:
LLR = max{l(e)/c(e), e ∈ E}. The smaller LLR means better load balancing.
NT can be obtained by measuring the total traffic amount through the network.
The last metric is the communication overhead to/from the controller, which
can reflect the overhead of the controller.

5.2 Simulation Evaluation

We run 6 sets of experiments to test the 5 different metrics of these algorithms.
The flow table constraint is 5 k [3]. The first two sets of experiments observe the
maximum/average number of required flow rules by increasing the number of
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flows. The results are showed in Figs. 2 and 3. Due to the flow table constraint,
the maximum number of flow rules is 5 K. Both figures show that the wildcard
routing (i.e., OSPF and TRPS) require fewer rules than other methods. Besides,
our proposed TRPS wildcard routing can reduce the maximum/average number
of required rules by about 20%/65%. Note that, due to TRPS can significantly
reduce the number of rules for the core switches and have less impact on the
edge switches, the performance of the average number of required rules is much
better. These two figures indicate that TRPS needs fewer rules than OSPF.
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The third set of experiments observes the network throughput by changing
the deployment delay constraint. The default number of flows is 40 W. The result
in Fig. 4 indicates that RRJD can improve network throughput by about 43%
compared with DFW. The performance of PFR is worse due to the low speed of
per-flow routing.

As illustrated in Fig. 5, the fourth set of experiments measures the change
of the network throughput by increasing the number of flows. Our proposed
RRJD can improve the network throughput by about 30%/90% compared with
DFW/PFR while using a similar number of rules. Besides, the network through-
put of OSPF and TRPS are similar while our proposed TRPS can reduce the
required number of rules by about 65% on average (illustrated by Fig. 3). The
worse performance of PFR indicates that per-flow routing is impractical for
large-scale networks.
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The result of the fifth set is presented in Fig. 6. PFR has exceptionally low
link load ratio because of the flow table constraint and many flows are dropped.
Our proposed RRJD can reduce link load ratio by about 23% compared with
DFW while using a similar number of rules. Besides, all the above three figures
show that the performance of OPT and RRJD is very similar, that means, the
proposed algorithm can elegantly solve the HR-JPT problem and get a feasible
solution that closing to the lower-bound OPT.

The last set of simulations evaluates the communication overhead between
the controller and switches. The wildcard routing (OSPF and TRPS) can greatly
reduce the control overhead, because many flows can be forwarded by wildcard
rules without being reported to the controller. Our proposed TRPS can reduce
overhead by about 75% compared with OSPF, this is because of switch-based
rules and proactive rules. Our proposed RRJD can reduce overhead by about
30% compared with DFW, this is also due to the use of proactive rules and
switch-base rules (Fig. 7).

From these simulations, we can make some conclusions. (1) Our proposed
TRPS (the version of only tag-based wildcard routing) is better than OSPF
(terminal-based wildcard routing). For example, TRPS can reduce the number
of required rules by about 65% on average and reduce the overhead by about 75%
compared with OSPF. (2) Our proposed RRJD increases network throughput by
about 43% (or 30%) compared with DFW by changing the number of rules (or
changing the deployment delay). Moreover, RRJD can reduce the communication
overhead by about 30% and reduce link load ratio by about 23% compared with
DFW. (3) The performance of our proposed RRJD is similar with the lower-
bound OPT, which means the approximation algorithm is efficient to solve the
NP-Hard problem.

6 Related Works

Since routing is a critical issue to achieve better network performance in an SDN,
there are many related works to handle the routing problem. The obvious way
is to deploy one individual rule for each flow to provide the fine-grained route
selection. Al-Fares et al. [1] designed a dynamic flow scheduling for datacenter
networks that sets up a new TCAM rule for every new flow in the network.
However, as the networks are experiencing more and more flows while the com-
modity switches only contain a few thousand TCAM rules [3], per-flow routing
is impractical to large-scale networks.

Some works devoted to aggregate traffic (i.e., wildcard routing). iSTAMP [8]
use part of the TCAM rules for aggregation traffic. But it may encounter the aggre-
gation feasibility problem in a network for these works. Some works considered
the wildcard routing. Work [10] adopted the destination terminal-based aggre-
gate routing. However, now many datacenter networks contain millions of virtual
or physical end terminals, this scheme also requires tens of thousands TCAM rules
to deploy terminal-based wildcard routing in large-scale networks [7]. Moreover,
these works suffered from worse network performance due to that many flows will
be forwarded by the same path, which might cause link congestion.
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To achieve the balance between network performance and flow table con-
straint, some works studied the combining of per-flow routing and wildcard
routing. Devoflow [3] combined pre-deployed wildcard rules and dynamically-
established exact rules, DomainFlow [9] divided the network into two parts, one
part using wildcard rules and another part using exactly matching rules. How-
ever, these works did not mention the details of how to deploy default paths and
mainly adopted the OSPF protocol as the wildcard routing. The performance of
OSPF protocol cannot be guaranteed.

7 Conclusion

In this paper, we proposed a novel tag-based rule placement scheme (TRPS) for
wildcard routing and studied the hybrid routing problem that joint optimization
of per-flow routing and tag-based routing (HR-JPT). The testing results have
shown high efficiency of TRPS (compared with other wildcard routing schemes,
e.g., OSPF) and HR-JPT (compared with other hybrid routing schemes, e.g.,
DFW). In the future, we will consider the update scheme and online algorithm.
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Abstract. Finding the Minimum-size Connected Dominating Set
(MCDS), i.e., the communication backbone with the minimum num-
ber of nodes is a key problem in wireless networks, which is crucial for
designing efficient routing algorithms and for network energy efficiency
etc. This paper proposes a new greedy algorithm to approach the MCDS
problem. The key idea is to separate nodes in CDS into core nodes and
supporting nodes. The core nodes dominate the supporting nodes in CDS,
while the supporting nodes dominate other nodes that are not in CDS.
The proposed algorithm is verified by simulation, the simulation results
show that the CDS constructed by our algorithm has smaller size than
the state of the art algorithms in [10].

Keywords: Wireless network · Minimum-size · Connected dominating
set · Unit disk graph

1 Introduction

Wireless (adhoc, sensor) networks play critical role in many areas, such as envi-
ronmental monitoring, disaster forecast, etc. [1]. The wireless communication
adopts a broadcasting nature, which can cause the problem of message flood-
ing. The key way to avoid flooding is to find a communication backbone. The
connected dominating set (CDS) [2,3] is one of the good choices to construct
virtual backbone of the network, which can be used for data aggregation and
processing data [4,5]. As the number of nodes in the CDS grows, the negative
effect of retransmissions increases. Hence, virtual backbone network with smaller
number of nodes are highly desired, which leads to the minimum connected dom-
inating set (MCDS) problem. The literature [6] proves the MCDS problem is
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NP-hard. The literatures [7–10] design the approximation algorithms for solving
MCDS problem. The proposed algorithms in [7–9] follows a general two-phased
approaches. In the first phase, a dominating set is constructed, and the nodes
in the dominating set are called cores. In the second phase, additional nodes are
selected, called connectors. Together with the cores, they form a CDS. In [10],
Al-Nabhan et al. extended the above two-phased algorithms and proposed three
four-phased centralised algorithms to construct CDSs in wireless network with
approximation factor of 5. Recently, CDS has more effective applications, such
as energy-harvest sensor networks [11,12], battery-free networks [13].

In this paper, we propose a novel scheme for constructing minimize-size CDS.
The proposed algorithm is verified by simulations, which shows that it is more
effective in reducing the CDS size than the state of the art algorithms in [10]. The
rest of the paper is organized as follows. Section 2 presents our greedy algorithms
for constructing a CDS. Section 3 gives the results of simulations, which shows
out the performance of the algorithms. Section 4 concludes this paper.

2 Greedy MCDS Construction

In this paper, a wireless network is modeled by an unit disk graph G(V,E),
where V is the set of all nodes in the network; E represents the set of links in
the network. If the Euclidean distance of any two nodes u and v is smaller than 1,
then there is an undirected edge euv between two nodes. Each node v ∈ V has a
unique ID. N(v) is a set of all neighbors of v. Let N i(v) be the ith hop neighbors
set of v, in which each node is only i hops away from node v. A dominating set
(DS) for an undirected graph G(V,E) is a node subset S of V such that each
node v ∈ V is either in the set S or has a neighbor in the set S. A CDS is a DS
that induced a connected subgraph in G. If a CDS has the minimum size among
all CDSs, then we called it as minimum CDS (MCDS).

Fig. 1. The process of CDS construction by our algorithm. (Color figure online)

In this section, we propose a greedy MCDS construction algorithm. We first
give an example to show the key idea. We illustrate the CDS construction process
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by Fig. 1, which is the same network example G in [7]. Initially all nodes are
marked as white and each node has an unique ID, as shown in Fig. 1(a). In the
first phase of our algorithm, we can know that node 8 has the largest value of
|N2(v)|
|N(v)| among all nodes in the graph. Hence, node 8 is marked black and all
neighbors in N(8) are colored red and all neighbors in N2(8) are colored yellow.
As shown in Fig. 1(b), nodes 3, 4, 5 and 6 are colored red and nodes 0, 1, 2, 7, 9,
10, 11 and 12 are colored yellow. None of nodes become connector in the second
phase of the algorithm since only one black node 8 is added into independent
set. In the third phase, for all red nodes, node 5 has the maximum number of
yellow neighbors, then node 5 is marked green and its yellow neighbors 9, 10,
11 and 12 are colored red. After that, node 6 and 4 have the same number of
yellow neighbors and the ID of node 6 is larger than node 4, therefore, node 6 is
marked green and its yellow neighbors 1 and 7 are colored red. Then node 4 is
marked green and nodes 0 and 2 are colored red. Finally, we obtain a CDS that
contains nodes 4, 5, 6 and 8, and the CDS in this example is exactly the MCDS,
as shown in Fig. 1(c).

2.1 Independent Set S1 Construction

In this section, we construct the set S1 such that the hop-distance between any
two nearest nodes of S1 is exactly three hops, which is an extension of [10].

The details of S1 construction process as shown in Algorithm 1. After the algo-
rithm terminates, the nodes in V are either black, red, or yellow. We can obtain
that an independent set S1 that is composed of black nodes and that any red nodes
is definitely dominated by a black node and that any yellow node has two hops dis-
tance from a black node. The nodes in the set S1 are called core nodes.
——————————————————————————————————–
Algorithm 1. S1 Construction
——————————————————————————————————–

Input: G(V,E)
Output: S1

1. Sets of S1, N1(v), N2(v) ← ∅;
2. Colorv = white;
3. Choose an initiator v ∈ V with the maximum |N2(v)|

|N(v)| among all nodes;
4. Colorv = black; S1 = S1 ∪ {v};
5. The nodes in N(v) are marked red; the nodes in N2(v) are marked yellow;

the nodes in N3(v) are marked blue;
6. For each blue node w, delete red nodes from the set N2(w) and delete

yellow nodes from the set N(w);
7. Select blue node w with the largest value |N2(w)|

|N(w)| among all blue nodes
and set v = w;

8. Repeat line 4-7 until all nodes in V are black or red or yellow;
9. return S1;

——————————————————————————————————
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2.2 Connecting S1 Nodes

In this section, we propose a new algorithm for connecting all black nodes in the
set S1, in order to form the backbone of the CDS.

Before we describe the algorithm for this section, we introduce some terms
and notations. For any subset U ⊆ S1, let q(U) be the number of connected
components in G(U). The set U is initially equal to empty set, and the initial
value of q(U) is |S1|. The subset M ⊂ E contains all edges that each edge consists
of a red endpoint and a yellow endpoint.

The detail illustration as shown in Algorithm 2. After the algorithm termi-
nates, any two black nodes are connected by a path that consists of black nodes
and blue nodes.
——————————————————————————————————–
Algorithm 2. Connecting S1 nodes
——————————————————————————————————–

Input: S1

Output: C (The set of connectors)
1. Sets of U , C ← ∅, M ← the subset of E, contains all edges that each

edge consists of a red endpoint and a yellow endpoint;
2. q(U) = |S1|;
3. Select an arbitrary v ∈ S1 as the initiator to start the algorithm;
4. U = U ∪ {v}; q(U) = q(U) − 1;
5. while q(U) > 1 do
6. Select arbitrary node v from the set U ;
7. if there exists a node u ∈ N3(v) ∩ (S1\U) then
8. Select an edge exy ∈ M such that x ∈ N(u) and y ∈ N(v);
9. M = M\exy, Colorx = blue, Colory = blue, C = C ∪ {x, y};
10. For each node w ∈ N(x) or w ∈ N(y), set Colorw = red;
11. end
12. U = U ∪ {u}, q(U) = q(U) − 1;
13. end
14. return C;

——————————————————————————————————

2.3 Dominating Set S2 and CDS Construction

After executing above two algorithms, we have got a backbone of CDS and some
yellow nodes have changed into red. However, there are still some yellow nodes
not being dominated since they have two hops distance from some black node or
some blue node. In this section, we propose a novel greedy algorithm for acquiring
a supporting set S2 in which the nodes are used to dominate remaining yellow
nodes. And the nodes in the set S2 are called supporting and are marked green.
After that, we can obtain a CDS that is union of S1 (black nodes), connectors
(blue nodes) and S2 (green nodes).
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The detail illustration as shown in Algorithm 3. After the algorithm termi-
nates, we obtain a CDS that is composed by black nodes, blue nodes and green
nodes.
——————————————————————————————————–
Algorithm 3. CDS Construction
——————————————————————————————————–

Input: S1, C
Output: S2, CDS
1. Sets of S2 ← ∅, CDS ← S1 ∪ C, RED ← contains all red nodes in V ;
2. Select a red node v ∈ RED with the maximum number of yellow neighbors

and set Colorv = green, S2 = S2 ∪ {v};
3. For each node u ∈ N(v) and Coloru = yellow, set Coloru = red;
4. For each node w ∈ RED, updates the yellow neighbor set;
5. Repeat line 2-4 until no yellow nodes are left in the graph;
6. CDS = CDS ∪ S2;
7. return S2, CDS;

——————————————————————————————————

3 Simulation

In this section, we show the simulation results, with each representing an average
of 100 runs. First, we investigate the performance of our algorithm. After that,
we compare the performance of our algorithm with the performance of three
algorithms in [10]. We used MATLAB R2013a for each simulation.

In the experimental setup. We model the wireless network as a set of nodes
deployed randomly in a fixed square area A. In the detection area, each of the N
nodes has equal probability of being placed. The number of nodes N and trans-
mission range R have been considered as tunable parameters. The induced graph
of underlying network is a UDG and the nodes in the network have the same
maximum transmission range. Figure 2(a) shows that the CDS size decreases as
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Fig. 2. (a) The average performance of our algorithm when R varies between 200 m
to 500m. (b) The average performance our algorithm for R = 80 m, when N varies
between 200 and 1000 nodes. Comparing the performance of our algorithm with the
performance of algorithms Approach I, Approach II and Approach III in [10]. (c) R
changes between 100 m to 400m, and N is fixed at 1000 nodes in 1000∗1000 m2 square
area. (d) The average performance of four algorithms, when (d) R= 80m and N varies
between 200 and 1000 nodes in the 300 ∗ 300m2 detection area.
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the transmission range R increases. Figure 2(b) shows that the CDS size grows
as the field area grows. As shown in Fig. 2(c) and (d), the simulation results
show that the CDS constructed by our algorithm has smaller size than the three
algorithms in [10].

4 Conclusion

This paper studies greedy algorithm to construct a minimum CDS in wireless
networks. The key idea is to separate nodes in CDS into core nodes and sup-
porting nodes. The core nodes dominate the supporting nodes in CDS, while the
supporting nodes dominate other nodes that are not in CDS. To minimize the
number of both the cores and the supporters, we proposes a three-phase greedy
centralized algorithm. Simulation results show that the algorithm generates CDS
with smaller size than the state-of-the-art algorithms.
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Abstract. The device to device (D2D) ability of the fifth generation of wireless
mobile communications (5G) provides a new approach to determine the
real-time location of vehicles especially in the environment without global
navigation satellite system signal. Millimeter-wave transmission has drawn great
attentions and it is regarded as a key technique in 5G cellular networks. In this
paper, two impulse radio pulses of millimeter-wave are introduced, and the
ranging precisions are simulated and analyzed.

Keywords: Vehicle ranging � 5G � Millimeter-wave � Waveform

1 Introduction

In recent years, with the rapid development of wireless communication technology, the
applications of wireless sensor networks are more and more widely [1]. The important
premise of these applications is to obtain the precise position of the targets. Therefore,
the precise positioning of targets becomes the key problem to be solved urgently.

Currently, Global Navigation Satellite System (GNSS), such as Global Positioning
System (GPS) and BeiDou Satellite positioning system (BDS), are widely used in
vehicles [2] but they are fairly accurate only in flat open areas. That is because GNSS
can only work in Line Of Sight (LOS) environment, and it fails to operate in Non-Line
of Sight (NLOS) tunnels or in downtown areas where blockage of satellite signals is
frequent. GNSS must be integrated with other positioning techniques such as local
wireless position, INS (Inertial Navigation System), digital map, and so on. In [3] a
CAPS (Chinese Area Positioning System) based on UWB (Ultra Wide-Band) pseu-
dolite signals was proposed.

Before the future fifth generation of wireless mobile communications systems (5G),
the networks of 3G or 4G cannot be used for CCA or EWM application, because there is
no real-time communication ability, that is to say, each message will be delivered
through the cellular base station, which will introduce insufferable time delay against the
rapid velocity of CCA system needed. On the other hand, the location precise of cellular
is about several hundred meters and it is not enough for vehicular safety system. For-
tunately, in order to support a variety of innovative services, the emerging 5G cellular
networks will provide the ability of Device to Device (D2D) real-time communication,
at the same time, millimeter-wave (mmWave) transmission is regarded as a key tech-
nique, which can provide the location precise of centimeter or millimeter level.
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In order to meet the explosive increase demand of Gbps data transmission rates and
the severe spectrum shortage in conventional cellular bands, the mmWave communi-
cation technique has become one of the possible candidates for 5G. Recent studies have
demonstrated the feasibility of mmWave in 5G cellular networks. In [4], the motivation
for new mmWave cellular systems, methodology, and hardware for measurements are
presented and a variety of measurement results show that 28 GHz and 38 GHz fre-
quencies can be used when employing steerable directional antennas at base stations
and mobile devices. Conducted over a 28 GHz, Samsung Electronics [5] has achieved
an uninterrupted and stable connection at 1.2 Gbps in a mobile environment from a
vehicle traveling at over 100 km/h. The paper of [6] used real-world measurements at
28 GHz and 73 GHz in a dense urban deployment of New York and derived detailed
spatial statistical models of the urban channels. It is found that, even in highly NLOS
environments, strong signals can be detected 100–200 m from potential cell sites.

About the waveform of 5G, in [7], the key findings of the European research project
5GNOW are provided, including unified frame structure, multicarrier waveform design
including a filtering functionality, sparse signal processing mechanisms, a robustness
framework, and transmissions with very short latency which can support the highly
varying set of requirements originating from the 5G [8]. Compared the time-frequency
efficiency of very small bursts frames among the three candidate multicarrier wave-
forms of 5G: filtered Cyclic Prefix - Orthogonal Frequency Division Multiplexing
(CP-OFDM) - the choice for 4G, (Filter Bank Multi Carrier) FBMC - heavily discussed
in recent years, and Universal Filtered Multi-Carrier (UFMC) - a new contender
making its appearance recently. There two literatures both talked about short latency or
tight response time requirements which may be used for vehicle to vehicle commu-
nications [9, 10].

However, in the above literatures, the Impulse Radio (IR) waveform is not dis-
cussed. The potential of IR-pulse to solve positioning problems is apparent because of
its multipath resolution capability. The IEEE 802.15.4a [11] is the first international
standard that specifies a wireless physical layer to enable precision ranging, which
specifies two optional signaling formats, that is, IR-UWB and chirp spread spectrum
(CSS) UWB. The IR-UWB system is used for ranging, and the CSS-UWB is used for
data communication. At the same time, there is little study on ranging or positioning
performance of different mmWave waveforms in 5G cellular. Therefore, in order to
provide some reference to the future waveform design, this article focuses on several
different waveforms of mmWave used for positioning.

The remainder of this paper is organized as follows. In Sect. 2, the two different
kinds of IR mmWave are introduced. Section 3 introduces the position estimation
method. Some performance results are presented in Sect. 4, and finally Sect. 5 con-
cludes the paper.

2 Waveform of IR mmWave

The mmWave bands that have attracted particular interest are the Local Multipoint
Distribution Services (LMDS) bands at 28 GHz, 38 GHz and the V-band at 60 GHz,
where 1 GHz, 2 GHz and 7 GHz of bandwidth is available respectively [12]. Both [5]
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and [6] used the 28 GHz Bands. One advantage of lower frequencies is that the signals
have better penetration ability, so 28G is analyzed in the ranging period of this paper.

There are two kinds of waveforms discussed in the article, one is Gauss pulse, and
the other is Inverse Fast Fourier Transform (IFFT) pulse.

In the simulation, Pulse Position Modulation (PPM) is used to modulate the signals,
which can be expressed as

sðtÞ ¼
Xþ1

�1
pðt � jTf � cjTc � ajeÞ ð1Þ

where j and Tf are the frame index and frame duration, respectively, and the PPM time
shift is e, with the data aj either 0 or 1. If aj = 1, the signal will be shifted in time e,
otherwise there will be no time shift.

2.1 Gaussian Pulse

Gaussian function and its derivatives pulses are easy to be produced, which can gen-
erate different waveforms of mmWave. Gaussian pulse and its derivatives can be
expressed as (2)

g0ðtÞ ¼ Ae�
2pt2

a2 ;

g1ðtÞ ¼ Að� 4pt
a2

Þe�2pt2

a2 ;

g2ðtÞ ¼ A
4p
a4

e�
2pt2

a2 ½�a2 þ 4pt2�;

g3ðtÞ ¼ A
ð4pÞ2
a6

te�
2pt2

a2 ½3a2 � 4pt2�;

..

.

ð2Þ

where g0(t) is the Gaussian pulse; gk(t) is the kth derivatives of g0(t), and k � 1; A is
the coefficient to normalized the pulse energy; a is the shaping factor, which will affect
the bandwidth and center frequency of pulse fpeak. The relationship between a, k and
fpeak can be derived from the Fourier Transform, as shown in (3). Thus, changing a or k,
may produce different pulses with different Power Spectral Densities (PSD).

fpeak ¼
ffiffiffi
k

p 1
a

ffiffiffi
p

p ð3Þ

Figures 1 and 2 are simulated with pulse duration time Tp = 0.5 ns, and a = 0.11e
−9 for 28 GHz, 0.081e−9 for 38 GHz; and 0.051e−9 for 60G GHz. Thus, a smaller
value of a results in a shorter pulse duration, higher center frequency and larger
bandwidth.
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2.2 IFFT Pulse

Normally speaking, the ideal pulse can be obtained by the Inverse Fast Fourier
Transform (IFFT) transform from the desired spectrum mask. Assuming the maximum
power is 10 W, the ideal PSD should written as (4)

Pðf Þ �
ffiffiffiffiffiffiffiffiffiffi
10Tp
fH � fL

q
fL � f � fH

0 otherwise:

(
ð4Þ

where fL and fH are the desired lowest and highest frequencies respectively. The IFFT
of expression (3) is the ideal pulse as shown in (5),

Fig. 1. Waveform of Gaussian 15th derivatives function.

Fig. 2. PSD of Gaussian 15th derivatives pulse.
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pðtÞ ¼
ffiffiffiffiffiffiffiffiffiffi
10Tp

p
2p

ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
fH � fL

p fHsincð2fHtÞ � fLsincð2fLtÞð Þ; t 2 �Tp=2; Tp=2
� �

: ð5Þ

where sinc(x) = sin(px)/px. Obviously, a bigger value of Tp produces a better PSD
matching the desired spectrum mask.

Figure 3 is simulated for 28 GHz pulse with fL = 27.5 GHz, fH = 31.5 GHz, and
Tp is set to 0.5 ns and 5 ns respectively. Tp determines the number of side lobes in a
pulse duration, when Tp = 0.5 ns, there are no side lobes, as the Tp increases, more side
lobes will appear. Figure 4 is simulated for 28 GHz pulse and 60 GHz pulse with
fL = 57 GHz, fH = 64 GHz. When Tp = 5 ns, there are more side lobes, and the PSD
fits the desired spectrum mask better.

Fig. 3. Waveform of IFFT.

Fig. 4. PSD of IFFT.
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3 Position Estimation Methods

3.1 Positioning Technologies

Positioning technologies can be classified into range based and non-range based. For
example, Time of Arrival (TOA) and Time Difference of Arrival (TDOA) are range
based methods, while Received Signal Strength (RSS) finger print and Angle of Arrival
(AOA) are non-range based. Range based positioning is the most suitable for the
mmWave wave as it can take full advantage of the high time resolution available with
very short pulses. On the other hand, the finger-print positioning methods need the
prior information to build the finger-print database, which is different to be used in
vehicle positioning.

Accurate TOA or range estimation is the key to precise positioning, and there are
two main approaches for wireless ranging, the first is correlation receiver, and the
second is energy detection. Correlation receiver is more accurate than energy detection,
so the former is analyzed.

3.2 Correlation Receiver Ranging

At the receiver, the received signal can be written as

r tð Þ ¼ s tð Þ � H tð Þþ n tð Þ ð6Þ

where s(t) is the transmitted signal, and H(t) is the impulse response which can be
expressed as follows,

HðtÞ ¼ X
XNc

n¼1

XKðnÞ
n¼1

ankdðt � Tn � snkÞ ð7Þ

where X is a log-normal random variable representing the amplitude gain of the
channel, Nc is the number of observed clusters, K(n) is the number of multi-path
contributions received within the nth cluster, ank is the coefficient of the kth multi-path
contribution of the nth cluster, Tn is the time of arrival of the nth cluster and Tnk is the
delay of the kth multi-path contribution within the nth cluster.

The goal of range estimation is to get the unbiased estimate of the time ŝ for TOA
by observing the received signal r(t). A correlator receiver is used to correlate the
received signal r(t) with a reference template s(t-s) and calculates the propagation delay
ŝ corresponding to the position of the correlation peak as following:

s_ ¼ argmaxs

Z
rðtÞsðt � sÞdt ð8Þ

At the same time, the straight line range between the transmitter and receiver can be
calculated according to this time delay ŝ, that is, d̂ ¼ ŝ � C where c is the speed of light.
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4 Performance Results and Discussion

In this section, the Mean Absolute Errors (MAE) as shown in (9) and the successfully
located percentage (SLP) as shown in (10) are examined for different waveforms and
different SNRs in the AWGN channel. MAE is defined as

MAE ¼ 1
N

XN
n¼1

Dn � D
_

n

��� ��� ð9Þ

where Dn is the nth actual distance, D
_

n is the nth distance estimated, and N is the
number of range estimates. SLP is defined as

P xð Þ ¼ 1
N
CountIFð D̂n � Dn

�� ��� xÞ ð10Þ

where CountIF is a function to count the number of simulation that the estimated error
is not larger than a given value x. For example, P(0.002) is the percentage which the
error of ranging estimations are less than 2 mm.

In order to compare the 2 waveforms in the method of correlation receiver, 2000
realizations for each of SNR = 0, 1… 20 dB were generated. Figure 5 presents the
MAE of the range estimation, which shows that the waveform of Gaussian Pulse is
better than the ITTF pulse in most cases. When SNR > 16 dB, the MSE of Gaussian
Pulse and ITTF pulse are almost the same, which is nearly to 0.1 mm.

Figure 6 presents the SLP of the range estimation, which also shows that the
waveform of Gaussian Pulse is better than the ITTF pulse for any SNRs. For example,
When SNR = 0 dB, the SLP of Gaussian Pulse is 60%, but it is 6 dB for ITTF pulse to
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Fig. 5. Simulation result of MSE based on correlation receiver.
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reach 60%. As the SNRs increasing, the SLPs for the two pulse will increase. When
SNR >= 13 dB, SLP of Gaussian Pulse will reach nearly 100%, and for ITTF pulse
when SNR >= 18 dB, SLP reaches nearly 100%.

5 Conclusions

In order to meet the demands of 5G used in the vehicular environment, two different
IR-Pulses are introduced. Both the time and frequency domain characteristics of each
waveform are analyzed. A ranging method based-on correlation receiver is used to test
ranging the precisions of different waveforms. It shows that the Gaussian Pulse is better
than the ITTF pulse. With the ranging result here, the location of vehicle can be get via
the methods of positioning, for example CHAN, Taylor series, Fang, Least Square and
so on. The study results of different waveforms can be used in D2D communication of
emerging 5G cellular networks, which will provides a new approach to determine the
real-time location of vehicles, especially in the environment without GNSS signal.
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Abstract. As a new generation voice service, Voice over LTE (VoLTE)
has attracted worldwide attentions in both the academia and industry.
Different from the traditional voice call based on circuit-switched (CS),
VoLTE evolves into the packet-switched (PS) field, which is quite open to
the public. Though designed rigorously, similar to VoIP service, VoLTE
also suffers from SIP (Session Initiation Protocal) flooding attacks. In
this paper, two schemes inspired by Counting Bloom Filter (CBF) are
proposed to thwart these attacks. In scheme I, we leverage CBF to accom-
plish flooding attack detection. In scheme II, we design a versatile CBF-
like structure, PFilter, to achieve the same goal. Compared with previous
relevant works, our detection schemes gain advantages in many aspects
including low-rate flooding attack and stealthy flooding attack. More-
over, not only can our schemes detect the attacks with high accuracy,
but also find out the attacker to ensure normal operation of VoLTE.
Extensive experiments are performed to well evaluate the performance
of the proposed two schemes.

Keywords: SIP flooding attack · CBF · Count · Filter

1 Introduction

As a voice call paradigm, VoLTE has attracted worldwide attentions of the pub-
lic. Different from the traditional CS call, VoLTE evolves into PS field, determin-
ing to provide more reliable and rich user experience. The transition brings many
benefits, such as multimedia support including high quality voice and video call,
less set-up time, and less end-to-end delay. Also, compared with VoIP, which
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has dominated in PS voice telecommunication services, VoLTE gains its obvious
advantages in higher voice quality, less drop-out rate, and faster set-up time
for dedicated LTE resource reservation. However, the prevalence of VoLTE also
involves it into various attacks, especially flooding attacks exploiting the spoofed
SIP messages attempting to undermine the IMS (IP Multimedia System) or UEs
(User Equipments), which is a tricky problem remaining to be solved.

Kim et al. [1] successfully exploit the SIP signal bearer in VoLTE to achieve
free data transmission in forms of Mobile-to-Mobile and Mobile-to-Internet.
Same loopholes are also revealed in [2]. Since the dedicated VoLTE SIP signal
bearer is free and bandwidth reserved [2], even normal users would be tempted
to send data through it, resulting in flooding attacks to IMS.

In case of SIP flooding attack detection, many works have been proposed.
Tang et al. [3,4] propose a SIP flooding attacks detection and prevention scheme
by integrating a three-dimensional sketch design with the Hellinger Distance
(HD) technique. One obvious drawback of their scheme is that it needs a training
period lasting even for 10 s× 10 = 100 s. However, in the case of attacks may occur
at any time, it is impractical to ensure the training set is not contaminated by
vicious SIP messages. Another drawback is that it is incapable to detect stealthy
flooding attack. Stealthy flooding attack is a kind of attack that is difficult to be
distinguished because the attacker patiently increases the flooding rate in slow
pace. Sengar et al. [5,6] also propose the statistical detection mechanism called
vFDS based on sudden surge caused by incomplete the handshaking processes
in SIP. In their scheme, training phase is also needed to provide a baseline.

In order to thwart the above serious flooding attacks, in this paper, we pro-
pose two novel flooding attack detection schemes enlightened by CBF, a data
structure widely used in many fields. In scheme I, we demonstrate there are
plenty of remaining spaces in it to be exploited to detect the SIP flooding anom-
alies. To utilize CBF to accomplish our detection goal, we illustrate the lower
bound of CBF and evaluate the overflow risk caused by repeated insertions of
elements. However, due to the limited size of unit counter in CBF, there are still
concerns whether the repeated insertion will lead to new overflow issue of CBF,
which has been discussed in Fan’s work [7]. On basis of his work [7], proof of
concept is conducted to validate the low overflow risk due to repeated insertions.

To extend the detection capability concerned about multi-attributes flooding
attack, we propose scheme II. Inspired by CBF, we create our own data structure
named PFilter to detect the attacks. PFilter is like horizontally compressed CBF
and gains strong capability in filtering SIP messages. PFilter is able to filter out
large portion of normal SIP messages and prevent suspicious ones by virtue of
a dynamic threshold. To get an appropriate threshold, we take exponentially
weighted moving average (EWMA) to estimate the normal average transmission
level during sampling period.

To sum up, the contributions we make in this paper are as follows:

(1) We demonstrate the remaining capacity of Counting Bloom Filter can be
utilized to thwart SIP flooding attack.
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(2) We design PFilter, a versatile structure, which gains great capability to filter
out a large portion of normal SIP stream and prevent vicious messages.

(3) Extensive experiments are implemented to evaluate the performance of our
two schemes, and results demonstrate their effectiveness.

The remainder of this paper is organized as follows. Section 2 introduces the
preliminaries of our detection schemes. Section 3 describes the attack model and
our two SIP flooding detection schemes. In Sect. 4, we perform our experiments
and evaluate the performances of our schemes. Section 5 reviews the prior related
works. Finally, in Sect. 6, we conclude this paper.

2 Preliminaries

In this section, Counting Bloom Filter will be introduced from its structure,
parameter configuration to overflow issue.

A Bloom Filter is a space-efficient probabilistic data structure to test whether
an element is a member of a particular set. The feather of Bloom Filter is that
false positive (e.g., an element not in the set but wrongly being taken as a set
member) matches are possible while false negative (e.g., an element in a set but
not being taken as a set member) ones are not. The false positive probability of
Bloom Filter is

f = (1 − e−nk/m)k (1)

where n is the number of elements in the set, m is the length of the bit array,
and k is the number of hash functions.

Given m and n, the optimal value of k that minimizes f is

k =
m

n
ln 2 (2)

The idea of Bloom Filter is that it uses k independent hash functions h1, h2,
· · · , hk to hash each item xi in the set to position h1(xi), h2(xi), · · · , hk(xi) in
a bit array of m bits that are initiated as 0. The hashed bits are set to 1 and the
range of this array is {0, 1, 2, · · · ,m − 1}. When examining whether an element
belongs to this set, one can just check the k corresponding bits. Only all the k
corresponding bits are 1 will the element be taken as a legal element, otherwise
not. It does not support element deletion, Fan et al. [7] suggest Counting Bloom
Filter to remedy this defect by adding a counter to record the number of each bit
in the bit array. When deleting an element, the numbers of the corresponding bits
of the element in the k counters will decrease by 1. The corresponding numbers
will increase by 1 for add.

Practically, the arithmetic overflow due to the limited size of each counter
in CBF is also an important factor supposed to be considered. In CBF, the
4-bits counter can only support 15 insertions at most during a period. Once a
particular position has been hashed to more than 15 times, then the counter will
overflow, resulting in adverse implications to the later operation on CBF. The
probability that any count is greater or equal to i is

Pr(max(c) ≥ i) ≤ m · (
eln2

i
)i (3)
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In their work, the authors demonstrate that the probability of overflow is minus-
cule when allowing 4-bits per counter. In this paper, we will take the unit length
as 4-bits following the most common practice.

3 Attacks and Defense Mechanisms

In this section, we will describe the attack model and the two defending schemes.
In scheme I, we take CBF to authenticate the incoming SIP messages and exploit
its remaining capacity to thwart the flooding attacks. To remedy its poor scalabil-
ity in detecting multi-attributes flooding attack, we design PFilter, a compressed
CBF-like data structure we utilize in scheme II.

3.1 Attack Model

In VoLTE, the attacker is able to craft the source information of SIP messages
to avoid being captured. They launch flooding attack on IMS by transmitting
excessive INVITE messages at the victims’ identities. In addition to INVITE,
other SIP attributes, such as ACK, BYE, REGISTER, can also be exploited
to mount flooding attacks. If the attacker simultaneously floods multiple SIP
attributes messages, then it will result in multi-attributes flooding attack.

3.2 SIP Message Authentication

Since attackers are capable of crafting SIP messages by modifying the source
information, an intuitive and effective method is to authenticate every SIP
message. To achieve this authentication goal, very SIP message should carry
a secret key released by the VoLTE carrier and is supposed to be updated peri-
odically. The key agreement could be accomplished through IMS-AKA suggested
in GSMA official document. The key can be the signature of each UE in VoLTE.
All the secret signatures should be stored in CBF to achieve the authentication
goal and the IMS server will check all signatures the coming SIP messages carry
by referring CBF. Therefore, the attacker cannot be an imposter who sending
SIP messages at other victims’ identity.

3.3 Defense Scheme I: Simply Count by CBF

In VoLTE SIP flooding attacks, abnormal users and vicious attackers always
attempt to send excessive SIP messages to achieve most benefits. In addition
to the authentication function, CBF gains an advantageous ability to count
the number of repeated insertions for an element during a certain period. We
demonstrate this property of CBF and take advantage of its remaining capacity
to detect the flooding messages.

A. Remaining Capacity

Though each counter in CBF can only be counted for at most 15 times and have
already been counted for its primary counting usage, it still remains sufficient
remaining spaces for us to count the incoming SIP messages.
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For an arbitrary counter in CBF, the probability that it holds count i is

P (i) =
(

n · k

i

)
· (

1
m

)i · (1 − 1
m

)n·k−i (4)

According to Eqs. (2) and (4), the expected number of counters that hold count
i is

ci = m · P (i)

= m ·
(

n · k

i

)
· (

1
m

)i · (1 − 1
m

)n·k−i (5)

= m ·
(

m ln 2
i

)
· (

1
m

)i · (1 − 1
m

)m ln 2−i (6)

Thus, the ratio that the counters holding i account for all the none-zero counter
is

h(i) =
ci

m − c0

Then the remaining capacity ratio for that counters containing i is

r(i) = h(15 − i) =
c15−i

m − c0

Given a large m = 33, 547, 705(how this number is chosen will be explained in the
evaluation part), then we can see r(14) ≈ 0.693, r(13) ≈ 0.240, r(12) ≈ 0.056,
r(11) ≈ 0.010, r(10) ≈ 0.001. Therefore, r(i ≥ 10) almost equals 1. It means
that in CBF, counters whose remaining capacity are no less than 10 are almost
100%. However, there are still two factors supposed to take into account. One is
the lower bound concern and the other is the overflow issue.

B. Lower Bound of CBF

For each element in a particular set that has been stored in CBF, the lower
bound is defined as the minimum number its k hashed counters contain.

Theorem 1. Assuming that k ≥ 12, then among the k counters that a legal
element hashed to Counting Bloom Filter, there is high probability that at least
one counter contains 1, where m is the length of the counters in Counting Bloom
Filter, m0 and m1 is the number of counters containing 0 and 1 respectively, k
is the number of hash functions.

Proof. In Counting Bloom Filter, for a legal element, the probability that at
least one counter in its k hashed counters contains 1 is

p = 1 −
(

k

0

)
· (

m1

m − m0
)0 · (1 − m1

m − m0
)k

= 1 − (1 − m1

m − m0
)k (7)
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As long as (1− m1

m − m0
)k is small enough, then we can deduce that p ≈ 1. Since

ci is an expected value of mi, we can use c0 and c1 to estimate the m0 and m1.
Given m = 33, 547, 705, then we know c0 = 1.69 × 107 and c1 = 1.16 × 107.
Substitute m0 and m1 with c0 and c1 respectively in (7), then we can get

p = 1 − 0.303929k (8)

Since k is an integer, if we expect p < 0.999999, then we can easily get k ≥ 12. It
implies that if k ≥ 12, the probability that at least one of the k counters contain
1 will approach 1.

According to Theorem 1, the probability that every legal element in the set
corresponds to at least one counter contains 1 is high. This is a great property
can be utilized to count how many SIP messages a UE/subscriber has sent
during a sampling period, for this particular counter only belongs to this element,
otherwise the original count before the repeated insertion into this counter will
exceed 1.

C. Overflow Risk

Though CBF gains a good lower bound, there are still concerns whether the
repeated insertions of elements will cause the overflow issue because of the limited
4-bit size per counter. Based on formula (3), we can further deduce that

Pr(max(c) ≥ 15) ≤ 1.0579 × 10−14 × m

Pr(max(c) ≥ 14) ≤ 6.3957 × 10−13 × m

Pr(max(c) ≥ 13) ≤ 1.2454 × 10−11 × m

Pr(max(c) ≥ 12) ≤ 1.2452 × 10−10 × m

Pr(max(c) ≥ 11) ≤ 3.7239 × 10−9 × m

Still, given m = 33, 547, 705, then Pr(max(c) ≥ 11) ≤ 0.125. Since the
remaining capacity of CBF r(i ≥ 10) ≈ 1, then even when Rmax = 4, the
probability that CBF will overflow is low.

Though the overflow risk is low, we take our ejection strategy to eliminate
the negative effects of malicious messages. When the lower bound for a message
exceeds Rmax, it implies this message is an abnormal one and we will delete
all its previous insertions to eject it, then put it into a blacklist to prevent its
further intrusion.

3.4 Defense Scheme II: Count by Lightweight PFilter

Scheme I is capable of detecting any abnormal user who has sent excessive SIP
messages. However, due to the memory consumption, it cannot be easily scaled
to detect multi-attributes flooding attack and still hold the overflow risk even
it is low. Therefore, in this part, we propose another effective scheme based on
PFilter, a data structure inspired by CBF. It is noteworthy that the length of
PFilter is far less than that of CBF, so it is lightweight.
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A. PFilter

PFilter is like a horizontally compressed CBF that also exploits kp hash functions
h1, h2, · · · hkp

to profile each element xi into position h1(xi), h2(xi), · · · hkp(xi)

of an array with range {0, 1, 2, · · · ,mp − 1}. When a SIP message comes, the
system will extract the signature of it and profile it into PFilter. In CBF, counters
still holding 0 accounter for a large part of CBF. However, PFilter does not rely
on the 0 counters but a threshold to accomplish the judgement. Therefore, it is
much more space efficient. The tricky question arises how to choose a good and
reliable threshold, which is critical to our detection effects.

B. Filter Threshold

Since the SIP flooding attacker always intends to send excessive messages, these
malicious messages will outnumber normal users and deviate from the normal
level. By virtue of PFilter, we can compact all messages into it and find out the
outlier. The tricky question arises how to choose a good and reliable threshold,
which is critical to our detection effects. Fortunately, we find that EWMA is
pretty appropriate to create the dynamic threshold adapted with the stochastic
SIP stream.

Denote αi as the measured average number of messages each VoLTE user
sends during sample round i, Ri as the estimated one and βi as the average
skewed distance between the αi and Ri. Then

Ri = (1 − λ1) · Ri−1 + λ1 · αi (9)

Because the traffic is frequently fluctuate over time, we are also supposed to
estimate the skewed distance

βi = (1 − λ2) · βi−1 + λ2 · |αi − Ri| (10)

In (9), the average measured transmission times is

αi =
Ni

Ui

where Ni is the message number, Ui is the caller number in round i(i ≥ 1). And
0 < λ1 ≤ 1, 0 < λ2 ≤ 1 are the weight factors. In (9) and (10), λ1 and λ2 are
constant factors that determine the memory depth of EWMA. The closer they
are to 1, the more weight EWMA lays in the current measurement. A value of
λ1 = 1(or λ2 = 1) implies EWMA only cares about the current measurement.

Given the estimated average threshold Ri and the estimated average skewed
distance βi, we can further calculate the average number of messages each
counter in PFilter holds during sampling period i is

Threi =
kp · Ui

mp
· min{Ri−1 + λ3 · βi−1, Rmaxi} (11)

λ3 ≥ 1 is a magnification factor of skewed distance and Rmaxi is the maximum
number of messages a legal UE can transfer. Note that since Threi is the thresh-
old, Threi < 1 is not allowed, otherwise it will be automatically revised to 1 in
case of threshold disfunction caused by low SIP stream.
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To prevent threshold pollution, we take a self-adapted strategy that Thre
will only be updated according to formula (9) (10) on condition that there is no
attack being detected during the current sampling period, otherwise it will keep
its own value.

C. Messages Filter

PFilter takes its responsibility to filter out flooding messages from the normal
ones. In analogy with CBF, we take the similar strategy that as long as one of
kp counters contains a count less than the threshold Thre, then this message
will be taken as a normal message. The reason why we can take this strategy is
flooding SIP messages will conspicuously stand out in normal messages crowds.
The observation is that the more drastic the flooding attack goes, the more
prominent the attack messages become compared with normal messages. Even
for low rate flooding attack, they will still outnumber the normal ones, thus
crossing the line of PFilter.

4 Experiments and Evaluation

4.1 Experiment Set up

To evaluate our proposed mechanisms, we design our testbed comprised of three
computers. In this design, one computer plays the role of normal users by sending
normal SIP messages, another one as IMS server in VoLTE handling the incoming
SIP messages. The third computer functions as attacker sending flooding SIP
messages. We perform our defense mechanisms on the computer playing as IMS
server.

4.2 Evaluation

In our scheme, we empirically choose λ1 = λ2 = 0.8. For Thre, we set λ3 = 2 to
slightly enlarge the skew distance and we set the maximum transmission times as
Rmax = 4. For hash functions, we take MurmurHash3 functions with indepen-
dent seeds. MurmurHash3 function is non-cryptographic hash function used for
hash-based lookups. It has been widely deployed in many famous applications,
such as Hadoop, libstdc++, Nginx. One more benefit of MurmurHash3 is that
it cares nothing about the length of input.

We randomly mount INVITE flooding attacks with varying flooding rate
from 10 cps(call per second) to 100 cps. For each flooding rate, we perform
500 attacks to obtain a good evaluation of PFilter. It is noteworthy that the
normal call generation rate randomly varies from 700 cps to 3200 cps, which is
much more frequent than most relevant works. We take the extreme values to
thoroughly evaluate the performance of PFilter.

A. Scheme I: Simply Count by CBF

In scheme I, we randomly generate n = 1, 000, 000 UEs in VoLTE and each UE
maintains its unique secret signature. We also set the tolerated false positive
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rate as f = 10−7. Then according to formula (1) and (2), we can get the length
of CBF is m = 3, 354, 7705 (it is the reason we take this number in Sect. 3.1)
and the number of hash functions is k = 23. According to formula (8), it is
obvious that k = 23 > 12 and the lower bound for CBF that the probability
at least one of the k counters for a legal message contains 1 indeed approaches
p = 1. We also compare real measured

mi

m
with

ci
m

to examine the validity of

our estimation to substitute mi with ci in (8). It turns out the two sets of data
share great similarity, and the results are shown in Table 1. The similarity also
confirms the selected hash functions perform in good state.

Table 1. A comparison between ci/m(%) and mi/m(%)

i 1 2 3 4 5 6 7 8 9 10

ci/m 34.540 11.840 2.706 0.464 0.064 0.007 <10−3 <10−4 <10−5 <10−6

mi/m 34.546 11.835 2.705 0.465 0.063 0.007 <10−3 <10−4 <10−5 0

As long as the lower bound of one message exceeds Rmax, then this message
will be taken as illegal one. In our more than five thousands flooding attacks at
varying rate from 10 cps to 100 cps, the detection rates are always 100%, the
false detection rates stay 0, and no overflow issue resulting from the repeated
insertion is detected. It is not a surprise because the functional CBF relies on
an absolute counting strategy and we also exploit the timely ejection approach
to eradicate the adverse effects incurred by the flooding messages. Therefore, for
one attribute flooding attack in SIP, CBF is sufficient to detect and find out
the attacker. However, the cost for detecting multi-attributes flooding attack is
high. For example, to detect INVITE and BYE flooding attack, an extra CBF
for BYE messages should be created and the cost is m ∗ 4 = 134, 190, 820bits.

B. Scheme II: Count by Lightweight PFilter

In this scheme, we set mp = 500 and kp = 3. For each counter, we set the length
as 8-bits. PFilter is able to filter out a large portion of normal SIP messages
and we can easily find out the attacker from the small portion. We achieve high
detection rate in different flooding rates, as is shown in Table 2. As we can see
in this table, even when the flooding rate is as low as 10 cps, our scheme can
efficiently detect this anomaly with detection rate (DR) at 76.4%. Figure 1 shows
how PFilter functions to detect INVITE flooding attack at 15 cps. In Fig. 1(a),
we get Thre = 22.4 by the estimation of equation (11). As long as one of the
three entries contains a count less than 22.4, the message will be filtered out
as a normal one. The dynamic feather of Thre is depicted in Fig. 1(b) for 20
flooding attacks, with all the kp = 3 counts of the attack message exceeding
Thre. Because of this feather, Thre can be self-adapted with the high random
and fluctuant SIP traffic.

We also compare our detection results with Tang’s work [3] even when we
get the measurements in extreme condition describing in the above section.
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Fig. 1. An example of how Thre works for PFilter

The results can be found in Table 2. Our scheme could still detect flooding rate
at 15 cps with DR at 97.1% even when normal VoLTE call randomly fluctuates
between 700 cps and 3200 cps, compared with 88% in Tang’s between 30 cps
and 80 cps. The reason why we do not choose more drastic flooding rate as [3]
is that since our scheme can detect flooding rate at 100 cps, it is certain we can
detect more drastic flooding attack.

Table 2. Detection results: Tang’s [3] vs Our’s

Flooding rate DR (Tang’s) DR (Our’s)

10 - 76.4%

15 88% 97.1%

35 100% 100%

50 100% 100%

75 100% 100%

100 100% 100%

500 100% -

Compared with scheme I, the low-rate flooding attack detection rate in
scheme II is lower. However, when it comes to the multi-attributes flooding attack
detection, we can simply apply other PFilters to detect other SIP attributes
anomalies at small costs because it is much more memory saving compared with
CBF. For example, in addition to INVITE flooding attack detection that costs
mp × 8 = 4000bits, if the attacker also launch BYE flooding attack, the memory
cost will be another 4000bits. It is obvious that 4000 × 2bits < 134, 190, 820bits,
so it is much cheaper than scheme I.

5 Related Work

Generally, network-based intrusion detection systems can be divided into
two categories: signature-based NIDSs and anomaly-based NIDSs [8].
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Signature-based NIDSs rely on a context-aware “blacklist” containing various
signatures that describe known attacks. Many signature-based NIDSs adopt
Bloom Filter to solve the storage and computation issues. Roh et al. [9] pro-
pose whitelist-based countermeasure scheme based on none-member ratio by
utilizing CBF. Geneiatakis et al. [10,11] take advantage of CBF to calculate
session distance of SIP to detect anomalies with the assumption that flooding
attack is associated with incomplete sessions.

Tang and Cheng [12] address the stealthy attack by combining sketch with
wavelet techniques. Akbar et al. [13] leverage Hellinger distance to low rate and
multi-attributes DDoS attack. In Golait and Hubballi’s work [14], the authors
also detect the anomaly by generating the normal profile of SIP messages as a
probability distribution.

Ryu et al. [15] derive the upper bound of the possible number of SIP messages,
and detect the SIP flooding attacks by checking whether this upper bound has
been challenged. Mehić et al. [16] also calculate the maximum number and type
of SIP messages that can be transferred during established VoIP call without
raising an alarm from IDS (Intrusion detection system).

6 Conclusion

In this paper, we propose two effective schemes to detect and prevent SIP flood-
ing attack. In scheme I, we demonstrate CBF can be exploited to keep track of
how many SIP messages a VoLTE user transmit during a certain period, thus
detecting the attacker. In scheme II, we design PFilter, a more lightweight data
structure, to accomplish the detection goal. Not only can our schemes detect
the flooding anomalies, but also find out the attackers to alleviate their adverse
effects. Another advantage is that no training period is needed, so both schemes
have no fear of baseline pollution. Also, the two schemes function well in low-rate
flooding attack detection and keep immune to stealthy flooding attack.
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Abstract. The explosive growth of mobile users has brought great chal-
lenges to traditional cellular networks. The deployment of various Small-
cell Base Stations (SBSs) provides a flexible way to address the problem
of covering blind spots in Macro-cell Base Station (MBS) and reduce the
traffic loads from MBS. In this paper, we investigate energy-saving based
on various densities of SBSs including picocells and femtocells in multi-
tier heterogeneous networks. We propose an elastic cell-zooming algo-
rithm (ECZA) in order to solve the problem of power consumption and
traffic loads in the three-tier heterogeneous cellular networks. Besides,
to solve the SBSs zooming problem, which is a NP hard problem, we
devise the greedy algorithm to find the suboptimal solution. Simulation
results show that the proposed scheme can effectively improve the energy
efficiency under the constraint of the outage probability of mobile users
in the multi-tier HetNets.

Keywords: SBSs · Cell-zooming · Energy efficiency · Outage probabil-
ity

1 Introduction

Recently, the development of Internet of things and increasing spread of vari-
ous smart devices make mobile users rapid explosion, which has brought great
challenges to existing cellular networks with much lower capacity and coverage.
An effective method to solve this problem is to incorporate some Small-cell Base
Stations (SBSs), such as Pico-cell Base Stations (PBSs) and Femto-cell Base Sta-
tions (FBSs), into the traditional Macro-cell Base Stations (MBSs) and form the
heterogeneous networks [1,2]. Deploying various SBSs in the MBSs can reduce
the traffic loads from the MBSs and improve service of quality because of the
shared bandwidth and the closer distance between SBSs and mobile users [3–5].

Although SBSs have become a hotspot and attracted many academics and
research institutions in the recent years, the deployment of SBSs is not well
planned, which causes serious energy consumption if there are not an efficient
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energy-saving scheme to be employed [3]. Meanwhile, the unplanned distributed
SBSs bring in much interference [6,7]. Therefore, it is a challenge to propose an
effective algorithm to achieve high energy efficiency.

Cell-zooming is a critical technology for the SBSs to save energy and improve
the energy efficiency. Recently, many cell-zooming schemes were put forward,
such as [8–10]. In [8], Zhisheng Niu et al. proposed the centralized and dis-
tributed cell-zooming algorithms, and simulation results showed the proposed
method can greatly reduce the energy consumption and develop green cellular
networks. In [9], Park et al. proposed a BS-centric load based cell-zooming algo-
rithm with transmit power control in the downlink. The main idea was to use
power control part to adjust the transmitting power based on the average dis-
tance to adjacent cells, which helped to reduce the overlap of cell coverage and
interference to other cells as well. In [10], Balasubramaniam et al. proposed three
novel cell zooming techniques to adjust the base station transmission power, and
the coverage area of the cell was depended on the location of the farthest user.
Simulations showed that nearly 40% reduction in power consumption can be
achieved at the base station with cell zooming. However, the above results were
only focused on MBSs or SBSs not concerning on the issue for MBSs and SBSs.
In [11,12], an approach was proposed to shrink the MBS and enlarge the SBSs in
various cellular networks including Macro-cell and Micro-cell Base Stations. Sim-
ulation results showed that the proposed algorithm is useful in reducing power
consumption, especially in relatively high density and high traffic networks.

Sleep mode is also a valid way to reduce power consumption and improve per-
formance of networks. Because thousands of SBSs deployed in MBS may increase
energy consumption when the traffic load is light and SBSs are always in nor-
mal operation. Therefore, in recent years, some researches have concentrated on
sleep mode for cellular and heterogeneous networks. In [13], two sleep modes
for small cells tier, i.e. random sleep mode and load-awareness dynamic sleep
mode, were proposed with purpose of reducing energy consumption and improv-
ing power efficiency. In [14], a cooperative sleep-mode mechanism implemented
by an adaptive sleep-mode mechanism (ASM) algorithm was proposed in the
heterogeneous cellular networks. Results suggested that introducing cooperative
sleep-mode can improve system energy efficiency by 63%–83% for various traf-
fic densities with a minor cost on compromised system transmission capacity. In
[15], a novel sleep mode was proposed via identifying the small cells that are posi-
tioned at undesirable interference spots and selecting them for deactivation. The
results showed that the proposed sleep mode can increase the gain by up to 34%
and 15.6% in terms of data rate and energy efficiency performance, respectively.
There are some literatures considered both cell-zooming and sleeping mode in
heterogeneous networks, such as [16,17]. In [16], a dynamic cell-zooming and base
stations sleeping optimization algorithm was proposed for dense heterogeneous
networks including PBSs and MBSs. In this algorithm, it adjusted the cover-
age area of PBSs and MBSs based on traffic load conditions and allowed lightly
loaded MBSs and PBSs switch into sleep state in order to minimize the system
power consumption and guarantee the quality of service to end user. In order to
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minimize energy consumption under the constraint of quality of service, authors
in [17] proposed a mechanism based on the traffic demand in two-tier heteroge-
neous networks, where range expanded SBSs and enhanced inter-cell interference
coordination (eICIC) technique were used to cover the sleeping SBSs far from
MBS.

In conclusion, cell-zooming and sleep mode as an energy-saving way to be
used for cellular and heterogeneous networks. Besides, in heterogeneous net-
works, cell-zooming is mainly focused on SBSs enlarging their coverage area
and MBS shrinking its coverage region to maintain the trade-off between energy
consumption and user experience on condition that the density of mobile users
and SBSs is large. However, the recent researches about SBSs zooming in and
zooming out in the heterogeneous networks are rarely mentioned. Therefore, the
work concentrating on how to effectively minimize the total energy consumption
of hybrid cellular networks is still an open issue.

In the paper, we consider that energy-saving technologies based on various
densities of SBSs have an impact on performance of networks when SBSs is
relatively large. Meanwhile, we investigate on the performance when MBS lowers
its coverage and only provides service for nearby mobile users and SBSs zoom
out or zoom in such as to serve these mobile users that are previously served
by MBS. Furthermore, an elastic cell-zooming scheme based on the service of
quality of mobile user is proposed to solve the problem of power consumption
and traffic loads in the three-tier heterogeneous cellular networks. Besides, the
greedy algorithm is proposed to deal with the NP hard problem that how to
implement the zooming strategy for SBSs. Finally, Simulation results show that
the proposed scheme can effectively improve the energy efficiency with outage
probability guaranteed.

The rest of paper is organized as follows. In Sect. 2, energy optimization in
three-tier Femto-Pico-Macro heterogeneous networks are detailed. Next, Sect. 2.1
presents an elastic cell-zooming algorithm and the greedy algorithm for given
system model. Some numerical results and conclusions are presented in Sects. 4
and 5.

2 Energy Optimization in Three-Tier Femto-Pico-Macro
Heterogeneous Networks

2.1 System Model

Consider there are Nf FBSs and Np PBSs being randomly deployed within
the ring R0 of an MBS, and mobile users distribute at random in the area, as
illustrated in Fig. 1. The out circle indicates the normal coverage area of MBS
and the red dotted circle denotes the shrunken signal overlay area from the
MBS. Mobile users ranging between the red dotted circle and the out circle
are serviced by the adjacent FBSs or PBSs. The black dotted circle denotes
the coverage area of PBSs or FBSs zooming. The grayed base stations denote
the sleep mode. Throughout this paper, MBS changes its coverage area. For
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convenience, we refer to the total coverage area of the three-tier networks as
size of the outermost circle, including FBSs and PBSs. Various kinds of BSs
(i.e., MBS, PBSs and FBSs) are connected to the core network by broadband
backhauls and supposed to operate on a licensed band.

MBS

PBS

PBS

PBS

PBS

PBS

FBS

FBS

FBS

FBS

FBS

FBS

FBS FBS

FBS

Fig. 1. Illustration of the considered three-tier MBS-PBS-FBS model, where many
PBSs, FBSs and mobile users deployed randomly are given as an example.

2.2 Formulation of Energy Efficiency Optimization

In the proposed model of networks, the CoAP (Constrained Application Proto-
col) is used as a means of connecting clouds of sensors and smart devices via
mobile users [18]. Besides, the control commands and related information among
BSs are transferred by means of public mobile fog [19,20]. FBSs, PBSs and MBS
obtain the specific message sent by mobile users through mobile fog. So that they
can control the BSs zooming in/out and turning on/off. Meanwhile, we adopt
the shared bandwidth technique for all kinds of base stations.

In the system model, mobile users, PBSs and FBSs are deployed in the orig-
inal coverage area of MBS randomly, and obey the spatial poisson processes
distribution. Let Rp, Rf denote the radius of coverage area for PBSs and FBSs,
respectively(R0 >> Rp > Rf ). However, PBSs and FBSs provide service for the
mobile users of their coverage area and the outers because signal power received
from PBSs or FBSs by outer mobile users meets their requirement for service
of quality with improving their transmitting power when the MBS lessens its
coverage area.

Moreover, we define Pm, Pp, Pf as the transmission power of MBS, PBS and
FBS, respectively. However, the power consumption of a base station should
consider the fixed power and dynamic power. We let P0 denote the static power,
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which is a constant power for base station to maintain the essential operation
except transmitting power. Therefore, overall power consumption of a base sta-
tion include the static power (P0) and the transmitting power (Pm, Pp or Pf ).
Next, we assume the number of mobile users are a constant, and define Nu as
numbers of mobile users. Mobile users can be served by various base stations,
which base station mobile users are served depends on service of quality of them.

In the paper, we consider signal to interference ratio (SIR) as the metric
for mobile users to measure service of quality. Besides, we set a threshold value
(T) to decide whether a user is serviced by a base station. For a mobile user,
if the most SIR exceeds T, this user will be connected to relevant base station,
otherwise, this user will not be served. We define β as outage probability of
users. The value of β is the number of mobile users not served to total number
of users, and let β0 denote the threshold value about outage probability. Only if
β is not more than β0, the result we obtain is valid.

Finally, we refer to the value of the overall throughput to the total power
consumption as the criterion to evaluate system performance. Let C and P denote
the overall system throughput and the total power consumption. Therefore, we
consider that the optimization problem can be summarized as

maximize ϕ = C/P (1)

subject to

C =
i<U∑

i=0

Bi × log2 (1 + SIRi) (2)

P =
i<Np∑

i=0

Pi +
j<Nf∑

j=0

Pj + Pm + P0 (3)

β = P ′ (SIR < T ) , β < β0 (4)

Bi = B/Nservice
u (5)

B > Bi (6)

Pi ≥ Pi0 , i = 1, 2, ..., Np, or, 1, 2, ..., Nf , or, 1 (7)

The objective function in (1) is to maximize ϕ by reducing the coverage area
of MBS and making SBSs zoom in/out or sleep. Function (2) is to calculate the
overall throughput, Bi and SIRi denote that the bandwidth and SIR obtained
by the i-th mobile user. In (3), P represents the total power consumption, Pi,
Pj and Pm denote the energy dissipation of the i-th PBS, j-th FBS and MBS,
respectively. P0 denotes the fixed power consumption of FBSs, PBSs and MBS.
The constraint in (4) provides the definition of outage probability and ensures
that the outage probability is not exceed the given the threshold value (β0), P’,
SIR and T represent probability, the received signal power to the interference
power and the threshold about service of quality of mobile users, respectively.
Function (5) is to count the bandwidth of the i-th mobile user, B denotes the
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system bandwidth and Nu
service denotes number of the base station providing

service for the i-the user serves mobile users. The constraint in (6) is to guarantee
the total bandwidth is not less than bandwidth allocated by user. The next
constraint in (7) is power consumption limitations for the PBSs, the FBSs and
the MBS. Pi0 denotes the fixed power consumption.

In order to effectively solve the optimization problem and achieve the pur-
pose of saving energy and improving energy efficiency. We propose a simple and
effective cell-zooming and greedy strategy in three-tier hybrid cellular network
to achieve this goal. Next, we introduce the proposed algorithm in detail.

3 Proposed Algorithm

3.1 Elastic Cell-Zooming Algorithm (ECZA)

In conventional cell zooming scheme, a mobile user selects the serving BS in
order to maximize its received power. However, most mobile users are served
by MBS because the transmitting power of MBS is much larger than PBSs and
FBSs. Therefore, if there are thousands of mobile users in the coverage area
of MBS, those mobile users obtain less bandwidth from the MBS so that their
service of quality are not ideal.

In order to solve above problem, we propose an elastic cell-zooming algorithm
(ECZA), where MBS shrinks its coverage area and PBSs and FBSs zoom in/out
by adjusting their transmitting power. Moreover, mobile users determine the
serving BS according to SIR obtained from MBS, PBSs or FBSs. In addition,
it is worth noting that the path loss power cant be neglected in calculating SIR
of mobile users. In our proposed algorithm, the path loss power of the serving
BS is different from the disturbing BS, the function relationship is shown below
[21,22].

L = 39.676 + 20 × log10d + k × G (8)

In above function, L denotes the size of the path loss power, d represents the
distance between mobile user and BS, G denotes the loss through a wall and k
denotes number of walls. The detailed procedure of the proposed cell-zooming
algorithm is described as follows.

In step 1, before calculating the SIR of mobile users, initialize the trans-
mitting power of various base stations. The size of transmission power can be
obtained by the original relationship between transmission power and coverage
area. However, number of mobile users served by each base station is zero.

In step 2, the mobile users choose BS providing the highest SIR for them as
the serving BS. Before finding the serving BS, we search all BSs including PBSs,
FBSs and MBS and calculate the SIR of every mobile users. The SIR served by
the i-th FBS can be obtained as follows:

SIR =
Pi

j �=i,j<Nf∑
j=0

Pj +
j<Np∑
j=0

Pj + Pm

(9)
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Algorithm 1. Elastic Cell-Zooming Algorithm
Step 1:

Initialize the transmitting power of BS and the number served by each BS.
Step 2:
2-1: Find a relevant BS providing the maximum SIR for each mobile user.

Set the threshold value (T) and assign mobile users to BS if SIR is more than T.
2-2: Calculate the outage probability (β) and contrast the size of β and β0.

If β is not greater than β0, go Step 2–3.
If β is greater than β0, PBSs and FBSs adopt greedy algorithm, and go Step 2-1.

2-3: Count the number of users served by each base station.
Calculate the bandwidth of each mobile user allocated from the serving BS.

2-4: Compute the throughput (C) and power consumption (P).
Obtain the ratio of the overall throughput to the total power consumption (ϕ)

Step 3:
3-1: Shrink the MBS in proportion to γ to the radius of coverage area (Ri)

If Ri is not less than the threshold radius of MBS (RT ), go Step 1.
If Ri is less than RT , go Step 4.

Step 4:
4-1: Contrast the obtained value (ϕ) under each condition.

Find the greatest value (ϕ) and end the process.

In (9), Pi represents the received signal power from relevant serving base
station, the denominator represents the sum of interferences from all FBSs except
the i-th FBS, all PBSs and MBS. However, the way to calculate signal power
and interference power is different. The interference power includes the wall loss.
Then, we obtain the outage probability (β) by SIR of mobile users, when β is
greater than β0, the transmitting power of FBSs or PBSs increases by α dB for
SIR less than threshold (T), and decrease by α dB for SIR greater than threshold
(T). And repeat Step 2–1 until β is not greater than β0 or time of zoom in/out
achieves the set threshold (Tt). Next, we count the number of mobile users served
by each base station and calculate the bandwidth of each mobile user allocated
from BS. Finally, we compute the overall throughput (C) and the total power
consumption (P) and get the ratio (ϕ) of C to P.

In Step 3, we shrink MBS in proportion to γ, then some mobile users served
originally by MBS may be served by PBSs or FBSs. Next, we continue Step 1
and 2 until the radius of MBS becomes RT .

In Step 4, we compare all obtained ϕ and find the greatest one as the result
we need.

3.2 Implementing SBSs Zooming In/Out Based on Greedy
Algorithm

In order to maximize energy efficiency of function (1) with outage probability
guaranteed, we propose an elastic cell-zooming algorithm. As the mobile users
reached, base stations which provide service for these mobile users zoom out or
zoom in its coverage area according to SIR of mobile users. However, a base
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station zooms out or zooms in the coverage area for the current mobile user
to reach the optimal energy efficiency, which has a significant interference on
the other mobile users served by other BSs. Therefore, it is a NP complete
problem. SBSs always change its coverage area as the mobile users reached, and
the number of mobile users served are different for various SBSs so that we
cannot scale the SBSs as a whole. Therefore, we adopt the greedy algorithm to
find the suboptimal solution. The detailed process of solving how to zoom about
SBSs is described as Algorithm 2.

Algorithm 2. The Greedy Algorithm
1: for Nuk < Nu do
2: while Nui < Nu do
3: Find BSj=max(SIR,Nui).
4: Adjust the j-th BS to make it just provide service for the furthest user.
5: end while
6: Calculate the SIR and the throughput of the k-th user.
7: Count the total throughput.
8: Calculate the overall power consumption.
9: Get the energy efficiency (ϕ).

10: end for

In the algorithm 2, Nui
denotes the i-th mobile user, BSj denotes the j-th

base station, BS may be FBS, PBS or MBS, step 2–5 is used for every mobile
user to find the optimal serving BS and ensure the final coverage area of each
BS. Besides, it is worth noting that the total throughput of system is calculated
after the all BSs zoom in or zoom out. Because the change of a base station
affects the SIR of other users served by other BSs. However, the BSs change
their coverage area by only considering the quality of service of the current
mobile users. Therefore, the proposed algorithm can only find the suboptimal
solution.

4 Simulation Results and Discussion

In this section, the system performance with the proposed energy-saving cell
zooming scheme in the analytical model, as abstractly described in Fig. 1, is
evaluated and compared with two conventional ones. The two ones are set as
baselines, (1) we adopt method in [6] where mobile users from MBS are served by
the closest PBSs or FBSs when the MBS zooms out; (2) we employ scheme in [7]
where MBS shrinks its coverage area and PBSs or FBSs only zooms in to provide
service for the mobile users from MBS. For verifying results, we consider various
system parameters, such as radius of MBS, the number of mobile users and the
density of PBSs and FBSs, to evaluate the performance of system respectively.
MATLAB is used in the experimental simulation platform. The setting of key
parameters is listed in Table 1.
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Table 1. The Setting of key simulation parameters

Parameter Value

R0 1000m

Rp 80m

Rf 20m

Pm 46 dBm

Pp 30 dBm

Pf 17 dBm

B 100MHz

T 10 dB

β0 5%

Tt 5

G 10 dB

RT 200m

γ 100m

Pm0 36 dBm

Pp0 20 dBm

Pf0 7 dBm

User-location distribution Spatially random distribution in three-tier cell

SBS-deployment distribution Spatially random distribution in the ring (R0)

In the simulation, we use the energy efficiency and outage probability crite-
rion to evaluate the performance of networks in various cell-zooming strategies.
We consider a three-tier HetNets with a set of PBSs and FBSs deployed ran-
domly in a single MBS. Np,Nf and user denote number of PBSs, FBSs and
mobile users, respectively. We investigate performance of system in different
networks states.

Figure 2 shows energy efficiency of three different cell-zooming schemes vary
as the radius of MBS changed when Np = 50, Nf = 500, Nu = 5000. We can see
that energy efficiency of three curves increases with the same speed as the radius
of MBS shrunk. Because with radius of MBS reduced, the total power consump-
tion is decreased and the overall throughput increases due to more mobile users
served by PBSs or FBSs. Meanwhile, the higher energy efficiency are finally
achieved for the method in [7] and the proposed scheme compared to the method
in [6]. However, energy efficiency of the proposed algorithm is higher than that
of the comparative methods, the reason of which is that method in [6] causes
more interference than the proposed algorithm. Besides, much more mobile users
are not served in method in [7].

Figure 3 shows the relation between outage probability and the radius of MBS
when Np = 50, Nf = 500, Nu = 5000. It is obvious that the proposed scheme
has lowest outage probability because some SBSs zooming in and other SBSs
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Fig. 2. Energy efficiency of various schemes when Np = 50, Nf = 500, Nu = 5000.
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Fig. 3. Outage probability of various schemes when Np = 50, Nf = 500, Nu = 5000.

zooming out or sleeping in the proposed scheme can effectively reduce interfer-
ences from adjacent SBSs and improve SIR of mobile users, which enables more
formally MBS associated mobile users to be served by PBSs or FBSs. In Fig. 4,
outage probability of three curves increases with different speed as the radius
of MBS reduced, this is because more and more mobile users are not served
by MBS while PBSs and FBSs cannot provide service for those mobile users
from MBS with SIR as the radius of MBS shrunks. Moreover, coverage area of
MBS decreases slower when the radius of MBS reduces, which makes the rate
of reduction for mobile users and the rate of growth for outage probability tend
to be flat. When comparing to the methods in [6,7], the proposed scheme can
make more users served by PBSs or FBSs with quality of service guaranteed and
effectively decrease the outage probability.

Figure 5 shows that outage probability of the proposed scheme varies with the
radius of MBS changed in different numbers of FBSs when Np = 500, Nu = 5000.
We can see that outage probability of various number of FBSs increases with
the decreasing radius of MBS, while outage probability curves grow in different
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way under various range of the radius of MBS. When the radius of MBS exceeds
600 m, the outage of probability increases with a rapid rise. Meanwhile, it is
obvious that outage probability of curve with FBS = 300 is much larger than
that in FBS = 500, the reason behind this is that more mobile users are served
by FBSs when the number of FBSs increases. Therefore, increasing the number
of FBSs can validly reduce outage probability and improve the performance of
networks.

Figures 6, 7 and 8 present the relation between the energy efficiency and
number of FBSs, PBSs and mobile users. The results are based on the proposed
algorithm when the radius of MBS set to is 600 m. In Fig. 6, it can be found out
that energy efficiency rises with the increasing of FBSs when number of PBSs
is 10. Besides, energy efficiency also increases when the mobile users are to be
large. Meanwhile, the rate of growth of energy efficiency exceeds when number
of mobile users is less than 5000 than that when mobile users are more than
5000. Therefore, by increasing FBSs can promote the rate of increase for energy
efficiency, since the mobile users increased before mobile users are 5000 when
the number of FBSs is small. When mobile users exceed 5000, the current FBSs
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Fig. 6. Energy efficiency with number of FBS in 10 PBSs.

cannot provide enough service for so many mobile users, by increasing number
of FBSs can effectively solve the problem.
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Fig. 7. Energy efficiency with number of FBSs in 30 PBSs.

In Figs. 7 and 8, we consider that the energy efficiency varies with number of
FBSs in various mobile users when number of PBSs is 30 and 50, respectively.
Based on the results in Figs. 6, 7 and 8, we realize that the energy efficiency
decreases when the number of PBSs increases. This is because increasing the
number of PBSs brings strong interference for mobile users served by FBSs.
Meanwhile, compared to FBSs, increasing the number of PBSs produces more
power consumption. Besides, increasing the number of PBSs make it evident
that increasing number of FBSs has effects on energy efficiency when number of
mobile users is less than 5000. As a result, increasing number of mobile users
and FBSs can effectively improve energy efficiency.
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Fig. 8. Energy efficiency with number of FBSs in 50 PBSs.

5 Conclusion

In this paper, we have proposed an elastic cell-zooming scheme for the three-tier
heterogeneous cellular networks. And the scheme can optimally adjust the cov-
erage area of FBSs, PBSs and MBS based on the SIR obtained by mobile users.
Meanwhile, when a base station does not provide service for any mobile users,
this base goes into sleep mode. Besides, we use energy efficiency as a measure of
performance to illustrate the problem about the trade-off between throughput
and power consumption. And the greedy algorithm is put forward to solve to
the problem of how to zoom for SBSs deployed in MBS and find the subopti-
mal solution. Finally, simulation results show that the proposed mechanism can
effectively improve the performance of the networks with the guaranteed quality
of service. Specifically, it is suitable for the condition that the mobile users and
FBSs are large.
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Abstract. The 5th wireless communication system will provide higher
throughput and more reliable QoS through many key techniques. Cooperation is
one possible technology that may provide satisfied performance to users,
especially the cell edge users. In this work, we provide the analysis of resource
allocation in wireless backhaul networks, through capacity constraint wireless
backhaul, the cooperative downlink joint processing is proposed to enhance cell
edge performance. We propose the system level simulation and evaluate the
cluster performance. Simulation results indicate that the capacity constraint
wireless backhaul will bring delay, capacity limit to joint processing method,
traditional cooperation scheme will not work well, and our proposed method
could gain 13% compared to traditional method.

Keywords: Resource allocation � Capacity constraint � 5G �Wireless backhaul

1 Introduction

The 5th wireless communication system will be released around in 2020, with
majorities of new technologies and bring significant improvement to customers [1, 2].
The aim of the 5G wireless communication system is to provide faster speed and
flexible QoS [3] to every potential users. There are many possible key techniques, such
as large-scale antenna system (LSAS), small cell, flexible deployment and cooperation,
etc. However, the deployment of ultra-dense network (UDN) will cause severe
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interference from adjacent equipment, where cooperation to reduce interference are
introduced in the standardization of the 5G network [4, 5].

In the commercial process of the 5G network, cooperation under imperfect con-
dition are considered where the actual performance did not match the theoretical
analysis. The cooperation in 5G network will need the high-speed link to transmit
cooperation signals, typically using optical fiber. In huge cities such as Beijing and
Shanghai, the deployment of optical fiber is quite difficult due to the municipal con-
struction problem, so wireless backhaul becomes one possible solution to adopt
cooperation in city area. Both industry and academic scholars are studying the prob-
lems caused by cooperation in 5G wireless networks.

In [6, 7], the authors focused on the problem of cognitive in 5G system, by
introducing the framework of SON, it is effective to solve the dynamic resource
allocation problem in SON network. In [8–10], the flexible power allocation methods
are given to achieve higher transmission speed, however, only system level analysis
and ideal cooperation parameters are considered. In [11, 12], the authors discussed the
antenna configuration problems using LSAS or array antennas to form dynamic beam
forming and reduce interferences, then in [13, 14], UWB and mm-Wave in 5G are
summarized, where wideband transmission would bring higher transmission speed, but
cooperative latency are not introduced. In [15–17], combined resource allocation of
time and frequency domain are analyzed and simulated, joint allocation of resources
may help squeeze the gainfrom multi-domain obtained by the degree of freedom. To
reduce the complexity in cooperation, the authors in [18, 19] proposed the online
method and analyzed the approach using game theory, although the method could work
in online mode, but the performance is not satisfied. In [20], energy efficiency became
the objective function and the author discussed the resource allocation problem to
reduce energy consumption, but the delay and throughput are not the primary objective.

Considering the demand of throughput and latency in 5G systems [21, 22], we
studied the downlink cooperative scheme in 5G systems using wireless backhaul. We
model the capacity and delay constraint wireless backhaul in downlink cooperative
processing, and then we propose the novel method to enhance the performance of
throughput and reduce the signal processing delay, which is still novel and creative.
Therefore, the rest of this work is organized as follows. In Sect. 2, we discussed the
scenario and model of the joint processing. In Sect. 3, we present the resource allocation
in backhaul networks and then in Sect. 4, simulation and analysis were presented.

2 System Model

In 5G wireless networks, the core network will provide computing resources rather
than in base stations in 4G and previous equipment. In Fig. 1, we describe the proposed
5G architecture with wireless backhaul to perform cooperation [23, 24]. Cellular base
stations equipped with large-scale antenna systems are providing high-speed trans-
mission service. Wireless backhaul is used to transmit cooperative information such as
user data, channel state information (CSI) [25, 26], etc. Due to the demand of multi-
media service, the amount of data to be transmitted through joint processing has risen
to a new level, where the capacity of wireless backhaul could not afford the load of
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multi-users, let alone the need to tackle cell edge interference. Therefore, the archi-
tecture brought us the problem of capacity constraint wireless backhaul and trans-
mission delay, and how to deal with this is the key of this work.

We assume that all the users located in this scenariowill receive downlink coop-
erative signal [27], and the cooperative data are transmitted through wireless backhaul.
To make the discussion simple and clear, we take the two base stations as example. In
the following discussion, boldface lowercase alphabets are to denote vectors whereas

boldface uppercase alphabets denote matrices. ð�ÞT and ð�Þy denote the transpose and
conjugate transpose of the matrix arguments. Iðx; yÞ means the mutual information
function between x and y. Rþ denotes the nonnegative real domain. In denotes the
n� n unitary matrix.

Cellular 1 and 2 are serving User 1 and User 2 through cooperation, the signal
model is given in the following equation. In the equations, yAðyBÞ�CK�1 means the
received signal of BS A(B), s 2 C2K�1 is the information symbol vector to be trans-
mitted with the kth antenna, sk is modeled as the required information that will be
mapped on subcarrier k. HAðBÞ ¼ diagðhAðBÞ;kÞ 2 CK�2K means the channel matrix that
represent the channel state information, andthe diagonal element hA;k(hB;k) is the
channel response. The noise vector nAðnBÞ 2 CK�1 is a realization of a zero-mean
circularly symmetric complexGaussianrandom process: nAðnBÞ�NCð0; r2IKÞ, where
r2 is noise variance.
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Fig. 1. Network architecture of wireless backhaul network in 5G
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The sum rate of the transmission that will reflect the achievable rate could be
calculated using the following equation:
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So the mutual information is expressed by combining Eqs. 1 and 2:
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The system will need to transmit cooperative information through backhaul link, so
the link model is given using Eq. 4:

IðyB;cyB j yAÞ ¼ HðcyB j yAÞ � HðcyB j yByAÞ
¼HðcyB j yAÞ � HðzBÞ

ð4Þ

According to Shannon formula, the achievable backhaul capacity is limited by the
link capacity and the delay tolerance of the data traffic, which means if the traffic could
not be transmitted within given period, it will be abandoned.

IðyB;cyB j yAÞ
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3 Resource Allocation in Wireless Backhaul

Note that the backhaul transmission is under the constraint of link capacity and delay,
so the optimization problem could be expressed using the following equation:

max
A

logdet Iþ Qs
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H
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s:t: log det IþA HBðIþ Qs
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ð6Þ

In this problem, we can infer that RyBjyA ¼ U diagðs1; s2; . . .; sMBÞð ÞUH express the
rate that base station A could receive the speed of R when transmit the side information

to base station B [28], and gj ¼ 1
k

1
r2 � 1

sj

� �
� 1

r2

h iþ
, where we have k is such that

PMB

j¼1
logð1þ gjsjÞ = RBH , so the optimization problem in 6 could be simplified to the

following equivalent problem:
It is clear that the objective function about A and Q is concave, but the limitation is

not a convex function, so we will make the optimization work by using the com-
pression method when transmit the cooperation signal to adjacent base stations.
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The objective function could be simplified by using the matrix transform and the
redundant information is deleted from information theory point of view, then we have
the solvable problem given in Eq. 9, and in this equation, the rate could be expressed
by RyBjyA ¼ HBðIþ Qs

r2 H
H
A HAÞ�1QsHH

B þ r2I. This problem could be solved
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4 Simulation and Analysis

In this part, we present the analysis using the system level simulation. Because the
proposed method are working in offline mode, so the delay of the system is only
evaluated through the platform without theoretical analysis. In Table 1, we present the
scenario and parameters of the system level simulation platform. Note that the platform
is corrected and synchronized with 3GPP Rel-12 specifications, some of the key
parameters and models are secured by Qualcomm.

In the simulation, we simulated the 7 base stations scenario, the channel model is
3 GPP dense urban and antenna configuration is 8 by 8 MIMO mode. The adjacent 2
base stations are cooperated together using the wireless backhaul, the link capacity is
limited to 6 Gbps and the delay is 45 ms according to the statistical experiment gen-
erated by Tsinghua.

First, system throughput are evaluated. In Fig. 2, we compare the cdf of the average
throughput using the system level simulation. The x-axis is the throughput in Gbps and
the y-axis is the CDF. There are three sets of data; the red dotted curve is the ideal
cooperation without capacity constraint, e.g. using optical fiber or high speed wireless

Table 1. Simulation parameters and assumptions according to our SL simulation platform [29].

Name Value

Channel model SCME, denseurban
Carrier frequency 2.2 GHz
Tx antenna 8(maximum)
Rx antenna 8(maximum)
Transmit power 38 dBm
BS number 7
Sectors per BS 3
Backhaul capacity 6Gbps
Backhaul delay 45 ms
Users in simulation 3 per cell
Bandwidth 100 MHz
SL to LL mapping EESM
Inter-site distance 50 m
Pathloss model L = 128.1 + 37.6log10(R)
Shadowing Std 4 dB
HARQ scheme CC
AMC Table 16 QAM(R = {1/8, 1/7, 1/6, 1/5, 1/4, 1/3, 2/5, 1/2, 3/5, 2/3, 3/4, 4/5})
UE sig processing 64QAM(R = {1/2, 3/5, 2/3, 3/4, 4/5})
Max re-trans times MMSE
UE Speed 4

1 m/s
Channel
Estimation

Ideal

Simulation TTIs 2000
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link, the green one means our proposed method using the resource allocation in
capacity constraint wireless backhaul and the blue curve is the reference cooperation
without the optimization of resource allocation in wireless backhaul.

Results indicate the performance metric clearly, the ideal cooperation perform the
best because of the backhaul link offer the unlimited resource. When the capacity of
backhaul is limited, that means not all the resource could be transmitted successfully,
so the reference method suffered about 15% loss. Our proposed method in the system
take up the second place, for we compress the cooperation information before transmit
using the backhaul link, the redundancy has been reduced to a acceptable level that
accord to the link capacity.

In Fig. 3, we discussed the delay of the different method. Legends are the same in
Fig. 2. In this figure, we can see that the proposed method and the ideal cooperation are
nearly the same, because the proposed method compress the information and reduce the
redundancy, then the failure of transmission are limited to accord with the backhaul.
Nevertheless, the reference method do not consider the redundancy, so the cooperation
are not always successful due to the limitation of delay tolerance. If the queuing data
exceed the delay tolerance, such information will be abandoned.

Fig. 2. CDF of average throughput using the limited wireless backhaul
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5 Conclusion

In this work, we discussed the problem of capacity constraint wireless backhaul
resource allocation in 5G wireless networks; we model the performance of capacity and
delay and then we propose the compress method in backhaul to enhance system per-
formance. The system level simulation result has been proposed at the end of the work,
our proposed method gain 11% of the throughput and 23% of the delay at the most.
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Abstract. In wireless sensor networks (WSNs), sensor nodes are usually
powered by battery and thus have very limited energy. Saving energy is
an important goal in designing a WSN. It is known that clustering is an
effective method to prolong network lifetime. However, how to cluster
sensor nodes cooperatively and achieve an optimal number of clusters in
a WSN still remains an open issue. In this paper, we first propose an ana-
lytical model to determine the optimal number of clusters in a wireless
sensor network. We then propose a centralized cluster algorithm based on
the spectral partitioning method. The advantage of the method is that
the partitioned subgraphs have an approximately equal number of ver-
tices while minimizing the number of edges between the two subgraphs.
Then, we present a distributed clustering algorithm based on fuzzy
C-means method and the selection strategy of cooperative nodes and
cluster heads based on fuzzy logic. Finally, simulation results show that
the proposed algorithms outperform the hybrid energy-efficient distrib-
uted clustering algorithm in terms of energy cost and network lifetime.

Keywords: Clustering · Spectral partitioning · Fuzzy C-means ·
Cooperative nodes · Wireless sensor networks

1 Introduction

In recent years, wireless sensor networks (WSNs) have been used as an important
information gathering paradigm in many applications, such as environmental
monitoring, target tracking, battlefield surveillance, home security and health
monitoring. A WSN is composed of hundreds or even thousands of sensor nodes
to perform distributed sensing tasks. Due to the limited battery capacity and
low-cost requirement, sensor nodes are usually equipped with low-end compu-
tational module and radio transceiver [1]. As it is infeasible to replace batteries
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once WSNs are deployed in a harsh environment, an important design principle
in WSNs is to minimize energy consumption in sensing, computing and commu-
nication.

It has been shown that clustering is an effective scheme in prolonging network
lifetime and improving scalability of WSNs [2–4]. Sensor nodes are partitioned
into clusters, and each cluster consists of a cluster head (CH) and a number
of cluster members. Based on whether sensor nodes can communicate directly
with their CH, the clustered WSNs can be classified as single-hop WSNs and
multi-hop WSNs. In a multi-hop WSN, the data from some sensor nodes need
to be relayed to the CH via multiple hops. The clustered WSNs can also be
categorized into homogeneous WSNs and heterogeneous WSNs. A small number
of powerful nodes are deployed as cluster heads and the rest of regular nodes act
as cluster members. Such a two-layer hybrid network can improve the network
lifetime and stability with a marginal increase in the cost of network deployment.
Basically, any clustering algorithm involves cluster management which includes
determining the suitable number of clusters, selecting the cluster head for each
cluster, and transmitting data within clusters and from cluster heads to the sink
node [5].

For a clustered WSN, data transmission can be classified into two stages: intra-
and inter-cluster communication. One of disadvantages of existing clustering algo-
rithms, such as low-energy adaptive clustering hierarchy (LEACH) [6], hybrid
energy-efficient distributed (HEED) [7], centralized LEACH (LEACH-C) [8] and
FAR-Zone LEACH (FZ-LEACH) [9], is uneven energy consumption among sen-
sor nodes. Cluster heads tend to consume too much energy due to data gathering
and relaying. To improve cluster structure and optimise the selection of cluster
heads (CHs), K-means algorithm is very useful in producing clusters for many
practical applications including WSN. Several approaches are there based on K-
means algorithm [10–15]. However, those K-means based clustering algorithms
suffer from some limitations: (i) the initial centroids are chosen just randomly out
of the input data set, which leads to local optima and may produce an empty clus-
ter in worst case; (ii) they have very high time complexity and cannot guarantee
that the K-means algorithm will converge into best results.

In order to balance the energy consumption between cluster heads and cluster
members, we use cooperative nodes located at the edge of clusters and closer to
the sink node as relays between cluster heads and the sink node, which can effi-
ciently prolong the lifetime of the network. Furthermore, we utilize spectral par-
titioning and fuzzy C-means based on midpoint algorithm [16] to produce more
balanced cluster compared to K-means. In this paper, we first propose an analyt-
ical energy consumption model to determine the optimal number of clusters in a
WSN. We then propose a centralized clustering algorithm based on spectral par-
titioning method. It is shown that the method is robust for graph partitioning,
where the network is divided into some clusters based on the characteristics of
Laplacian matrix and Fiedler vector. The clusters obtained by the spectral parti-
tioning method have almost same number of cluster members to balance energy
consumption among clusters. Furthermore, we present a distributed clustering
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algorithm based on fuzzy C-means and the selection strategy of cooperative nodes
and cluster heads based on fuzzy logic, which optimises CH selection method by
considering residual energy. Finally, simulation results verify the performance of
the proposed algorithms in terms of network lifetime and node remaining energy.

2 Related Work

In this section, we introduce the existing clustering protocols and overview the
fuzzy logic method and the fuzzy C-means (FCM) algorithm.

One of the most classical clustering protocols is LEACH [6], an advantage of
which is that it is able to balance the energy consumption among sensor nodes
by randomly rotating cluster heads. However, cluster heads located on the edge
of a cluster may waste a lot of energy due to the very close distance between
cluster heads. The HEED [7] is another well-known clustering algorithm. In this
algorithm, residual energy and node proximity to its neighbors are used to select
cluster head. In [17], the dynamic cluster head selection method was put forward
in order to solve the problem of the unreasonable cluster head selection that
may lead to the overlapping coverage and unbalanced energy consumption in
the cluster communication. In [18], a novel cluster based routing protocol called
LEACH-VH was proposed, in which a new node type called Vice Cluster Head
(VH) is introduced in addition to Cluster Head (CH). In [19], the authors intro-
duced a new method using cluster heads with cryptographic keys, for each node,
in cluster-based mobile ad hoc networks (MANETs). Furthermore, in [20], for
securing CH’s data, they proposed a mechanism termed ICMDS (Inter-Cluster
Multiple Key Distribution Scheme for Wireless Sensor Networks), which enables
the securing of the entire network. In [21], Zhang et al. proposed a femtocells
clustering scheme for the femtocell access points (FAPs).

Fuzzy logic has been employed in clustering algorithms to handle the uncer-
tainties in WSNs [10,11,22,23]. In this technique the parameters such as resid-
ual energy, distance to sink, node density, load and link quality are considered
as input to the fuzzy logic. In [10], an energy aware fuzzy unequal clustering
algorithm employs different fuzzy descriptors, i.e., remaining energy, number of
neighbor nodes, distance from cluster centroid network traffics, and the distance
to the base station, in different environments. In [11], based on the difference in
expected residual energy, a fuzzy-logic-based clustering algorithm with an exten-
sion to the energy predication was proposed to prolong the lifetime of WSNs by
evenly distributing the workload.

The fuzzy C-means (FCM) algorithm was first proposed by Bezdek [24] and
has been used in cluster analysis, pattern recognition, image processing. This
algorithm is a soft partition technique that assigns a degree of belongingness
to a cluster for each sensor node. In [12], the fuzzy C-means (FCM) clustering
algorithm was incorporated in the protocol, which was realised on a hardware
test-bed with the support of the embedded operating system, TinyOS. In [14], a
balanced cluster head selection based on modified k-means was proposed, where
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more than one CH in a cluster is considered to reduce the time and energy
required for re-clustering. In [15], a novel cluster head selection algorithm was
proposed based on fuzzy clustering and particle swarm optimization, where fuzzy
clustering algorithm is used to initial clustering for sensor nodes according to
geographical locations and the cluster head nodes in hierarchical topology are
determined based on the improved particle swarm optimization.

3 Network Model and Spectral Classification

In this section, we present the network model, energy model, and introduce
briefly Laplacian matrix and spectral classification.

3.1 Network Model

In this paper, we consider a WSN where N sensor nodes are uniformly distributed
in an M ×M square area. We model the deployment of sensor nodes as a Poisson
distribution [25,26], and use λ to represent the density of the underlying Poisson
point process. We assume that the considered sensor network has the following
properties and capabilities.

– The network topology keeps unchanged over time, and the base station has
unlimited power, computing ability, and locates at the network center.

– Nodes are deployed uniformly and all the nodes are homogeneous.
– Each node is aware of its own position through RSSI localization.
– All sensor nodes are static and their battery cannot be recharged.

The energy of sensor nodes will gradually run out with the information trans-
ferring. If the energy of a sensor node is depleted, the node is considered dead.
When the number of dead nodes rises to a threshold, the network is considered
dead.

3.2 Spectral Partitioning

Spectral clustering algorithms have attracted lots of research attentions recently.
Spectral partitioning problem is easy to be solved and implemented by standard
linear algebra components, and the spectral clustering algorithms outperform
the traditional k-means based clustering algorithms since the latter has some
limitations as stated in Sect. 1. Spectral partitioning methods usually involve
taking the top eigenvectors of a matrix based on the distance between points (or
other properties) and then using them to cluster various points [27]. The second
smallest eigenvalue of the Laplacian matrix are associated with connectivity of
vertices and the partitioning is achieved by splitting vertices according to their
eigenvalues in the corresponding eigenvector.

In this paper, we use an undirected graph G = (V,E) to represent a WSN,
where V = {v1, . . . , vN} denotes the set of sensor nodes, and E = {e1, . . . , eN}
indicates the set of wireless links. Let Amtx = Amtx(G) be the adjacency matrix
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of graph G. In addition, degree matrix Dmtx ∈ RN×N of G is a diagonal matrix
where dii is the vertex degree of node i. We can get the Laplacian matrix of
graph G by

Lmtx = Dmtx − Amtx. (1)

We sort the eigenvalues of Lmtx(G) in the order of λ0 ≤ λ1 ≤ λ2 · · · ≤ λN−1.
For the second smallest eigenvector v1, we let V − denote the set of nodes corre-
sponding to v1 < 0 and V + be the set of nodes for v1 > 0. Then we have

V 0 = V − V − − V + (2)

Then, the set of vertices will be defined by V = V +
⋃

V −, where V + and V −

are taken as the vertex sets of two new subgraph obtained by spectral graph
partitioning, respectively. Spectral graph partitioning is a method of partitioning
a graph into two subgraphs such that the subgraphs have an approximately
equal number of vertices while minimizing the number of edges between the two
subgraphs. In this paper, we use the second smallest eigenvector v1 of Laplacian
matrix Lmtx(G) of the graph representing the WSN to determine the optimal
bipartitions of a given graph, which will be presented in Subsect. 4.2.

4 Proposed Algorithm

In this section, we propose our clustering algorithms, which consists of three
steps: (1) Determining the optimal number of clusters; (2) Achieving distributed
clustering; (3) Rotating cluster heads and cooperative nodes.

4.1 Optimal Number of Clusters

It is important to determine the number of clusters, denoted by k, because
the amount of inter-cluster communications increases as k increases. On the
other hand, the amount of intra-cluster communications grows significantly as
k decreases. In the following, we will derive the optimal number of clusters by
analyzing the energy model.

Suppose that each cluster area is a square of size D × D. Given the Poisson
distribution with density λ, there are λD2 sensor nodes in each cluster on aver-
age. Thus, the number of clusters is N

λD2 , and each cluster has on average N/k
nodes, i.e., one cluster head and N/k − 1 cluster member nodes. After sensor
nodes are partitioned into clusters, each cluster member sends the sensed data
to its cluster head. The cluster head processes the data and then forwards them
to its members that are located near the boundary of the cluster and closer to
the sink node while having sufficient residual energy. These members are called
as relay nodes. The total energy dissipated in one round of data collection in
cluster A can be calculated by

Ecluster = Ech +
(

N

k
− 1

)

Enon−ch (3)

≈ Ech +
N

k
Enon−ch
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where Ech denotes the energy consumption of cluster head and Enon−ch is the
energy consumption of one cluster member. As the cluster head does not transmit
the data to another cluster head directly, when the CH transmits an l bit message
over distance dcn, by using the similar energy model in [8], Ech can be derived
by

Ech =
(

N

k
− 1

)

∗ l ∗ Eelec +
N

k
∗ l ∗ EDA

+l ∗ Eelec + l ∗ εfs ∗ d2cn (4)

where Eelec is the energy dissipated per bit on the transmitter or the receiver
circuit, EDA is the processing (data aggregation) cost of a bit transmitted to
cooperative node, εfs indicates the energy loss rate per unit of data transmis-
sion of the transmitter for dcn < d0, dcn is the distance from cluster head to
cooperative node and d0 denotes a given distance threshold. Based on Eq. (4),
we can get

Ecluster = Ech +
(

N

k

)

Enon−ch

=
(

N

k
− 1

)

∗ l ∗ Eelec +
N

k
∗ l ∗ EDA + l ∗ Eelec + l ∗ εfs ∗ d2cn

+λD2

(

l ∗ Eelec + εfs
M2

6k

)

(5)

and the total energy consumption for one round of data collection is

Etotal = k ∗ Ecluster

=
(

M2

D2

)

× λD2

(

LEelec + lεfs
M2

6k

)

+k × ((
N

k
− 1) ∗ l ∗ Eelec

+
N

k
∗ l ∗ EDA + l ∗ Eelec + l ∗ εfs ∗ dcn) (6)

By setting the derivative of Etotal with respect to k to zero, we can get the
optimal number of clusters,

kopt =

√
M2N

6d2cn

(7)

to reach the minimum value of Etotal.

4.2 Clustering Algorithm

Centralized Clustering Algorithm. In this part, we propose a centralized
clustering algorithm based on the spectral partitioning method to partition the
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network into a fixed optimal number of clusters. We assume the sink node has
full knowledge of the network topology. The sink node employs the spectral
partitioning as given in Subsect. 3.2 to divide the sensor nodes into kopt clusters
and connect all CHs, where kopt can given by (7) in Subsect. 4.1.

As aforementioned in Subsect. 3.2, we use the second eigenvector of Lapla-
cian matrix, also named as Fiedler vector, of the graph representing the WSN, to
determine the optimal bipartitions of a given graph. The process of the spectral
partitioning based clustering algorithm consists of two phases, i.e., recursively
partitioning the graph into two subgraphs as given in Algorithm1, and repeat-
edly applying the same procedures to the subgraphs until the number of sub-
graphs reaches kopt. According to Algorithm1, we can get two disjoint graphs
G1 and G2 and the number of the nodes in G1 and G2 is almost same. After
spectral partitioning, we can obtain kopt clusters. As shown in Fig. 1, 200 sensor
nodes are partitioned into 6 clusters using our proposed spectral partitioning
method, which are depicted in 6 colors.

Algorithm 1. Spectral partitioning based clustering algorithm
Input:

The graph G = (V, E);
Output:

G1 = (V1, E1), G2 = (V2, E2);

1: compute Laplacian matrix v of graph G by (1);
2: sort the eigenvalues of Lmtx(G) in the order of λ0 ≤ λ1 ≤ λ2 · · · ≤ λN−1;
3: compute Fiedler eigenvector v = {vi|i = 0, ..., N − 1} corresponding to second

smallest eigenvalue λ1;
4: for each node i in G do
5: if vi < 0 then
6: put node i in partition V1;
7: else if vi > 0 then
8: put node i in partition V2;
9: else

10: denote node i as an isolated node.
11: end if
12: end for

Distributed Clustering Algorithm. It is clear that a distributed algorithm
would be desirable in WSNs, since it is very difficult for a node to get full
knowledge of the overall network. We assume that the sink is aware of the sensing
field, but does not need to know the exact locations of sensor nodes. In our
proposed distributed algorithm, the sink divides the field into kopt clusters by
using fuzzy C-means (FCM), calculates the geographic central point of each
cluster area by the midpoint algorithm in [16], and broadcasts the information
to all sensor nodes. The sensor nodes in each cluster elect their CH. The sensor
node closest to the center of the cluster area is elected as the CH. The CHs then
broadcast advertisement messages to sensor nodes to invite them to join their
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Fig. 1. 6 clusters for 200 nodes obtained by spectral partitioning method.

respective clusters. In the following, we give the main processes of distributed
clustering algorithm.

Given a sensing field and the optimal number of clusters, the sink needs to
find out the central points of kopt cluster areas. We first divide the whole sensing
field into small grids and place a virtual node at the center of each grid to
represent the grid. We let V ′ denote the set of virtual nodes in the network and
V ′′ indicate the set of approximate central points of kopt clusters in the sensing
field. After getting the geographic location of the central point of a cluster, the
sensor node closest to the central point will become the CH. To elect the CH, we
let all nodes within the range of R from the central point be the CH candidates
and each candidate broadcasts a CH election message that contains its identifier
and location. After a timeout, the candidate with the smallest distance to the
central point of the cluster becomes the CH node.

When a CH is elected, the CH broadcasts an advertisement message to other
sensor nodes in the sensor field, to invite them to join the cluster. During this
phase, each non-CH node joins the cluster with the closest CH node based on the
received signal strength of the advertisement message. After that, the sensor node
informs the CH node that it will be a member of the cluster by sending a short
join message. The process of the distributed algorithm is shown in Algorithm2.

4.3 Selection of Cooperative Nodes and Cluster Head

In this section, we would like to present how to select cooperative nodes and
cluster heads.

Selection of Cooperative Sensor Nodes. The selection of cooperative nodes
(CNs) impacts the network lifetime. Thus, it is expected to design an appropri-
ate selection strategy. During the initialization phase, the sink node broadcasts
several BEACON messages periodically to all sensor nodes at a fixed power
level. The nodes near the sink node receive the messages and flood them to the
rest of the network.

The best candidate CNs are the sensor nodes that have sufficient residual
energy and receive more BEACON messages. When a sensor node v receives a
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Algorithm 2. Distributed Clustering Algorithm
Input:

Graph G = (V, E) and V ′

Output:
k clusters;

1: for each j ∈ V ′ do
2: compute the coefficient uij for being a member of cluster i, i.e., uij =

1
∑k

1 (dij/dkj)
2/(m−1)

3: end for
4: for i = 1 → kopt do
5: compute the centroid V ′′ of cluster i by

pos(centeri) =
∑n

j=1 um
ijpos(nodej)

∑k
j=1 um

ij

6: end for
7: for j′ ∈ V do
8: compute distance dtoch between j′ and V ′′;
9: if dtoch < R then

10: j′ becomes a CH candidate
11: j′ broadcasts a CH election message;
12: end if
13: end for
14: CH candidate with the shortest distance to the central (V ′′) of the cluster becomes

Cluster head;
15: for i′ = 1 → kopt do
16: broadcast advertisement messages to the sensor field
17: for j′ ∈ V decide cluster to join into;
18: end for

BEACON message, it increases the BEACON counter nb by one and records
the signal strength s. Then, the sensor node calculates a probability of being
selected as a CN, vchance, based on its residual energy, the counter nb, and the
average signal strength of the received BEACON messages, i.e., vchance can be
calculated by

vchance = a1
Eres

Emax
+ a2nb + a3

∑
s

nb
(8)

where a1, a2 and a3 are weight coefficients of the residual energy, and the num-
ber of received BEACON messages and the average signal strength of received
BEACON messages, respectively. Eres and Emax denote the residual energy and
maximum energy of sensor node, respectively.

Subsequently, the node v sends a candidate message containing its identi-
fication and the probability value to the cluster head. The nodes with higher
probability values are more likely to be elected as CNs. The role of CNs would
be rotated among cluster members when the energy level of a CN drops below
an energy threshold.
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Selection of Cluster Head. Fuzzy logic is very suitable for implementing the
heuristic clustering. This is because it does not require the precise and noise-free
inputs and can be programmed to fail safely. The model of fuzzy logic control
consists of a fuzzier, fuzzy inference engine, and a defuzzier. In this paper, we
use fuzzy inference (FIS) to calculate the probability for a node to become a
CH. The input variables of fuzzy inference are the residual energy Eres and the
distance to the central node Dtocn, and the output is the probability of the node
to be selected as a CH.

The first input variable of fuzzy logic is the distance between the sensor node
and the central node, which have three values: close, medium and far. The values
of close and far choose the trapezoidal membership function and the function
of medium is a triangular membership function. The second one is the residual
energy of the sensor node, with the values of low, rather low, medium, rather high
and high. The values of low and high corresponds to a trapezoidal membership
function, while other values of the variable use a triangular membership function.

Based on the two fuzzy input variables, the corresponding fuzzy mapping
rules can be determined. We can derive the fuzzy output of probability by the
fuzzy rules. This fuzzy variable has to be transformed into a single crisp number
with practical form. This process is called defuzzification and the center of area
(COA) can induced by the following defuzzification method

output =
∫

x ∗ μchance(x)dx
∫

xdx
, (9)

where μchance(x) denotes the membership function of the fuzzy set of probability,
and x denotes fuzzy input variable. A node which holds more residual energy
and is close to the cooperative sensor node has a higher probability to become
a CH.

5 Simulation Results

In this section, we present the simulation results to evaluate the proposed algo-
rithms. In our simulation, sensor nodes are distributed in a 100 m ∗ 100 m area.
The sink node is located at a central point (50, 50). We compare our algorithms
with HEED algorithm [7] from four respects: the number of rounds until the
first node dies, the number of alive sensor nodes over time, the evolution of the
remaining energy in the network, and the impact of the initial energy on the
performance. This is because similar to our algorithm, HEED algorithm also
consider residual energy to select cluster head. We ignore the effect caused by
the transmission collisions and the interference in wireless channels.

5.1 Number of Rounds for the First Node Died

It is preferred that all sensor nodes stay alive as long as possible because network
performance drops once there is a node to die. Thus it is important to know
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when the first node dies. The time when the first node dies in the simulations
for all compared algorithms can be found in Figs. 2 and 3. Figure 2 shows the
performances of these clustering algorithms by increasing the number of sensor
nodes, N , from 100 to 300. When there are 200 nodes in the given sensing area,
the first node death occurs at the 700-th round by our distributed algorithm,
while it is about at the 600-th round by HEED algorithm. It can be seen from
Fig. 3 that when the initial energy of sensor nodes is increased from 0.5 to 1.5
and then up to 2.5, the advantage of our algorithms over HEED becomes more
evident in terms of prolonging the network lifetime. This is because compared
to HEED, our algorithm can obtain the optimal number of clusters based on the
network energy model and provide an optimal cluster head selection strategy to
minimize energy consumption.
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Fig. 2. Impact of the node density.
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5.2 Node Lifetime

In this subsection, we set the number of sensor nodes to 200, and the initial of
each node is 0.5J . Figure 4 shows the number of nodes alive over time for all
compared algorithms. It is clear that our algorithms can improve the network
lifetime (the difference between the time that the first node dies and the time
that the last node dies) compared to HEED. This is because that our algorithms
adopt two strategies to balance the energy consumption among nodes. We first
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choose cooperative nodes to reduce energy consumption of cluster heads and
then we choose cluster heads based on the strategy determined by FIS. The
formation of clusters based on the remaining energy of nodes allows the nodes
with low energy levels to have a lower probability of to be selected.

5.3 Residual Energy

Figure 5 depicts the total residual energy in the network after a large number
of rounds of data collection. We can observe that the network residual energy
decreases more rapidly in HEED algorithm than that in our algorithms. We can
see that after 1000 rounds of data collection, approximately 95 percent of the total
energy is consumed in HEED algorithm. However, but only 82 of total energy is
consumed in our centralized algorithm. This improvement is attributed to the con-
sideration of the distance to central nodes and the strategy of cooperative relay,
which can efficiently reduce energy consumption in both intra-class and inter-class
formation. In fact, the consideration in cluster head selection can ensure the nodes
close to the central nodes have higher probability to become cluster heads. The
proposed algorithm can also make the nodes distributed uniformly for the different
clusters. Besides, our proposed scheme succeeds to rotate the cooperative nodes
based on the distance to BS and residual energy. Clearly, cooperative nodes can
save the energy consumption of inter-class data transmission.

0 500 1000 1500 2000
0

20

40

60

80

100

Round

T
ot

al
 e

ne
rg

y 
co

ns
um

pt
io

n

Our distributed algorithm
Heed
Our centralized algorithm

Fig. 5. Residual energy in the network.
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6 Conclusions

In this paper, we aim to find an efficient way to prolong the lifetime of wireless
sensor networks. In order to reduce the energy consumption of cluster heads,
we use cooperative nodes to relay data to the sink node. Based on the energy
model, we obtain the optimal number of clusters which can balance the energy
consumption of inter-cluster and communication. Furthermore, we propose a
centralized algorithm based on spectral partitioning and a distributed algorithm
based on fuzzy C-means method to divide the network into clusters. To balance
the energy consumption of sensor nodes, we propose an efficient strategy to
choose cooperative nodes and cluster heads. It has been shown by simulations
that our proposed algorithms achieve a significant performance improvement.
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Abstract. Compressive Sensing (CS) has been adopted to address the center
problem. However, this technology still has to waste much unnecessary energy.
In this paper, we propose a hybrid CS approach through regionalizing the
topology of the network to optimize its lifetime. To reduce transmission cost of
sensor, the topology of the network is divided into several subareas, and CS is
implemented respectively. Subsequently, measurements from each region are
transported to the sink for recovery. To further guarantee its availability, we
design a suitable measurement matrix to decrease the energy cost, and present an
optimization approach to obtain effective routing with low cost. Experiments
reveal that the proposed approach is superior to other CS-based methods and the
two advanced issues further guarantee its feasibility.

Keywords: Compressive sensing, measurement matrix, route �Wireless sensor
network

1 Introduction

Compresssive Sensing (CS) [1] has been effectively utilized to reduce consumption for
transmitting data packages [2, 3]. For traditional transmission methods, it is obvious for
the center area which is closed to the sink to cost a lot of energy. This is so call the
center problem. According to CS theory, it is able to effectively avoid this phe-
nomenon. Meanwhile, a high accurate reconstruction could be obtained. The Fig. 1
reveals the effects of approximation of natural signals. Unfortunately, traditional CS
may be not better than no-CS scheme sometimes in practice [4–8], since edge nodes
may spend more energy in CS than in no-CS. In detail, they have to transport a fixed
number while just few ones for the traditional direct transmission methods.

To address this problem, we propose a CS-based approach based on regionalization
in this paper. Its basic idea is to reduce energy cost of inner sensors as many as
possible. Moreover, we discuss two advanced issues to further improve the perfor-
mance of this approach in practical application. Our experiments validate that the
performance of our approach is better than that of other CS-based methods through
contrasting different parameters of the data package in different scales of the network.
Meanwhile, the availabilities of the mentioned issues are verified.
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2 Our Approach

2.1 Problem

A doubt that whether CS always outperforms traditional methods has been noticed. Luo
et al. [4] proposed this problem and discussed that traditional CS may be not better than
no-CS schemes sometimes. In fact, edge nodes in the network need not relay data from
other nodes and thus could employ no-CS method for data transmission for saving
unnecessary waste. Caione et al. [6, 7] further verify this idea in Zigbee network.
However, these methods still requires that a lot of inner sensors have to cost unnec-
essary energy.

2.2 Basic Idea

In our work, we propose a hybrid CS(HCS) based on regionalization for data gathering.
Its basic idea is that traditional CS is carried out separately in each subarea to save
energy costs of the whole network, and then the combination values in subareas will be
transported using a simple transmission scheme. Its superiorities are as following:

• Samplings are measured by each subarea, and thus the potential center problem will
not appear.

• More nodes are regarded as boundary ones. In this case, energy costs are saving as
more as possible.
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Fig. 1. Comparison of the frontier biggest coefficients and all ones by NMSE. DCT is employed
for sparse transform
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3 Advanced in Practice

3.1 Measurement Matrix

In our work, we design a suitable measurement matrix to reduce the energy cost of the
network. The elements of the measurement matrix / are as follows

/i;j ¼
�1; p1
0; p2
1; p3

8
<

:

Here, p1 þ p2 þ p3 ¼ 1 and each of them is greater than 0. According our experi-
ments, it is better that both p1 and p3 are nearly the same.

3.2 Routing

This paper utilizes and optimizes a Ricci flow-based method in order to obtain an
optimal route while saving the relative consumption in the process of construction. In
general, a simple Ricci flow-based scheme demands tremendous costs in the process of
virtual mapping [9]. In this paper, we propose an optimal method through choosing
candidate nodes for virtual transformation beforehand. In detail, we predefine a
selection probability to select suitable nodes from the neighbor of the boundaries of
subareas. Suppose the selection probability is q whose range is from −1 to 1. Here,
q 2 ½�1; 0� denotes that the elected nodes are in the subareas and q 2 ½0; 1� denotes that
they are out of the subareas. According to our candidate set, the process of transfor-
mation will reduce and the energy cost could decrease greatly.

The processing of our optimal method is as follow:

1. Predefine a selection probability to get a candidate set.
2. In the range of the radius of corresponding of sensors.
3. Embed each vertex’s related face onto the plane.
4. Find a point that is no more than the range of the radius of corresponding.
5. Map each vertex to its virtual coordinate in this Kelvin model.

4 Evaluations

4.1 Comparison

In this section, our scheme is compared to two CS-based data gathering approaches in
previous literatures [6, 7], which are the traditional CS(TCS) and its improved method
(ICS). We evaluate the energy consumptions and the number of data transmission for
each node in the different dimensions of network. In our experiments, the network
consists of various nodes. In details, four groups are employed, which are 100, 300,
500, 1000. Different scales of the network will exhibit the superiority of our approach
in the round.
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Firstly, we verify the relationship between the number of nodes and energy cost for
three schemes. In our experiments, we verify them through a hundred tests and use an
average result to avoid the impact of some unknown or uncertain factors. The results
are demonstrated in Fig. 2. For TCS, it has to need the most consumption, since the leaf
nodes of the network will spend a lot of unnecessary costs. Furthermore, the waste
energy will become increasing as the number of nodes in the network enlarges. The
reason is that the edge of the network is expanded and the corresponding number of
leaf nodes aggrandizes. For ICS, its performance is superior to TCS. It means that the
improved strategy is available and feasible. Compared to TCS, its detail advantage is
that the energy costs of each leaf node and the related neighbor nodes are saving as
many as possible. In addition, the energy spend will reduce more and more when the
number of sensors increases, because the probability of leaf nodes becomes large as the
boundary of the network enlarges. For our HCS, it outperforms TCS and ICS in total. It
verifies that our approach is practical and could be employed in wireless sensor net-
work. More importantly, the increasing tendency of energy cost is gradually smooth. In
the other words, the growth rate for HCS is lower than that for other approaches.
Hence, it is very suitable for large scale sensor networks.

Subsequently, we demonstrate that the relation between the number of nodes and
the dispersion degree of energy distribution for TCS, ICS and HCS. Here, the dis-
persion degree of energy distribution is defined as follows:

If the network consists of n nodes and the node i costs ei, then the dispersion degree
of energy distribution is

Fig. 2. Comparison of the number of transmission, TCS, ICS, and HCS
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Pn
i¼1 ei �meanð Þ2

mean
; wheremean is equal to

Pn
i¼1 ei
n

The experimental results are illustrated in Fig. 3. For TCS, its dispersion degree of
energy distribution has no deviation, since all nodes will cost the same energy
according to compressive sensing theory. That is, it corresponds to the requirement of
balancing energy costs. However, the balance results in a more energy cost in the view
of the global network. For ICS, its dispersion degree of energy distribution is out of
balance. The reason is that the edge of the network costs lower than the inter network,
which lead to the inter nodes become invalid before the leaf ones. From this per-
spective, it is obvious that the saved energy for the edge of the network is no sense.
These existent nodes cannot transmit their reading to the sink. For HCS, its dispersion
degree of energy distribution is the largest, because more nodes cost their energy on the
basis of the actual situation. The sort of unbalance may be benefit for prolong the
lifetime of the network. That is, HCS is more apt for the practical sensor network.

4.2 Availability of Measurement Matrix

To validate the availability of our measurement matrix, we verify different relation-
ships, which are the relationship between the probability of nonzero elements and the
rate of successfully reconstruction, the relationship between the number of nodes and
the length of data package, and the relationship between the absolute value of different
of p1 � p3 and the length of data package, respectively.

Fig. 3. The relation between the number of nodes and the dispersion degree of energy
distribution for TCS, ICS and HCS
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Firstly, we show that the relationship between the probability of nonzero elements
and the rate of successfully reconstruction based on different sums of p1 þ p3.
According to CS theory, the nonzero cannot be reduced unboundedly. In the other
words, the probability of nonzero should be maintained in a certain level. Using our
measurement matrix, the nonzero number is −1 and 1, therefore the value of p1 and p3
should be considered. The summation of them determines the successful rate of
recovering the original signal. The Fig. 4 demonstrates the result. When the summation
is equal to or more than 0.5, we are able to reconstruct the signal successfully. Nev-
ertheless, the successful rate will drop sharply when the summation is less than the 0.5,
since the require mapping in the process of measurement cannot be realized probably.

Furthermore, the relationship between the number of nodes and the length of data
package is verified. The length of data package in the process of transmission is an
importance metric that measures the energy cost of each sensor in time. According to
the above discussion, it is better that the value of summation of measurement
parameters is stable. That is, it requires the little change. On this occasion, we suppose
that p1 � p3j j ¼ 0. In addition, we let that the size of measurement is equal to one for
simplicity. The results are shown in the Fig. 5.

Afterwards, we consider that the relationship between the absolute value of dif-
ferent of p1 � p3 and the length of data package. In our experiments, we adopt the scale
of the network is 1000. According to the results in the Fig. 6, the length of data
package become longer as the absolute value of different of p1 � p3 is bigger. Fur-
thermore, the speed of increasing for the length of data package is becoming faster. It
means that the energy cost of transmission will need more if the different of p1 � p3 is

Fig. 4. The relationship between the probability of nonzero elements and the rate of successfully
reconstruction based on different sums of p1 þ p3
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larger. The reason is that the effect of offset will not valid when both p1 and p3 make a
great difference. Thus, we should choose similar values for p1 and p3 in order to save
the energy consumptions in the process of data transmission.

Fig. 5. The relationship between the number of nodes and the length of data package when the
size of measurement is 1 and p1 � p3j j ¼ 0

Fig. 6. The relationship between the absolute value of different of p1 � p3 and the length of data
package when the number of nodes is 1000
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4.3 Feasibility of Route

First of all, we illustrate the relationship between the number of nodes and the suc-
cessful rate of our optimal solution. As shown in the Fig. 7, when q 2 ½0; 1�, the
successful rate is the lowest. It is because lots of required nodes cannot be selected for
transforming to virtual coordinators and thus results in the problem of the hole may not
be addressed probably. When q belongs to ½�1; 0�, the successful rate is higher. At this
time, more required nodes are mapped and obtained corresponding virtual coordinators.
The reason is that the effective nodes for constructing routing are mostly located in
each region, nor outside its edge. Both of selection are not comprehensive and not all
suitable nodes are choice. More importantly, the successful rate becomes decreasing as
the number of nodes increases. Hence, we validate the selection probability
q 2 ½�1; 1�. According to experimental results, the successful rate achieves 100% in
different scales of networks.

Secondly, we illustrate the relationship between the number of nodes and energy
costs. For simplify, suppose the energy cost is 1 when q belongs to ½�1; 1�. We
compare to the energy consumptions in the case of q 2 ½0; 1� and q 2 ½�1; 0�. Based on
the results in the Fig. 8, the case of q 2 ½0; 1� costs the most energy, since a lot of nodes
are selected to construct route for the network. In case of q 2 ½�1; 1�, the number of
selected nodes are more than the case of q 2 ½0; 1�, however, these choice ones are
suitable for mapping to virtual coordinators and thus the corresponding cost is lower.
For the case of q 2 ½�1; 0�, it spend lower cost than that of case of q 2 ½0; 1�. Because it
elects few nodes for virtual transformation.

Fig. 7. The relationship between the number of nodes and the successful rate of optimal solution
with no energy limited
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Finally, we give that the relationship between the number of nodes and the suc-
cessful rate of optimal solution when the energy cost is fixed. In practice, the energy of
each sensor is limited and fixed in a certain range. In this case, we have to prescribe a
limit to the cost of the sensor. The experimental results are in the Fig. 9. For the case of
q 2 ½�1; 1�, it is capable of obtain the successful rate of optimal solution. For the case

Fig. 8. The relationship between the number of nodes and the rate of energy cost

Fig. 9. The relationship between the number of nodes and the successful rate of optimal solution
when the energy cost is fixed
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of q 2 ½0; 1� and q 2 ½�1; 0�, the compared results are not certain in various number of
nodes. In total, their effects are inferior to the case of q 2 ½�1; 1�. According to the
above experiment, we should choose this case to transform nodes to virtual coordi-
nators in actual environment.

5 Conclusion

In this paper, we propose an effective CS-based approach via regionalization, HCS.
This method outperforms the previous schemes, including traditional CS and the
related optimal methods. The essential advantageous of our mehtod is to limit the
number of transmission for as many sensors as possible. To further advance the
effectiveness of our approach, two issues about measurement matrix and route are
designed. Experiments validate that our approach outperforms other CS-based methods
and the designed measurement matrix and the optimal candidate set are benefit for our
proposed approach.
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Abstract. Energy harvesting (EH) technology largely broadens the
range of applications of WSN and extends the life circle thereof. As
the energy is unpredictable, the operation of energy harvesting WSN is
often intermittent, maybe under the lowest working voltage in most of the
time. At this point, the power dissipation may be much larger than that
of sleep mode, which will waste energy and prolong the network latency
time, whereas the current researches have not attempted to solve the
problem. In this paper, we propose a general intermittent energy aware
EH-WSN platform (IEA), along with the energy management circuit to
switch the power supply automatically without any software, which is
capable to decrease the quiescent current below 0.5 uA in undervoltage
situation, and takes usage of Ferroelectric RAM to reduce the reboot
energy for minimizing the energy dissipation. Besides, integral circuit
is firstly used to realize the ultra-low power measurement. Extensive
experiments have been performed to verify that the power of IEA in low
voltage is at least 55 times lower than that of the current platforms for
improving the energy efficiency significantly.

Keywords: Energy harvesting · Intermittent power · Energy measure-
ment · Undervoltage situation

1 Introduction

Wireless sensor network (WSN) collects the physical information in specified
area by distributed nodes [1–3], and provides data services such as search, query,
and data aggregation [4,5], et al. Comparing with traditional WSN, the energy
harvesting WSN has a much longer lifetime because of energy complements from
ambient. Subject to various factors, the energy of harvesting WSN, as tiny as
hundreds of uW, is often intermittent, and the hardware of WSN constrains its
c© Springer International Publishing AG 2017
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working voltage at least 1.8 V. In severe situations, nodes often can not reach
the lowest working voltage and are not capable to work continuously. Therefore,
the harvesting WSN nodes must be able to run intermittently.

In order to achieve high efficient use of energy and improve network perfor-
mance of intermittent WSN, it is essential to solve three problems from hardware
level. The first is ultra-low power design. The smaller the energy loss of the node
itself, the faster the speed of energy storage, and the network response time is
shorter. The second is to reduce the energy consumption of reboot. As the avail-
able energy of WSN is very limited, too much reboot energy will seriously affect
the network operation. The third is to supply energy information to MCU for
determining the routing strategy and planning nodes and network operation.

In most of the time, the voltage of energy harvesting WSN nodes is lower than
that of working [6], and we call it as undervoltage situation, resulting in a large
amount of current leakage. In Table 1, it is the comparison between the current of
representative MCU and RF chips in sleep mode and undervoltage situation. As
seen, the dissipated current is increased significantly in undervoltage situation
and is uncontrollable. More serious, the current leakage not only wastes the
harvested energy, but also increases the boot up energy obviously even leading a
failure to boot. In traditional WSN, the consumption is usually ignored since the
system boots just once. However, for the intermittent uW magnitude WSN, the
consumption is indeed not negligible. Previous studies never attempt to address
this problem and there is no related experiments data.

Table 1. Comparison between the current of typical chips in sleep mode and under-
voltage mode

Chip TYPE Sleep mode Undervoltage (1.4 V)

PIC18F4523 8-bits MCU <0.1 uA 31.55 uA

MSP430F1611 16-bits MCU <0.1 uA 61.75 uA

ATmega128A 8-bits MCU <1 uA 396.5 uA

STM32F103RB 32-bits MCU <3 uA 486.7 uA

CC1101 RF transceiver <0.1 uA 1150.1 uA

CC2540 BLE transceiver <1 uA 43.73 uA

Traditional WSN is inconsiderable to the problem of intermittent power,
therefore, it is possible to schedule network duty-cycle uniformly [7], and opti-
mize the network energy efficiency. However, in the intermittent EH-WSN, the
network schedule must take energy as the center, and each of nodes is required
to aware the harvested and consumed energy in a certain period. Based on this,
nodes decide schedule strategy, and plan the duty-cycle [8,9]. Therefore, it is
necessary to measure the harvested and consumed energy accurately. The cur-
rent researches usually use energy models to predict the available energy in next
interval [10], whereas, the energy harvesting is unpredictable [11], existing errors
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between predicted values and actual values, which results in unpractical of the
model. There is hardly any research about energy measurement for ultra low
powered EH-WSN till now.

In this paper, we propose a general intermittent energy aware EH-WSN plat-
form (IEA) and the key contributions are as follows:

1. Auto power control. IEA automatically controls power supply of the system
according to the voltage of capacitor in hardware. The IEA automatically
powers up at the voltage upper to 2.1 V and powers down at the voltage
lower than 2.0 V to avoid electric vibration. When the voltage is lower than
2.0 V, the current of IEA is lower than 0.5 uA, which is much lower than that
of existing EH-WSN platforms.

2. Accurate energy measurement. IEA uses current sense circuits and integrators
to achieve precise measure of energy and the ultra low power. MCU is capable
to measure energy harvested and consumed accurately by taking ADC only
once, and the measuring error is less than 2%.

Besides, IEA takes MSP430FR6979 as MCU, which uses nonvolatile Ferro-
electric RAM memory (FRAM) to store data in undervoltage situation. Com-
paring with FLASH, the energy consumption of FRAM is 250 times lower
than FLASH, and the storing velocity is 100 times faster than the latter. It
takes only 0.48 uJ to store 0.5 KB data, significantly reducing data storage and
restore energy consumption for intermittent nodes. The design of ultra-low power
includes low quiescent current chip selection, hardware and firmware. Experi-
ments show that IEA is comprehensively superior to the existing WSN platforms
in aspect of energy saving. The energy consumption is at least 1/55 in under-
voltage situation (1.4 V) compared to that of the existing platforms, therefore,
the working time of IEA is prolonged in identical energy.

2 Related Works

Considering intermittent power supply, the existing energy harvesting platforms
can be divided into two types. The first type not considers intermittent power,
but supplies sufficient energy to maintain the voltage of nodes, on which data in
the RAM would not lost, without regard to the undervoltage environment and
reboot energy consumption. [12–16] have the main structure composed of Solar
energy panel, DC-DC converter, rechargeable battery, MCU, and RF Trans-
ceiver, thus the harvesting energy is used to power the MCU and RF Transceiver
directly. For increasing energy harvesting efficiency, Park C, Chou P H. adopts
Multi-Supply and MPPT algorithm [14]. Gorlatova et al. has used MICA2 mote
as control module, proposing the UWB-IR physical layer, and uses current sense
amplifier to adapt to the harvesting states in real time [16]. This kind of plat-
form depends to stable energy supply, once the system is power down due to
insufficient energy, then it is hardly to wakeup without a great mount of energy.
In Table 1, the energy consumption of CC1101 chip in undervoltage (1.4 V) is
more than 1000 times higher than that in sleep mode, which severely increases
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the reboot energy and time, failure to use in the area where the power supply is
insufficient or unstable.

Another kind of energy harvesting WSN platform is capable to supply inter-
mittently. Smith et al. presents a WISP system for harvesting RF energy [17],
but the WISP is neither able to harvest or communicate without RFID reader.
Kim et al. designed E-WEHP platform that powered from an ambient digital
TV signal where a broadcasting antenna is 6.3 Km away from the proposed wire-
less energy-harvesting device. E-WEHP needs about 66 s to charge from 1.9 to
3.75 V by harvesting [18]. However, the leakage of the current at undervoltage
is not taken in account again, only using diodes and resistors to achieve a sim-
ple voltage wake up. Parks, et al. also harvests energy from TV transmitter.
To avoid undervoltage state, RF harvesting circuit in this paper adopts S-882Z
step-up charge pump to output voltage of 1.8 to 2.4 V. The harvester runs at a
location 10.4 Km away from the transmitter and operates with a cycling period
of 3 s [19]. Because of conversion loss, the efficiency of DC-DC Convert is hardly
up to 100%, thus the DC-DC Convert is not proper for low-power situation.

The above EH-WSN platforms are all overlooked the exceed energy consump-
tion at undervoltage, not considering intermittent power supply and computa-
tion, and also can not measure energy precisely. [13,14,16] has merely designed
energy harvesting section and tested effects with existing WSN nodes such as
MICA2. For measuring characteristics of the harvesting system, [13,14,17] con-
siders MCU and RF chip as resistive load, but the current does not change
linearly with the voltage as shown in Table 1. In latest researches, Hassanalier-
agh et al. proposes a moderate-power system based on solar energy, waking
up automatically and measuring harvested and consumed energy [20]. Though
the platform takes use of DC-DC converter to achieve auto wake up, its effi-
ciency and accuracy is relatively low. Moreover, the PIC controller for the plat-
form measuring consumes high energy of 10 mW, which is not applicable for the
EH-WSN.

3 System Architecture

Because of its importance, we exploit the IEA platform to solve above problems.
According to structures, the platform includes three sections, while according to
functions of circuit, the platform has eight modules.

As shown in Fig. 1, the platform consists three sections: main board, energy
harvesting section, and MCU. The main board (white) contains energy manage-
ment and measurement, sensors, and communication. MCU board is inserted
into the main board only including the minimum system for MCU operation.
For energy harvesting, different energy harvesting modules are capable to attach
to the left part as required. This structure manages IEA to configure MCU types
and energy sources freely for satisfying applications. Eight modules of IEA are
signed with red dotted lines, which is shown in Fig. 2.
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Fig. 1. Picture of the IEA WSN system.

Fig. 2. Hardware structure of the IEA.

1. Energy harvesting module. IEA designs three kinds of modules for energy
harvesting, which can be configured as demands to harvest different kinds of
energy including solar energy, RF energy, and vibration energy.

2. Energy measurement module is managed to measure the harvested and con-
sumed energy and detects the output voltage of each energy harvesting module.

3. Voltage detection and power supply module. IEA has two modes for working:
running mode and undervoltage mode. IEA automatically switches working
modes by voltage supply, and controls LDO to power MCU.

4. MCU module takes usage of the Ultra-low-power MSP430FR6979 chip as
a controller. For improving network security, the AES hardware encryption
module is embedded in chip.

5. Communication module. The SX1211 chip utilized here has reduced the
receiving power to 6.6 mW in contrast to the traditional CC1000 chip with
power of 33.2 mW.

6. Sensors module is companied by a temperature sensor LM94022 and an accel-
eration sensor ADXL327, in addition, expansion slots are provided on the
system to expand other types of sensors.

7. Super capacitor module. As the capacity of common electrolytic capacitor
is not large enough, leading serious waste when the energy is sufficient, the
double-stage capacitors structure is properly designed that when energy is
sufficient, the super capacitor stores the overflow energy on request of insuf-
ficient situation.
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8. Real-time clock (RTC) module manages its own energy supply, keeping a
time about 5 min even in undervoltage mode. For waking nodes in a certain
frequency, RTC controls the super capacitor work under the timing even the
ambient energy is deficiency.

4 System Implementation

4.1 Energy Storage

The storage structure of double-stage capacitor consists of electrolytic capacitor
C1 and super capacitor C2, as shown in Fig. 3.

Fig. 3. Circuit for energy storage.

The electric energy from harvesting modules is stored in capacitor C1 directly.
When MCU detects sufficient energy, the digital potentiometer MCP4011 starts
to charge the Super capacitor C2. The digital potentiometer has to be used
because the capacity of C2 is much larger than that of C1. If C1 and C2 were
directly connected to each other, C1 would be discharged by C2 in an instant,
therefore, it is necessary to use the digital potentiometer to control the charging
speed of C2 to prevent power-down due to excessive charging.

When MCU detects insufficient energy, the power in C2 is boosted to 2.5 V by
the boost circuit SC120 to keep nodes working. There are two common situations.
The first, when MCU performs critical computations and communications, the
voltage of C1 is insufficient to complete the operation, then MCU controls C2
to discharge for completing the key operation. The second, C1 can not reach the
working voltage for a long time, then RTC module controls C2 to discharge for
waking up the system and keeping it running at extreme conditions. The timing
of RTC is preset by MCU at runtime.

We have to consider the capacity of C1 carefully. It would cause nodes failure
to run large tasks due to insufficient energy if it were too small, in the opposite,
too many energy is demanded to charge C1 to reach working voltage, which
requires more time and reduces the response frequency of nodes. The energy in
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capacitance is E = CV 2

2 , therefore, the value of C1 can be calculated by Eq. 1
based on the minimum working voltage Vmin, charging voltage Vc, and operating
energy Es.

Cmin ≥ 2Es

(V 2
c − V 2

min)
. (1)

4.2 Voltage Detection and Power Supply

As the harvested voltage maybe over 4.1 V beyond the MCU enduring limita-
tion, IEA takes usage of LDO to supply the system. For system startup, the
Initialization program consumes more energy, leading decrease of C1 voltage.
However, if we adopted only one voltage detector to control LDO, the voltage
of capacitor C1 would vibrate around the threshold that the system could not
boot properly. Thus, IEA has a R-S trigger circuit to avoid the situation. The
circuit structure, whose function is similar to the Schmitt trigger, is shown in
Fig. 4. This section is composed by voltage detectors of U4(2.0 V) and U5(2.1 V),
an NAND gate U6, and LDO U2. The R-S trigger, composed of detector and
NAND gate, is functioned to control LDO to supply power or not. When the
voltage of C1 exceeds the threshold of the voltage detector U5, the R-S trigger
outputs at a high level, and the LDO starts to output. On the contrary, when
the voltage bellows the threshold of U4, the R-S trigger outputs at a low level
leading LDO close down.

Fig. 4. Circuit for voltage detection and power supply.

4.3 Energy Measurement

It is important for EH-WSN to accurately measure the harvested energy and con-
sumed energy. As the two patterns have totally coincident principle, we describe
the measurement of energy consumption. The circuit of energy measurement is
shown in Fig. 5. The energy in one second is calculated by E =

∫ 1

0
U(t)I(t)dt.

As C1 has a relatively big capacity to manage a stable voltage, we presume the
voltage of C1 varying linearly in a period and the value of U(t) can be approxi-
mately calculated by average. Hence, we can calculate the energy from the value
of

∫ 1

0
I(t)dt, which refers to integral of current. The previous methods exploit



192 Y. Zhang et al.

the current sense circuit to amplify current signals for obtaining a set of discrete
current values, which are added to get points by consecutive sampling of MCU.
However, the shortage of the method lies in that MCU has to wake up, leading
to great power consumption and CPU time, which is not proper to EH-WSN.

Fig. 5. Circuit for energy measurement.

For measuring
∫ 1

0
I(t)dt with the lowest energy, we propose to use High-

Side current sense amplifier and integrating circuit to solve the problem. The
circuit of Fig. 5 includes two sections, wherein the left section is current sense
and amplifier circuit, and right section is integral circuit. When current flows
through the sense resistor Rs of the left side, it produces a slight voltage drop of
VRs = IRs ·RRs, which is amplified by the first stage amplifier U10-B and outputs
to VAmplified. To simplify the calculation, we suppose R1 = R2, R3 = R4 to get
the output value VAmplified = R3

R1
VRs, which is put into the integral circuit of the

right side. In order to simplify the calculation, we suppose R5 = R6, R7 = R8,
then the value VIntegral output to MCU is as shown in formula (2):

VIntegral =
2

R5C3

∫
VAmplified(t)dt =

2R3RRs

R5C3R1

∫
IRs(t)dt. (2)

Suppose the voltage of capacitor C1 refers to Vc(t), then the consumed energy
E(t) at t second is calculated in formula (3):

E(t) =
∫ t

t−1

U(t)I(t)dt =
Vc(t) + Vc(t − 1)

2

∫ t

t−1

IRs(t)dt

=
R3RRs

R1R5C3
· VIntegral · (Vc(t) + Vc(t − 1)).

(3)

Once the resistance is determined MCU is only demanded to measure Vc(t)
and VIntegral once per second and does a simple multiplication to get the con-
sumed energy (J) in one second, which greatly reduces the calculation amount
and wake up time and brings down the power consumption at the same time.
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As measuring once time, the field effect transistor Q1 is responsible to discharge
the capacitor C to reset the measuring value.

The single path quiescent current of the operational amplifier (OA) TSU104
is only 0.58 uA, far less than the conventional current sense chip, and the mea-
surement power is saved effectively. It worth noting that in order to ensure the
Common Mode Range, the MCU is responsible to control the voltage-doubling
circuit to supply the OA and ensures the supply voltage is greater than that
of capacitor C1. In practical, the energy consumption of modules for measuring
depends on the resistance, which requires to balance the relationship of measur-
ing power, measuring range and measuring precision.

5 Evaluation and Experiments

In experiments, firstly, we evaluate the quiescent current of IEA to ensure that
the leakage current is effectively decreased in the situation of undervoltage. Sec-
ondly, we evaluate modules of energy measuring thereof.

5.1 Quiescent Current Test

The quiescent current of each platform in undervoltage situation is shown in
Fig. 6. Here we only measure the quiescent current of the platform (including
energy management, MCU and RF circuit), which is irrelevant to the energy
harvesting section. In order to eliminate the influence of charge current of capac-
itors, the filter capacitors of each platform is removed. As seen from Fig. 6, for
reducing energy consumption and improving efficiency, IEA platform of this
paper consumes much less power under low voltage than that of other energy
harvesting platforms. In fact, the current of IEA at 1.4 V is only 0.31 uA, only
1/55 of WISP nodes.

Fig. 6. Comparison of quiescent current of platforms in undervoltage.
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5.2 Measurement of Energy Consumption

The energy measurement module includes two parts with identical design, which
is harvesting measuring and consumption measuring. In most applications, MCU
is able to predict the energy consumption based on the operation, whereas the
energy harvesting is usually variable and unpredictable, thus we mainly evaluate
the measuring of energy harvesting. As seen from formula (2), the amplification
of current depends on the value of resistance. The larger amplification is capable
to measure tiny changes of current precisely, but the range is relatively small,
while the output value thereof is significantly affected by offset voltage. However,
though the range is larger when the amplification is relatively small, it is difficult
to distinguish small changes of current. In this test, we refers sampling resistance
Rs to 10Ω, R1, R2, R5, R6 is 100KΩ, R3, R4, R7, R8 is 2MΩ, C1 is 2200µF,
C2 is 10 nF, and C3 is 10µF. The accuracy of resistance is 1%, and the accuracy
of capacitance is 5%. According to formula (2), the current amplification factor
is 400 times.

The test environment is as follows: using the signal generator (RIGOL
DG4102) to generate sine wave to simulate the harvested electric energy, and
the voltage is supplied to the IEA platform through the Schottky diode, so as
to prevent the current from flowing back. When IEA platform is in receiving
mode, an oscilloscope (KEYSIGHT MSOX3024A) is used to measure four sig-
nals: input voltage (green), C1 voltage (yellow), current amplified value (pink)
and integral output value (blue). In this environment, the sine wave frequency is
10 Hz, the amplitude is 2.5 to 3.5 V, and the receiving current of IEA platform
is 3.20 mA. The measuring results of oscilloscope are as shown in Fig. 7.

Fig. 7. Harvested energy and signals of measuring modules. The green waves refer to
energy harvesting voltage, the yellow is voltage of captaincy C1, the pink is VAmplified,
and the blue is VIntegral. (Color figure online)

As can be seen from Fig. 7, the charging current can only appear when the
Harvested voltage is higher than the capacitor C1 voltage. The blue waves refer
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to output results of integrator circuits, and MCU read the results and return
it to zero periodically. The measurement results of IEA platform are shown in
Table 2.

Table 2. Energy measurement results of IEA platform

IEA measurement results Actual value Error

Average current 3.1775 mA 3.201 mA −0.7%

Energy acquisition 8.351 mJ 8.514 mJ −1.9%

IEA platform samples the voltage value and the integral output value in a
period of time to calculate energy. As the voltage for calculating energy takes
the average value of the two samplings, it may have a large deviation from
that of the actual voltage, leading to a larger error for energy measurement.
In Table 2, as we seen, the error of energy measurement is −1.9%, whereas the
error of current measurement is only −0.7%. Taking into account of components
drift, temperature drift, errors from operational amplifier and measurement, the
energy measurement error of IEA is within the allowable range.

6 Conclusion

In this paper, we propose a general intermittent energy aware EH-WSN plat-
form (IEA). For improving the intermittent efficiency of energy harvesting WSN,
energy management and measurement circuit is developed on the platform to
switch the power automatically, which is capable to decrease the quiescent cur-
rent below 0.5 uA (1/55 of the WISP nodes) in undervoltage situation. Fur-
thermore, the integral circuit is firstly used to realize the accurate energy mea-
surement. based on above, IEA is applicable to occasions that is insufficient
or unstable of ambient energy, and in demands of multi-hop communication,
such as architecture structure monitoring, and forest carbon sinks, et al. Experi-
ments show that the energy consumption of IEA is superior to the existing WSN
platforms comprehensively. IEA is not only an experimental platform, but also
is practical in applications and will open up a wide range of opportunities for
further studies.
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Abstract. Wireless sensor networks have been widely used in industrial
environment. High reliability and real-time requirement are two main
characteristics of wireless industrial sensor networks. Each flow can be
transmitted to its destination on time by allocation node’s transmission
slots. However, when transmission conflict occurs, the flow may miss its
deadline and generate errors. To address this issue, we introduce MU-
MIMO technique into industrial networks and propose a heterogeneous
network model. Based on this model, we propose a slot analyzing algo-
rithm (SAA) to guarantee the schedulability of networks. In considering
of network cost, SAA also reduces the number of MU-MIMO nodes by
slot analyzing. Evaluation results show the effectiveness and efficacy of
our approach.

Keywords: WSNs · Scheduling · MU-MIMO · Industrial networks

1 Introduction

Wireless industrial sensor networks are emerging as a new generation of com-
munication infrastructure for industrial process monitoring and control [9,13].
Compared to conventional process control systems, industrial wireless sensor
networks have the potential to save costs and enhance reliability. Based on the
features of industrial wireless sensor networks, industrial standards such as Wire-
lessHART [3], ISA100 [1] and WIA are used extensively [10].

Since industrial systems demand a high degree of reliability and real-time
requirements in communications, traditional wireless sensor networks (or WSNs,
for short) cannot be applied directly. We are required to allocate transmission
slots and channels for each node before the system works. Lots of studies focus on
this issue to improve the schedulability of industrial networks [12,14]. However,
the scheduling methods cannot always guarantee the schedulability of networks
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(when several flows are conflicting at one node, low priority flow may miss its
deadline).

To ensure the schedulability of industrial networks, we introduce multi-user
multiple-input and multiple-output (or MU-MIMO, for short) technique into
wireless industrial sensor networks. For a MU-MIMO node with two antennas,
it can receive and send packets simultaneously. The current study makes the
following key contributions:

1. To our best knowledge, this is the first study to solve transmission conflict
problem in industrial networks with MU-MIMO technique.

2. We first propose a CNSA method to obtain the candidate node set, and then
a SAA method has been proposed to improve the schedulability of networks.
SAA also reduces sensor nodes in candidate node set by slot analyzing.

3. The simulation results show that our method can guarantee the schedulability
of networks with MU-MIMO nodes.

The rest of the paper is organized as follows. Section 2 performs a litera-
ture review of previous works. Section 3 presents the system model, which con-
tains network model, fixed priority scheduling policy and MU-MIMO technique.
Section 4 proposes the statement of our problem, and we propose our method
in Sect. 5. Finally, Sect. 6 provides performance evaluation results and Sect. 7
concludes the paper.

2 Related Works

The first real-time transmission scheduling in wireless industrial networks has
been studied in the literature [11], it first formulates the end-to-end real-time
transmission scheduling problem based on the characteristics of WirelessHART
networks, then the authors proof of NP-hardness of the problem. At last, several
scheduling algorithms have been proposed. Based on this study, Refs. [12,14]
study end-to-end delay analysis in WirelessHART networks. Reference [15] ana-
lyzes the schedulability of mixed-criticality industrial networks. However, all
these studies are based on traditional nodes. The sensor node in these networks
can only receive/send one packet at one time slot.

Kong et al. [8] propose a mzig technique to improve the performance of
sensor node. Based on mzig, sensor node can receive several packets at the same
slot. Reference [6] implements a prototype of CrossZig for the low-power IEEE
802.15.4 in a software-defined radio platform. Chen et al. [4] propose an incast-
collision-free data collection protocol, named iCore, to address the many-to-one
collision problem in low-duty-cycle WSNs. However, mzig can not receive and
send several packets at the same time.

The feasibility of employing MIMO technique in WSNs is envisioned in [16].
To reduce date transmission time for mobile date collection, Ref. [17] introduces
MU-MIMO into WSNs. However, only a few studies are focused on MU-MIMO
technique in WSNs. Our research, therefore, addresses the schedulability of wire-
less industrial sensor networks by MU-MIMO technique.
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3 System Model

We consider a heterogeneous wireless industrial sensor network consisting of field
devices (both MU-MIMO sensor nodes and traditional sensor nodes), one gate-
way, and one centralized network manager. Our system consists of three aspects.
We first propose a network model that is abstracted away from mainstream
industrial network standards. Then, we derive FP scheduling in the industrial
network. Finally, in order to improve the schedulability of industrial networks,
we introduce a MU-MIMO technique.

3.1 Network Model

In this subsection, we propose our network model. Without loss of generality,
our model has the same salient features as WirelessHART and WIA, which make
it particularly suitable for process industries:

Limiting Network Size. Experiences in process industries have shown the
daunting challenges in deploying large-scale WSANs. Typically, 80–100 field
devices compose a WirelessHART network with one gateway.

Time Division Multiple Access (TDMA). In industrial wireless sensor net-
works, time is synchronized and slotted. Because the length of a time slot allows
exactly one transmission, TDMA protocols can provide predictable communica-
tion latencies and real-time communication.

Route and Spectrum Diversity. To mitigate physical obstacles, broken links,
and interference, the messages are routed through multiple paths. Spectrum
diversity gives the network access to all 16 channels defined in the IEEE 802.15.4
physical layer and allows per-time slot channel hopping. The combination of
spectrum and route diversity allows a packet to be transmitted multiple times,
over different channels and different paths, thereby handling the challenges of
network dynamics in harsh and variable environments at the cost of redundant
transmissions and scheduling complexity [11].

Handling Internal Interference. Industrial networks allow only one transmis-
sion in each channel in a time slot across the entire network, thereby avoiding
the spatial reuse of channels. Thus, the total number of concurrent transmis-
sions in the entire network at any slot is no greater than the number of available
channels [5].

With the above features, the network can be modeled as a graph G = (V, E,
m), in which the node set V represents the network devices (all sensor nodes in
our model are fixed), E is the set of edges between these devices (transmission
links), and m is the number of channels. The number of sensor nodes is N . There
are two kinds of sensor nodes in our model: ordinary nodes and MU-MIMO
nodes. Each ordinary node in our system is equipped with a half-duplex omni-
directional radio transceiver that can alternate its status between transmitting
and receiving. MU-MIMO nodes can receive and transmit packets from several
paths (the transmission capacity of MU-MIMO node depends on how many
antennas on the node). Each packet transmits though the network under source
routing.
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3.2 Fixed Priority Scheduling in Industrial Networks

In this subsection, we provide an overview of the fixed priority (or FP, for short)
scheduling under wireless industrial sensor networks to analyze system schedula-
bility. FP scheduling is a commonly adopted policy in practice for real-time CPU
scheduling, cyber-physical systems, and industrial networks [7]. In FP scheduling
policy, each job priority is pre-allocated by network controller, and the trans-
mission is scheduled based on this priority.

In wireless industrial networks, some sensor nodes generate sensory data
and transmit it to network destination periodically. Each periodic end-to-end
communication between a source and a destination is called a flow. We denote
the number of flows as n, the flow set can be denoted as F = {F1, F2 . . . Fn}.
The ith flow Fi is characterized by {ti, di, ci, pi}, where ti is the period of Fi;
di is the deadline; ci is the number of hops from the source to the destination;
and pi is the transmission path of Fi. We assume the priority of each flow is
the same with its number. That is F1 has the highest priority in the network.
There are two kinds of delay in industrial wireless sensor networks, which can
be summarized as follows:

1. Channel contention: each channel is assigned to one transmission across the
entire network in the same slot.

2. Transmission conflicts: whenever two transmissions conflict, the transmission
that belongs to the lower-priority job must be delayed by the higher-priority
one, regardless of how many channels are available. It is important to note
that one node can perform only one operation (receiving or transmitting) in
each slot.

In real-time system, one task is schedulable when it can be executed com-
pletely before its deadline. Hence, the flow could be scheduled when all the
packets generated by the flow can arrive destination before their relative dead-
lines. Then we define the network is schedulable as all flows in a network can be
scheduled.

3.3 MU-MIMO in Industrial Networks

Industrial networks as a form of WSNs applications has higher requirements on
real-time and reliability, we introduce Multi-user multiple-input and multiple-
output (MU-MIMO) technique into industrial networks. MU-MIMO is promising
for wireless transmissions since they can improve the average user spectral effi-
ciency [18]. By mounting multiple antennas on a single sensor node, it can receive
and transmit simultaneously. The feasibility of employing MU-MIMO technique
in wireless sensor networks is envisioned in [17].

Figure 1 is an example of MU-MIMO node deals with transmission conflict.
F1 and F2 send packets to the same destination simultaneously. We introduce
MU-MIMO to solve this issue. The flows can be scheduled by replacing V 3 with
MU-MIMO node. In considering of the power consumption and cost of MU-
MIMO node is much higher than normal node, we cannot deploy MU-MIMO
node in the entire network.
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Fig. 1. An example of MU-MIMO Anode deals with transmission conflict.

4 Problem Statement

Given a wireless industrial sensor network G = (V, E, m), the flow set F and
the FP scheduling algorithm, our objective is to improve network schedulability
by using a few number of MU-MIMO nodes. We first analyze the schedulability
of the network. Then if the network cannot be scheduled, we replace several
node with MU-MIMO nodes and guarantee the network can be scheduled. The
challenges for this issue are listed as follows,

1. When the network is deployed We can easily determine which flow misses
its deadline. However, each flow’s schedulability is interrelated with others.
Then, how can we decide which nodes should be replaced with MU-MIMO
nodes?

2. As described in the previous section, the power consumption and cost of
MU-MIMO node is much higher than normal node. It’s unreasonable and
unworthy to deploy a lot of MU-MIMO nodes when the network can be
scheduled. Hence, how to meet the requirements of networks with a small
number of MU-MIMO nodes is another challenge for this issue.

5 Algorithm

In this section, we study the issue of how to improve network schedulability with
the a small number of MU-MIMO nodes. We first screen out the nodes may be
replaced with MU-MIMO nodes and define candidate node as follows:

Definition 1 (Candidate Node). We define candidate node as the node which
can occur transmission conflict. As Fig. 1 shown, the path of F1 and F2 intersect
at V 3, transmission conflict may occurs at this node. Then V 3 is a candidate
node.

After obtain the candidate node set, we then determine witch node should
be replaced.
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5.1 Searching Candidate Node

Industrial network consists by a lots of sensor nodes, we study how to select can-
didate nodes in this subsection. Transmission conflict occurs at the path overlap
of flows. As Fig. 2 shown, there are two types of overlaps (without considering
the flow’s direction).

Fig. 2. Transmission conflict.

Lemma 1. When the paths of flows have overlapping region, the overlap nodes
are the candidate of MU-MIMO nodes. We denote the candidate node set as Λ,
hence, the node on each flow’s path can be denoted as λi.

Proof. Transmission conflict can only occur at the overlapping region obviously.
We can solve this issue by MU-MIMO nodes. We have account for the conflicts
caused by the first type with Fig. 1. For the transmission conflict caused by the
second type, as Fig. 2 shown, there are two nodes (V 1 and V 2) on both F1

and F2 in the second type of overlap. When the transmission conflict occurs at
this part, we can improve the schedulability by replacing both V 1 and V 2 with
MU-MIMO nodes. Hence, when the paths of flows have overlapping region, the
overlap nodes are the candidate of MU-MIMO nodes.

Hence, we propose a Candidate Node Searching Algorithm (or CNSA, for
short) to search the set of candidate node as follows,

Algorithm 1. Candidate Node Searching Algorithm
Require: F;
Ensure: the candidate node set Λ = {λi}, i ∈ F ;
1: for each flow Fi do
2: if node nk is the overlap node then
3: nk join Λ;
4: end if
5: end for
6: return Λ;

We search the candidate nodes by traversing the paths of flows in the entire
network, if the node is not noly on one flow’s path, we join this node into the
candidate node set Λ. Obviously, the time complexity of CNSA is O(F 2).
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5.2 Reducing Candidate Node Set

After obtaining candidate node set, we reduce the number of nodes in this set to
lower network cost. Since not all candidate node could occur transmission con-
flict, we then analyze the schedulability of industrial networks in one superframe
(we can obtain superframe as the lowest common multiple of ti, i ∈ F ).

The flows may be conflicted when they have path overlaps. As Fig. 3 shown,
two periodic flows transmit on the network, and they conflict at the second
and third slots in the first period. There are two kinds of methods to address
transmission conflict. The first method is to adjust slots allocation. However,
this is unsuitable for the network which can not be scheduled (in this example,
the network cannot be scheduled if the deadline of Fi is 4); The other method is
to reallocate slots for each node after replacing conflict nodes with MU-MIMO
nodes (in this example, the network can be scheduled when we replace node V 5
with MU-MIMO node).

(a)

(b) (c)

Fig. 3. Conflict analyzing.

Then we propose a Slot Analyzing Algorithm (or SAA, for short) to improve
the schedulability of networks by replacing nodes in Λ with MU-MIMO nodes.
When the network cannot be scheduled, we need to improve the schedulability
by MU-MIMO nodes. Since MU-MIMO nodes support receive/send packets at
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the same time slot, we first allocate slots for each node without considering
transmission conflict (we allocate channel for each translation by FP scheduling
policy). Then we replace conflict nodes with MU-MIMO nodes to guarantee
network schedulability. Obviously, it is unnecessary and high-cost to replace all
the nodes in candidate node set. Hence, SAA reduces the number of MU-MIMO
nodes in Λ by slot analyzing. The pseudo code of SAA is as follows,

Algorithm 2. Slot Analyzing Algorithm
Require: the characters for each flow Fi; the candidate node set Λ = {λi}, i ∈ F ;
Ensure: the schedulability of networks;
1: reallocation slots for each nodes.
2: for each flow i do
3: if the flow cannot be scheduled then
4: find the intersection nodes and reallocate slots for Fi without considering

transmission conflict.
5: else
6: retain the original allocation.
7: end if
8: end for
9: for each node λi ∈ Λ do

10: if λi has two or more than two transmissions in the same time slot in one
superframe then

11: λi need to be replaced;
12: else
13: remove λi out of Λ;
14: end if
15: end for
16: return Λ;

We reallocation the transmission time slots for each node by the schedu-
lability of each flow (lines 1–8). If the flow cannot be scheduled, we find the
intersection nodes and reallocate slots for this flow without considering trans-
mission conflict. Otherwise, we retain the original allocation. Then we analyze
transmission slot for each node in Λ (lines 9–16). When the node in Λ has more
than one transmission at the same time slot, that is transmission conflict occurs
at this node. We need to replace this node with MU-MIMO node. Otherwise, we
remove this node out of Λ. At last, we return Λ as the nodes which need to be
replaced. Obviously, we can obtain the theorem as follows,

Theorem 1. The network can be scheduled with SAA when the number of chan-
nels is no less than the number of flows (m¿n).

Proof. When there are k flows conflict at node A, we denote the flow with the
highest priority as F1, and the flow with the lowest priority as Fk. F1 transmits
firstly and cannot be delayed at node A. Otherwise, the other flows must wait
to F1 and may generate delay. For flow Fi, i ∈ k, it will miss its deadline and
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cannot be scheduled when ci + deli > di, where del is the delay slots. By SAA,
we can eliminate delays caused by transmission conflicts. k flows can transmit
simultaneously when m > n. Since each flow’s transmission hops c is not larger
than its deadline d. We can guarantee all the flows can be scheduled. Hence,
the network can be scheduled with SAA when the number of channels is no less
than the number of flows.

6 Experiment

In this section, we conduct experiments to evaluate the performance of our pro-
posed methods. Our approach is compared with the traditional FP algorithm
without MU-MIMO nodes. We compare both accept ratio and the number of
MU-MIMO nodes. We use accept ratio to represent the schedulability of net-
works. When all flows can be scheduled, the accept ratio is 1, else is 0. To illus-
trate the applicability of our method, for each parameter configuration, several
test cases are generated randomly.

Our simulations also use the utilization u to control the workload of the
entire network. To make flow sets available, we specify the network utilization
U =

∑
ui(U < 1), and the UUniFast algorithm [2] is used to generate each

flow’s utilization ui (ui = ci
ti

). The result generated by the UUniFast algorithm
follows a uniform distribution and is neither pessimistic nor optimistic for the
analysis [2].

As Fig. 4(a) shown, network accept ratio is decreased by FP scheduling policy
(n = 15, N = 50, m = 16). That is because the idle resources are reduced when
network utilization increased. The latency tolerance of packet is reduced with
the idle resources. The network can be scheduled under SAA in any situations
by increasing the number of MU-MIMO nodes. Figure 4(b) is the relationship
between the number of MU-MIMO nodes and utilization. Obviously, SAA can
reduce the number of MU-MIMO nodes on the premise of the network is schedu-
lable. However, neither the number of candidate nodes nor MU-MIMO nodes
have an obvious tendency. That is because network utilization not only about
the period of flow (t) but also transmission hops (c). We need to regenerate
transmission path for each flow to satisfy network utilization. Hence, the num-
ber of candidate nodes is up and down. Because of MU-MIMO node is chosen
from the candidate node set, the number of MU-MIMO nodes is always less than
the number of candidate nodes.

We repeat this simulation for the situation that all flows can be scheduled as
Fig. 5 shown. The number of candidate nodes is fixed when we increase network
utilization by only adjusting the period of flow (that is because there is only one
test in this simulation, and each flow’s transmission path does not vary). At the
beginning, there is no MU-MIMO node in the network since the network can be
scheduled without MU-MIMO nodes. When we increase the network utilization,
transmission conflict occurs. To guarantee the schedulability of system, we need
more MU-MIMO nodes in this system.

The relationship between accept ratio/the number of MU-MIMO nodes and
the number of flows are shown in Fig. 6 (U = 0.3, N = 50, m = 16). The accept
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(a) (b)

Fig. 4. Relationship between accept ratio/the number of MU-MIMO nodes and net-
work utilization.

Fig. 5. Relationship between the number of MU-MIMO nodes and network utilization.

ratio is reduced with the number of flows under FP scheduling policy. In addition,
both the number of candidate nodes and MU-MIMO nodes are increased with
the increasing of flows. The reason is the number of intersections is increased with
the number of flows, which occurs more transmission conflicts in the network.
The network needs more MU-MIMO nodes to guarantee the schedulability of
networks.

Figure 7 are the relationship between accept ratio/the number of MU-MIMO
nodes and the number of nodes (U = 0.3, n = 15, m = 16). All these results can
illustrate that SAA can guarantee the schedulability of networks. In addition,

(a) (b)

Fig. 6. Relationship between accept ratio/the number of MU-MIMO nodes and the
number of flows.
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(a) (b)

Fig. 7. Relationship between accept ratio/the number of MU-MIMO nodes and the
number of flows.

the number of MU-MIMO nodes is no larger than the number of candidate nodes
no matter under which conditions.

7 Conclusion

In this paper, we make key contributions to real-time transmission scheduling in
wireless industrial sensor networks: (1) we first introduce MU-MIMO technique
into industrial networks and analyze the characters of MU-MIMO node in indus-
trial networks; (2) we analyze the transmission paths and obtain the candidate
node set; (3) based on the characters of MU-MIMO node, we propose SAA to
guarantee the schedulability of networks, in addition, SAA can also reduce the
number of candidate nodes. Simulation results show that our scheduling algo-
rithm and analysis have more performance than existing scheduling policy. In
the future work, we will study the schedulability of industrial network under the
condition of limited number of antennas, and implement it in a real network.
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Abstract. In the marine wireless sensor networks, marine sensors col-
lect multidimensional data such as temperature, salinity, dissolved oxy-
gen and chlorophyll concentration in the ocean using a single hardware
unit for further statistical analysis. Once these data are collected, they
will be sent to the satellites or vessels for scientific information processing
purposes, e.g. computing the mean, the variance and making regression
analysis. Verifiable computation (VC) always allows the computationally
weak parties to execute computing function operations over outsourced
data sets or perform data sets towards outsourced functions to the cloud
and still provides an efficient way to verify the returned result, which is an
important issue in marine wireless sensor networks. However, the ocean-
going voyage vessels always have low computational abilities, in such a
way that they may outsource some computations (that need expensive
computation costs by themselves) to the data center on the land (e.g.
cloud). The computational results cannot be used directly since the cloud
may return an incorrect outcome for some profits. Hence, we design a
secure publicly VC protocol called DM−PVC, which supports both pub-
lic delegation and public verifiability properties and tackles outsourced
functions and outsourced data sets in a combined way. We additionally
prove the proposed DM−PVC secure in the random oracle model and
evaluate its performance in the end.

Keywords: Marine wireless sensor networks · Dual-Mode · Outsourcing
computation · Verifiable computation · Provably secure

1 Introduction

In marine wireless sensor networks (WSNs), marine sensors need to collect mul-
tidimensional oceanic data such as temperature, dissolved oxygen, salinity, and
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 210–219, 2017.
DOI: 10.1007/978-3-319-60033-8 19
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the PH value by a single and small hardware unit [1,2], These collected data
sets are usually used to monitor the immediate or long-term changes of ocean
along with further information processing such as the sum, the mathematical
expectation, the variance and more complicated computing functions [3]. For
instance, the marine sensors probe the dissolved oxygen of the water per hour
and generate a data set including 24 records a day for statistical analysis.

After completing the data collection, the marine sensors send them to a cen-
tral node (e.g. a base station or a buoy collector) [4]; then the central node will
forward them to scientific vessels or satellites through the wireless networks. This
aims to carry out further immediate scientific experiments and detect the instan-
taneous changes of ocean through a variety of computations [5]. But, these ocean-
going vessels are not usually equipped with high-quality computation devices.
For this reason, they outsource such computations (that needs expensive costs)
to the data center on the land (e.g. cloud) [6] and expect to receive correct
computational result. Usually, the computational operations performed by the
vessels mainly come from two types:

(1) computing function operations over the outsourced data sets [7,8];
(2) inputting the data sets into the outsourced functions [9,10].

However, the cloud may return an incorrect answer of the computational prob-
lem for some profits, thus an efficient solution to check the correctness of result
is needed. This motivates the occurrence of verifiable computation (VC) proto-
col [9,11,12], which allows resource-constrained parties to outsource computa-
tions and additionally provides an efficient way to verify the result.

Figure 1 gives a concrete publicly VC example in marine WSNs. Generally
speaking, a fleet composed up of a pilot vessel and many non-pilot vessels out-
source computations to the cloud, and are willing to verify the result’s cor-
rectness. Firstly, the pilot vessel does a one-time investment to initialize the
VC service, and sends the related system parameters to the cloud, as well as
other vessels. Then, any vessel in this fleet can outsource a function and a data

Fig. 1. Publicly verifiable computation protocol in marine wireless sensor networks.
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set altogether as inputs to generate a problem description (i.e. public dele-
gation) [13], hence the computations over the outsourced data and the data
sets outsourcing towards the outsourced function can be performed at the same
time (i.e. dual-mode verifiable computation). Upon receiving the problem
description, the cloud executes computations and generates a problem answer
back to the delegating vessel. Finally, the vessel or anyone who holds verifica-
tion information granted by the delegating vessel (i.e. public verifiability) can
check the correctness of the result [13].

However, we find previous VC protocols cannot be direct applicable to the
above example in marine WSNs. On one hand, some only consider either com-
putation delegations over outsourced data sets [7,8] or data sets outsourcing
towards outsourced functions [9,10,13]. On the other hand, some [7,9,11,14]
only allow the delegating client itself to verify the results (i.e. private verifiabil-
ity) and fail to support the public delegatable property. To tackle this problem,
we aim to design an efficient VC protocol to meet the essential requirements.

Our Results. Our contributions can be summarized as follows:

– We present a dual-mode publicly verifiable computation protocol in marine
wireless sensor networks: DM−PVC, which;

• tackles both outsourced function and outsourced data sets;
• supports both public delegation and public verifiability.

– The DM−PVC protocol can additionally be proven provably secure in the
random oracle model along with its performance evaluation.

Further to say, the DM−PVC can be viewed as a hierarchical publicly VC
protocol towards only outsourced function. Since the subjective function accepts
the outsourced data can be seen as a hierarchical access control procedure.

Organization. Section 2 describes some background knowledge. The designed
DM−PVC protocol is presented in Sect. 3 and its security analysis is provided
in Sect. 4. Section 5 gives the performance evaluation and Sect. 6 concludes this
work.

2 Preliminaries

2.1 Notations

We denote by x, y, z
$←− S that all x, y, z are picked independently and uniformly

at random from a set S. By PPT, we denote a probabilistic polynomial-time
algorithm. We use · to denote multiplication (or group operation) as well as
component-wise multiplication.

2.2 Access Structures

Definition 1. [15] A (monotone) access structure A = (M�×�′ , ρ) for set uni-
verse U consists of a matrix consisting of elements over Zp along with a map
ρ : [�] → U . We may hold the fact for an attribute set ψ ⊆ U :

Aacceptsψ ⇐⇒ 1 ∈ span〈Mψ〉.
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Here, 1 = (1, 0, . . . , 0) ∈ Z
�′
p is a row vector; as Mj represents the j′th row

vector of matrix M, a linear span span〈Mψ〉 is a collection of vectors Mψ =
{Mj : ρ(j) ∈ ψ} over Zp.

Since any polynomial function can be realized and moreover described by a
(monotone) access structure, we hence use the access structures to symbolize
the aiming outsourced functions F throughout this paper.

2.3 Underlying Cryptographic Assumption

Let G,GT be multiplicative groups of prime order p, and g is a generator of
group G. An efficient computable map e : G×G → GT is an admissible bilinear
map if satisfies:

(1) Bilinearity. gT = e(g, g) where gT is a generator of group GT ;
(2) Non-degeneracy. e(g, g) 
= 1GT

.

2.4 Dual-Mode Public Verifiable Computation

A DM−PVC protocol consists of the following four PPT algorithms:

– KeyGen(F, ψ, 1λ) → (pkF,ψ,ekF,ψ) : This algorithm takes a function F and an
outsourced data set ψ along with a security parameter as input, and outputs
a public key pkF and an evaluation key ekF.

– ProbGen(pkF, ω, G) → (σω,G,vkω,G) : This algorithm takes the public key pkF

to encode an input ω into a problem description σω,G and a verification key
vkω,G.

– Compute(ekF,ψ, σω,G) → σoutput : This algorithm inputs the evaluation key
ekF,ψ and the public value σω,G, to compute a value σoutput.

– Verify(vkω,G, σoutput) → output : Input the verification key vkω,G and the
worker’s input σoutput, computes a string output ∈ {0, 1}∗ ∪ {⊥}1.

Correctness. For any security parameter λ, any outsourced function F ∈ F and
any outsourced data set ψ ∈ U ′, and for any objective data set ω ∈ U and any
subjective function G ∈ F ′, then

Pr

[
Verify(vkω,G, σoutput) = F(ω, G)

∣∣∣∣∣ (σω,G,vkω,G)
$←− ProbGen(pkF, ω, G)

σoutput
$←− Compute(ekF,ψ, σω,G);

]
= 1

3 Dual-Mode Publicly Verifiable Computation Protocol

Inspired by the work on dual-policy attribute-based encryption (ABE) [16] and
the introduced relationship between key-policy ABE and publicly VC [13], we
present the first publicly VC protocol towards both outsourced functions and
outsourced data sets altogether.
1 The “⊥” considers that the verification algorithm reject the worker’s answer σoutput.
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3.1 System Initialization Phase

On input an outsourced function F ∈ F with input size n, assume two hash
functions Hash : Zp → G and Hash′ : Zp → G. The pilot vessel picks g, ḡ

$←− G

and s, s̄, α, ᾱ
$←− G. Then generate two key-pairs

mpk := (g, e(g, g)s, gα,Hash,Hash′) and msk := (γ, α);

mpk := (ḡ, e(ḡ, ḡ)s̄, ḡᾱ,Hash,Hash′) and msk := (γ̄, ᾱ).

3.2 Evaluation Key Generation Phase

For an access structure A
′ := (N,π) where N ∈ Z

�′×k′
p and π : [�′] → [n′] of an

encoded objective outsourced function F ∈ F , and a subjective outsourced data
set ψ ⊂ U ′, pick a random vector v $←− Z

k′
p such that 1v = γ + αr for r

$←− Zp

and set ηi = Ni · v, i ∈ [�′]. Output

skF,ψ : =
(
K, {Kx}x∈ψ, {K ′

i, K ′′
i }i∈[�′]

)
=

(
gr, {Hash(x)r}x∈ψ, {gηiHash′(π(i))−ri , gri}i∈[�′]

)
.

Similarly, we obtain the corresponding secret key skF̄,ψ
2 for the complement

function (F̄) of the outsourced function F as

skF̄,ψ : =
(
K̄, {K̄x̄}x̄∈ψ, {K̄i, K̄ ′

i}i∈[�̄′]

)
=

(
ḡr̄, {Hash(x̄)r̄}x̄∈ψ, {ḡη̄iHash′(π̄(i))−r̄i , ḡr̄i}i∈[�̄′]

)
.

Hence, output the public key and the evaluation key as

pkF := (mpk,mpk) and ekF := (skF,ψ, skF̄,ψ).

3.3 Problem Generation Phase

On input the objective data set ω ⊂ U and the access structure A := (M,ρ)
where M ∈ Z

�×k
p and ρ : [�] → [n] of an encoded subjective function G ∈ G, pick

a random vector u $←− Z
k
p such that 1u = s for s

$←− Zp and set λi = Mi ·u, i ∈ [�].
Sample two equal-length messages M,M and output

ctω,G : =
(
C, C ′, {Ci}i∈[�], {C ′′

x}x∈ω

)
=

(M · e(g, g)s, gs, {gαλiHash(ρ(i))−s}i∈[�], {Hash′(x)s}x∈ω

)

2 Here, we denote “xx” as the related variables belonging to skF̄,ψ. Note that skF,ψ and
skF̄,ψ are pair-wise independent since all related “xx” and “xx” are independently
and uniformly distributed. Here we omit the descriptions on the sampling process.
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and similarly we generate ctω,G
3 by using mpk

ctω,G : =
(
C̄, C̄ ′, {C̄i}i∈[�], {C̄ ′′

x}x∈ω

)
=

(M · e(ḡ, ḡ)s, ḡs, {ḡαλiHash(ρ(i))−s}i∈[�], {Hash′(x)s}x∈ω

)
Hence, output the problem description and the verification key as

σω,G := (ctω,G,ctω,G) and vkω,G := (H(M),H(M))

where H is a one-way function.

3.4 Compute Phase

Upon the problem description σω,G and the evaluation key ekF,ψ, compute

M′ ← C ·

∏
i∈{i|ρ(i)∈ψ}

(
e(Ci,K) · e(C ′,Kρ(j))

)ui

∏
j∈{i|π(i)∈ω}

(
e(K ′

j , C
′) · e(K ′′

j , C ′′
π(j))

)vj

and

M′ ← C̄ ·

∏
i∈{i|ρ(i)∈ψ}

(
e(C̄i, K̄) · e(C̄ ′, K̄ρ(j))

)ui

∏
j∈{i|π̄(i)∈ω}

(
e(K̄ ′

j , C̄
′) · e(K̄ ′′

j , C̄ ′′
π̄(j))

)vj
.

Output the problem solution σoutput := (M′,M′
).

3.5 Verification Phase

On input vkω,G :=
(
H(M),H(M)

)
and σoutput := (M′,M′

). Output

output :=

⎧⎨
⎩

0, ifH(M′) = H(M) and H(M′
) 
= H(M);

1, ifH(M′
) = H(M) and H(M′) 
= H(M);

⊥, otherwise.

4 Security Analysis

4.1 Correctness

Based on the correctness of the dual-policy attribute-based encryption [16] along
with our modified transformation between ABE and publicly VC in terms of [13],
the correctness follows straightforwardly when both the following two conditions
hold: (1) the outsourced function F accepts the data set ω; and (2) the outsourced
data set ψ satisfies the function G.
3 Similar to producing skF̄,ψ, we use “xx”-type variables to generate ctω,G.
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Remark 1. The verifiability of DM−PVC is mainly against outsourced function
since the concept of the complement data sets of ψ does not make sense in
practice compared to F̄. Hence, our DM−PVC can serve as a hierarchical pub-
licly VC protocol towards just outsourced function, which thinks that subjective
function accepts outsourced data set as a hierarchical access control condition.

4.2 Security Proof

Theorem 1 (Main Theorem). Let F be a class of boolean functions, and
F̄ = {F̄ |F ∈ F} be a class of the complement function F̄ of each function F and
the class of the outsourced data set U ′ = {ψ|ψ ∈ U ′}, and H be any one-way
function. Suppose the q-BDHE assumption holds, then the DM−PVC protocol
in Sect. 3 is secure.

Due to space, we refer the reader to the full version for the proof.

5 Performance Evaluation

In this section, we give the time and size efficiency analysis for DM−PVC.
Table 1 gives the size calculations and Table 2 lists the dominant time operations
(i.e. pairing, exponentiation, multiplication) in group.

Based on NIST recommendation [17], the work [18,19] give a Charm-crypto
Benchmark with Python language that is instantiated with a virtual machine
running Ubuntu 12.04 with 1 GB memory in VMWare in a MACbook Air ruining
Intel i5@1.8 GHz and 4 GB memory. We may employ the asymmetric bilinear
group e : G1 ×G2 → GT instead of symmetric bilinear group e : G×G → GT to

Table 1. Size analysis of our DM−PVC protocol

Description Sizes

pkF Public key 4|G| + 2|GT |
ekF Evaluation key (4� + 2n + 2)|G|
σω,G Problem description (2� + 2n + 2)|G| + 2|GT |
vkω,G Verification key 2|G|

Table 2. Group operations analysis in each phase of our DM−PVC protocol

Operations

System initialization 2Pairing + 2Exp
GT

+ 2Exp
G

Evaluation key generation (6� + 2n)Exp
G

+ (2n + 2�)Hash + 2�MulG

Problem generation (4� + 2)Exp
G

+ (2� + 2n + 2)Hash + 2�MulG

Compute 8nPairing + 2nExp
GT

Verification 2Hash
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realize the DM−PVC protocol, in order to evaluate its enjoyable performance
run faster in practice. Assume the size of the data set ψ, ω are n and let �, �′

be 10 and the employed elliptic curve [20] is “SS512”, we give the actual size
evaluation in Fig. 2 and time efficiency simulation in Fig. 3.

0 20 40 60 80 100
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Number of Datas in the Data Set

S
iz

e 
in

 K
B

yt
es

 (K
B

)

Public Key and Verification Key Size

Verification Key Size
Public Key Size

0 20 40 60 80 100
0

5

10

15

20

25

30

35

40

45

50

Number of Datas in the Data Set

S
iz

e 
in

 K
B

yt
es

 (K
B

)

Evalation Key and Problem Description Size

Evaluation Key Size (l=10)
Problem Description Size (l=10)

Fig. 2. The size efficiency of the DM−PVC protocol.
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6 Conclusion

In this paper, we proposed a VC protocol in marine WSNs, which supported pub-
lic delegation and public verifiability over outsourced functions and outsourced
data sets in a combined way. We additionally proved the proposed protocol
secure and evaluated its performance. However, the clients may outsource multi-
ple functions to the cloud altogether, we leave the DM−PVC protocol towards
multi-functions as the future work.
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Abstract. In hybrid wireless sensor networks (WSNs) sensors can be
divided into two categories as static or mobile sensors, where mobile sen-
sors can move to collect the information from static sensors. A challenge
in hybrid WSNs is to make the best use of sensor’s energy and thus to
prolong the network lifetime. To address this challenge, we aim to sched-
ule mobile sensors by applying techniques derived from genetic algorithm
in order to balancing the energy consumption of mobile sensors. The net-
work, where static sensors are deployed, are divided into relatively small
regions. Thereafter, we adopt our technique to allocate these regions to
each mobile sensor, while ensuring the fact that energy consumption of
each mobile sensor is relatively close to each other. Experimental evalu-
ation shows that our technique can effectively balance the load of each
mobile sensor, and thus, prolong the networks lifetime.

Keywords: Wireless Sensor Networks · Mobile sensors · Energy-
balanced · Genetic algorithm

1 Introduction

Hybrid Wireless Sensor Networks (WSNs) have been widely used in many
domains, such as the flood or disaster control [6], military surveillance, under-
water environment monitoring and so on. And sensors have been looked on as
services [8]. Sensors which play an important role in WSNs aim to collect various
types of information from their surrounding, and they also have rich properties,
such as the communication and movement abilities. Sensors have mostly limited
energy, and energy harvesting may not be convenient, or impossible, in certain
situations. In this setting, the strategy that can prolong the network lifetime
while satisfying the requirement of certain applications is needed.
c© Springer International Publishing AG 2017
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Sensors can be categorized as mobile sensors and static sensors. Intuitively,
static sensors aim to collect sensory data from their surrounding environment,
while mobile sensors are to gather and aggregate sensory data provided by sta-
tic sensors. The usage of mobile sensors to collect data can efficiently improve
the network ability, and much effort has been proposed to adopt mobile sen-
sors for facilitating sensory data gathering. In [3], mobile sensors collect sensory
data provided by static sensors by estimating the value of sensory data through
adopting a relatively simple model. The authors in [7] have discuss that mobile
sensors collect data based on clusters. Specifically, sensory data in each cluster
is divided to be collected. It means that mobile sensors need not to traverse all
static sensors. Instead, they only need to pass some positions and gather sensory
data that have been collected and assembled. Note that this strategy may accel-
erate energy consumption of static sensors, since sensory data are required to
be assembled after the data gathering phase. In [10] data transmitting between
each static sensors is prohibited, and mobile sensors can collect sensory data
from static sensors. A mobile sensor contains more energy than that of static
sensor, and mobile sensors are undertaking more tasks in WSNs. We define in
this paper the lifetime of the network is the time when the first mobile sensor
depletes its energy. In order to prolong the lifetime of network, we must concern
about the energy consumption of each mobile sensor, and try to ensure that the
energy consumption is relatively equivalent for all mobile sensors.

In this article we propose to balance the energy consumption of mobile sensors
for prolonging the network lifetime. Sensors in this paper are non-rechargeable
unlike in [4]. To support the time-aware domain applications, static sensors sense
and gather sensory data, while mobile sensors collect and aggregate sensory data.
Generally, more energy should be consumed for the movement of mobile sensors
than that for sensory data collection. The main contributions of this article are
summarized as follows:

– A non-complete graph is adopted to describe the network region based on
region dividing. A graph consist of a set of vertices and a set of edges. The
whole WSNs region is divided into many small cells firstly. Then each small
cell region is looking on as a vertex, and a appropriate distance between
any two cells is looking on as edge of two vertices. Compared with other
researches that also have divided the WSNs region, the concept of graph we
have introduced can clearly shows the information of a WSNs region and it
simplify the question.

– Time constraint is considered for setting the number of mobile sensors. In
authenticity, there may have some constraints on time spending when all
static sensors have upload their data to mobile sensors once. Setting a suitable
number of mobile sensors is paramount. We propose a inequation to calculate
a congruous value that satisfy the time constraint.

– An energy balanced scheduling for mobile sensors is proposed. We define each
vertex a weight in graph, it represent the number of static sensors contained in
a small cell region. Then we use our technique that inspired by some heuristic
algorithms like Genetic Algorithm (GA) to schedule routes for each mobile
sensor considering energy balance.
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The evaluation results show that by applying the technique into the WSNs
region, the energy consumption of each mobile sensor is similar, that means no
sensors could use out of its energy quickly than others and the network is stable
and its lifetime is prolonged.

This paper is organized as follows. Section 2 introduces the region divid-
ing mechanism. Section 3 introduces the routing mechanism for mobile sensors.
Section 4 evaluates the procedure developed in this paper, and Sect. 5 makes a
conclusion of our work.

2 Networks Region Dividing Mechanism

In this section, we present the first step of our technique, to divide the whole
region into pieces and then abstract them into a graph. Dividing can simplify
the workload of network. A graph can clearly describe the information in WSNs.
Table 1 are some symbols and notations used in subsequent sections. There are
three sub-steps in this section.

First step is to divide the monitored region S into many small regions. We
consider the region is obstacles free. Sensors are randomly distributed in region S,
in some areas it may be dense and other areas it may be sparse. After deployment,
sensors position will be fixed and their position information can be get. To

Table 1. Symbol list and notations

Name Description

S The WSN region with n static sensors and m mobile sensors, while n is
much larger in number than m in real-world application scenarios

r The communication radius of mobile sensors

gi gi is the small monitored region, where all regions are equal in size

gSide gSide is the side length of gi

m The number of mobile sensors

mi The mobile sensor which would work in the ci (where i ∈ (0, m])

ci The cluster i (where i ∈ (0, m])

ci.gnum It contain the number of gi’s for which one mobile sensor is responsible to
collect data

Egi The energy consumption of a mobile sensor when gathering data sensed by
static sensors in the cluster ci

Emi The energy consumption of a mobile sensor when moving within a cluster ci

uEm The energy consumption of a mobile sensor when moving from a gi to its
adjacent gj

ci.EC The energy that a mobile sensor consumes when it traverses all small
regions in the cluster ci for collecting data sensed by static sensors. ci.EC is
composed of Emi and all gi.Eg where the small region gi belongs to the
cluster ci
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manage the mobile sensors and static sensors we divide the region into small and
equal size and shape cells. In each small cell, it may contains more or less some
static sensors. It is obvious that each static sensor has its own ID, and with the
help of GPS technique, we can know which cell a sensor belongs to. Concerning
that the communication radius of mobile sensor is r, the length of small region
gSide should be less than

√
2r, so when a mobile sensor moves towards a small

rectangular region and stops at the center of the region, it can communicate with
all static sensors in this area and collect informations. On the other hand, the
length should not be so small, or mobile sensor would consume more energy on
traveling. It needs to be emphasized that the region S is relatively a big region,
it is necessary to divide S into small regions. If S is a

√
2r× √

2r region, it only
needs one mobile sensor to collect data from the region.

The next step is to abstract the region S into a graph. To simplify the
problem we use the concept of graph. A graph G is a set of vertices V e and a
set of edges E, shows the relationship between these vertices. It can be shown
as G = (V e,E). A graph can be divided into complete graph and non-complete
graph. In a complete graph every vertex has a relation to every other vertex. To
better understand over scenario we model our problem as a non-complete graph
in which the cells represent vertices of the graph and a appropriate distance
between these cells represents the edges between these vertices. We propose that
when a mobile sensor moves from one small cell region to another, it is the best
way to stop at the center of the region. It would cover with all the static sensors
in the area most possibly. Figure 1 shows that if a mobile sensor does not move
to the centre of a small cell region maybe it would not cover with all this region.
So we define that the distance between the center of two small cell regions is the
corresponding distance of two vertices.

In addition, we assign each vertex a weight which is related to static sensors
number contained in cell itself. This concept is very important for our research.
It represent the ability on energy consumption. As we have mentioned above,

Fig. 1. An example of networks region, the black dot and black line are the graph
transform from region, each dot represents the vertex and line represents the edge
between vertices, each vertex has a weight in proportional to the number of static
sensors. Signal like N1 and N2 and so on are the serial number (SN) of vertex.
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static sensors are randomly deployed in the region, each small cell region includes
different number of static sensors. We define that the weight of a vertex is the
number of static sensors deployed in this cell region. Larger weight values means,
the more energy a mobile sensor would consume when visiting the area for gath-
ering information. After above working, now we have put all the information
of the region S into a graph. Figure 1 shows an example of graph, it is a non-
complete graph transfer from an rectangle region which we have divided it into
12 pieces of cell region.

3 Mobile Sensors Workload Allocation

In this section, we propose a technique which is to schedule for mobile sensors,
and two steps are included in. First step is to determine the number of mobile
sensors. Next step is to schedule routes for them using algorithm inspired by
genetic algorithm.

3.1 Mobile Sensors Number Mechanism

In this part, we demonstrate how to set the suitable number of mobile sensors.
In our work, we use more than one mobile sensor to collect the information
gathered by static sensors.

We assume that when a mobile sensor is working, the process of data gather-
ing is instantly completed. That means how long would a mobile sensor complete
its work is only related to the number of vertices it would travel around. In order
to balance the energy consumption of each mobile sensors and to balance the
time consumption, we must allocate each mobile sensor a nearest number of
vertices.

When a mobile sensor moves from one vertex to any one of its nearest vertex,
the time or energy consumption is same on condition that all mobile sensors
have the same speed and they have the same ability in energy consumption.
Emi represent the energy consumption of a mobile sensor during its movement,
if Emi is larger, it means that mobile sensor has spend more time on moving
and its total length on moving is larger. The other part of energy consumption
is Egi, if ci contains more static sensors, the mobile sensor which is responsible
for this cluster would have a larger in Egi. Without loss of generality, we assume
that Egi is in proportional to the number of static sensors in cluster ci, although
there may have minor difference in energy consumption due to the difference in
distance between static sensors and a certain mobile sensor. The total energy
consumption of mi is ci.EC = Emi + Egi.

With above conclusion, we propose a method to ensure the amount of mobile
sensors so that they can satisfy the time sensitive application:

– T represents the maximum time limitation when all static sensors upload
their data to mobile sensors for once. It is manually set, usually we set T
concerning about the timeliness of the information, or about timely get the
information with the limited memory space.
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– N represents the number of vertices in graph.
– v is the speed of mobile sensor.
– t represents the time when a mobile sensor moves between two nearest ver-

tices. We have mentioned above that the mobile sensor must move from one
vertex to one of its nearest neighbor, so t = gSide/v.

– M represents the number of mobile sensors and it is what we want to ensure.

We can get an inequation which shows the relationship between M and T on
condition that T is satisfied:

(N/M − 1) ∗ t � T (1)

M � N/(1 + T/t) (2)

We set M the minimum integer that greater than M. Up to now we have get
the value of M which guarantees the T be satisfied in minimum level. N /M
represents the number of vertices that each mobile sensor should pass by.

Further, in some situation, we can not equally divide all vertices in M parts,
that means N is not divisible by M . We mention a method (3) to solve this
problem. We define that first D mobile sensors must go through a (C + 1)
number of vertices, and the other mobile sensors must go through a C number
of vertices. C is the quotient of N/M , and D is the remainder of that.

N/M = C · · ·D (3)

After this step, all N vertices are allocated to M mobile sensors considering
the T and time consumption of each mobile sensor.

To have a better understanding, we use an example to clearly show our
technique. We set T = 120 s, N = 54, and the speed of mobile sensor v = 5m/s,
gSide = 50m. According to (1) and (2), M � 4.15, so we set M = 5. In this
region, we deploy 5 mobile sensors to collect data from static sensors. C = 10
and D = 4, so the allocation of vertices to mobile sensors is [11, 11, 11, 11, 10].

Since we have allocated vertices to each mobile sensor, it still could not
ensure time consumption or energy consumption of each mobile sensor is similar,
because different route for mobile sensor may cause different length of this route.
An ideal situation is that the moving of mobile sensors are either horizontal or
vertical, and each vertex would be passed only by once. And that means no
repetitive tour between to vertex appears. ci consists of all gi’s for which one
mobile sensor is responsible to collect data. So if there are ci.gnum small squares
contained in a cluster ci, the length a mobile sensor mi needs to move should
be (ci.gnum − 1) × gSide, and Emi = uEm × (ci.gnum − 1). To mitigate this
issue, we propose that heuristic algorithm could be used to route for each mobile
sensor.

3.2 Routing Technique

According to the last section, finding a good route for each mobile sensor ensuring
a similar energy consumption and time spending on moving is difficult. In fact,
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with the expansion of the scale of the vertex, method of exhaustion is not suitable
for our issue. We propose that heuristic algorithm could be used to find a feasible
solution.

GA is one kind of heuristic algorithm and it is on the basis of evolution theory.
It simulates the process of biological evolution, to find the optimal solution.
Usually it has four steps: encoding, selection, mutation, and crossover.

Encoding: In this paper, a chromosome represents a route for all mobile
sensors, it includes all vertices. Genes that represent the vertex are arranged
according to access sequence. The fitness value of a chromosome represents the
individual viability in population. We calculate fitness value considering both the
total energy consumption on moving and the variance of each mobile sensor’s
energy consumption on information collection. If one chromosome has the biggest
value in fitness in history, it is as the best of the population. Pi represents the
probability of survival of a chromosome i according to its fitness value fi.

Pi = fi/

N∑

i=1

fi (4)

Selection: We calculate the fitness values of all the chromosomes, the biggest
one is reserved and it is added to next generation. Then we use the strategy of
roulette, which chooses chromosome according to the proportion of one chromo-
some’s fitness to the sum of fitness of all chromosome. If a chromosome has a
bigger fi, it would more likely to be reserved.

Crossover: Two chromosomes are chosen in population randomly. We mark
two chromosomes in same gene position, and then exchange the gene of two
chromosomes after the mark point. By doing this the next generation generates
two new child chromosomes. As an example in Fig. 2 we choose the 5th position
as the mark point and we exchange the gene after it between two chromosomes.

Mutation: There are two mode of mutations. One is randomly choosing a gene
(a vertex) from chromosome and move it to another randomly available position.
The other is to randomly choosing two points and reposition the vertices between
the two points in inverted sequence.

Objective function: When we apply the GA, we must set the objective func-
tion F (8). It represents the target of the algorithm. In this paper, we combine
two sub objective functions into one. The first one is the total consumption on
moving by all the mobile sensors Em (5). The other is the variance of consump-
tion on data gathering of all mobile sensors V(Eg) (7).

Em =
m∑

i=1

Emi (5)

Eg =

m∑
i=1

Egi

m
(6)
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Fig. 2. The process of crossover. In this figure, we have 12 vertices and 3 mobile sensors,
we equally divide all vertices into 3 parts, each mobile sensor is allocated 4 vertices.

V(Eg) =

m∑
i=1

(Egi − Eg)2

m
(7)

F = k1 ∗ Em + k2 ∗ V(Eg) (8)

We request the minimum of F, but in fact, we can not usually get the optimal
solution. We would like to get the approximately optimal solution. Also we can
set the value of k1 and k2 to influence the result of solution. k1 and k2 means
the importance of two sub objective function. In this paper, we first take into
consideration that Em would get the minimum value. On the basis of that, we
are as far as possible to ensure the V(Eg) could get the minimum value.

As presented in Algorithm 1, at start of genetic algorithm, it calculates the
fitness for all chromosomes in initial population. It chooses the biggest one in
fitness to be reserved (line 2). Then it use the strategy of roulette to randomly
reserve the next (n - 1) chromosomes (line 4). All new n chromosomes make
up a new generation. After that it randomly chooses two chromosomes in new
generation by applying the strategy of crossover. Then it gets two new child
chromosomes and replace the old two parent chromosomes. Next it applies the
strategy of mutation for one randomly chose chromosome (line 7). After above
steps, it gets a new generation as the next population. Then it repeats the above
steps until it gets a chromosome which has an optimal fitness value.
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Algorithm 1. Scheduling algorithm inspired by GA
Require:

-NG:The number of chromosome in initial generation.
-L : the total tour length that all mobile sensors have gone.

Ensure:
-a chromosome with the optimal fitness value.

1: while looptime < maxofiterations do
2: choose the chromosome that has the current biggest fitness value and add the

chromosome to new generation.
3: for i < NG − 1 do
4: randomly choose chromosomes when a chromosome with a high fitness value

is more possibility to be chosen.
5: end for
6: for i < NG do
7: use the strategy of crossover and mutation.
8: end for
9: return the chromosome with the best fitness value.

10: end while

4 Implementation and Evaluation

The prototype has been implemented in a Java program. Experiments are con-
ducted on a desktop with an Intel i5-3470 processor at 3.2 GHz, 8 GB memory,
and a 64-bit Windows 10 operation system.

Table 2. Parameter settings

Parameter name Value

Region size 450m × 300m

Static sensors number 1000

Communication radius of mobile sensor (r) 50 m

Side length of small region (gSide) 50 m

Speed of mobile sensors 5 m/s

Energy consumption on data gathering 1 unit

Energy consumption on moving 20 units

We have conducted experiments to evaluate the performance of our tech-
nique. In this section, we respectively named our technique inspired by GA
as WGA, to easily describe our experiments. The experiments aim to evaluate
the effectiveness in energy balance and time sensitivity of our technique WGA.
Table 2 shows the parameter settings of our experiments. The region size is
450m × 300m with 1000 static sensors in it. We set the energy consumption of
mobile sensor when collecting from a static sensor is 1 unit and the consumption
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on moving from one vertex to its nearest vertex is 20 units. We set r = 50m and
gSide = 50m and the speed of mobile sensor is 5 m/s. V represents the variance
of each mobile sensors’s energy consumption.

In general, we use V to measure the effect of algorithm, it represents the
dispersion degree of energy consumption. If V is small, that means each mobile
sensors are similar in energy consumption.

In real applications, people also want to get data from monitored field as
soon as possible. We set this experiment to evaluate the performance of our
technique WGA. It is assumed that data in monitored region must be collected
in 180 s. According to our technique in Sect. 3.1, we work out m = 3 according
to inequation (1) and (2).

Figure 3 shows that when WGA is applied, with different number of mobile
sensors deployed in field, the maximum time a mobile sensor would spend when
it finish its work. It is clear that when m is greater than 2, maximum time
consumption of mobile sensors are less than 180 s. That means all of mobile
sensors would accomplish their work before a deadline when m > 2. Figure 4
shows ten times experimental results when V gets to a convergent state. The
results of WGA in V are in a lower values and having a fluctuation on a small
scale.

In addition, we set the number of mobile sensors from 2 to 6, to show the
impact of mobile sensors’s number.

Figure 5 shows the variance on energy consumption when applying WGA.
From the figure we know that V trend to be stable with the increase of loop
time. Each line is stable after a period of time. When m is 2 and 3, the V is
similar and less than that of 4, 5 and 6.

Fig. 3. When m is from 2 to 6 in 450m × 300m region the maximum time may a
mobile sensor consume.
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Fig. 4. 10 times results of V by WGA in 450m× 300m region with 3 mobile sensors.

Fig. 5. Diversification of V when applying the WGA in 450m × 300m region where
m is from 2 to 6.

Different number of mobile sensors may cause some differences in result of
V . In general, the influence of mobile sensor’s number is slight, our techniques
are adapted to different mobile sensor scale.

5 Conclusion

The main problem that restricts the development of sensor technique is energy.
Scheduling for mobile sensor that makes the most use of its energy and prolongs
the lifetime of WSNs is a challenge. Energy factor has been considered in many
research fields in sensor networks [1,2,5,9]. In this paper, we focus on the lifetime
of WSNs and propose a technique that balance the energy consumption of mobile
sensors and prolong the lifetime of network. Firstly we divide the region into
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many small cells. We abstract the region into a graph then. Each small cell is
looked on as a vertex, and mobile sensors are going to collect the data from
each vertex. We use the technique inspired by heuristic algorithm to schedule
for each mobile sensor considering both the energy consumption of moving and
data collection. Experimental results show that our technique can balance the
energy consumption of each mobile sensor and the lifetime of network can be
prolonged.
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Abstract. Node localization is an important supporting technology for
wireless sensor networks (WSN). Existing range-free localization solu-
tions suffer from low accuracy, while range-based methods achieve good
accuracy but costly for ranging hardware. Instead of directly mapping
received signal strength indicator (RSSI) values into physical distances,
we propose a novel signal-based signature distance (SSD) estimation and
localization scheme for WSN. In the proposed scheme, the near-far rela-
tionship between nodes is first qualified through comparing of their RSSI,
and then a relative map is constructed based on MDS method. Finally,
we obtain the node positions through procrustes analysis. In order to
verify the effectiveness of the proposed design, we simulate the design in
an irregular network with 200 randomly deployed nodes, and develop a
prototype system with 25 MICAz motes in real outdoor environments.
Results show that our design achieves better positioning performance
and observably reduces localization errors.

Keywords: Range-free localization · Signal-based signature distance ·
Wireless sensor networks

1 Introduction

Wireless sensor network (WSN) is a high and new technology consists of dis-
tributed autonomous sensors to monitor the physical world, e.g., indoor human
localization [1], outdoor environment monitoring [2], battlefield surveillance [3],
and so on. In such data-driven WSN, the positioning of nodes itself is very
essential. Besides, some of the routing protocols [4] and data forwarding mecha-
nisms are built on the assumption that nodes’ location information is available.
Although node localization plays a role in all those systems, it is a challenging
problem due to extremely limited resources at low-cost and tiny sensor nodes.

There currently exist many excellent localization algorithms in WSN. The
first type is range-based localization, in which the ranging is completed by the
RSSI, time or angle. In practice, the requirement of low system cost often pro-
hibits many range-based methods for localization. The second one is range-free
localization, in which wireless connectivity [5], anchor proximity [6], or local-
ization events detection are adopted for location estimation. These algorithms
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 232–243, 2017.
DOI: 10.1007/978-3-319-60033-8 21
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have low cost but suffer from poor accuracy. Lately, another localization tech-
nology is proposed which is based on the channel status information (CSI) [7].
Such methods provide better positioning accuracy, but the CSI is often hard to
extract for the general sensor nodes.

Our work is motivated by the finding that the change trend of the received
signal strength (RSS) from their neighbors is similar if two nodes are placed
near each other. Based on the observation, in this paper we further quantify the
near-far relationship between neighboring nodes from two aspects: neighbor pair
comparison and RSS difference. After obtaining the relative distance between
neighboring nodes, the relative distance among non-neighboring nodes can be
calculated by the shortest path algorithm. Thus, we can construct the relative
location map of the whole network based on the MDS technology [8]. At last,
given at least three anchors, the physical coordinates can be solved by procrustes
analysis. Specifically, our main contributions are as follows.

– Different from the traditional hop-based distances, this paper investigates the
proximity information embedded in neighborhood RSS, which owns a more
accuracy sub-hop resolution.

– The near-far relationships between nodes are carefully qualified based on
neighbor pair comparison and single node RSS difference, which have a high
correlation with physical distance.

– Extensive simulations and a prototype system are conducted for verifying the
effectiveness of the design.

The rest of the paper is organized as follows: Sect. 2 surveys related work.
Section 3 explains the motivation behind the paper with empirical data. The
main design is introduced in Sect. 4. Section 5 gives the simulation results.
Section 6 reports a prototype experiment. Finally, Sect. 7 concludes the paper.

2 Related Work

Generally, the localization approaches can be classified into three categories:
range-based [9,10], range-free [6,11–13] and CSI-based [14]. In the following, we
will analyze and discuss them one by one.

Range-based methods can be further divided into three types: RSS-based
methods, time-based methods, and angle-based methods. These methods gener-
ally first estimate distances or angles among nodes and then apply triangulation
for location calculation. They could be accurate but costly by adding per-node
additional hardware or requiring intensive tuning. Range-free solutions try to
estimate node location through a low-cost and smart design. Early solutions
mainly employ the proximity information to anchor nodes like Centroid and
APIT. Then solutions with wireless connectivity are proposed, such as DV-Hop
and Amorphous, which require a small number of anchors for reducing the sys-
tem cost. Nowadays, works may help solve problems of “holes” [15] in practical
irregular deployment with obstacles. However we notice that they do not fully
extract the location information available from local neighborhood sensing.
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Lately, the CSI-based localization strategies are proposed like SAIL [16] and
Tagoram [17]. They utilize physical layer information to compute the propaga-
tion delay of the direct path by itself, eliminating the adverse effect of multipath
and yielding sub-meter distance estimation accuracy. The adopted wireless tech-
nologies are WiFi or RFID. Although CSI is a better choice for physical distance
estimation in many scenarios, the CSI is hard to extract for low-cost sensors.

Considering that RSS does provide some useful distance related informa-
tion beyond indicating connectivity among neighboring nodes, this paper fully
extracts the proximity information from the neighbors’ RSS and presents a novel
method of qualifying the distance among neighbors. The design can effectively
improve the system accuracy with little extra cost.

3 Motivation

Our work is motivated by one of outdoor experiments. We have ever conducted
a 2D grid network with a 4 × 4 layout including 16 nodes on a square platform.
The grid distance between two nodes is about five meters. Each node records all
the RSS values from their neighbors. After obtaining the RSS values, We can see
from the relationship between distance and RSS that identical RSS values may
correspond to different physical distances, and RSS may vary dramatically for a
single distance. Thus, the converting from the RSS to Distance is inaccurate.
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Fig. 1. RSS change trend (Color figure online)

In view of this, we change the observation method of RSS values. From the
viewpoint of a single node, we find an interesting phenomenon. In Fig. 1, the
red, the blue and the green lines reflect the RSS change trend of node1, node 2
and node 8 respectively. It is known that node 2 is closer than node 8 to node
1. Coincidentally, Fig. 1 tells that node 1 and node 2 have similar change trend,
while there exist many inverse trends of RSS vales for Node 1 and Node 8. This
phenomenon inspires us to further extract the distance relationship behind the
RSS change trend.
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4 System Design

This section first presents the main design of qualifying the near-far relationship
among nodes. Then we present the construction process of relative map of the
whole network, as well as the converting procedure of the physical coordinates.

4.1 Node Distance Quantization

Sequential Distance Estimation. Without loss of generality, we can evaluate
the near-far relationship of nodes u1 and u2 using the data set S = (U, V,R),
where U = {u1, u2}, u1 and u2 are the target object for distance quantization;
V = {v1(u1), v2(u2), v3..., vN}, V is a set that consists of all neighbors of u1, u2

and simultaneously contains u1, u2 themselves. It is not difficult to obtain that
there are C2

N neighbor pairs for nodes u1 and u2, where N is the total number
of neighbors of above two nodes. R is a 2 × N matrix, in which Rij represents
the received signal strength from node vj for node ui.

In order to illustrate our design, we give a simple example in Fig. 2, in which
the problem is to evaluate the distance between u1 and u2. Table 1 lists the RSS
values from all their neighbors. Note that if Rij is set to be Inf, it means that
node ui cannot receive the signal from node vj . In addition, we set Rii, i ∈ {1, 2}
to be zero, which has the strongest signal strength.

Fig. 2. An example of design Fig. 3. Nodes with bisectors

Table 1. RSS values from all their neighbors

Object Neighbor

u1 u2 v3 v4 v5 v6 v7 v8

u1 0 −58 −75 −80 −55 −57 Inf Inf

u2 −60 0 Inf Inf −72 −56 −67 −65

Now we classify the neighbor pairs of nodes u1 and u2. By comparing the
RSS values, u1 can judge that it is closer to node v5 than v6. We define v5 and



236 P. Chen et al.

v6 as an effective neighbor pair and use Neff to denote the number of effective
neighbor pairs. In contrast, u1 cannot judge whether it is closer to node v7 than
v8, because it receives nothing from them. We call v7 and v8 as an ineffective
neighbor pair. Likewise, u2 cannot judge whether it is closer to node v3 than
v4. Hence, v3 and v4 is also an ineffective neighbor pair. Here Ninv is used to
represent the number of ineffective neighbor pair. Obviously, the sum of Neff

and Ninv equals to C2
N .

Next the distance evaluation between nodes u1 and u2 is mainly based on
the Neff effective neighbor pairs. For any effective neighbor pair vj and vk, they
are a concordant pair if R1j > R1k and R2j > R2k. Otherwise, if R1j > R1k and
R2j < R2k (or R1j < R1k and R2j > R2k), vj and vk are defined as a discordant
pair. In the given example, nodes v5 and v7 are a discordant pair, while v3 and
v5 are a concordant pair. In addition, we use symbols Ncon and Ndis to represent
the number of concordant pairs and discordant pairs, respectively.

Based on the above classification and explanations, we quantify the sequential
distance between nodes u1 and u2 as follows:

Definition 1. The sequential distance between two neighboring nodes is equal
to the ratio between the number of discordant pairs and the number of effective
neighbor pairs, namely

dseq(u, v) = Ndis/Neff ;{
Ndis = Neff − Ncon,

Neff = C2
N − Ninv.

(1)

Taking u1 and u2 in Fig. 2 as an example, we can obtain 11 discordant
pairs (v1, v2), (v1, v6), (v2, v5), (v2, v6), (v3, v7), (v3, v8), (v4, v7), (v4, v8), (v5, v6),
(v5, v7), (v5, v8) and 2 ineffective neighboring pars (v3, v4), (v7, v8). Thus, the rel-
ative distance between nodes u1 and u2 are 11

/
(C2

8 − 2) = 0.42.
We use the ratio of discordant neighbor pairs for evaluating the node dis-

tance. Furthermore, we explore the hidden geometrical relationship behind the
formula. Consider any two neighboring nodes and draw a perpendicular bisector
to the line joining their locations. This perpendicular bisector divides the local-
ization space into two different regions that are distinguished by their proximity
to either neighboring nodes. Similarly, if perpendicular bisectors are drawn for
all neighboring pairs (C2

N ), they divide the localization space into many small
regions. If nodes u1 and u2 are on different sides for many bisectors, they should
be far from with each other. Figure 3 illustrates the above mentioned phenom-
enon. Nodes A and C are close with each other and lie on the same side for most
bisectors. However, nodes A and B lie on the different sides for most bisectors
and their distance is farther.

SSD Estimation. In the above analysis, we only consider the change trend of
RSS. However, the RSS values can also affect the distance between two nodes,
especially in the outdoor open-air scenarios. Next, we further introduce the dif-
ferences of neighbor RSS values into the distance estimation.
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For nodes u1 and u2, their difference-based distance can be expressed as:

d
diff

(u1, u2) =
N∑
i=1

|R1i − R2i| . (2)

Note that in Eq. (2), the RSS differences are used to estimate the distance instead
of RSS values, which can in part eliminate the effect of the environment factor
and is more robust. Based on sequential distance and difference-based distance,
we propose a signal-based signature distance (SSD) for relative distance between
one-hop neighboring nodes.

Definition 2. SSD between a one-hop node pair is equal to the product of
the sequential distance and a polynomial based on the difference-based distance,
which is shown as follows.

SSD(u1, u2) = dseq(u1, u2) + dseq(u1, u2) ∗ e−ddiff(u1,u2)

= (1 + e−ddiff(u1,u2)) ∗ dseq(u1, u2).
(3)

From Eq. (3), it can be seen that SSD combines the ideas of RSS values (d
diff

)
and RSS change trend (dseq), which makes up for the weakness of using one
aspect only and enhances the robustness.

As for unconnected node pairs, we have learned from the design of RSD [18],
and now regard the smallest accumulated SSD along the shortest-path of the
multi-hop node pair as the estimated relative distance.

4.2 Physical Coordinate Generation

Given the relative distances between any two nodes, we can construct their rela-
tive map and further obtain physical coordinates when more than three anchors’
positions are known.

Relative Map Construction. This recreation process is exactly the prob-
lem that multidimensional scaling (MDS) [8] solves. Intuitively, it is clear that
while the O(n2) distances will be more than enough to determine O(n) coordi-
nates, the result of MDS will be an arbitrarily rotated and flipped version of the
true original layout because the inter-point distances make no reference to any
absolute co-ordinates.

A symmetric relative distance matrix D can be constructed as:

D =

⎡
⎢⎢⎢⎢⎢⎣

0 d12 d13 · · · d1N
d21 0 d23 · · · d2N
d31 d32 0 · · · d3N
...

dN1

...
dN2

...
dN3

. . .
· · ·

...
0

⎤
⎥⎥⎥⎥⎥⎦
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MDS assumes that all coordinates are at the origin, so that relative coor-
dinates can be obtained from relative distance information only through lin-
ear transformation. First, converting D to its doubly center format B, where
B = −1/2JNDJN , and JN is a fixed center matrix. Second, assuming that a
N × 2 matrix X records all nodes’ relative coordinates. Therefore, B can be
expressed as the following equation:

B = XXT . (4)

Third, by using singular value decomposition, it yields that:

B = V ΛV T , (5)

where V is an orthogonal matrix whose column vectors are eigenvectors, and Λ
is a diagonal matrix composed of eigenvalues. Obviously, X can be solved based
on Eqs. (4) and (5).

Procrustes Analysis. Procrustes analysis [19] determines a linear transfor-
mation (translation, reflection, orthogonal rotation, and scaling) of the points
in the relative-map matrix of anchors to best conform them to the points in
the real-position matrix of anchors. As a result, procrustes analysis outcomes a
structure S with the following three fields:

(1) c: the translation component;
(2) T : the orthogonal rotation and reflection component;
(3) b: the scale component.

The matrix Y is calculated with the following equation, which represents the
estimated physical coordinates among all unknown nodes.

Y = S.b ∗ X ∗ S.T + S.c. (6)

5 Simulation

In this section, we evaluate the localization performance of our design over several
aspects, such as the correlation between relative distance and physical distance,
as well as the statistical comparison on maximum, minimum and mean errors
with existing localization methods.

5.1 Simulation Configurations

As illustrated in Fig. 4, we model an irregular WSN as a square map without
holes, which means that radio signal can reach anywhere in its area of interest.
Figure 4(a) presents the network layout. Figure 4(b) shows the connectivity graph
of the whole network, where each one-hop link is painted as a line segment.
Default simulation configurations are listed in Table 2 for the entire Sect. 5.
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Fig. 4. Simulation setup

Table 2. Default configurations

Parameter Default values

System scale 450 ft × 450 ft

Noise model Logarithmic Attenuation Model

Number of sensor nodes 200, randomly deployed

Number of anchor nodes 40, randomly deployed

Radio range 90 ft

RSS threshold −114.08

It can be seen from Table 2 that the widely used logarithmic attenuation
model [20] is applied for RSS sensing:

Pi,j(t) = Pt − Pl(d0) − 10β log(
PD(vi, vj)

d0
) + Xi(t), (7)

where Pi,j(t) stands for the sensing result starting from node vi to node vj at
time instance t, Pt is the transmit power at a short reference distance d0, Pl(d0)
is the pass loss, β means the pass loss exponent and PD(vi, vj) is the physical
distance between the sender and receiver, and Xi(t) is a random noise.

5.2 Distance Correlation

For either traditional hop-based distance or SSD, the correlation coefficient
between their values and physical distances is a significant index to judge the
validity of regarding them as relative distance.

Figure 5 shows the correlations between hop-based distance, SSD, and the
physical distance. As for hop-based distance, one-hop node pairs exhibit an iden-
tical value “1” regardless of the corresponding physical distances. Consequently,
correlation coefficient ρ is 0. In contrast, as illustrated in Fig. 5(a), a roughly
linear correlation exists between SSD value and physical distance, where the
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Fig. 5. Distance correlation comparison: Hop vs. SSD

correlation coefficient is ρ = 0.90. Thus, SSD can provide a sub-hop resolution
that is not available in hop-based methods.

Figure 5(b) and (c) plot all the node pairs (including one-hop and multi-
hop node pairs) with their hop distance, SSD and physical distance. Figure 5(b)
indicates that only discrete integer hop distances exist among node pairs, but
Fig. 5(c) shows that physical distances can be mapped to continuous values,
which may nicely void the ambiguity problem in the following localization
process. Furthermore, these values of correlation coefficients verify the effec-
tiveness of taking SSD as relative distance rather than hop-based distance.

5.3 Localization Performance

The effectiveness of our design is evaluated by comparing the localization errors
with other three classical localization schemes. We use the terminology “DV-
Hop” [12] and “MDS-Hop” for the original hop-based approaches, “MDS-RSD”
for corresponding method where the relative distance turns to RSD instead of
shortest-path hops, and “MDS-SSD” for the newly designed method.

In the simulations, errors are defined as offsets of Euclidean distances between
expected nodes’ coordinates and real nodes’ coordinates. All the statistics
reported are averaged over 500 runs, and each run picks anchor nodes randomly.

We increase the number of anchors from 4 to 10 in step of 1 in the network,
whereas other system configurations remain invariant. Figure 6(a), (b) and (c)
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Fig. 6. Localization errors with different number of anchors
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show the maximum, minimum and mean errors respectively. As expected, local-
ization errors decrease with the increasing of anchor numbers for all methods.
From Fig. 6, we can give three remarks.

(i) Two imaginary curves are lower than two solid curves, meaning that rela-
tive distances rather than hop distances can help improve the localization
accuracy. Just as mentioned above, hop distances are mapped to discrete
integers, which enlarges the deviation in localization.

(ii) Our novel introduced SSD method shows the best localization performance
as the errors are smallest among three subfigures.

(iii) SSD method achieves approximately 61%, 37%, 29% performance gain by
average from DV-Hop, MDS-Hop and MDS-RSD respectively.

6 Experiments

In this section, we report an outdoor test-bed experiment with a regular 2D
grid-shaped network.

Experiment Setup. Figure 7(a) shows the experiment scenario with 25 MICAz
sensor nodes [21]. They are deployed in a 5 × 5 grid shape, covering an area of
60 × 60 square feet. The distance between each row and column is about 15 ft.
Every node broadcasts 100 packets with carrier-sensing, which consist of the
sender’s node ID and a sequence number of the packet.

(a) Node Deployment
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(b) Localization Graph

Fig. 7. Experiment: regular 2D network (Color figure online)

Localization Performance. Figure 7(b) displays the localization result from
the experiment with 4 randomly selected anchors in the network. The blue dots
are the real positions of all nodes, and the black line segments are directing to the
estimated positions. From the collected data, there exist about 7.9 ft deviations
averagely from real positions.
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7 Conclusion

This paper firstly investigates the relationship between the RSS change trend and
near-far distances, and then introduces a new metric for relative distance named
SSD by combining the idea of neighbor pair comparison and single node RSS
difference. Secondly, the paper describes the specific process of node localization
based on MDS method. Simulations and outdoor experiment are finally carried
out to evaluate system effectiveness from several aspects, and results demonstrate
that SSD helps improve the localization accuracy.
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Abstract. In the existing medium access control (MAC) protocols of
rechargeable sensor networks, the maximum charging threshold of sensor nodes
generally set to a fixed value based on nodes battery capacity. It leads to the
channel occupied due to the long time charging of node so that the data cannot
be transmitted on time. In addition, the minimum charging threshold is also set
to a fixed value. This will lead to the death of the nodes due to the energy
depletion while nodes cannot replenish energy in time. In this paper we put
forward an adaptive charging MAC protocol called AC-MAC with double
adaptive thresholds to solve the above problems. The nodes can adjust the
maximum and minimum charging thresholds based on the number of trans-
mission or receiving packets, the channel idle time and the power of trans-
mission and reception. By analyzing the protocol, it can ensure the minimum
energy level of the node, which can effectively extend the network lifetime and
reduce the end to end transmission delay.

Keywords: Rechargeable sensor network � Charging thresholds � Energy
harvesting � MAC protocol

1 Introduction

Wireless sensor network (WSN) has become an emerging technology combining the
world and human beings closely. One of the primary challenges in WSN is the limited
operating life of the sensor nodes [1]. The method like replacing batteries to extend the
lifetime of network is costly and unstable [2]. Therefore, finding new energy source to
replenish the energy of nodes has become an important research issue. After that people
use ambient energy such as solar, wind and other ways to charging node, it cannot
guarantee the effective data acquisition due to the instability of the natural energy.
People try to use man-made resources for energy harvesting, especially the directional
radio frequency (RF) technology for energy replenishment in wireless network which
has become a kind of new technology [3]. It receives wide attention due to its good
energy stability and power controllability.
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At the same time, we need to set up a reasonable medium access control
(MAC) protocol to control the transmission of data and energy in order to coordinate
the energy collection and data communication in wireless rechargeable sensor net-
works. The literature [4–6] proposed polling based MAC protocol that the base station
periodically polls each node by sending a polling packet. In [4] the base station
according to the data of each node determines whether to charge the battery or not. In
[5, 6] when the energy of each node is less than a preset minimum threshold, the node
will send charging request to the base station immediately. In addition, the data
communication is fixed during this period until the current energy in battery reach to
preset maximum threshold. The weakness is the value for maximum threshold is fixed,
which it could cause node data transmission delay. In the literature [7], Naderi et al.
proposed a RF-MAC protocol based on wireless energy harvesting, in which there has
a fixed minimum threshold and an adaptive maximum threshold. If the residual energy
of node reaches the preset minimum threshold, it will stop data transmission and began
to replenish its energy. However, if the network cannot be timely replenished the
energy, it may cause the death of node because of this fixed preset minimal threshold. It
affects the network lifetime. This paper presents an adaptive charging MAC protocol
(called AC-MAC) for rechargeable sensor networks to solve the above problems. In
this protocol, we defined two adaptive charging thresholds. One is an adaptive mini-
mum charging threshold, which node begins to charge once the residual energy of node
reaches this value. The other one is an adaptive maximum charging threshold, which
means charging process end once the nodes’ energy reaches maximum threshold. The
nodes adjust the maximum and minimum charging thresholds depends on the network
situation, such as the number of transmission or reception packets, the power of
transmission or reception, and the channel idle time.

The rest of paper is organized as follows. In Sect. 2, we give the related work.
Section 3 introduce the charging model and present the problem description. Section 4
presents the overview of AC-MAC protocol. Protocol optimization and performance
analysis presented in Sects. 5 and 6 respectively. Finally, Sect. 7 concludes our work.

2 Related Work

MAC protocols have been put forward to improve energy usage ratio and data trans-
mission efficiency. The [8] presented that the protocols are highly selective and the
fitness of any protocol depends solely on the application and design requirements. In
this section we will introduce the related medium access control protocols for
rechargeable sensor network.

2.1 MAC Protocols for Wireless Sensor Networks with Ambient Energy
Harvesting

The sensors in energy harvesting wireless sensor networks (EHWSN) are powered by
rechargeable batteries that replenished through energy scavenged from renewable or
ambient sources. The MAC protocol of EHWSN aims to maximize the lifetime of
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WSN by applying the maximum harvested energy instead of saving the residual
energy. In [9], the authors proposed an intelligent solar energy-harvesting system for
WSN. In [10], it presents the performance of different MAC protocols based on CSMA
and polling techniques for WSN powered by ambient energy harvesting. In [11], the
authors proposed an asynchronous, receiver- initiated polling MAC protocol for
EHWSN. It dynamically adjusted the number of polling packets to minimize inter-
ference. In [12], it proposed a fair MAC protocol based on polling scheme for
EHWSN, which adjusts the contention probability in accordance with node itself
harvesting rate. In [13], an optimal relay is selected by solved a maximization of
minimum value of residual energy.

2.2 MAC Protocols for Sensor Networks with Wireless Energy Transfer

Recently energy harvesting with RF has become an emerging technology instead of
ambient natural energy source because of the good stability and controllability of RF
[14]. A survey on RF energy harvesting circuits and protocols is presented in [15].

In [16], it proposed two cross-layer approaches depended on device characteriza-
tion, device-agnostic and device-specific protocols. In [7], the authors for RF energy
harvesting sensors proposed a RF-MAC protocol to appropriately balance the channel
between energy transfer and communication functions, that means optimizes energy
delivery and minimizes the disruption to data communication at same time. In [17], the
centralized controller is not only delivering data, but also supplying wireless energy to
network nodes. It used a constrained Markov decision process to derive a queueing
model so as to obtain the network performance. In [18], the paper proposed a hybrid
framework of EHWSN with solar cluster heads and the rest of RF sensor nodes. It used
a polynomial-time scheduling algorithm to optimize the joint tour consisting of both
wireless charging and data gathering.

3 Charging Model

In wireless sensor network, the energy problem of the nodes affects the performance of
the whole network. Each rechargeable sensor nodes are equipped with a same
rechargeable battery. The maximum storage capacity of the battery is set as Emax. We
also set Emin to guarantee the normal operation of the node. When the residual current
energy Ecurrent of node is lower than the minimum energy value Emin, the node will stop
transmitting because the node lacks of energy. Hence, once the residual energy of node
reaches Emin, this node will send the request for energy (RFE) packet to the energy
transmitters (ETs). The energy transmitter will send a short energy pulse called cleared
for energy (CFE) and supplement the energy to the node, where energy is transmitted in
the form of packet. The power harvested from one transmitter is calculated as

Pr ¼ gGrGt
k

4pR

� �2

Pt ð1Þ
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Here η is conversion factor of RF to DC, Gr and Gt are antenna gain of reception
and transmission respectively, k is the wave length, R is the distance between node and
energy transmitter, Pt is the transmission power.

Assumed node harvested power from multiple transmitters. Pr(i,m) denotes the
energy node i harvest from transmitter m. R(i,m) denotes the distance between node
i and transmitter m. The Pr(i,m) is calculated as

Prði;mÞ ¼ gGrGt
k

4pRði;mÞ
� �2

Pt ð2Þ

Then we can get the total energy node i harvested from all transmitters N cal-
culated as

PrðiÞ ¼
XN
m¼1

Prði;mÞ ð3Þ

The constraint condition of current energy of node after energy replenishment is
given at (4), Er denotes harvested energy, Etotal denotes current energy after energy
replenishment.

Etotal¼
Emax; Ecurrent + Er � Emax

Ecurrent þ Er; Ecurrent + Er \ Emax

(
ð4Þ

4 Detailed AC-MAC Protocol Description

The network is assumed a multi-hop sensor networks and the transmission of data and
energy occurs in the same frequency band. Data communication and energy supple-
ment share the same channel and access it separately. When the residual energy of the
node reaches the minimum threshold, it gives higher priority to the energy supplement
than the data transmission for accessing the channel by defining different time slot for
data and energy access.

4.1 Adaptive Energy Threshold

In AC-MAC protocol, we define two adaptive energy thresholds Emax thr and Emin thr for
effective transmission of data and energy. Maximum charging threshold Emax thr is the
upper charging energy thresholds which is less than the system parameter Emax.
Minimum charging threshold Emin thr is the lower charging energy thresholds which is
great than Emin.

There are existing two problems during the charging phase. Firstly, if we charge the
energy of node to a fixed value or even to Emax and this node already has enough
energy to support data transmission. The data still cannot be sent immediately when the
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current node wants to send data during in the middle of charging because the energy of
node still haven’t reached the preset fixed value for the moment, which may incur the
delay of data transmission or even packet loss due to the long time waiting. Secondly,
the current energy of node already reached to preset fixed value but not maximum
value and there is no packet to send at this moment, which may result in a waste of
energy because of idle channel.

When the traffic is very heavy, the node consumes energy quickly. In other word, it
need more energy to support its work. We use an important coefficient of nodes
denoted c to adaptively adjust the node charging energy. The calculated equation is
shown in (5) and the adaptive maximum charging threshold is calculated in (6).

c ¼ NtPt þ NrPr

NtPt þ NrPr þ Ct
ð5Þ

Emaxthr ¼ c Emax � Eminð Þ þ Emin ð6Þ

Here, Nt and Nr denote the number of packets have sent and received respectively,
Pt and Pr denote transmit power and receiving power. Ct represents the power con-
sumption on data transfer activity that overhead by the nodes whether the beginning or
the end. When node consumes more energy on transmitting or receiving, the parameter
Emax thr will be bigger along with the c.

Next we are going to discuss the adaptive minimum charging threshold. If the
residual energy of node reaches the preset minimum threshold, it will stop data
transmission and begin to replenish its energy. However, when the network cannot be
replenished energy in a timely, it may cause the death of node because of this fixed
preset minimal threshold, which may affect the network lifetime. Hence the adaptive
minimum charging threshold Emin thr according to the important coefficient calculated
as (7).

Emin thr ¼ ðc� 1Þ2Emax þ c2Emin þ 2cð1� cÞ ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
EmaxEmin

p ð7Þ

4.2 Adaptive Protocol Operating Procedure

AC-MAC protocol is based on CSMA/CA protocol. When it starts operation, it will
calculate adaptive charging threshold Emin thr and judge the level of residual energy of
nodes. If the current energy of node reaches the Emin thr, the energy transmission will
get the channel access firstly. Then if the channel is idle after waiting for DIFS, the
node that needs energy will enter the contention window and select a random backoff
time from [0, CW]. It will start backoff timer and if the backoff timer counts to 0, the
nodes will send RFE to ETs until receiving the CFE. Then it will send ACK packet that
includes the charging duration and the energy transmission begins. If the channel is
occupied in the middle of backoff, the backoff timer will be suspended until the channel
is idle again and the nodes will keep waiting for DIFS and start backoff timer with the
current value, then repeat like above. If the current node energy more than the adaptive
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minimum charge threshold Emin thr, the data communication will first get the channel
access. The process of data communication is almost like the energy transmission, in
which the only difference is that the data transfer makes use of the
RTS-CTS-DATA-ACK mechanism.

4.3 An Example for Adaptive MAC Protocol

As shown in Fig. 1, two nodes N1 and N2 are assumed to have residual energy of 2 and
3 Joules respectively. Assuming the energy of N1 has reached the adaptive minimum
charging threshold, meanwhile N2 needs to send data. N1 sends out RFE packet
requesting for immediate charging and our protocol ensures that N1 can get the channel
access for energy transfer. How much energy should N1 charge depends on the Emin thr.
At the same time, N2 needs to stopping its backoff timer to go into sleeping mode, then
ETs will reply with a cleared for energy (CFE) pulse. When N1 get CFE, it will replay
back with ACK packet to the ETs in which it includes the charging duration. Then N1 is
going to turn into charging mode. When N2 receives CFE, it will calculate how long it
should sleep according to the information in CFE. After the end of energy transmission,
N2 is going to access the channel to transmit data.

5 Performance Evaluation

We use the NS-2 network simulator to evaluate the performance of our adaptive MAC
protocol. We compare our adaptive MAC protocol (AC-MAC) with CSMA/CA pro-
tocol through the analysis of the network throughput.

In this paper, the network topology is in the plane of a 600 * 200 m2. In initial
model we defined in total of three sensor nodes, which have two charging nodes and
one energy transmitter, they are all in a static state. One of the two charging nodes is
used for data transmission and another is used for energy harvesting. Energy transmitter
is located at the centric position between these two charging nodes and supplies energy
for them. After that we are going to increase the number of the sensor nodes and
arrange them in the different position from the transmitter, the data is forwarded to the
energy harvesting node by multi-hop network, in which some of the sending nodes can
also be as relay nodes for data forwarding.

Fig. 1. The operating process of an example under adaptive MAC protocol
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In the simulation, the preset energy of each node is 100 J with the charging power
is 3 w per second. In addition, the charging time is 30 s. The parameters of RF
transmission are in Table 1, and the parameters for adaptive MAC protocol presented
in Table 2.

The data rate is increased from 0 to 400 Kbps and the other parameters are kept the
default value. As we can see from Figs. 2 and 3, the performance of AC-MAC is better
than the CSMA protocol in terms of throughput and transmission delay. Our simulation
time is 10000 s. The node can be reduced from Emax(100 J) to Emin(60 J), the charging
process can be carried out during the experiment. As we can see from Fig. 2, the
throughput of AC-MAC and CSMA increases linearly when the increase of data rate
from 0 to 100 (kbits/s), and the result of AC-MAC is always larger than CSMA. When

Table 1. The parameters of RF transmission

Parameter Value Unit

Energy harvesting effiency (η) 0.58 –

Transmitter antenna gain (Gt) 1.0 dbi
Receiver antenna gain (Gr) 1.0 dbi
Frequency (C/k) 915 MHz

Table 2. The parameters used in AC-MAC

Parameter Value Unit

Power consumption of contention 31 mA
Power consumption of transmission 29 mA
Power consumption of sleep 30 uA
Operating voltage 3.0 v
Slot time (energy) 10 µs
Slot time (data) 20 µs
SIFS (energy) 5 µs
SIFS (data) 10 µs

Fig. 2. Performance comparison of throughput between AC-MAC and CSMA
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the data rate is greater than 100 and less than 200, the throughput of the two protocols
are saturated. When it is larger than 200 kbit/s, the throughput of CSMA protocol is
significantly decreased.

AC-MAC is still significantly better than CSMA in terms of packet delay. We can
see that the trend of AC-MAC and CSMA packet delay is basically consistent.
How-ever, AC-MAC can obviously reduce the packet delay of CSMA when the data
rate is within a certain range, such as from 50 to 100. The reason is that the adaptive
threshold balances the conflict between the charging module and the data transmission.
The AC-MAC protocol adaptively adjusts the charging event based on the network
environment. Compared with the constant charging parameters of CSMA protocol, it
avoids the long time wait at light traffic load and node death at heavy traffic load.

6 Conclusion

In this paper we proposed adaptive minimum and maximum charging thresholds, nodes
adjust these thresholds via the number of packets that has been sent and received by
nodes, the channel idle time and the power of transmission and reception to prolong the
lifetime of the network and the data transmission efficiency. Simulation result reveals
that the throughput and transmission delay of AC-MAC protocol are better than the
CSMA/CA protocol’s performance. The further work we will consider more energy
transmitters situation.
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Abstract. We study multi-influence competing in social networks. First
we propose Timeliness Independent Cascade (TIC) model - a natural
multi-influence propagation model. Second we propose FairInf problem:
given several companies and their budgets, how to choose their separated
seeds such that the overall influence spread is maximized and each indi-
vidual company’s influence spread is fairly distributed. Third, we prove
that when seeds for other companies are fixed, a company’s influence
spread is monotone and submodular, which means greedy algorithm has
the ratio of (1 − 1/e). We design a greedy algorithm MG which runs
quickly. At last, we conduct extensive experiments on real world social
networks of different scales, and evaluate that our algorithm achieves the
design goal.

1 Introduction

Social networks are graphs consist of individuals and their relationships. The
extreme boom of online social networking sites like Facebook, Twitter, Weibo,
etc. has been witnessed in the past decade, and lots of real social network data
have been obtained thanks to these online websites. In social networks, the most
significant phenomenon is “diffusion”, which contains the diffusion of news, inno-
vations, and product adoptions, etc., is a pervasive characteristic of social net-
works, and people commonly regard such diffusion as influence propagation.

Influence propagation is the basis of viral marketing [9,10], which is market-
ing via “word of mouth” recommendations. How to identify “opinion leaders”
to bring large further recommendations, i.e., propagated influence is an essen-
tial issue. Formally, the influence maximization is the problem of determining
k individuals in a social network under certain probabilistic influence model(s),
such that the expected influence is maximized.

Single source influence maximization has been studied extensively. In [14]
Kempe et al. proposed the two most popular and basic single-influence diffusion
models including independent cascade (IC) model and linear threshold (LT)
model. Many following studies [7,8,16] focused on the scalable algorithms for
c© Springer International Publishing AG 2017
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single-influence maximization. However, in reality there are often more than
one innovations spreading in a social network. Noticing that binary oppositions
widely exist in our life, such as ruling party vs. opposition party, truth vs. rumor,
people studied the circumstances where two innovations coexist and compete
with each other [3,5,13,17]. Nevertheless it is still not general enough, since in
many scenarios more than two innovations exist and compete with others trying
to maximize their influences respectively. Some models of multiple influence
competition have been presented therefore. They are usually the extensions of
IC model [1] and LT model [2,18].

There are some multi-influence diffusion models proposed based on LT model
recently, however, as another significant model, how to extend IC model to multi-
influence competitive scenario is not well studied. Bharathi et al. in [1] proposed
their model, however it is oversimplified. In this model, if a node u is active to
influence I1, and successful activates its neighbor v at time t, v will become active
to I1 at time t + Tuv, where Tuv is an independent random variable. This model
doesn’t fully capture the essence of multiple influences competition. In fact, if
another node w active to another influence I2 successfully activates v after t
but before t + Tuv, v may be active to I2 instead of I1. Other IC based models
also have similar ignorance (we will give the detailed review in Sect. 2). Note
that comparing to LT, IC captures both the competition and timeliness, and fits
online social networks more. However on the other side, influence diffusion under
IC model in competitive environment is hard to capture and tract. Therefore IC
extension under multi-influence competitive scenario needs more attention from
both practical significance and theoretical challenge.

Most current related research about competitive influence maximization
focus on the game theory aspect [1,2,5,15]. Two issues exist: First, due to the
problem complexity, they only gave the strategies for some specific players (we
refer influence as player or mover) such as the first mover or the last mover.
Second, one common prerequisite of all the games set up in these literatures is
that all players are completely aware of the whole social network, which is hard
to meet in real scenarios due to two reasons: (1) The player usually doesn’t own
the social networking platform, e.g., we often see car advertisements on Face-
book, but obviously these car companies don’t own Facebook. This is trouble-
some. Nowadays data is everything, it is impossible for the third party platform
provider to share the data with these players. (2) Even if the players use web
crawlers to collect the data, obtaining the same and integrated network seems
to be an impossible mission. Therefore, due to theoretical and practical limits
of game theory methods, it is also necessary to study influence maximization
strategies for general players considering realistic constraints.

In this paper, to solve the above issues, we first propose a more natural
competitive Timeliness Independent Cascade (TIC) model for multi-influence
diffusion in social networks, and then based on TIC model, we raise a new
multi-influence problem FairInf that studies how to give companies fair influence
spreads according to their budgets. At last, we devise an fast Algorithms MG
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for FairInf, and verify its effectiveness on several real-world networks of different
scales and features.

2 Related Work

For single influence propagation, IC and LT models are the most popular diffu-
sion models summarized by Kempe et al. in [14] based on work [10]. The authors
in [14] also proved that the influence maximization under both IC and LT mod-
els are submodular which leads to a (1 − 1/e) ratio greedy algorithm. Many
follow-up research [7,8,16,26] focused on the scalability improvement since the
influence computation is too costly. Chen et al. in [7] proposed maximum influ-
ence arborescence (MIA) model to compute the influence under IC model and
showed that the greedy algorithm on MIA has a very high scalability. Some other
literature also study the single influence maximization problem under different
application scenarios [4,11,12,22].

Several studies on competitive influence diffusion have emerged recently. [3,5,
6,13,17,23] mainly studied two-influence model. Carnes et al. [5] gave a distance-
based model and a wave propagation model both of which are two-influence
diffusion models, and showed that in the two influence game the follower can
achieve (1 − 1/e) of the maximum influence. Chen et al. [6] presented a single-
influence model but negative influence may emerge, they proved the monotony
and submodularity of their objective function. He et al. [13] proposed competitive
linear threshold (CLT) model and focused on influence blocking maximization
(IBM) problem of how to block the competitor’s influence. Li et al. [17] proposed
and solved the γ − k rumor restriction problem.

In [1,2,15,18,20,24], the authors proposed some general competitive influ-
ence diffusion model. Bharathi et al. [1] proposed a new IC based model for the
diffusion of multiple innovations, studied the 2 player game and proved that the
last mover can obtain (1 − 1/e) of the best response. Kostka et al. [15] classified
the node into k states, their basic model is a special case of IC model. They
studied a 2 player case and showed that the first mover does not always have the
advantage. Pathak et al. [20] presented an extension of LT model for multiple cas-
cades allowing nodes to switch between them. Three LT based competitive mod-
els were proposed by Borodin et al. [2], which include the Weight-Proportional
Competitive Linear Threshold Model, the Separated-Threshold Model and the
Competitive Threshold Model with Forcing. The authors also showed that influ-
ence maximization under none of these models is submodular. Zhu et al. [25]
studied Competitive - Independent Cascade (C-IC) model and then propose
Minimum Cost Seed Set problem (MinSeed) and gave a greedy algorithm with
performance guarantee. Lu et al. [18] studied the Fair Seed Allocation (FSA)
problem from the host perspective under their proposed K-LT model, and pro-
posed a Greedy. This is the most related work, our work differs with it since ours
is based on a totally different influence propagation model and with optimization
constraints. Also, we propose a near optimal polynomial time solution besides
Greedy.
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3 IC Model and Monotone Submodular Set Function

According to the definition in [14], an IC influence graph is a weighted graph
G = (V,E, p), where V is a set of nodes whose size is n, E ⊆ V × V is a set of
edges whose size is m, and p : E → [0, 1] is a function that pu,v represents the
success probability when node u tries to activate v. The influence propagation
in IC model starts with a given set S of active nodes. In every step i, the set of
active nodes is Si (let S0 = S and S−1 = ∅), which consists of the nodes in Si−1

and the nodes activated by the nodes in Si−1 \ Si−2 in step i. Note that each
node u only has one chance to activate each of its neighbors v with probability
pu,v when u first becomes active, and pu,v is a history independent parameter.
The process runs until when St+1 = St at a step t + 1.

Influence of a given seed set is the expected number of nodes activated by this
set. In IC cascade process, fixed p does not fasten the final influence, since each
activation from u to v is an event successes with probability pu,v. The influence
is the expectation over the combination of all the events that a node u activates
one of its neighbor v.

A set function f on a given set V is a function from 2V to R, where 2V denotes
the power set of V and R is the set of real numbers. We introduce following two
basic properties.

– Monotonicity: f is monotone if f(X) ≤ f(Y ) for any two sets X ⊆ Y .
– Submodularity: f is submodular if for every X ⊆ Y ⊆ V and z ∈ V \ Y ,

f(X ∪ {z}) − f(X) ≥ f(Y ∪ {z}) − f(Y ).

4 TIC Model and FairInf Problem

We start to introduce our new multi-influence propagation model. For the sake of
conciseness, we will uniformly use influence to represent company from now on.

4.1 TIC Model

In this subsection we introduce our TIC (competitive Timeliness Independent
Cascade) model. As usual, the social network is represented as a directed graph
G = (V,E). For nodes u and v, if there is a directed edge from u to v, then we
call u as v’s in-neighbor and v as u’s out-neighbor. Each node has three possible
states: inactive, active or decided. Activation is the operation when an active
or decided nodes tries to turn one of its out-neighbors to active. For each edge
(u, v) ∈ E, it has an independent parameter pu,v that indicates the successful
probability if u tries to activate v.

Suppose there are m different influences diffusing in the social network. We
use m colors c1, ..., cm to denote these m influences. In TIC model, different from
existing models, an active node does not have a certain color and it may spread
multiple influences. For example, suppose u1 and u2 are two in-neighbors of node
v, if u1 and u2 successfully activate v with influence c1 and c2 respectively, v
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will try to further activate its out-neighbors with both c1 and c2. For v, once it
receives the first success activation in time t it will turn from inactive to active in
the same time, and begin to activate each out-neighbor w in t+1. If this attempt
succeeds, v will continue propagating influences to w, else, no future influence
can be propagated from v to w. Every node v ∈ V has a decision deadline
Dv which is an independent positive integer parameter. v will “remember” all
the successful activations it receives before the deadline Dv. Suppose it receives
successful activations of ci for bi times (1 ≤ i ≤ m), v will become decided to ci
at time Dv with probability bi∑m

i=1 bi
. When v turns to state decided with color cv,

it will only spread cv to its out-neighbors afterwards. If v receives no successful
activation before Dv then it will remain inactive forever. A seed node of ci in
TIC model is a node s of state decided with color ci at time 0, and the seed set
Si is the set of all ci’s seeds. A seed node can only have one color. The influence
propagation of TIC model ends when no further decided nodes exists.

4.2 FairInf Problem

Let S =
⋃m

i=1 Si be the union of all the seed sets belonging to all the influences,
and we call S the overall seed set. For each influence i, denote ci by its color,
and it has an integer budget μi, μi ∈ Z+.

Definition 1 (i-spread). Given the overall seed set S, and Si, the seed set of
color ci, then i-spread is the expectation of the final number of nodes in color ci,
and it is denoted as

Ii(Si,S).

Definition 2 (Earning-to-Budget Ratio (EBR)). Given S, Si, and the budget
μi of influence i, the i-spread Ii(Si,S) is the earning. The EBR of influence i
is defined as

ei =
Ii(Si,S)

μi
.

Definition 3 (Fairness). Given all m influences’ budgets {bi|1 ≤ i ≤ m} and
their seed sets {Si|1 ≤ i ≤ m}, define the Fairness of this seed allocation as

f =
emin

emax
,

where emin is the minimum EBR among these influences, i.e., min1≤i≤m ei, and
emax = max1≤i≤m ei.

Given a TIC graph G = (V,E) and budgets {μi} for m influences satisfying
that

∑m
i=1 μi ≤ |V |, we check following problems.

Problem 1 (Overall Influence Maximization). To find a set S satisfying |S| =∑m
i=1 μi that maximizes I(S), where I(S) is the expected spread when single

influence exists.
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Problem 2 (Fair Multi-influence Maximization (FairInf)). Finding m sets Si

satisfying |⋃m
i=1 Si| =

∑m
i=1 μi from the agency’s (the social network owner)

prospective, to maximize total influence
∑m

i=1 Ii(Si,S) first while maximizing
the Fairness f as much as possible.

We explain the connection between Problems 1 and 2. It stands that I(S) =∑m
i=1 Ii(Si,S) (S =

⋃m
i=1 Si), which means that when multiple influences com-

pete each other in a social network, the sum of these influences’ spreads with
their seed sets is the same as a single influence’s spread with the union of these
seed sets. This also means that for a given set, arbitrary partitioning this set
into several subsets belonging to different influences will not impact this set’s
overall spread (Please refer details in Sect. 4.4). Hence, to solve FairInf, we can
begin with solving Problem1 to obtain S (first phase), and then allocate nodes
in S to different influences in a fair manner (second phase).

For the first phase, we will prove that I(S) is monotone and submodular
w.r.t. S in a single influence TIC graph, which implies that simple Greedy has
1 − 1/e ratio for Problem1, and we will also propose another scalable algorithm
for this problem. For the second phase, we will firstly find the “constant” feature
of each seed in S that won’t be altered no matter which influences other seeds
in S are allocated, and then design algorithms to allocate the seeds to different
influences such that the Fairness is maximized.

We would like to discuss more about Fairness here, which is used to judge
how EBRs {ei} vary. In fact, criteria like standard deviation or Gini coefficient
are more sensitive to EBR variation, but using them as optimization objectives
makes the problem much more complex. Instead we will use them to judge our
algorithms’ performances, and it will be seen that our method works also best
in terms of them.

4.3 Properties of TIC Model

In this subsection we will discuss the monotony and submodularity of the influ-
ence maximization in TIC social networks. Given two positive numbers p1, p̃1
satisfying that p1 ≤ p̃1, we have following lemmas.

Lemma 1. For any non-negative number δ,

p1 + δ

p̃1 + δ
≥ p1

p̃1
. (1)

Proof 1.

(1) ⇔ p̃1(p1 + δ) ≥ p1(p̃1 + δ)
⇔ δ(p̃1 − p1) ≥ 0. (2)

(2) is obvious since p1 ≤ p̃1, thus Lemma 1 stands.

Lemma 2. For any non-negative numbers δ1 and δ2,

p1 + δ2
p̃1 + δ2

− p1
p̃1

≥ p1 + δ1 + δ2
p̃1 + δ1 + δ2

− p1 + δ1
p̃1 + δ1

. (3)
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Proof 2.

(3) ⇔ δ2(p̃1 − p1)
(p̃1 + δ2)p̃

≥ δ2(p̃1 − p1)
(p̃1 + δ1 + δ2)(p̃1 + δ1)

⇔ (p̃1 + δ1 + δ2)(p̃1 + δ1) ≥ (p̃1 + δ2)p̃1. (4)

Since δ1, δ2 ≥ 0, we have p̃1+δ1+δ2 ≥ p̃1+δ2 and p̃1+δ1 ≥ p̃1, hence inequation
(4) stands, thus Lemma 1 stands.

Theorem 1. Suppose the seed sets {Sj |j 
= i} for other influences are fixed.
Then, i-spread Ii(Si,S) is a monotone and submodular function w.r.t. Si.

Proof 3. To prove this theorem, we first recall that in TIC model, each u has
a sole chance to activate its out-neighbor v. If this attempt succeeds, all the
influences can be propagated from u to v, else no influence can be propagated
from u to v. Hence, influence propagation in TIC model can be analyzed based
on the random graphs like that in IC model. For each edge (u, v) ∈ E, we flip a
coin in time 0 of bias p(u, v). If the coin flip indicates an successful activation
then we declare (u, v) a live-edge. However, for each node w, it has a deadline
Dw, which means that even if there is a path from a seed to w consisting entirely
of live-edges, w still may not become active if the influence can not be propagated
before Dw, nor become decided at last.

Definition 4 (Live-Path). We call a path 〈s, (s, w1), w1, (w1, w2), ..., (wl−1,
wl), wl〉 a live-path if each edge (wi−1, wi) (w0 = s) is a live-edge, and i ≤ Dwi

for every node wi.

Based on Definition 4, we define cj-path, which is a live-path where s is a seed
of color cj. Consider the probability space in which each sample point specifies
one possible set of outcomes for all the coin flips on the edges, and denote X
one sample point. Our next proof will be based on X , which is also a determined
graph. We denote bX

j (X, v) the number of cj-paths from X to v based on graph
X , and σX

i (X, v) the i-spread of X on node v, which is the possibility that v
finally being decided to ci, Let IX

i be the i-spread based on X . Then

σX
i (X, v) =

bX
i (X, v)

∑m
j=1 bX

j (X, v)
, IX

i (X) =
∑

v∈V

σX
i (X, v).

For the sake of logic correctness, we let 0
0 = 0, which states the fact that if

no cj-path (∀j) reaches v, then v will not be decided at last, i.e., its spread is 0.
For any set X ∈ S,

∑m
j �=i b

X
j (X, v) is a constant since all the seeds with other

colors are fixed. Also, for any sets X ⊆ Y and v ∈ V ,

bX
j (Y, v) = bX

j (X, v) + bX
j (Y \ X, v)

since the number of cj-paths only depends on their sources on a fixed graph X ,
and any two cj-paths from different sources are different.
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(1) We first prove IX
i ’s monotony. By Lemma 1,

σX
i (X ∪ {z}, v) =

bX
i (X ∪ {z})

∑m
j=1 bvj (X ∪ {z})

=
bX
i (X, v) + bX

i ({z})
∑m

j=1 bvj (X, v) + bX
i ({z})

≥ bX
i (X, v)

∑m
j=1 bvj (X, v)

= σX
i (X, v)

Hence, IX
i (X ∪ {z}) ≥ IX

i (X), IX
i is monotone.

(2) We prove the submodularity of IX
i . Suppose X ⊆ Y ⊆ V and z ∈ V \Y . Let

δ1 = bX
i (Y \ X, v), and δ2 = bX

i ({z}, v), then bX
i (Y, v) = bX

i (X, v) + δ1. By
Lemma 2 we have

σX
i (X ∪ {z}, v) − σX

i (X, v)

=
bX
i (X, v) + δ2∑m

j=1 bvj (X, v) + δ2
− bX

i (X, v)
∑m

j=1 bX
j (X, v)

≥ bX
i (X, v) + δ1 + δ2∑m

j=1 bvj (X, v) + δ1 + δ2
− bX

i (X, v) + δ1∑m
j=1 bX

j (X, v) + δ1

= σX
i (Y ∪ {z}, v) − σX

i (Y, v).

Hence σX
i (X, v) is submodular, and IX

i is submodular. Finally,

Ii(Si,S) =
∑

sample X
Prob[X ] · IX

i (Si)

is monotone and submodular.

Note that Theorem 1 also stands when
⋃

j �=i Sj = ∅, i.e., the single influence
spread function in TIC social networks is also monotone and submodular.

4.4 Properties of FairInf Problem

Definition 5 (Individual Spread). Given the fixed overall seed set S, for any
seed s ∈ S, we define its individual spread I−S(s) as the expected i-spread when
s is the only seed in color ci among S.

Note that in Definition 5 there is no i in I−S(s), and in fact the individual
spread is not related with a specific color ci, and we give the formula of individual
spread here. Recall that X is a sample graph, and ∀v ∈ V , for any set X, we
denote bX (X, v) the number of all live-paths from X to v based on X . We have:

I−S(s) =
∑

X
Prob[X ] ·

∑

v∈V

bX ({s}, v)
bX (S, v)

. (5)
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In (5), Prob[X ] only depends on the original TIC network, bX ({s}, v) only
depends on {s} and bX (S, v) only depends on S. Hence, I−S(s) will not change
no matter what color s is and how many colors the other seeds in S have,
thus it is a unchanged value in the competitive TIC networks. This is vital for
the correctness of the algorithms we design afterwards. It can be shown that
bX (Si, v) =

∑
s∈Si

bX ({s}, v), hence

Ii(Si,S) =
∑

X
Prob[X ] ·

∑

v∈V

bX (Si, v)
bX (S, v)

=
∑

X
Prob[X ] ·

∑

v∈V

∑

s∈Si

bX ({s}, v)
bX (S, v)

=
∑

s∈Si

I−S(s) (6)

5 Myopic Greedy Algorithm for FairInf Problem

In this section, we design is the Myopic Greedy (MG) for solving FairInf prob-
lem: Given selected

∑m
j=1 μi seeds, how to allocate these seeds to difference

influences such that the fairness is maximized.

Theorem 2. Allocating the seed s to the influence i that has the current lowest
EBR ei is the greedy choice of maximizing Fairness f .

Proof 4. Recall that f = emin/emax. Without loss of generality, suppose e1 ≤
e2 ≤ ... ≤ em. We prove that for the next seed s to be allocated, c1 is the current
best choice to maximize f . Denote {e′

j} the new EBR after allocating s to {cj}
respectively. Denote k the minimum integer such that 1 ≤ k ≤ m and em ≤ e′

k.
Since em ≤ e′

m, such k must exist. Denote the If s is not allocated to c1 but
cj(j 
= 1):

(1) k > 1. If j ≤ k, then the new fairness f ′ remains e1/em, else f ′ = e1/e′
k.

However, e1/e′
k ≤ e1/em ≤ min{e′

1, e2}/em, the fairness of choosing c1 in
this case.

(2) k = 1. f ′ = e1/e′
j. Since e1 ≤ em and e′

j ≥ e′
1, we have e1/e′

j ≤ em/e′
1, the

fairness of choosing c1 in this case.

From above, we see that c1 is always the best greedy choice of allocating s to
maximize f , which is Theorem2.

In MG algorithm, we first sort the seeds sj ∈ S non-decreasingly by their
individual spread I−S(sj), and then one by one allocate them to the influence
whose current EBR is the lowest. If more than one such influence exist, then we
randomly choose one of them. According to Theorem 2, Algorithm 1 is a greedy
heuristic whose objective is f .

The time complexity of MG is O(log m
∑m

i=1 μi). Since we have to iteratively
allocate

∑m
i=1 μi seeds to the m influences, and in each iteration we should

find the influence with the lowest EBR, which takes O(log m) time when using
min-heap.
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Algorithm 1. MG
1: Sort {sj} into {ŝj}, such that I−S(ŝj) ≥ I−S( ˆsj+1) for 1 ≤ j ≤∑m

i=1 µi − 1;
2: Si ← ∅, 1 ≤ i ≤ m;
3: for ŝj do
4: Si∗ ← Si∗ ∪ ŝj , where i∗ = arg min

1≤i≤m

Ii(Si,S)
µi

;

5: end for

6 Experiment

6.1 Experiment Setup

Datasets. We use three real-world social networks. Douban [19], Epinions [21]
and NetHEPT. The basic statistics about our tested networks are plotted in
Table 1.

Table 1. Dataset statistics

Douban Epinions NetHEPT

#Nodes 129K 76K 15K

#Edges 1.7M 509K 62K

Avg. outdegree 13.2 13.4 4.12

Max. outdegree 6328 3079 64

Edge Weight and Node Deadline Generation. In TIC model each edge
has a weight, just like IC model, it is the propagation probability of this edge.
We use WC method weighted cascade [14] and Trivalency method [7]. For each
node v ∈ V , we decide its decision deadline Dv by uniformly at random choosing
an integer in [10, 100].

6.2 MG Algorithm

In solving FairInf problem, the second phase is to allocate the seeds to differ-
ent influences in a fair manner. We set the following multi-influence competing
scenarios to test MG algorithm.

Table 2. Budges of the competition scenarios

m Equal budges Unequal budgets

2 µ1 = µ2 = 10 µ1 = 5, µ2 = 15

5 µ1 = · · · = µ5 = 8 µ1 = 4, µ2 = 6, µ3 = 8, µ4 = 10, µ5 = 12

8 µ1 = · · · = µ8 = 5 µ1 = µ2 = µ3 = µ4 = 4, µ5 = µ6 = µ7 = µ8 = 6
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Competition Scenarios. We choose three values 2, 5 and 8 for m, the num-
ber of influences competing with others. In order to finish our experiments in
reasonable times, we pick 40 seeds at most for the three datasets we test. The
principle of us designing competition scenarios is to test both equal budgets and
unequal budgets to cover more cases. The detailed budget distribution of our
designed scenarios are shown in Table 2.

In Table 2, we denote 2(eq) the upper left case, since in this case two influences
with equal budgets exist. The upper right case is denoted by 2(neq). It is easy
to understand the other cases 5(eq), 5(neq), and so forth. We denote OPT the
method of enumerating all the possible seed allocations (of m influences), and
OPT takes m

∑
µi time. We also compare RAN, the random seed allocation.

Note that due to OPT’s time complexity we only set total 20 seeds in 2(eq) and
2(neq). The results of Fairness f under different cases are plotted in Fig. 1. It
can be seen that MG algorithm works very well.

(a) Douban (WC) (b) Douban (Trivalency) (c) Epinions (WC)

(d) Epinions (Trivalency) (e) NetHEPT (WC) (f) NetHEPT (Trivalency)

Fig. 1. Fairness. (Each subfigure’s ordinate is uniformly the Fairness.)

Table 3. Running times of seed allocations on Douban

2(eq) 5(eq) 8(eq)

MG 8 ms 11 ms 13ms

RAN 5 ms 7 ms 9ms

We plot the running times of cases 2(eq), 5(eq) and 8(eq) on Douban in
Table 3. MG runs very fast.

7 Conclusion

In this paper we discuss the fair multi-influence maximization problem in social
networks. We propose a new TIC model to simulate how multiple influences
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freely compete with each other. In TIC model, unlike the traditional IC model,
we assume that an individual can propagate more than one influence to its neigh-
bors, and each individual may receive multiple influences before it turns decided
to one of them. We further notice that in reality the integral social network
data is usually lacked, and the companies are often the clients of the networking
platform provider, i.e., the agency. Therefore we propose FairInf problem from
the agency’s perspective. We prove that in TIC when other companies’ seeds are
fixed, a company’s influence spread w.r.t. its seeds is monotone and submodu-
lar, and this nice property provides a (1 − 1/e) ratio simple Greedy for spread
maximization of single influence. We propose a greedy heuristic called MG to
solve FairInf to allocate the seeds in a fair way. Through experiments, we verify
that MG runs efficiently or giving fair influence spreads.

Acknowledgement. This work is partly supported by National Natural Science
Foundation of China under grant 11671400.
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Abstract. Two well-known phenomena are observed in social networks.
One is the tendency of users to connect with similar users, leading to the
emergence of communities. The other is that certain users belong to mul-
tiple communities simultaneously. Understanding these phenomena is the
major concern of social network analysis. In this work we focus on over-
lapping communities detection and personalized recommendation meth-
ods. We propose an algorithm with the property which takes closeness
and influence of users into account for community detection, and utilizes
semantic analysis and statistical analysis for the personalized recommen-
dation. Our contributions include adopting the idea of greedy expansion
involved with Clique Theory, extending PageRank to detect communi-
ties, and creating recommender from the view of semantics and statistics.
In experiments, the algorithm is verified in terms of F1-measure, AP and
MAP. The results show that our proposed algorithm can outperform the
state-of-the-art methods.

Keywords: Social network analysis · Data mining · Community
detection · Personalized recommendation

1 Introduction

With the rapid development of mobile Internet, large-scale mobile social network
has become the most popular platform for communication and information prop-
agation [1,2]. As observed, there usually exist multiples ocial communities among
user ego-centric networks in complex social networks [3]. Finding and analyzing
community structure often provide invaluable help in deeply understanding the
structure and function of a network [4]. A large quantity of approaches for detect-
ing community in social networks have been proposed over the years [5–7]. As
for social network applications, the situation that some users belong to multiple
communities, leading to emergence of overlapping communities, has not been
focused on by early researchers. Also, the relationships between users and users,
users and topics, users and activities in large-scale mobile social networks would
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 266–277, 2017.
DOI: 10.1007/978-3-319-60033-8 24
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produce massive data, leading to the increase of the difficulties in communities
detection and personalized recommendation. Considering this, the problems we
solve in this paper are detecting overlapping communities for centric user, which
are shown as Fig. 1, and proposing a personalized recommendation method to
fulfil the willing of the well-known phenomenon that users like to connect with
similar users in large-scale mobile social networks.

Fig. 1. The overlapping communities

In this paper, we propose an algorithm named Community Mining and Con-
tent Recommending (CMCR). Compared with traditional algorithms for both
community detection and personalized recommendation, our main contributions
of CMCR are summarized as follows.

1. We study an ego-centric network of a certain user rather than the whole
network, and define the problems of overlapping communities detection and
personalized recommendation within communities, which are very realistic
problems that need to be tackled.

2. We propose a novel algorithm based on Clique Theory [8], PageRank, LDA
and TF-IDF to solve the problems, which is different from the classic algo-
rithms like RSCM [9], K-means, LDAR [5] and TFIDFR generated from
Paper [10].

3. We demonstrate the effectiveness of the proposed method using a real-world
dataset. Our experimental results indicate that our algorithm outperforms
the existing methods and is easy to be implemented in real time large-scale
mobile social networks.

2 Related Work

Fortunato summarizes methods of community detection in graph in Paper [11],
and illustrates the features of overlapping communities. He concerns the whole
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structure of the network but doesn’t provide a method to detect communities
for a certain user. Paper [12] accomplishes a group behavior research of Twitter
users separately using HITS algorithm and CPM (Clique Percolation Method)
algorithm. Communities in Twitter are formed based on certain mutual inter-
ests. However, community members do not only share contents of their interest
but also their personal emotion and life experience etc. Paper [13] introduces a
community division algorithm based on information theory. These methods are
all based on a fundamental assumption of community structure that community
should have tight internal connection and sparse external connection.

However most of the early methods are based on the whole network structure,
thus they do not fit for detecting overlapping communities for a certain user. And
most of them are one-class classification algorithms. Multi-class classification
ones to detect overlapping communities are not developed well.

Paper [4] takes users with high influence and normal users into account dif-
ferently. First it detects community cores formed by well-known users, and then
made an expansion to detect communities, but the cores of a community this
algorithm mines are scattered, thus only attached overlapping communities could
be detected. Paper [6] introduces a method utilizing random walks on line graph
and attraction intensity to discover overlapping communities. This method can
efficiently find communities for centric user, but concerning the relations between
users would lead to an incomplete community detection.

Paper [9] introduces a cluster method to detect overlapping communities for
centric user based on spectrum mapping. However, lacking an efficient strategy to
find latent relations among different communities, it would fail to detect complete
communities. Paper [14] defines the closeness of users in microblog and distance
of communities, then it adopts expanding method to detect users’ real social
circle. However this algorithm lacks good mechanisms to determine the number
of communities and to filter nodes which are isolated. In our approach, when
detecting communities, we improve the idea of Paper [9] by a further expansion
considering closeness [14], in order to detect a complete social community for a
centric user.

As for personalized recommendation, statistical method [10] and probabilis-
tic methods [5,15,16] are both utilized to build user models combining other
features in social networks. We adopt a similar idea to proceed personalized
recommendation combining the keyword feature and semantic feature together.

3 Social Community Mining and Content Recommending
Algorithm

To understand the problem of community detection, some definitions according
to Graph Theory about the monodirectional relation called “following” in social
networks should be introduced.

Definition 1. First Level Relation Graph G1:
G1 = {V1, E1}, V1 = {n|c follows n}, E1 = {(n1, n2)|n1 follows n2, n1 ∈
V1, n2 ∈ V1}.
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Definition 2. Second Level Relation Graph G2:
G2 = {V2, E2}, V2 = {n|user followed by users in V1} ∪ V1, E2 = {(n1, n2)|n1

follows n2, n1 ∈ V2, n2 ∈ V2}.

Definition 3. Collective Friends: Define CF (n1, n2) as a set of common friends
between User n1 and User n2.

Definition 4. Closeness: Define CL(n1, n2) as the number of Collective Friends
between User n1 and User n2. CL(n1, n2) = |CF (n1, n2)|.
Definition 5. Closeness Distance: Define D(community, n) as the closeness dis-
tance from a certain User n to a certain social Community community. as show
as Eq. 1. i ∈ community, s = |community|.

D(community, n) =
∑ |CF (n, i) ∧ CF (n, c)|

s × |CF (n, c)| (1)

In the definitions above, V is the set of vertexes, which represents the set
of users. E is the set of edges, which represents the relations. c stands for the
centric user and n is an user in microblog.

3.1 Mining Seed Sets

The problem of mining seed sets means to locate some potential foundations
for social communities given the users and relations. We introduce an algorithm
named K-clique-community Seed Mining (KSM) algorithm to solve that prob-
lem. KSM takes the two important theories of Clique Theory [8] into account to
implement the mining. The theories are summarized as follows.

1. For any clique with the size s, s > k, it forms a community itself.
2. For any two cliques with a overlapping part whose size ≥ k − 2, they form a

community together.

In the theories above, k means the minimum threshold of the size of a com-
munity to be mined. Given the users and relations, KSM first locates all the
max cliques. With all the cliques detected, the Clique-Overlapping Matrix M is
built where Mij stands for the number of public nodes shared by Clique i and j.
Mii is the size of Clique i. Then based on the two theories above, the adjacency
matrix M ′ of the undirected graph is computed. The Seed(c) would be the result
of a depth-first search of connected subgraph in M ′. The pseudocode of KSM
algorithm is shown in Algorithm 1.

3.2 Overlapping Communities Detection

The overlapping communities of centric user are detected by expanding Seed(c).
We propose two algorithms to do the expansions. The first one with the name
Closeness Seed Expansion (CSE) adopts a greedy strategy of considering user
with higher closeness to centric user prior.
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Algorithm 1. K-clique-community Seed Mining

// input: centric user c, the First Level Relation Graph of centric user G1,
parameter k

// output: the set of seeds of social interest circle of specific user Seeds(c)
1. Seeds(c) ← ∅;
2. search all the max cliques in G1;
3. build Clique-Overlapping Matrix M according to the result of step 2;
4. for M , subtract the diagonal elements by k − 1,

the else k − 2;
5. for each element e of M
6. if e < 0 e ← 0;
7. if e > 1 e ← 1;
8. M ′ ← M
9. Seeds(c) ← depth-first search connected subgraph on M ;
10. return Seeds(c);

According to the definitions above, CSE algorithm uses seeds as initial social
communities, and makes greedy expansion based on the feature of closeness.
Nodes closer enough to a community would be added to it first. Parameter k in
K-clique-community is used as standard to filter out the social circle with size
not larger than k. The pseudocode of CSE algorithm is shown as Algorithm 2.

The second algorithm to expand the community, called Influence Social Com-
munity Expansion (ISCE) algorithm, focuses on the influence of users in the
network. To calculate the influence of users, we utilize a similar idea of PageR-
ank to represent the following relations of users. The key point of PageRank is
the transition possibility of nodes in Random Walk Model. We decide to rede-
fine that possibility to fit the situations in social networks. First, the similarity
between users Sim(i, j) is calculated by cosine similarity of their Message Inter-
est Feature Vector, which is defined in Definition 6, where id stands for the ID
of a message, and cn(u, id) means the number of replies that User u replies to
Message id, under the assumption that the number a user replies to a message
can represent his interest degree to that message.

Definition 6. Message Interest Feature Vector: Define V (u) as message interest
feature vector:

V (u) = [id1 = cn(u, id1), id2 = cn(u, id2), ..., idt = cn(u, idt)],
t = |M(u)|, idi ∈ M(u)

(2)

Given the similarities of users, the redefined calculation method of transi-
tion possibility of users is shown as Eq. 3. It actually stands for the ratio of
information which User i is interested in, from the whole information he gains.
The numerator is the quantity of information User i receives from User j. The
denominator is the whole quantity of information User i receives.

Pij =
M(j) × Sim(i, j)

∑
n∈V1

|M(n)||Sim(i, n)| , i, j ∈ V2 (3)
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Algorithm 2. Closeness Seeds Expansion

//input: c, G1, Seeds(c), k
//output: Community(G1)
1. Community(G1) ← Seeds(G1);
2. Candidates(G1) ← find candidate nodes not included in seeds in G1;
3. for every node n in Candidates(G1)
4. calculate Closeness(n, c);
5. sort nodes in Candidates(G1) by descending order of closeness;
6. for every node n in Candidates(G1)
7. {
8. for every circle c in Circles(G1)
9. {
10. d ← calculate D(c, n);
11. if d ≥ δ
12. add node n into circle;
13. }
14. if n has not been added to any circles
15. Community(G1) ← build a new community with n;
16. }
17. for every community c in Community(G1)
18. if c.size() ≤ k
19. delete c from Community(G1);
20. return Community(G1);

With the redefinition of transition possibility above, the influence degree of
a user could be calculated by Eq. 4 where q is set by experience of PageRank.

PR(i) =
1 − q

|V2| + q
∑

j

PR(j) × Pij , i, j ∈ V2, q = 0.85i, j ∈ V2 (4)

ISCE algorithm puts all candidates in descending sort by influence in the
Second Level Relation Graph. Expansion is made by taking the classic modular-
ity function Q as criteria. If the present node can form a good social structure
with present social communities, the modularity would increase, then it will be
added to an existing community. The pseudocode of ISCE is shown as Algo-
rithm 3. Community(G2) is the final answer of us to the problem of community
detection.

3.3 Microblog Content Recommendation Algorithm

As for the problem about fulfilling the willing that users like to connect with sim-
ilar users, we propose a personalized recommendation method named Message
Content Recommendation Algorithm (MCRA) applied inside each of the com-
munities, which considers the semantic analysis and statistical analysis together
to recommend messages to centric user. To illustrate the algorithm, some defin-
itions need to be introduced.



272 R. Yu et al.

Algorithm 3. Influence Social Circle Expansion

//input: G2, Community(G1)
//output: Community(G2)
1. Community(G2) ← Community(G1);
2. Q ← calculate the modularity of G2 with Community(G2);
3. calculate influence PR(i) for every node of V2 by extended PageRank algorithm;
4. Candidates(G2) ← find nodes not in any social interest circles in V2;
5. sort nodes in Candidates(G2) by descending order of influence;
6. for each node in Candidates(G2)
7. for each social interest circle in Community(G2)
8. {
9. add node into circle;
10. Q′ ← calculate the modularity of the community after adding that node;
11. if Q′ < Q
12. delete node from community;
13. else
14. Q ← Q′;
15. }
16. return Community(G2);

Definition 7. Message Semantic Interest P (M |u). The Message Semantic
Interest of user is defined as the possibility that User u uses Message M to
express his opinion in terms of semantics.

Definition 8. Message Statistical Interest K(M |u). The Message Statistical
Interest of user is defined as the possibility that User u uses Message M to
express his opinion in terms of statistic.

According to the definitions above, we design a ranking method for candidate
messages as shown as Eq. 5.

Score(M,u) =
αP (M |u) + βK(M |u)

2
(5)

Now the problem is how to compute P (M |u) and K(M |u) for a target user.
To compute P (M |u), we use probabilistic method to describe the relationships
between users and messages. The messages are represented by “bag of words”
model. The idea is that one document exhibits multiple topics, and a topic is
made of several words in the form of possibility. Thus the possibility P (wi|u) of
a word wi being posted by user u is defined as Eq. 6, where t stands for a topic
and T is the collection of topics.

P (wi|u) =
∑

t∈T

P (t|u)P (wi|t) (6)

To compute P (wi|u) we use Latent Dirichlet Allocation (LDA) to train the
model to achieve User-Topic possibility distribution P (T |u) and Topic-Word
possibility distribution P (V |T ). User-Topic possibility distribution P (T |u) is
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the vector whose elements are possibilities that a target user u is interested in
each topic in topic collection T , as shown in Eq. 7.

P (T |u) = {P (t0|u), P (t1|u), . . . , P (tn|u)} (7)

In Eq. 7, ti is the ith topic in T , and P (ti|u) denotes the possibility that in
what degree the messages posted by target user u match the topic ti.

The Topic-Word possibility distribution P (V |T ) is defined as follows. The
possibility between Topic ti and term vj is p(vj |ti), and the possibility of word
distribution of Topic ti is shown as Eq. 8.

P (V |ti) = {P (v0|ti), P (v1|ti), . . . , P (vm0 |ti)} (8)

Each topic contains numbers of words. And there are numbers of topics
in topic collection. Thus the matrix can be formed as Eq. 9.

P (V |T ) =

⎛

⎜
⎝

p(v0|t0) . . . p(vm|t0)
...

. . .
...

p(v0|tn) . . . p(vm|tn)

⎞

⎟
⎠ (9)

P (M |u) could be calculated according to P (w|u) of each word in a message.
Generally thinking P (M |u) should be the product of the possibility of each
word. However, the length of messages are not quite same, thus leads to an
unfair situation because the longer a message is, the smaller the product value
tends to be. To avoid this problem, the highest value of P (w|u) among all the
values of words in the message will be set as P (M |u) for the whole message in
MCRA, as shown as Eq. 10.

P (M |u) = max{P (w0|u), P (w1|u), . . . , P (wn|u)} (10)

K(M |u) denotes the importance of Message M to User u. To compute
K(M |u), the importance degree of each word to the user, i.e. K(w|u), needs
to be achieved. We utilize the idea of TF-IDF to determine that by calculat-
ing its TF-IDF weight in the whole corpus. K(M |u) would refer to user-word
weight vector formed as shown as Eq. 11, where w(vn, u) is the weight of vn in
the message collection of target user u.

Ku = {w(v0, u), w(v1, u), . . . , w(vn, u)}, v0, v1, · · · ∈ Vc (11)

When calculating K(M |u), the same problem as calculating P (M |u) men-
tioned above lies ahead, then the same strategy is adopted to calculate K(M |u)
as Eq. 12. Notice that if a candidate message contains no word existing in target
user’s content file, the similarity would be set as the lowest weight in K(u).

Ku(M) =
{

max{Ku(w0), . . . , Ku(wn)}, ∃wi ∈ Vtargetusr

min{w(vi, u)}, vi ∈ Vc, ∀wi /∈ Vtargetusr
(12)

In Eq. 12, M = {w1, w2, . . . , wm}, Ku(wn) is the interest degree that User u
likes Word wn. w(vi, u) is the interest degree that User u likes to use Word vi in
his own file. Ku(W ) is the interest degree that User u tends to post candidate
message K.
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4 Experiment and Analysis

The efficiency of CMCR is verified on real-world data in terms of F1-measure,
Average Position (AP) and Mean Average Position (MAP). The experiment
data, which contains messages posted by 128749 users and relations between
them, is collected by an application developed by us utilizing the open API of
a large-scale mobile social network application named Sina Weibo. RSCM [9],
K-means, LDAR [5] and TF-IDFR [10] are selected as baselines.

4.1 Algorithm Parameter Estimation

While detecting overlapping communities, there are two parameters need to be
estimated, which are parameter k in KSM algorithm and threshold δ in CSE
algorithm. At first, k is assigned as a certain value by experience and δ varies.
Then δ would be set as constant and k is alternated. The experiment process is
shown as Fig. 2.

(a) Result of changing δ when k = 4 (b) Result of changing k when δ = 0.6

Fig. 2. Parameter estimation

From what can be seen in the result, when δ = 0.6 and k = 4, the best
performance of the algorithm can be achieved. Thus, δ and k are assigned as
above.

In MCRA, EM algorithm is adopted to train the parameters in LDA. After
that, the topic number in Target User Topic Model should be estimated based
on the recommendation performance. The AP would be chosen as evaluation
criteria. The topic numbers are changed from 10 to 200 by virtue of experience,
and the interval is 10.

Based on the parameters determined above, CMCR could be implemented.
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4.2 Comparison with RSCM and K-Means

To verify the efficiency of the two expansions respectively, the contrast experi-
ment between CMCR and RSCM [9] is conducted on the First Level Relation
Graph and the one between CMCR and K-means is conducted on the Second
Level Relation Graph. On the Second Level Relation Graph, K-means algorithm
directly uses the number of communities detected before as initial numbers of
centers. In addition, as K-means algorithm would put every single node into a
community, it’s reasonable to use the result of the former experiment as restraint
and ignore users which are not included. The result is shown in Fig. 3.

(a) Comparison of CMCR and RSCM (b) Comparison of CMCR and K-means

Fig. 3. Comparison with RSCM and K-means

The experiment results demonstrate that our proposed algorithm achieves
high quality results for the community detection problem, typically outperform-
ing RSCM and K-means.

4.3 Comparison with LDA and TF-IDF

To verify the superior result of MCRA, the basic recommender based on LDA
named LDAR [5] and recommending system, which is generated from Paper [10]
based on TF-IDF named TF-IDFR are adopted as baseline algorithms.

LDAR is a probabilistic recommendation method inspired by Latent Dirichlet
Allocation model, which could be widely used in content recommendation. While
TF-IDFR simulates a similarity calculating approach utilizing TF-IDF to build
recommending system. All the parameters in MCRA are estimated by methods
mentioned above. After making these three recommendation, the evaluation indi-
cators for every method would be recorded when the number of recommending
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list N is 10, 20, 30, 40, 50, 60, 70 respectively. The performances are compared
in Fig. 4.

(a) F1-measure Comparison (b) AP Comparison

Fig. 4. Comparison with LDA and TF-IDF

It can be seen that MCRA outperforms the baseline algorithms in F1-measure
and AP almost in all experiment situations.

5 Conclusion and Future Work

In this paper, we propose two problems related to large scale mobile social net-
work analysis. The first one is overlapping community detection and the other
one is personalized content recommendation in communities. We propose a novel
algorithm as solutions to these two problems. This algorithm detects overlap-
ping communities according to the features of a centric user and recommends
messages within the communities detected. In this way, it can efficiently deal
with the real time large-scale mobile social networks. The algorithm is verified
by contrast experiments, which show that the proposed algorithm can outper-
form the baseline algorithms in some common criteria. In the future work, more
features would be utilized to analyze the social networks and we plan to devise
distributed algorithms based on the algorithm for an easy implementation in
practice.
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Abstract. Different performance measurement metrics have been pro-
posed to evaluate the performance of community detection algorithms,
such as modularity, conductance, etc. However, there is few work which
makes sense of a community, that is, explain what does the community
do, what is the community’s interest. In this paper, we use topic mod-
eling to capture the topics of users in the same community and verify
a heuristic community detection algorithm by showing that the users in
the communities share strong interests.

Keywords: Community detection · Topic modeling · LDA · Social
media

1 Introduction

In his book “Tribes: We Need You to Lead Us”, Seth Godin tells us, “For millions
of years, human beings have been part of one tribe or another. A group needs only
two things to be a tribe: a shared interest and a way to communicate”. Today’s
social media accelerate the form of tribes, which in the context of network theory,
communities. Twitter is such an example, where twitter users form communities,
either explicitly by specifying their membership or implicitly by forming hidden
communities which can be discovered by community detection algorithms. In this
paper, we ask the following question, do people on social media form communities
because they share common interests?

There exists many community detection algorithms in literature, which can
be generally divided into topology-based and topic based method. Topic based
method groups individuals who are interested in the same topics in a com-
munity, therefore generate communities that are topically similar. Topic based
community does not reflect community structure since there might be minimum
interaction among users in the same topical community. Topology-based com-
munity, as stated in [12], is widely accepted that a community should have more
internal connections than external connections. A good community should be
internally well-connected and also well-separated from the rest of the network.
The goodness of topology-based community is usually measured by structure
related metrics, such as modularity, conductance, triangle participation ratio,
internal density, transitivity, etc., but it is not clear how to make sense of the
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identified communities. One straightforward way is to look through tweets from
users in the same community to come to a conclusion on what that particular
users interests are. However, it is not feasible to find this out for a large amount
of users since doing this manually would quickly become tedious. Little effort
has been carried out to interpret the topology-based communities.

In this paper, we investigate the problem of whether users associated in a
hidden community revealed by topology-based community detection algorithms
show topic similarity or not. We use a clique based community detection algo-
rithm called Clique Augmentation Algorithm [1] to discover the hidden commu-
nity structure, then adopt the topic modeling approach and choose LDA topic
model to discover the topic distribution of a twitter user in a community. To
be more specific, we train LDA model with wikipedia data, and use the trained
model to transform user tweets into vectors of n-dimensional probability distri-
butions. For each user, we use the transformed document vector and compare it
to other users using Jensen Shannon distance to measure distances between the
probability distributions. Each of these measurements gives us a close approxi-
mation of how similar the user tweet documents are according to the topics in
the trained model and provide us with a way of interpreting how closely related
users might be to each other in their communities. In addition, we can discover
unknown relationships and interests among groups of people in social media.

From analysis of our results, looking at the discovered topics within the
communities, and the actual tweets from the users within these communities,
we found clear cut between the interest of users in the same clique/community
and users in random groups. The result shows that the clique augmentation
algorithm can detect hidden communities that show strong community theme.
It also gives evidence that the assumption that user forms community because
they share interest is valid.

The remaining of the paper is organized as following: Sect. 2 gives a brief
review of work on community detection and topic modeling. Section 3 introduces
the LDA model and the architecture of our system which uses topic modeling to
verify twitter communities. Section 4 shows the experimental results and Sect. 5
concludes the paper.

2 Literature Review

Majority of community detection algorithms in literature are topology based.
[16] is a survey paper which compares existing community detection algorithms
for discovering both disjoint and overlapping communities. They propose good
metrics which measure the structural property of the identified communities,
such as density, clustering coefficient, conductance, and triangle participation
ratio.

There exist a few research on topic-based community detection which gener-
ate communities which are topically similar. [22] proposed a generative model to
discover communities based on topics, social graph topology, and nature of user
interactions. It uses the modularity to measure the goodness of their communi-
ties. [8] proposed a Bayesian generative model for community extraction which
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considers both the network topology and user topic to generate communities
that are well-connected and also topically meaningful. The dataset is relatively
small with only 151 users and identified 8 communities. [5] proposed and com-
pare several aggregation schemes to train the topic model. [11] proposed an effi-
cient topological-based approach for detecting communities that share common
interests on Twitter starting from celebrities representing an interest category.
[16] propose performance metrics which measure the similarity between identi-
fied communities and the ground-truth communities [13]. They conclude that
community detection algorithms with good structural properties are not neces-
sarily yield good performance metrics. Our paper is different since we evaluate
communities with the topics users in a community, not with the ground-truth
information.

[10] applied LDA topic model to the follow relationship graph of the social
network, in order to label the nodes and the edges in the graph with multiple
topics. It is different from traditional LDA which is applied on documents to
find the topics in the documents. [17] incorporates community discovery into
topic analysis in the text-associated graphs to guarantee the topical coherence
in the communities so that users in the same communities are closely linked
to each other and share common latent topics. The dataset is small and the
number of topics are pre-defined. For twitter, they only collected Obama and
there are only 1023 users. For DBLP, each user is categorized into data mining,
databases, machine learning, and information retrieval. Our paper handles larger
dataset without any a priori knowledge of the data. [20] proposed to group the
users sharing the same interests by analyzing their textual posts. In addition,
they add sentiment-analysis to distinguish users with a positive opinion and
negative opinion, called polarities. They apply PCA to find the principle com-
ponents, called interest center and use k-mean clustering algorithms to cluster
the users based on their distance to principle components. This is different from
our research since we are not proposing any algorithm for clustering users. [19]
proposed a LDA-based model to detect user topics based on their tweets then
create the topic graph also called semantic graph where the weight is the topic
similarity of two users, then apply existing community detection algorithm to
find the community in the topic graph. The evaluation is rather weak since it
is not clear how to evaluate their topic based community and the paper only
demonstrates the topics in one community.

[21] addressed the problem of friend recommendation and service recommen-
dation with a framework that exploits homophily to establish an integrated net-
work linking a user to interested services and connecting different users with com-
mon interests. It mentioned homophily, “A fundamental mechanism that drives
the dynamics of networks is the underlying social phenomenon of homophily:
people with similar interest tend to connect to each other and people of similar
interest are more likely to be friends.” Our work is to validate homophile, that
is, whether users who form communities on social media share similar interest
or not.
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3 Topic Modeling

In order to discover the topics a twitter user is interested in, we adopt the app-
roach of topic modeling, a statistical method that analyzes the words in the
original documents to discover the hidden thematic structure in a collection of
documents. The general idea, as stated in [6] is that “the documents themselves
are observed, while the topic structure, the topics, per-document topic distrib-
utions, and the per-document per-word topic assignments, is hidden structure.
The central computational problem for topic modeling is to use the observed
documents to infer the hidden topic structure. This can be thought of as revers-
ing the generative process, what is the hidden structure that likely generated the
observed collection?”. We choose the well-known statistical topic model, Latent
Dirichlet Allocation (LDA), to reveal the topics in user tweets. In general, a LDA
model contains a list of topics and the distribution of words within those topics.
The model must first be trained with a large collection of documents called a
corpus. When training, we can specify a number of topics that we would like to
discover. The output of this training will then be the topics and the distribution
of words within those topics. The model can then be used with other documents
to discover the distribution of topics within those documents.

Fig. 1. Topic modeling architecture

Figure 1 illustrates the architecture of our topic modeling on twitter commu-
nity prototype. It contains four components.

– Preprocess: we preprocess the training data by removing stopwords, urls, and
short articles.

– Train: we train the LDA model with the wikipedia corpus. This will create
a list of topics and the distribution of words for each topic. We can then
use this to discover the topics for a users tweets. We find 100 topics for our
model. During the training, we can specify the parameters α, β, and K. α
controls per document topic distribution, a higher alpha value will cause a
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document to contain a mixture of more of the topics. β controls per topic word
distribution, this means a higher beta value will cause a topic to contain a
mixture of more words. K is used to specify the number of topics that we
would like to discover.

– Model: we use the model we trained to find the topic distribution of a given
users’ tweets. All the tweets from a single user are treated as one document.
The rich data set of tweets are generally noisy, ambiguous, unstructured, and
ungrammatical, so we need to preprocess the tweets. Linguistic processing,
remove stop words, urls, hashtag (#), remove non-English languages, and
does lemmatization (for example, hire, hiring, hired in user tweet will be
changed to hire and marked with noun or verb based on the context).

– Analyze: we determine labels for each topic by looking at the distribution of
words for each topic. Then we find the similarity distance between users in the
same clique/community. After this we use a tool called LDAvis to visualize
our data.

4 Experimental Results

In this section, we our discovery of topological community and their topic sim-
ilarity. We first describe the dataset used in the experiment. Then show the
effectiveness of the trained LDA model. We then compare the topic similarity
among users in the same community (called internal topic similarity) with topic
similarity among users in different communities (called external topic similarity).
We further compare the topic similarity among users in a clique versus users in
a community of the same size.

4.1 Data Set

Community: The Twitter users being analyzed are composed of a dataset of
1897 cliques and their respective communities. The cliques and communities were
derived from an Arizona Twitter Topology collected in 2013 using a community
detection algorithm called Clique Augmentation Algorithm [1]. There are a total
of 24,838 unique users in the clique and community dataset. For each unique
user, a maximum of 3200 of the most recent Tweets are downloaded from the
user’s timeline. The average amount of Tweets downloaded for all unique users
is 1462. Users with less than 5 Tweets on their timeline are considered inactive
and were omitted from the dataset. Omitting these users removes 692 users from
the dataset leaving 24,146 unique users. The resulting minimum clique size is 2,
average clique size is 5 and maximum clique size is 36. The resulting minimum
community size is 3, average community size is 30 and maximum community
size is 318. Cliques and their corresponding communities with less than 3 active
users were omitted from the dataset, resulting in 1883 cliques and communities
left for analysis.

Training data: The corpus used to train an LDA model is the entire collection of
articles in the English Wikipedia which was downloaded from [2] in early May
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Fig. 2. Distribution of topics of a sample user

of 2016. The collection contains over 5 million articles. The corpus was filtered
using a stop word list [4] of non-descriptive and vulgar words. Articles shorter
than 50 words were omitted and words in the corpus were tokenized using a
lemmatization engine and a part of speech tagger. Words that are less than 2
characters or more than 15 characters in length are omitted from the corpus.
A dictionary, containing words and their ids is derived from the corpus. The
Wikipedia dictionary is filtered to 170,000 words that occur in no less than 5
and no more than 50% of the articles in the corpus.
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User tweets: To understand each user’s topics, we download each user’s tweets
from their timeline. The tweets are then pre-processed by removing hashtag,
URL, and at sign. There are total 24,146 unique users in the topology therefore
24,146 tweets documents. Each document is all tweets from one user.

4.2 Model Effectiveness

Figure 2 shows the topic-word distribution of a user who is a bankruptcy lawyer
firm. The figure is drawn with LDAVis to demonstrate the effectiveness of the
trained model. It can be seen that the word included in this topic are very related
and fit the interest of the user as a bankruptcy lawyer.

4.3 Jensen-Shannon Divergence

We use Jensen-Shannon Divergence [15] to measure the similarity of the topic
distribution of two users. The Jensen-Shannon Divergence is defined as follows:
Given two probability distribution vector P and Q, JSD(P,Q) = 1

2D(P,M) +
1
2D(Q,M) where M = 1

2 (P + Q). D(P,Q) is the Kullback-Leibler divergence
defined as:

∑
i P (i)lnP (i)

Q(i) . 0 ≤ JSD(P,Q) ≤ ln(2). The square root of the
Jensen-Shannon divergence is often referred to as Jensen-Shannon distance. In
our experiment, for each user, its interest is represented by a topic probability
distribution vector calculated by the wikipedia corpus trained LDA model. The
smaller the Jensen Shannon Distance between the topic probability distribution
of two users is, the more similar the users are.

4.4 Internal Similarity vs. External Similarity

Internal similarity and external similarity can be measured at individual user,
clique, and community level. To calculate user-level internal similarity, for each
user, we calculate the average JSD between the user and all other users in the
same clique or community respectively. To calculate user-level external similarity,
for each user, we first choose a number of random users not in the same clique or
community as the user, then calculate the average JSD between the user and all
other randomly chosen users. In order to compare fairly, we choose the size of the
clique or community random users to compare. Clique-level and community-level
internal and external similarity is the average of user-level internal or external
similarity of all users in the same clique or community respectively.

Figure 3 demonstrates the user-level internal and external topic similarity for
a specific user. x-coordinate is the id of users in the same community as the user
of interest, y-coordinate is the internal (blue) or external (green) similarity. In
this example, there are 44 users in this community. It is clear that randomly
chosen user has higher JSD than users in the same community as the user of
interest. All user level internal and external similarity show the same pattern.
Note that one random user has lower JSD than some of the internal users, this
is because this randomly chosen user happens to share strong interest with the
user of interest. It is a special case.
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Fig. 3. User level internal similarity vs. external similarity (Color figure online)

Fig. 4. Clique level internal similarity vs. external similarity

Figure 4 demonstrates the clique-level internal and external topic similarity.
x-coordinate is the id of a clique (totally 1883 cliques analyzed), y-coordinate is
the internal or external similarity. It is clear that users in the same clique share
stronger interest than random users. Another observation is that the majority of
cliques have internal similarity below 0.2. This indicates strong interest among
users in the same clique. It is also a validation of the effectiveness of our trained
topic model.
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Fig. 5. Community level internal similarity vs. external similarity

Figure 5 compares the community-level internal and external topic similarity.
x-axis is the community id (totally 1883 communities analyzed), y-axis is the
internal and external topic similarity. Again, as clique-level similarity, it is clear
that users in the same community share stronger interest than random users.
The majority of communities have internal similarity below 0.2. This validates
the Clique Augmentation Algorithm which generates the communities and also
is a proof that topology-based hidden communities do show some community
themes.

4.5 Clique vs. Community

Figure 6 illustrates the comparison between clique and communities. x-axis is
the clique/community id, y-axis is the internal similarity for the clique and the
community resultant from the clique. Intuitively, since the size of the community
resultant from a clique is larger than the clique, and users chosen into the com-
munities have looser connections than users in the clique, we expect community
internal similarity is higher than the clique similarity. Surprising, there is no
big difference between these two measurements. It reinforces the performance
of the community detection algorithms CAA in terms of finding meaningful
communities.
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Fig. 6. Clique vs. community

5 Conclusions and Future Work

This paper presents a new methodology to validate communities based on
whether they share strong interest or not. It proposes new measurement such as
internal and external similarity of clique and community. The result shows that
the clique based clique augmentation algorithm can detect hidden communities
based on the structure that show strong community theme. It also give evidence
that the assumption that user forms community because they share interest is
valid. For future work, we would like to investigate more with topic models, such
as build models with different topic numbers and train the model with twitter
data. Furthermore, It has been pointed out by [23] that traditional LDA does
not fit twitter data very well so we will also investigate use other LDA variations.
We will also compare different community detection algorithms in terms of their
capability of use topic interests.
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Abstract. The concept Internet of Things in recent years has enabled
the connectivity of almost every electronic device using wireless medium,
to the Internet. This has created a massive surge in number of heteroge-
neous wireless devices, with many new challenges regarding content and
service naming. The traditional IP-based architectures are now moving
towards information/content centric networks. In this paper, we pro-
pose a multilayer multi-component hierarchical attribute-value naming
scheme for wireless devices. It combines self-certifying names to achieve
a standardized naming scheme, which is scalable, efficient, routable, and
is secure by design. We use variable-length encoding method to represent
hierarchical location names with prefix-labeling. It is highly expressive
and customizable using a tree representation, where each level represents
a semantic functionality. The qualitative and quantitative analysis show
that the proposed scheme is inherently better than many of the available
information-centric networking architectures, and is able to reduce the
memory and time consumption for name lookup and routing purposes.

Keywords: Information-centric networking · Internet of Things · Nam-
ing scheme · Fibonacci encoding

1 Introduction

In the last decade, the world has witnessed a rapid growth of mobiles, data
centers, sensors, and smart devices with processing, sensing, and connectivity
capabilities [1]. While the human Internet users are in billions, machines and
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wireless devices (things) are also becoming active users, producing huge amounts
of meaningful information [2]. This evolution has become the Internet of Things
(IoT) [3], and has added a number of new challenges [4]. Information-Centric Net-
working (ICN) [5] has also gained popularity, as users consume content from the
network instead of communicating with specific hosts. ICN architecture focuses
on content/data as the central entity of the Internet, rather than host-centric
networking. The content is the first-class network element in the ICN context,
hence it needs to be: globally unique, persistent, secure, location-independent
and should have friendly names, which has become a challenge as it is diffi-
cult to find one single naming scheme that satisfies all of these properties [6].
Content-Centric Networking (CCN) and many of its variants are instantiations
of ICN. In this paper we propose a multi-layer hierarchical naming scheme for
content/service and devices in a large-scale IoT network. The existing ICN solu-
tions do not provide a standard naming mechanism for either services or devices,
and have not evolved to incorporate IoT into their fold. Due to the nature of
information centric networks, using IP address to identify devices/services is
not feasible, although the underlying technology could be using low power IP
variants. The proposed scheme uses multiple levels with attribute-value pairs to
completely identify the name of service and device to represent and control the
actions, and extract information from wireless devices. The names are encoded
using a variable length universal code, and can be aggregated to increase routing
and storage efficiency. This also increases the scalability of overall system, which
is shown by implementation and evaluation of the mechanism.

The rest of paper is organized into five sections: Sect. 2 describes the exist-
ing ICN architecture solutions and their naming schemes. The proposed design
scheme and its components are presented in Sect. 3. In Sect. 4 we evaluate the
efficiency of our naming scheme, followed by conclusion in Sect. 5.

2 Related Works

Cheriton and Gritter [7] proposed TRIAD, where they introduced the concept
of name-based routing. ICN uses names in order to route data, rather than IP
address for finding hosts. There are mainly three categories of naming in ICN [8]:
Hierarchical, Flat, and Attribute-Value Based names, shown in example below:

– Hierarchical Name: /universityname.com/papers/2015/authors/title.type
– Flat Name: ni://universityname.com/sha-256; Title
– Attribute-Value Based Name: Title<String>: ‘PaperT itle’
Authors<ListofStrings>: Authors
Y ear<Integer>: 2015

Hierarchical naming consists of multiple components to identify the appli-
cation, services, or resources. It may enhance scalability since name prefix can
be aggregated. Flat names for dynamic content are typically obtained through
hash algorithms. Therefore, the name is not human-friendly and can hardly be
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assigned to dynamic content not yet published. Flat naming also has scalabil-
ity issues since they don’t support routing aggregation. In the attribute-value
based naming, an attribute has a name, a type, and a set of possible values.
Collectively, they represent a single resource and its capabilities.

A number of advanced ICN solution have been proposed with different nam-
ing schemes. Named Data Networking (NDN) [9] design assumes hierarchically
structured opaque names to the network by allowing each application to choose
the naming scheme that fits its needs. MobilityFirst [10] has self-certifying
flat names called Global Unique IDentification (GUID). The GUID and net-
work address are separated from each other and a mapping between them is
maintained, making complex routing rules. Data-Oriented Network Architecture
(DONA) [11] despite preserving the IP addressing and routing, is the first com-
plete ICN architecture. Persistent flat names are used to identify information
objects; in particular, names are in the form P:L, where P is the ciphered hash of
the public key of the content owner, and L uniquely identifies one of the contents
with respect to the same owner. Publish Subscribe Internet Technology (PUR-
SUIT) project [12], adopts a complete clean-slate approach in designing its ICN
architecture. It uses publish/subscribe stack instead of IP protocol stack, along
with self-certifying flat names. The new approach means more challenges in IP
over/cross ICN environments and transition mechanisms. Scalable and Adaptive
Internet Solutions (SAIL) [13] inherits aspects both from PURSUIT and NDN,
using self-certifying flat names with possible explicit aggregation in the form
ni://A/L, where A is the authority part, and L is the local part with respect
to the authority. Convergence [14] uses a number of features from the NDN, by
using self-certifying flat names in the form namespaceID:name, resembling the
P:L pair of DONA. Content Mediator Architecture for Content-Aware Networks
(COMET) [15] distributes the role of mapping between topological and content
information to the Content Mediation Plane. Names in COMET consists of two
human-readable parts, i.e. the naming authority, and the content name under it.

Adhatarao et al. [16] perform a qualitative and quantitative comparison for
both hierarchical and flat naming schemes in ICN architectures, using several
metrics such as name lookup efficiency, aggregate-ability, semantic and manage-
ability. The study shows that hierarchical names have a much higher lookup
complexity due the need to parse and lookup for each name component to deter-
mine the outgoing interface. Lindgren et al. [17] give a high-level overview of
advantages, trade-offs and challenges of information-centric networking for IoT
architecture, by discussing the expected benefits for different ICN components:
naming, routing, caching, and security. Bari et al. [18] present the core func-
tionalities of ICN architectures by describing the important components in dif-
ferent ICN proposals, highlighting the similarities and differences among them.
Their in-depth analysis is done by comparing the routing scalability through
name-prefix aggregation, security, data integrity and name semantics in flat,
hierarchical and attribute-value based naming, and in-path and off-path name
resolution.
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In summary, there is no clear consent yet on whether hierarchical or flat
names should be used. However, most of the studies recommend using a mul-
tilayer naming scheme that combines self-certifying names with a collection of
keywords that can be used by different applications (web content, video con-
tent, IoT). Also, the naming scheme should support name persistence, security
binding, authenticity and global uniqueness.

Most of the wireless IoT communication patterns such as sensor content
retrieval and mobile content updates are by nature following ICN paradigm and
benefit from in-network caching, hop-by-hop replication and content-based secu-
rity. In fact, ICN design suits the large scale wireless IoT device deployment, by
improving the performance and energy efficiency.

Waltari and Kangasharju [19] proposed and implemented an ICN architecture
for IoT sensor environment with the home-automation system using push-based
communication. The architecture uses messages between sensors to get current
readings, historical readings, data extraction from CCN repository, and executes
actuator instructions. Shang et al. [20] discuss the requirements and challenges
for ICN-IoT especially the Naming and Name Resolution which should be scal-
able and support millions of wireless things. Amadeo et al. [21] discuss the ICN
basics and give an overview of existing ICN research projects where none of them
have been designed to satisfy the wireless IoT features. Their analysis is focused
towards scalability, QoS, security, energy efficiency, mobility, and heterogeneity.

The fundamental challenges that must be considered when defining an ICN-
IoT naming scheme are naming of devices, naming of services, size of such names,
confidentiality, security, and meta-data, etc.

3 M2HAV Design Scheme

Content names are the primary network element for ICN architecture and it
is as important as naming hosts in host-centric networking. Coupled with IoT,
the naming scheme should be highly expressive and customizable, and should
identify services, content, as well as devices. The heterogeneous device envi-
ronment (wearable, mobile, sensory, etc.) adds to the challenge of unified nam-
ing. Naming devices in IoT is expected to manipulate them (switching a device
ON/OFF), and should present an interoperability between different and multi-
crossed domains. Moreover, it should support efficient aggregation rules and
dynamic content.

In the following subsection, we present a Multilayer Multi-component Hier-
archical Attribute-Value (M2HAV) ICN wireless device naming scheme. We use
variable-length encoding with prefix-based scheme for the location as well as the
attributes. The objective of this scheme is to provide device naming in an IoT
setting with next generation ICN architecture.

3.1 Network Reference Model

Internet of Things is designed to establish its base in the world of Internet, where
wireless IoT devices can be integrated with other wired or wireless sensors that
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allow easy accessing, sharing, collecting, and searching for appropriate data. In
this work, we use the IoT topology design shown in Fig. 1(a) as a reference
model. It involves different sensing and automation applications, and takes into
account the routing, security, privacy, mobility, quality of service and heterogene-
ity of the environment. Based on this, we divide our network into a collection
of sub-networks named ICN-Net as shown in Fig. 1(b). The ICN-Net is defined
dynamically, and is bounded by the gateway of the network. It may comprise of
two types of wireless IoT devices, namely AccessThing (AT) and EdgeThing
(ET). An AT is a standard thing in the topology which can be a sensor or actu-
ator, while an ET acts as a gateway in-between ICN-Nets and/or ISPs. In highly
dynamic environments the ET can be mobile, and more than one attached to
an ICN-Net for load balancing or in-network caching. ETs are considered as
resource-rich devices and ATs as resource-constrained devices.

Fig. 1. Reference and virtual topologies

3.2 Multilayer Multi-component Naming Design

The proposed top-down naming scheme is illustrated in Fig. 2, where we have
defined four levels. The Root Prefix Level defines the core network. The Task Type
Level classifies the data name space in IoT environment into two classes based
on the requested Task to do; either a Sensing (e.g., on-demand sensing data,
periodic monitoring) or Action (e.g., action triggering, event-triggered alarms).
In Service Type Level the Service to be performed (e.g., temperature sensing,
turn ON/OFF light) is defined. Finally, the Location Level identifies the physical
position of a service at the AT/ET level.

Attributes. Each level in the naming scheme has a collection of attribute-
value pairs to store and carry different properties about the content/service
such as action type, security, owner, etc. Some of them are well-known and
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Fig. 2. Multilayer naming design

required, other are optional and may be generated dynamically. Primarily all
these Attribute-Value pairs are classified into three types of properties as given
below. It is important to understand that the properties and levels in hierar-
chy are not the same. Properties group different attributes together for better
classification, whereas the hierarchy ensures a complete naming scheme.

– Owner: {Signature: ..., PKey: ..., Seq Num: ..., Hash: ...}
– Thing: {Signature: ..., PKey: ..., Seq Num: ..., P-Level: IN/OUT}
– Action: {Action: ON, Type: Standard, S-Level: Auth, P-Level: IN}

The Owner set of properties is used to give more information about the owner
of a service or a thing, by sharing its signature, public key, etc. The Thing set
of properties is related to the identification, location, security, and other related
attributes for a physical thing itself. The Action set of properties groups the
tasks and associated actions, type of actions, etc. We have defined three types
of actions in our wireless IoT naming architecture:

– Standard Action: Actions performed by users/applications, e.g.: Turn
ON/OFF light, sensing temperature, etc.

– System Action: Actions used by the architecture/system, e.g.: Register/Find,
Publish/Subscribe, Authentication Req/Rep, Negotiation, etc.

– Reserved Action: Reserved action for future usage.

The number of attributes used in a particular IoT application is at the discre-
tion of implementer and designer of service. The benefit of Attribute-Value pairs
is that, it allows as many different types of information required to be embedded
into the message. Moreover, the names and values could be plain text, machine
readable, encoded, or encrypted. In this paper we only provide the classification
of properties and guideline for attributes. More attributes can be added and/or
modified to the following list.

– Well-Known Attributes: Action: Action name to be performed on the thing,
Type: Type of action (standard, system, reserved), Security Level : Open or
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Authenticated action, Privacy Level : Access from IN/OUT of network, Loca-
tion: The location of the thing, Owner Sign: The owner of the information

– Optional Attributes: Sequence No: To ensure the freshness of data, Cache
Lifetime: If/how long can the information be stored in repository, Meta-Data:
For both Owner and the Thing itself e.g. hash, certificates, keywords, content
meta, etc.

3.3 Device/Location Naming and Encoding

In this section we propose a device/location naming scheme for fast, unique,
compressed, and variable length names. Earlier section discussed location as an
attribute of the multilayer multi-component scheme. It is important to clarify
that we propose to use the encoded location of device as the name of device too.
This method reduces the redundancy of having two different attributes, and
makes it easy to identify and route information across the network. Hence, the
Location level in Fig. 2 is mainly used for the routing/forwarding process, where
aggregation rules can be applied to reduce data in the Forwarding Information
Base (FIB).

Location Naming. In order to explain this, we refer to virtual topology and
ICN-Net in Fig. 1(b). The whole IoT is a collection of ICN-Nets, which are
physically connected to each other. Consider a campus-wide IoT infrastructure
of wireless things. Virtual ICN-Nets can be created for each classroom/office/lab
with at least one ET. These can comprise of sensors/actuators or other AT
present in that space. These ICN-Nets can then be grouped at floor level, and
then at building level, and further at block level, and ultimately at campus level.
This essentially creates a logical hierarchy over the physical network, i.e.

campus → block → building → floor → room → thing

We propose that the name and location of device be merged using this
scheme. Fundamentally this can be modeled as a tree structure also, which sim-
plifies forwarding and identification at the same time. A detailed tree is shown
in Fig. 4. To represent the complete name, the arrows can be replaced with\for
simplicity. The fundamental limitation of this scheme is the length of name,
as it can be considerably long. Below, we propose an encoding mechanism for
these names, so that the length can be kept to minimal levels, thus enhancing
scalability and efficiency.

Location Encoding. We propose to use variable-length location encoding with
prefix-based scheme. The idea is to assign each label a variable-length number.
Instead of encoding the entire location, each node locally encodes its own label
into locally unique binary numbers. The size of each label is essentially deter-
mined by a specific variable length encoding method that can be different from
an ICN-Net to another.
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Step 1 - Prefix-Based Scheme: The simplest algorithm for prefix-based
scheme is a Decimal Classification which can be easily applied on a tree struc-
ture. Due to space limitation, we provide the implementation algorithm, and
refer to Fig. 4 for implementation example.

Let T be a tree with root r.

Each node n ∈ T is identified as key(n).pos(n), where

key(n).pos(n) =

{
1 if n = r

key(v).pos(v).i if n is ith child of node v

Step 2 - Variable-Length Encoding: After using the prefix-based labeling,
we apply a variable-length encoding method. We prefer the use of Fibonacci
encoding [22] as a universal code which is used as alternative to dense codes for
large textual word-based data. It is particularly a good choice for compressing a
set of small integers, and fast decoding as well as compressed searches. Further-
more, Fibonacci codes are robust even against insertions and deletions, which
means they are robust in terms of correcting errors. If the codes are to be used
over a noisy wireless communication channel, their resilience to bit insertions,
deletions and to bit-flips is of high importance. Simple Fibonacci sequence can
be generated as:

Fi = Fi−1 + Fi−2, for i ≥ 1, where F−1 = F0 = 1

Using the Fibonacci sequence (excluding the first 0 and 1) a binary code word
can be generated. For a number n to be encoded, if d(0), d(1), ..., d(k − 1), d(k)
represent the digits of the code word representing n, the Fibonacci binary encod-
ing V (f(n)) can be obtained as:

V (f(n)) =
k−1∑
i=0

d(i).F (i + 2), and : d(k − 1) = d(k) = 1

Where F (i) is the ith Fibonacci number. d(k) is always an appended bit of 1. In
essence, the code represents 1 bits for Fibonacci sequence that can be summed
to represent n, with a 1 appended at the end. Examples:

V (f(4)) = 1011, V (f(7)) = 01011, V (f(32)) = 00101011

At the end of this process the lengthy name for a wireless IoT thing is
converted to small binary value as in Table 2.

4 Analysis and Evaluation

Evaluation of our proposed M2HAV naming scheme is done both qualitatively
and quantitatively. In the first part, we have compared our scheme to existing
ICN architectures and naming schemes, whereas in the later part we have imple-
mented the location naming algorithms and computed the efficiency of whole
process.
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4.1 Qualitative Analysis

Table 1 summarizes the comparison of M2HAV with other naming types. The
multilayer attribute-value pairs in hierarchy allow complete flexibility to add
data integrity, readability aggregation, identification, naming, and security fea-
tures to the wireless IoT devices and the services/content they provide. Com-
pared to basic hierarchical naming schemes, these features can only be added
with extra functionality at the application layer. Attribute-Value paired names,
may provide some of these features. Due to space limitation we have omitted the
detailed comparison of M2HAV against other ICN architectures, but in summary,
M2HAV is a feature rich naming scheme as compared to NDN, DONA, PUR-
SUIT, and NetInf architectures. The major difference is that M2HAV by design
has features like device naming, security, in-cache/metadata support, while oth-
ers have added components to provide some of them.

Table 1. Comparison of M2HAV with different types of names

Properties M2HAV Hierarchical Attribute-value

Name-data integrity Sign., hash Sign. Sign.

Human-readable names Possible ✓ ✓

Name aggregation ✓ ✓ ✗

Identifying services/content ✓ ✗ ✓

Naming devices ✓ ✗ ✗

Short length names ✓ ✗ ✗

Support privacy/security ✓ ✗ ✗

Support in-cache ✓ ✗ ✗

Support meta-data ✓ ✗ ✓

4.2 Quantitative Evaluation

To show the quantitative efficiency of M2HAV, we have implemented the scheme
to carry out an example action task: switching ON the light in the 10th floor,
Room 33 in the Central Building in university. The application service flow chart
and the action hierarchy are shown in Fig. 3. The application is configured to
have three different buildings with ICN-Nets at room level. Names are given
to the wireless IoT things as proposed in our design. As seen from Fig. 4, the
system performs a one time tree construction with prefix labels. Based on these
labels, encoding is performed, example of which is shown in Table 2. Dots are
used to make encoded names readable. M2HAV has been bench marked against
hierarchical naming on an Intel Core i7 2.4 GHz with 8 GB RAM.



298 B. Nour et al.

Fig. 3. Application and action service

Fig. 4. Virtual ICN-Net topology with prefix-based labeling

Table 2. Encoding process

Location Prefix label Encoding location

/Bit.edu/CentralBuilding/Floor1 1.1 11.11

/Bit.edu/CentralBuilding/Floor10/Room33 1.1.10.33 11.11.010011.10101011

/Bit.edu/InformationCenter/Floor4/Room20 2.4.20 011.1011.0101011

Encoding Performance: The application interface for user shows complete
alphanumeric names for ease of use, but their length combined with the number
of entries in FIB creates a challenge. In our scheme these are encoded to very
small bit values which saves the overall size of the FIB. The test scenario has 2585
names of varying lengths. The size of FIB table using hierarchical alphanumeric
names is 190960 bytes. On the contrary after encoding the size of FIB is reduced
to 62240 bytes, which is a compression ratio of 3:1. By using a Fast Fibonacci
Encoding Algorithms the time taken to encode is almost zero. This is mainly
due to small integer values of decimal-prefixing in our scheme.
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Lookup Performance: Once the FIB has been populated with encoded names,
it can be used to perform routing operations. Searching the FIB of a large-
scale IoT with thousands of wireless IoT things can be time consuming task.
Moreover the capability of ETs and other intermediate wireless device may be
limited. Although the size of our experimental FIB is small, the difference in
searching time is significantly reduced with M2HAV scheme. In Fig. 5 the time
to compare and find ten randomly selected names is shown. Figure 5(a) shows
the case where names are not sorted in either of the FIB, the time taken to find
a match varies. However matching a complete string is always larger than that
of few bits. In Fig. 5(b), we use the same data and same lookup operation but
with sorted names. A consistent performance is achieved across the board, which
is better than that of hierarchical names.

(a) Unsorted names (b) Sorted names

Fig. 5. Lookup operation in hierarchical and proposed name

5 Conclusion

Information-Centric Network has recently been identified as a potential alter-
native network paradigm for the Internet of Things. IoT supports a heteroge-
neous environment with millions of wireless devices. In this paper, we address
a major challenge and open issue for naming of wireless devices and services in
ICN-IoT architectures. We have proposed a naming scheme design that is com-
posed of multiple layers, for addressing multiple components in attribute-value
pairs to identify both service and content/action associated with each device.
Since the naming design uses variable-length hierarchy, we have used Fibonacci
binary encoding for location naming. The qualitative and quantitative analysis
has shown that our scheme is efficient and comprehensive in nature.
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Abstract. Trust Management (TM) has been playing an important role
in dealing with security and privacy issues in the Internet of Things
(IoT). Following this trend, we propose a trust-based anomaly detec-
tion system which provides a closed loop of trustworthiness computing,
decision-making and trust reevaluation. The proposed trust model con-
siders multidimensional trust elements including reputation, Quality of
Service (QoS) and social relationship, the result of which is employed to
instruct the device to take appropriate security policies against its peers.
Moreover, the detected anomaly event will trigger the reevaluation of
the peers trustworthiness. To evaluate our system, we consider a shop-
ping mall scenario with a great many of IoT devices, and the simulation
results show our system achieves very low false alarm rate under proper
trust level threshold.

Keywords: Internet of Things · Trust management · Anomaly
detection

1 Introduction

The Internet of Things (IoT) has integrated objects with the Internet resulting
in a smart environment where the exchange of data and services is ubiquitous.
However, the IoT has been exposed to more risks than the Internet because of
the high level of heterogeneity. IoT devices are usually deployed in unsupervised
environments, where conventional security mechanisms such as authentication
can hardly deal with insider attacks [1]. In particular, malicious nodes owning
legitimate tokens can easily tamper with sensitive data without being identified.
Additionally, owners may misconfigure their devices, which can cause unpre-
dictable consequences to the whole system.

Trust Management (TM) has become a feasible technique for enhancing user
privacy and information security in the IoT environment. The term trust man-
agement is first defined by [2], where the earliest trust management system
named PolicyMaker is proposed. Since then, a great number of works addressing
trust management issues in Mobile Ad hoc Networks (MANETs) and Wireless
sensor networks (WSNs) have been proposed, such as CORE [3] and NICE [4].

In recent years, there is a growing trend of trust management research in
IoT scenarios, but the solutions are still in fantasy. Unlike other networking
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 302–313, 2017.
DOI: 10.1007/978-3-319-60033-8 27
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systems, the specific characteristics of the IoT have brought new challenges for
trust management to fulfill, such as big data trust, user privacy preservation,
and user-device trust interaction [5]. Currently, there still lacks a specific study
which considering both trust models and trust based decision-making in IoT
scenarios.

To fulfill new IoT requirements, we propose a Multidimensional Trust-Based
Anomaly Detection (MTBAD) system for the IoT. The proposed system extracts
trust information from different dimensions. Specifically, we consider Reputation,
QoS and Social Relationship in this paper. According to the specific context,
some dimensions can be optional or integrated. After that, trustworthiness will
be converted to trust levels using fuzzy approaches, and the results will be used
in the device’s security policies to assess its peers. In addition, if anomaly inter-
actions of nodes are detected, their trust levels will be reevaluated.

The remainder of this paper is organized as follows. Section 2 introduces
the related work about trust management in the IoT. Sections 3 and 4 describe
the definition of the trust model and the trust-based anomaly detection process
respectively. In Sect. 5, we demonstrate the evaluation results of our system
experimentally. We conclude in Sect. 6 and point out the directions for future
work.

2 Related Work

2.1 Trust Assessment

Trust assessment is also called trust evaluation, which is a computational app-
roach of using gathered interaction information to represent whether or to what
extent a node can be trusted by others. Chen et al. [6] proposed a trust and rep-
utation model TRM-IoT based fuzzy reputation for a specific IoT environment,
Wireless Sensor Network (WSN). The trust evaluation metrics include end-to-
end packet forwarding ratio, energy consumption, and the package delivery ratio
for local and global trust evaluation.

Bao and Chen [7] proposed a trust evaluation model considering multiple
trust properties such as honesty, cooperativeness, and community-interest. These
properties are used to account for social interaction, and trust is aggregated
using both direct observations and indirect recommendations. At the same year,
a new paradigm named “Social Internet of Things (SIoT)” was brought by Atzori
et al. [8], where social network concept was integrated with the IoT. After that,
Nitti et al. [9] proposed two trust models (the subjective model and the objec-
tive model) for trustworthiness management. The objective model is derived
from P2P communication networks. The trust value of each node is stored and
retrieved in a distributed hash table to realize global sharing. The subjective
model is deriving from social networks, with each node computing the trust
values of its friends based on its own experience and the opinion of its friends.



304 F. Gai et al.

2.2 Trust Based Decision-Making

Trust based decision-making is the objective of the trust management. The trust-
worthiness evaluated from the collected trust will help the system make security
decisions such as access control, route selection, and anomaly detection. Bao
et al. [10] proposed a hierarchical trust management protocol for wireless sensor
networks which considers trust attributes derived from communication and social
networks to assess the trustworthiness of a sensor node. The authors also ana-
lyzed the performance of the proposed trust management protocol by developing
a probability model based on stochastic Petri net techniques, and particularly,
the protocol was applied to trust-based geographical routing as an application.

Bernabe et al. [11] proposed a flexible access control system for IoT-based
trust management, named TACIoT. It provided an end-to-end lightweight autho-
rization mechanism integrated with a novel trust model for IoT devices. Partic-
ularly, TACIoT has been successfully implemented and evaluated in a practical
testbed for both constrained and non-constrained IoT devices.

3 Trust Models and System Components

3.1 Multidimensional Trust Assessment

Trust involves two roles: a trustor and a trustee. In an IoT environment, a trustor
is an object which requests some sort of services while a trustee is an entity who
offers the services. Since trust is a complicated concept related to reliability,
dependability, belief, confidence and other subjective characters of an entity, it
is greatly affected by the trustor’s policy. Additionally, it is also influenced by
the trustee’s competence, performance and quality [12]. Therefore, we propose a
multidimensional trust model consisting of three properties namely Reputation,
Quality of Service (QoS), Social Relationship. The details of each property are
described as follows.

1. Reputation is third-party information and can be considered as feedbacks
given by other entities accumulated during past interactions. Let f l

ij be a
feedback provided by a entity Ei toward a entity Ej at transaction l. f l

ij can
be expressed in a discrete way, i.e., f l

ij ∈ {0, 0.5, 1} for unsatisfied, ordinary
and satisfied. Or it can be represented in a continuous range f l

ij ∈ [0, 1].
Therefore, the Reputation of Ej considered by Ei can be expressed as the
average of all the feedbacks provided by Ei: Rj =

∑n
l=0 f l

ij/n, where n is the
number of interactions between Ei and Ej .

2. QoS refers to the evaluation of the general quality of service provided by
a device including properties about communication delay, packet repetition
rate, interaction success rate, etc. These properties are measured by recapping
evidence of previous interactions within the peer device being analyzed [11].

3. Social Relationship is also considered as part of our trust model. This
property is based on the emerging paradigm named Social Internet of Things
(SIoT) [8], which allows objects to establish social relationships with each
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other to boost the discovery, selection, and composition of services. According
to this model, five typical relationships are defined: parental object relation-
ship, co-location/work object relationship, ownership object relationship and
social object relationship.

Before an iteration happens, the trustor will first assess the trustworthiness
of the trustee based on the evidence about the aforementioned trust properties.
Let Tij(l) be the overall trust value of Ei toward Ej . Then it can be calculated
as follows:

Tij(l) = w1T
R
ij (l) + w2T

Q
ij (l) + w3T

SR
ij (l). (1)

Accordingly, l means the lth iteration and w1, w2 and w3 represent the weight
of each trust property with w1 + w2 + w3 = 1. Within each property, TX

ij

needs to be updated when Ei interacts with Ej , where X ∈ {Reputation,
QoS, SocialRelationship}. TX

ij includes direct trust, which is according to the
trustor’s own observation of the trustee, and recommdation trust representing
opinions about the trustee provided by other entities. When Ei interacts with
Ek and k = j, TX

ij (l) updates as follows:

TX
ij (l) = αTX

ij (l − δl) + (1 − α)TX,direct
ij (l). (2)

Here, TX
ij (l−δl) indicates the past trustworthiness of Ei toward Ej and δl is the

interval interactions. The parameter α ∈ [0, 1] is used to balance the weight of
the past and the recent trustworthiness. If the context is changing rapidly, then
α should be tuned lower (i.e. α < 0.5) to pay more attention to the recent trust
status, otherwise, α should be tuned higher (i.e. α > 0.5).

On the other hand, when Ei interacts with Ek and k �= j, then TX
ij (l) updates

as follows:

TX
ij (l) = γTX

ij (l − δl) + (1 − γ)

∑Ni

k=1 TX,recom
kj (l)
Ni

. (3)

In this case, TX
ij (l − δl) is the past trustworthiness of Ei toward Ej while

TX,recom
kj (l) represents the recommendation trustworthiness, and Ek is the rec-

ommender. The parameter γ ∈ [0, 1] is the balancer, which is calculated as
follows:

γ =
1

1 + βTik(l)
(4)

Here another parameter β ∈ [0, 1] is introduced. With β or Tik(t) increases, the
impact of the recommendation trust will grow, otherwise it will decrease. The
core idea of introducing the parameter β is to protect the trust system from
bad-mouthing and ballot-stuffing attacks [13].

3.2 System Components

The proposed MTBAD system consists of two parts: Trust Models and Security
Mechanisms, which are shown in Fig. 1. The Trust Models is for trust evaluation,
the result of which will be employed by the Security Mechanisms for security
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Trust-Based Anomaly Detection System

Trust Models Security Mechanisms

Context Manager

Trust Information 
Extraction

Trust Assessment

Securiy Policy
& Blacklist

Fuzzy Manager

Behavior Monitor

Trust Value

Anomaly 
Report

Fig. 1. Scheme of the Multidimensional Trust-Based Anomaly Detection (MTBAD)
system

decision-making. We also define and incorporate three basic components to each
part. Their responsibilities and interactions are briefly presented as follows:

1. Context Manager is used to generate dynamical and real-time context
information such as time, location, power consumption and device model.
This information is transmitted to Trust Information Extraction Module to
sort data format and employed by the Trust Assessment to evaluate the trust
value.

2. Trust Information Extraction is to extract trust evidences by aggregating
cross-layer information from IoT devices. It requires some mechanisms to
record interaction information such as network delay, packet repetition rate.

3. Trust Assessment is the core component in the Trust Models, where all
trust assessment algorithms are implemented. The output of this module will
be employed by Security Mechanisms for security decision-making.

4. Fuzzy Manager employs fuzzy approaches. Fuzziness indicates the degree
of appropriateness of each dimension being considered as a trust property.
Details will be presented in Sect. 4.

5. Security Policy & Blacklist includes a collection of rules that allow or
disallow security-related actions and events about a device. According to the
trust level of the trustee, different levels of security policies will bring into
effect. Moreover, the blacklist can be shared among trusted entities.

6. Behavior Monitor is to monitor the trustee’s actions during the interac-
tions. Therefore, some detection mechanisms such as [14,15]. When an anom-
aly event is detected, it will trigger the reevaluation of the peer’s trust level.

Due to the ephemeral nature of IoT environment, the deployment of the
trust management system should be distributed. The advantage of distributed
approach is that it can not only reduce communication overhead but also enhance
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the collaboration between devices [16]. Nevertheless, the MTBAD system needs
more computing resources and power consumptions, which is not suitable to
deploy it on non-constrained devices. To balance the tradeoff, we considered
the Fog computing architecture, [17] which can be considered a semi-distributed
system.

4 Trust Based Anomaly Detection

In the proposed model, the trust values of each dimension are evaluated using a
fuzzy approach to come up with a crispy trust value. It determines which level
of security mechanisms are employed toward the trustee.

4.1 Fuzzy Trust Computation

The fuzzy-based approach is a prospective solution to deal with ambiguous data
such as trustworthiness. It offers flexible, adaptive, light-weight and extensive
abilities for the system [18]. For this purpose, we introduce fuzzy approaches to
our system to evaluate the security level toward a given device.

According to Mamdani Fuzzy Information System [19], the fuzzy mecha-
nism consists of four processes: Fuzzification, Rule Evaluation, Aggregation and
Defuzzification. In Fuzzification step, the linguistic values of each trust dimen-
sion are taken as input and then evaluated by membership function μ(x). The
membership function μ(x) describes the degree of a fuzzy variable x is a member
of a group, where a full membership is represented by 1, and no membership by
0. We give an example of the definition of the three linguistic variables in the
Table 1, and the membership function is presented in Fig. 2. The parameters can
be changed according to the specific environment and more linguistic terms can
be assigned such as Very Good, Not Good, Not Bad etc.

0
0.1
0.2
0.3
0.4
0.5
0.6
0.7
0.8
0.9

1

0 0.3 0.4 0.6 0.7 1

M
em

be
rs

hi
p

Trust Value

A Example of Membership Function
bad average good

Fig. 2. An example of membership function
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Table 1. An example of linguistic values

Linguistic value Crisp range Fuzzy numbers

Bad Below 0.25 (0, 0.25, 0.4)

Average In range (0.4, 0.6) (0.3, 0.4, 0.6, 0.7)

Good Above 0.7 (0.6, 0.7, 1)

The next step is Rule Evaluation, which can be expressed as a set of fuzzy
rules. The rules are represented in the form If-Then. In our case, the rules are
similarly defined as follows:

RULE 1: IF QoS is "good"
AND SocialRelationship is "good"
THEN TrustLevel is "High";

RULE 2: IF QoS is "bad"
AND SocialRelationship is "bad"
OR Reputation is "bad"
THEN TrustLevel iS "Low";

...
RULE n

The terms “High”, “Medium” and “Low” are linguistic variables to describe
the trust level of the trustor toward the trustee. According to the trust level,
the trustor will take appropriate security policies to restrict the behavior of the
trustee during the interaction.

4.2 Anomaly Detection Process

The trust model that was described previously is to evaluate trust value before
interaction happens while the trust-based anomaly detection is to maintain trust
during the interaction. When anomaly behavior is detected, the trust of the
trustee will be reevaluated. This process is shown in Fig. 3.

Fuzzy Process Behavior 
Monitor Reevaluate Above threshhold? Blacklist

Trust Level Anomaly Event Updated Trust Value Trustee Iden ty

Y

N

Fig. 3. Trust-based anomaly detection process

We assume that after the fuzzy process, the trust level of entity Ei toward Ej

is “high”, then the interaction will begin. During the interaction, there are several
transactions between the two entities, some of which are normal while others
are considered as malicious by the detection mechanisms of Ei. We define that
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Table 2. An example of linguistic values

Param description Value

Area 400m× 400m

Node number 400

Trust level threshold 0.5

Trust level 1–5

Malicious percentage 10%, 20%, 30% and 40%

Interaction frequency 30 times/hour

Duration 200 h

when a malicious transaction is detected, the number of normal and abnormal
transactions are α and β, respectively. So according to Bayes’ theorem [20], the
probability of reducing the trust level P (x) is calculated as follows:

P (x|α, β) =
P (x, α, β)
P (α, β)

=
xα(1 − x)β

∫ 1

0
xα(1 − x)βdx

. (5)

Meanwhile, the beta function is defined by:

B(α, β) =
∫ 1

0

xα−1(1 − x)β−1dx. (6)

Therefore, we can take Eq. (6) into Eq. (5), which is:

P (x|α, β) =
xα(1 − x)β

B(α + 1, β + 1)
. (7)

From Eq. (7), we can tell that x obeys the beta distribution for 0 ≤ x ≤ 1,
and shape parameters α, β > 0. The probability density function of the beta
distribution is as follows:

f(x|α, β) =
xα−1(1 − x)β−1

B(α, β)
. (8)

So the expected value of x is calculated as follows:

E(x|α, β) =
α + 1

α + β + 2
(9)

Based on Eq. (9), we introduce parameter τ as the trust level threshold, below
which the trust level will drop a notch. When the trust level falls to zero, the
trustor will add the trustee to the blacklist and forbid all the transactions from
the trustee. Note that the blacklist can also be shared among trusted entities to
reduce the impact of the malicious devices.
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5 Experimental Evaluation

In this section, we considered a real-life IoT scenario—the shopping mall sce-
nario, based on which we implemented several simulations to evaluate the effec-
tiveness of the proposed system. In this scenario, the mall is filled with a great
many of IoT devices. The smart objects carried by the customers can commu-
nicate with the IoT devices provided by the mall for intelligent service such
as indoor instructions, advertisements, commodity recommendations. However,
the adversaries may perform DDoS attacks to prevent the devices from providing
services, and the unscrupulous businesses may steal the customers’ privacy data
for illegal purpose.

Fig. 4. Trust level evolvement

The default parameters are set based on previous experiments and listed in
Table 2. We simulated a 400m×400m area with 400 nodes which can randomly
communicate with each other. We consider a malicious node performing abnor-
mal behavior with a probability of 50% and the percentage of malicious nodes
λ ranges between 10% and 40%. The initial trust values of all nodes are set
to 1 so the trust level of each node will be assessed to the highest level at the
beginning. To demonstrate the evolvement of the trust level, we set the levels to
1–5 corresponding “very low”, “low”, “medium”, “high” and “very high”. Note
that when the trust level falls to 0, it means the node is totally untrust and the
node will be added to the blacklist.

Figure 4 demonstrates the trust level evolvement of a malicious node at dif-
ferent malicious circumstances. We note that the trust level of a node drops more
quickly when the trust level is lower because lower level means more strict the
security mechanisms are. Therefore, malicious interactions are more likely to be
detected in this circumstance. In addition, as the percentage of malicious nodes
grows, the trust level takes more time falling to next level.

Figure 5 shows the overall false positive and false negative rate of the anomaly
detection during the simulation. The False Negative (FN) means bad nodes are
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Fig. 5. False alarm rate

misidentified as good ones. We can observe that the FN rate initiated at around
0.5 no matter how the malicious percentage varies. This happened because we
initially set the highest trust value to every node, so all nodes are considered as
good nodes. Afterward, the FN rate plummeted to 0.2 approximately, then it
slowed down. We also note that the malicious nodes percentage had little effect
to the FN. On the other hand, the False Positive (FP) refers to the system
wrongly brings good nodes into the blacklist. It is important to remark that the
FP rate remained at 0 during the whole experiment. This is due to the fact that
as the time progresses, the trust level of good nodes remains at high level. Only
constant malicious behaviors can reduce the trust level to level 0, which does
not likely to happen in good nodes.

(a) False negative rate (b) False positive rate

Fig. 6. False alarms with varying malicious nodes percentage

We also explored how the trust level threshold τ affects the false alarm rate
with varying malicious nodes percentage, the result of which is depicted in Fig. 6.
In Fig. 6(a), the FN rate stays at 1 until τ exceeds 3.5. This is because in Eq. (9),
when α = 0 and β = 1, the equation approximately equals to 0.33. Consequently,
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the trust level will not drop only if τ is greater than 0.33. On the contrary, in
Fig. 6(b), the FP begins to increase after τ is greater than 0.7. This can also be
explained using Eq. (9). When α = 1 and β = 0, the equation is approximately
equal to 0.66. Accordingly, the good nodes will be falsely identified as malicious
nodes only if τ is greater than 0.66. From these two figures, we can observe that
the optimal trust level threshold τ is in the range of [0.5, 0.7], at which both the
FN and the FP are lower than 0.1.

6 Conclusions

In this paper, we presented a trust-based system for anomaly detection in IoT
environment. We considered a multidimensional trust evaluation model including
reputation, QoS, and social relationship, and a trust-based security decision-
making mechanism with fuzzy approaches. Through simulations, we evaluated
the effectiveness of our system with varying malicious node percentages. The
experiment results indicated that our system has very low false alarm rate with
proper trust level threshold, and there exists an optimal trust level threshold for
minimizing the false alarms.

For future work, we plan to focus on how human behaviors affect the IoT
environment and bring human-machine dimension to our trust system.
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Abstract. To satisfy the rapidly growing requirements of wireless data
services recently, fog computing which is as an extension of cloud com-
puting is proposed for offloading the Internet of Things (IoT) data ser-
vices and applications. It depends more on the collaboration of near-
located devices, instead of sending the information to remote servers.
In this paper, we conceive the idea of utilizing Device-to-Device (D2D)
communications as the infrastructures for computation and communica-
tion. In particular, D2D communication technology is as one of the most
important and innovative revolutions in the development of future cel-
lular networks. In computation part, by analyzing the interest difference
of users, a Virtual Fog Community (VFC) is established in this paper.
In communication part, by perceiving the importance degrees of users
and accordingly employing multi-dimensional network status parame-
ters such as the local and global centralities, the best relay user can be
reasonably selected based on the physical and social attributes of users.
Simulation results show the proposed mechanism fully exploits the social
relationship between users and effectively enhances the network opera-
tional efficiency at the cost of relatively low delay.

Keywords: Fog computing · D2D communication · Social attributes ·
Internet of Things

1 Introduction

As reported by Cisco, around 50 billion intelligent devices would be connected
to the Internet for Internet of things (IoT) applications by 2020 [1]. At present,
IoT applications include, e.g., smart grids and cities, wireless sensors, internet
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of vehicles and so on. In such applications, IoT devices (e.g., smart-phones,
vehicles) often are utilized as the sink nodes to assist sensing data collection in
the manner of end to end communication technology, such as Device-to-Device
(D2D) and Machine-to-Machine (M2M) communications [2]. As the IoT devices
and its applications increase tremendously, mobile data services are also growing
rapidly. As a result, the loads of data centers and base stations grow inevitably.

To solve these problems, Cisco proposed a new computational paradigm,
termed as fog computing, that puts a substantial amount of storage, communi-
cation, control, configuration, measurement, and management at the edge of a
network, rather than establishing channels for the centralized cloud storage and
utilization, which extends the traditional cloud computing paradigm to the net-
work edge [3]. The architecture of fog computing is that utilizes a collaborative
multitude of end-user clients or near-user edge devices to carry out a substan-
tial amount of communication and computation. Due to the resource utilization
of geo-related devices, fog computing has more computation capacity and less
communication delay compared with the cloud computing. Therefore, fog com-
puting is often exploited to serve large scale IoT applications [4,5]. What’s more,
users usually participate in and construct a complex social network by exploiting
social attributes of users, such as interests in common, users background and so
on. Numerous study results pointed out the “big world, small world” feature of
mobile networks [6]. Such social characteristics can be applied by fog computing,
and then users can be divided into different social groups, namely, Virtual Fog
Community (VFC).

In recent years, social attributes of users are explored in D2D cooperative
communication [7]. A series of social relationship structures and social phenom-
ena were analyzed by Refs. [8–12], such as the definition of community and
closeness, which further concludes that the stable social structure and social
relationship exist in D2D networks. The relationship between content require-
ments and historical contact information of users was analyzed in Ref. [13]. To
effectively reduce the base station load through D2D links, a contact time based
D2D resource allocation algorithm was proposed in Ref. [14] to comprehensively
consider the encounter time and contact time, by which sociality-aware and
sociality-blind resource allocation algorithms are compared. Although the above
mentioned references exploited social attributes to analyze D2D data transmis-
sion, D2D users are moving in social networks and their trajectories are regular,
which were not pointedly analyzed and studied by them.

To solve these problems, in computation part, VFC is proposed based on
D2D communications in this paper. In particular, The network structure is firstly
detected according to the interest spots difference between users, upon which a
physical and social attribute Cooperative Aware Data Forwarding Mechanism
(CADFM) is designed in communication part. CADFM extensively considers
and reasonably exploits the social relationships between intra-community and
inter-community users to select the optimal relay user.

The rest of this paper is organized as follows. A comprehensive outline of the
fog computing architecture is proposed based on D2D Communications in Sect. 2



316 J. Yan et al.

and the user interest difference perceiving and VFC construction methods are
further proposed in Sect. 3. Section 4 evaluates the transmission rate between
users. Section 5 describes the user importance perceiving mechanism whereas
a social and physical attribute cooperatively perceiving D2D data forwarding
mechanism is introduced in Sect. 6. Furthermore, the settings of simulation sce-
narios are given and the performance of the proposed algorithm is analyzed in
Sect. 7. Lastly, the conclusion is given in Sect. 8.

2 Network Architecture

Much attention has been paid to cloud radio access network (C-RAN) architec-
ture [15,16]. Based on the previous work on C-RAN architecture, the evolved
fog architecture is shown in Fig. 1.

Fig. 1. Fog computing network architecture.

Fog architecture includes three layers: The first layer (device layer) encom-
passes all the sensing devices, which are responsible for transmitting the sensing
data to other sensing devices or its immediate upper layer in the hierarchy;
the second layer (access layer) includes evolved access networks and logic fog
computing layer. To incorporate fog computing in edge devices, the evolved
access network contains the traditional remote radio heads (RRH) and the fog-
computing-based access point (F-AP). What’s more, logic fog computing layer
is introduced to manage some distributed communication and storage functions;
the third layer (cloud computing network layer) is the upper-most layer in this
architecture. The layer constitutes of multiple high-end servers and data centres
which are capable of processing and storing an enormous amount of data.
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3 VFC Building

As mentioned above, logic fog computing layer is responsible for local distributed
communication by D2D communications. However, users are strongly socially
related in D2D networks [17–19]. Therefore, making full use of social attributes
can be effective to assist logic fog computing layer in managing the distributed
communication. In this section, a logical structure detection method is firstly
proposed based on user interest spots difference.

3.1 Interest Difference Perceiving

The user activities are regular and social relationship between them is relatively
stable. By exploiting interest spots similarity of users, the network can be divided
into logical components, namely VFC. Assuming there are n users in the net-
work, U = {u1, u2, · · · , un} respectively which can be recorded by BS, and user
ui has mi interest spots, Mui

= (a1
ui

, a2
ui

, a3
ui

· · · ami
ui

) respectively, and interest
spots of different users may overlap. The complete set of interest spots can be
obtained according to Eq. (1), where bi ∩ bj = ∅, i �= j; i, j = 1, 2, · · · , p.

Bi = Mu1 ∪ Mu2 ∪ Mu3 · · · ∪ Mun
= {b1, b2, b3, · · · , bp} (1)

By comparing the proportions of the appearance times at a given spot to
the total appearance times, the interest degree for all spots of user ui in time t
are Fui

(t) = (f b1
ui

(t), f b2
ui

(t), f b3
ui

(t) · · · , f
bp
ui (t)), where constraints hold as shown

in Eqs. (2) and (3).
0 ≤ f bz

ui
(t) ≤ 1(1 ≤ z ≤ p) (2)

p∑

z=1

f bz
ui

= 1 (3)

where f bz
ui

(t) denotes the interest degree for spot bz of user ui in time t. Eventually
the interest matrix I = {Fu1(t), Fu2(t), · · · Fun

(t)}T can be obtained.

Definition 1 (User Interest Difference). At time t, the interest of user ux

and uy for given spot bz, namely f bz
ux

(t) and f bz
uy

(t) are different. Their cur-
rent interest matrices are analyzed and compared to define the interest difference
between user ux and uy as shown in Eq. (4), by averaging their interest difference
for all spots.

D(ux, uy) =

⎧
⎨

⎩

0 Fux
(t)=Fuy

(t)
p∑

z=1

∣
∣
∣fbz

ux
(t)−fbz

uy
(t)
∣
∣
∣

p others
(4)

As shown in Eq. (4), D(ux, uy) = 0 denotes there is no interest difference
between user ux and uy, whereas D(ux, uy) = 1 indicates that two users share
no interest spots.
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3.2 Fog Community Detecting

(1) The establishment of game coalition and objective function
During initialization, If maxFui

(t) = f bx
ui

(t) at time t. ux is arranged into
fog community bx. Further, the current fog community set can be defined as
S′ = {s1, s2, s3, · · · , sv} (v ≤ p), namely the game coalition, where si ∩ sj =
∅(i �= j; i, j = 1, 2, · · · , p) and the coalition participants are U = {u1, u2, · · · , un}
respectively (normally v ≤ n). Assuming the skth (1 ≤ k ≤ v) fog community
has θsk

users (1 ≤ θsk
≤ n) and the sum of fog community members is defined

by Eq. (5).
v∑

k=1

θsk
= n (5)

However, even when users share the same interest spot, their interest may
be different. Some users may have the same level of interest for all spots,
whereas other users may have stronger interest for one or several spots among
all their interest spots. To minimize the interest difference within each fog com-
munity, users may reasonably joint or quit given fog communities, namely user
transferring.

Ωsk
=

θsk∑
ux=1

θsk∑
uy=1

D(ux, uy)

θ2sk

(6)

where Ωsk
represents the interest difference between each other in fog com-

munities sk. Because the alteration of belonging fog community can cause the
change of fog community difference, the user transfer effectiveness is set to the
fog community difference. As mentioned above, to reasonably transfer users, the
overall interest difference of communities, namely the objective function should
be minimized, as shown in Eq. (7).

J = min
v∑

k=1

Ωsk
(7)

(2) Fog User Transferring
Targeting at the above mentioned problems, the adaptive preference order

adjustment method in coalition game is employed to assign the optimal fog com-
munities for each user, namely the user transferring [20], by which the interest
difference within each fog community can be minimized and a temporarily stable
status of a given fog community can be achieved.

Assuming user ui is initially arranged into fog community sk, when ui prefers
the new fog community sl than the original fog community sk this situation is
denoted by sl � ui

sk. The user transferring constraints are shown in Eq. (8),
where the user can be transferred if and only if the interest difference of orig-
inal fog community sk does not increase and the interest difference of new fog
community sl decreases.

Ωsl
> Ωsl′ && Ωsk

≥ Ω(sk\i) (8)
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In Eq. (8), sl′ is the new fog community of user ui and (sk\i) is the original
fog community. By repeating the user transferring constraints on all users until
Nash Equilibrium is achieved, the value of objective function can be minimized.

4 Sensing Data Transmission Model

In the underlay mode, D2D communication and cellular communication are both
available for users. For instance, if user ui, uj ∈ U are communicating through
D2D and sharing the uplink channel of user u, their communication can be
interfered by cellular user u. In various network scenarios, physical attributes
of users have considerable impacts on the network performance. Assuming Pui

is the transmitting power of D2D user ui, the channel gain between user ui

and uj is hui,uj
, the received signal of user ui can be denoted by Pui

hui,uj
. To

be general, channels are assumed to follow Rayleigh distribution, the distance
between users ui and uj is denoted by dui,uj

, and the channel attenuation factor
and Gaussian channel coefficient are denoted by ∂ and h0 respectively. Because
the communication between users is under the impact of their distance and
channel attenuation, the channel gain between them can be denoted by

hui,uj
= d−∂

ui,uj
h0 (9)

The noise of the received signal is composed of the additive Gaussian white
noise N0, and the same frequency interference noise by cellular user u. Therefore,
the noise of the received signal by user ui can be denoted by Puhu,uj

+ N0.
Furthermore, according to the Shannon equation, the transmission rate between
D2D users Rui,uj

can be denoted

Rui,uj
= log2(1 +

Pui
hui,uj

Puhu,uj
+ N0

) (10)

D2D transmission rate is estimated in this section to further consider the
physical attribute for a reasonable relay user selecting. However, only consider-
ing the user physical attributes may cause inaccuracy, thus the horizontal and
vertical social relationships should be taken into account.

5 User Importance Perceving

The stable social relationship between users can be exploited to enhance the data
forwarding efficiency in multi-hop D2D scenarios. By analyzing the proposed
local and global centralities, social relationships between users can be evaluated,
where the local centrality describes the relationship between directly related
users within the same community and the global centrality describes the active
degree of a given user for whole fog communities.
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5.1 Local Centrality

According to its definition, the local centrality only focuses on users from the
same fog community, and only evaluates the directly related users. Therefore,
the estimation of connection times should also consider the connection duration
and only the connection long enough for the data transmission can be regarded
as effective. For user ui, Eq. (11) describes the encounter between it and user uj .

δui,uj
=

{
1 user ui and uj had met, i �= j
0 others (11)

To avoid the impact of these invalid short connections, Eq. (12) gives the
improved connection determination method by considering the encounter dura-
tion.

ηui,uj
=

{
1 duration(uiuj) ≥ tui,uj

, i �= j
0 others (12)

In Eq. (12), duration(ui, uj) denotes the encounter duration of user ui and uj ,
and tui,uj

denotes the total transmission delay between user ui and uj , which
is related to the data transmission rate Rui,uj

and data size F , as shown in
Eq. (13).

tui,uj
=

F · Ret

Rui,uj

+
dui,uj

c
(13)

In Eq. (13), F denotes the data size and Ret denotes the retransmission
times. c is the light speed. Obviously, the directly social relationship exists only
if Eqs. (12) and (13) are met. Therefore, the local centrality ξui

of user ui in
community sk can be defined by Eq. (14).

ξui
=

θsk∑
j=i

δui,uj
∩

θsk∑
j=i

ηui,uj

θsk

(14)

5.2 Global Centrality

A high global centrality signifies a high active degree and a great influence on the
whole network. According to the user mobility analysis given by Ref. [21,22], the
encounter interval between users can be described by the Pareto distribution.
We assume that Tui,uj

denote the encounter interval between user ui and uj .
The complementary cumulative distribution function of Tui,uj

can be calculated
by Eq. (15).

Pui,uj

{
Tui,uj

> t
}

=

(
τmin
ui,uj

t

)αui,uj

, t ≥ τmin
ui,uj

(15)

where the αui,uj
> 0 determines the shape of Tui,uj

’s probability distribution
function, and τmin

ui,uj
denotes the minimum possible value of Tui,uj

.
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Thus, the encounter probability between user ui and uj during the period
Δt can be calculated by Eq. (16).

pui,uj
(Δt) = 1 −

(
τmin
ui,uj

Δt

)αui,uj

(16)

The global centrality of user ui can be further denoted by Eq. (17).

ALui
(t) =

1
n − 1

∑n

j=1,i �=j
pui,uj

(t) (17)

6 Physical and Social Attribute Cooperative Aware Data
Forwarding Mechanism

As is mentioned above, the data transmission between users can be divided into
the intra-community and inter-community data forwarding. Due to the social
relationship difference between physically close neighbor users, the temporarily
established links without the social relationship consideration may be invalid
short connections, which may cause the low resource utilization. Therefore, the
relay user selecting should comprehensively consider the physical attributes along
with the social attributes, by which the optimal relay user can be selected for
the reasonable intra-community and inter-community data forwarding and to
achieve the reliable data delivery.

6.1 Intra-community Data Forwarding

Users from the same community are socially close, encounter each other with
high probability and have stable links and long encounter duration. With more
directly related users, the local centrality of the given user is higher, which
can be regarded as the factor to select the intra-community relay user. Besides,
employing the transmission rate between users also contributes to the forward-
ing efficiency. Therefore, the cooperative intra-community relay user selecting
strategy is proposed in this section. The important degrees of relay users can
be calculated by Eq. (18), where ux(0 ≤ x ≤ θsk

, i �= x) relay user candidates
within the communication range of sending user ui ∈ sk.

Em(i, x) = αξux
+ (1 − α)Rui,ux

(18)

In Eq. (17), α is the weight factor, which is obviously crucial for the accurate
selecting of the optimal relay user. Besides, physical attributes such as the user
density and velocity within the given community also affect the intra-community
data forwarding. For instance, the user density obviously affects the number of
directly related users, and contributes to the local centrality. Besides, in the
scenario of high user velocities, data have to be rapidly forwarded to relay users
before connections end, which signifies the importance of transmission rates.
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In conclusion, the weight factor α should be directly proportional to the user
density and inversely proportional to the user velocity, as shown in Eq. (19).

α = 1 − exp(− θk

nVi
) (19)

where Vi denotes the movement velocity of user ui and the user with the max-
imum Em(i,x) within the communication range of user ui is selected as the
optimal intra-community relay user.

6.2 Inter-community Data Forwarding

For the inter-community data forwarding, user interest varies greatly and the
similarity between the sending and receiving users is low, which indicates they
may have a short connection duration and even no encounter probability. There-
fore, the inter-community data forwarding requires data to be rapidly transmit-
ted to the destination community and, when arriving at community of receiving
users, to be forwarded by the user with the highest encounter probability with
the receiving user.

When sending and receiving users share no same fog community, the inter-
community data forwarding is necessary. Because sending user may not have
even remote relationship with the destination community, data must be rapidly
forwarded to the destination community to reserve network resources and to
enhance the delivery ratio. Assuming users, in the communication range of the
sending user, are from the community of receiving users. Because sending and
receiving users share no same fog community, the user with the highest encounter
probability with the receiving user is selected to forward the data and to min-
imize the transmission hop count. For relay user candidate ux, the encounter
probability pux,uj

(t) between users can be calculated by Eq. (16). If no user
within the communication range of the sending user is from the community
of receiving users, the user with maximum global centrality max(ALux

(t)) is
selected as the relay user. Again, the relay user from the community of receiv-
ing users can be selected among the next-hop relay candidates, until the data
eventually arrives at the receiving user.

7 Numerical Results

In this part, we used human mobility trace Infocom06 [23]. To reflect the perfor-
mance gain of the proposed CADFM, two typical data forwarding mechanisms,
Encounter Probability Data Forwarding Mechanism (EPDFM) and Direct Deliv-
ery Mechanism (DDM), are compared during the simulation, where EPDFM
selects the user with the highest encounter probability to the receiving user as
the relay and DDM only forwards data when the receiving user is in the com-
munication range of the sending user.

The successful delivery ratio directly reflects the reliability of data transmis-
sion. As shown in Fig. 2, the increased number of users leads to the increased
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Fig. 2. The successful delivery ratio under various numbers of users.

network user density, which affects the connection times and accordingly the data
delivery ratio. Because CADFM employs the reasonable fog community detec-
tion and the optimal relay user is selected according to the social attributes of
users, the delivery ratio of CADFM is higher than those of EPDFM and DDM.
However, the users are always resource limited, thus the active users forward
most of data and congestions at these active users prevent the further increase
of delivery ratio. According to simulation results, CADFM can achieve 10.2%
and 47.6% higher delivery ratios respectively, when compared with EPDFM and
DDM.

The average delivery delay under various numbers of users is shown in Fig. 3.
The average delivery delays of all three mechanisms are reduced because of
the increased number of users and user encounter probability. For DDM, the
difficulty of reaching the receiving user is increased due to the growing number
of users, thus the average delivery delay is the highest. As shown in Fig. 3,
the average delivery delay of CADFM is the lowest, that of EPDFM is higher,
because the proposed relay selecting process is based on the centralities and
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encounter probabilities and the data forwarding is more reasonable, accurate
and rapid. Simulation results show the proposed CADFM can achieve 14.2% and
45.2% lower average delivery delays respectively, when compared with EPDFM
and DDM.

8 Conclusion

In this paper, we proposed a novel approach CADFM for social D2D networks
to achieve the efficient data forwarding and reliable data delivery. By analyzing
the instantaneous user interest difference, the VFC can be detected for the fur-
ther realization of the efficient data forwarding. Simulation results show that,
compared with traditional fog computing data forwarding mechanisms EPDFM
and DDM, the proposed CADFM can achieve the more efficient data forwarding
at the cost of a relatively low delivery delay.
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Abstract. In this paper, the Advanced Persistent Threats (APTs)
defense for Internet of Things (IoT) is analyzed for inaccurate APT
detection, i.e., both the miss detection rate and false alarm rate of the
APT detection are considered. We formulate an expert system (ES)-
based APT detection game, in which an expert will double-check the sus-
picious behavior or potential APT attackers reported by the autonomous
and inaccurate APT detection system. The Nash equilibrium of the APT
detection game for IoT with ES is derived, revealing the influence of
the APT detection accuracy on the utilities of the IoT system and the
attacker. We propose a Q-learning based APT detection method for the
IoT system with ES in the dynamic game to obtain the optimal strategy
without the knowledge of the attack model. Simulation results show that
the proposed APT detection scheme can efficiently use the knowledge
of the expert system to improve the defender’s utility and increase the
security level of the IoT device compared with the benchmark detection
scheme.

Keywords: Advanced persistent threats · Internet of Things · Expert
system · Game theory · Reinforcement learning

1 Introduction

Combined with the technology of cloud computing, the ability of Internet of
Things (IoT) are promoted effectively. A great variety of cloud-enabled IoT
applications have sprung up, such as intelligent transportation, smart agricul-
ture, intelligent manufacturing, etc., as shown in Fig. 1. IoT terminals upload
data and computation requests to specified cloud devices, and receive comput-
ing results from them whenever needed. The cloud may store massive sensitive
data that are related to public safety [1–3], with the result that the cloud storage
has become a favourite target of APT attackers.
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Fig. 1. A typical scenario of IoT combined with cloud. In the various walks of life,
IoT systems upload a large amount of data to cloud storages, and defend against APT
attackers with autonomous APT detectors and expert systems.

Unlike traditional cyber attackers, APT attackers aim at long-term benefits.
They conceal themselves for a long time to steal data secretly or prepare for
a mortal damage, which makes it more difficult to defend the IoT systems [4].
The defender analyze massive scanning data to determine whether the device is
under attack by APTs or not. The analysis process is called detection and usually
performed by an autonomous APT detector, which scan the device constantly
and inspect attacks according to built-in rules during a specified period of time.
Due to the complexity of APT attack technology, the conclusions of APT detec-
tors are unreliable. The occurrence of inaccurate APT detection forces us to
introduce an expert system (ES) to double-check the alarm results and acquire
knowledge about the miss detection rate (MDR) and false alarm rate (FAR) of
the APT detection.

In this paper, we propose an ES-based APT detection game model to pro-
tect the IoT system against APT attacks with an expert system, in which the
attacker chooses the duration to intrude while the defender makes a decision on
the detection interval without knowing the choice of the opponent. The Nash
equilibria (NE) of the ES-based APT detection game is derived to investigate
the influence of the APT detection accuracy on the utilities of two players. Fur-
thermore, we study the dynamic game of APT detection strategy based on ES
through Q-learning, in which the defender has no knowledge about the attack
model. The optimal detection strategy is derived via a trial-and-error method
and evaluated via simulations. The results show that, by applying Q-learning,
the defender can find the optimal strategy and obtain a higher utility than sto-
chastic method and ε-greedy. Besides, the security level is also enhanced.
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The major contributions of this paper are summarized as follows:

– We model the interaction between the APT attacker and the IoT system
defender with an ES by game theory, considering the inaccurate APT detec-
tion, i.e., the miss detection and false alarm.

– We derive the NE of the ES-based APT detection game, and discuss the
concrete influence of the MDR and FAR on the utilities of the players.

– We propose an optimal APT detection method for the IoT system with ES
by Q-learning algorithm in the dynamic game, and compare its performance
with the benchmark detection scheme via simulations.

The rest of this paper is structured as follows. Section 2 reviews related work.
Section 3 presents the system model. An ES-based APT detection game with
unknown action of the opponent is studied in Sect. 4. Section 5 investigates the
dynamic APT game. Simulation results are provided in Sect. 6 and conclusion is
given in Sect. 7.

2 Related Work

Game-theoretic methods have been applied to study cyberspace security against
APT attackers in recent years. [5] provided a simple and elegant framework
FlipIt in which we can formally discuss about the interaction between attackers
and defenders in practical scenarios. In [6], a nearly optimal defending strategy
was obtained under the limited-resource condition. The two-player FlipIt game
model for stealthy takeover was extended by introducing an insider that can
trade information to the attacker for a profit in [7], which proposed the first
three-player attacker-defender-insider game to model the strategic interactions
among the three parties. A game-theoretic model FlipLeakage was proposed in
[8] to derive optimal strategies for the defender who could only partially eliminate
the attacker’s foothold. [9] discussed a three party game theory among a device,
a cloud defender and an attacker. By analyzing a three-player game among a
mobile device, a smart attacker and a security agent, [10] proposed an offloading
strategy to improve the utility of the mobile device and reduce the attack rate
of smart attackers. Prospect theory and cumulative prospect theory was applied
in [11,12] to study the interactions between a subjective cloud storage defender
and a subjective APT attacker. [13,14] investigated APTs defense with theories
of evolutionary game and Colonel Blotto game. [15] presented a dynamic game
framework against APTs based on two-person zero-sum games across several
layers, and provided defense-in-depth strategies.

However, none of these work studied the impacts of the APT detection accu-
racy on the utilities of the IoT system and the attacker, which is the focus in
our work.

3 System Model

In our ES-based APT detection game, there are two players: a skilled APT
attacker (A) and an IoT system defender (D) supported by an expert system.
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A aims to access the device illegally for data theft as long as possible before D
detects it, while D tries its best to prevent the attack and improve the security
level of the IoT system.

x1

z1
Attacker

Defender

y1

x2 x3

y3

Miss 
detection

False 
alarm

z3y2

x0

Fig. 2. Illustration of an ES-based APT detection game, in which the defender detects
the storage device after interval xk, the attacker launches APT after interval yk and
the attack duration is zk, where k is the index of the interaction.

At the beginning of the game, the device is assumed to be safe. After an
intentional time y, A launches an attack, which can take effect within a time
period of z, z > 0. D scans the device and gathers information by a APT
detector continuously, but has no idea whether the device is compromised until
the detector completes a comprehensive analysis in a scheduled period x, which
is called a detection interval. x > 0 because the analyzing is meaningless when
x = 0. Once an APT attack is confirmed, D will restore the device to regain the
control right. At the end of the game, if D does not prevent an attack which is
launched already, no matter effectively or not, A wins a value of C meanwhile
D loses it. C is defined by the importance of the device to both A and D. The
cost of each attack for A is CA, and the payoff of unit detection interval for D
is GD. As rational players, A and D choose their optimal strategies over y and
x to maximize their individual benefit.

With the assist of the ES, we notice that sometimes the APT detector mis-
judges the state of the device. Let s0 and s1 present the states of the device
reported by the detector, and S0, S1 are the real states. The MDR pm and the
FAR pf are defined as

pm = Pr(s0|S1) (1)
pf = Pr(s1|S0) (2)

where Pr(·|·) is the conditional probability. By (1) and (2), the probability for
the detector to alarm exactly is Pr(s1|S1) = 1−pm and the probability to report
no attacks correctly is Pr(s0|S0) = 1 − pf .

The interactions between A and D are shown in Fig. 2, where blue bars
present S0 and red bars S1. Taking false alarm and miss detection into consid-
eration, in the following two cases D would lose the game:

– If an APT attack takes effect before a detection and be missed out in the
detection, D loses the game.
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– When an APT attack is launched before a detection and has not taken effect
when D detects, and if the APT detector do not give a false alarm, the attack
would have a chance to work finally.

To sum up, the utility of D denoted by uD is composed of three parts: (1)
the gain from the fraction of the time during which the device is safe, (2) the
gain from the interval waiting to collect more information, and (3) the payment
for losing the game. The utility of D is defined as

uD = min
(y + z

x
, 1
)

+ xGD −
(
I(y + z � x)pm + I(y � x < y + z)(1 − pf )

)
C (3)

where I(·) takes 1 if the event in the parentheses is true and 0 otherwise. By
normalization, we have x ∈ (0, 1], y ∈ [0, 1] and z ∈ (0, 1], and we call part 1
security rate.

Similarly, the attacker’s utility denoted by uA includes three aspects: (1) the
loss from security time of the device, (2) the cost for launching attack, and (3)
the gain from winning the game. The utility of A is presented by

uA = −min

(
y + z

x
, 1

)
− I(y < 1)CA +

(
I(y + z � x)pm + I(y � x < y + z)(1− pf )

)
C (4)

Table 1 summarizes the notations used in the paper.

Table 1. Summary of symbols and notation.

Notation Definition

x/y Defense/attack interval

z Duration to complete an attack

pm/pf Rate of miss detection/false alarm of the APT detector

C Value of the cloud storage device

GD Defense gain of the defender

CA Attack cost of the attacker

α/β Mixed-strategy of the defender/attacker

4 ES-Based APT Detection Game with Mixed-Strategy

We particularly focus on the ES-based APT detection game in which both players
adopt mixed strategies, because pure-strategy is a special case of mixed-strategy,
and the NE of a pure-strategy game is much easier to be predicted than that of
a mixed-strategy one.

The mixed-strategy ES-based APT detection game is denoted as G. It is
assumed that the detection interval of D is quantized with x ∈ {m/M}1�m�M ,
when A quantizes its interval of attack with y ∈ {n/N}0�n�N . The detection
interval x is determined according to the mixed strategy α = [αm]1�m�M , where
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αm = Pr(x = m/M) is the probability to detect the storage device after x, while
the attack interval y is chosen based on the strategy β = [βn]0�n�N , where
βn = Pr(y = n/N) is the probability for A to launch APT after interval y.
By definition, we have αm � 0, βn � 0,

∑M
m=1 αm = 1 and

∑N
n=0 βn = 1. For

simplicity, we assume that an attacker takes a constant time z to control the
device in this game. According to z, we categorize the attackers into two types
without loss of generality: the high-level (HL) and the low-level (LL) attacker
types. If z � σ, A is HL, and if z > σ, A is LL, where σ is the threshold value.
Technically, z is relevant to both the ability of A and the defense level of D.

We define the expected utilities of D and attacker in ES-based APT detection
game G according to expected utility theory (EUT), and they are given by (5)
and (6) as

UEUT
D (α,β) =

M∑

m=1

N∑

n=0

αmβn × uD(
m

M
,

n

N
) (5)

UEUT
A (α,β) =

M∑

m=1

N∑

n=0

αmβn × uA(
m

M
,

n

N
) (6)

By definition, the NE of the mixed-strategy game G, denoted by (α∗,β∗), is
given as ⎧

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

α∗ = arg max
α

UEUT
D (α,β∗)

β∗ = arg max
β

UEUT
A (α∗,β)

M∑

m=1

αm = 1,α � 0

N∑

n=0

βn = 1,β � 0

(7)

Theorem 1. The NE of game G with mixed-strategy is given by

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

[
uD

( m

M
,

n

N

)]

1�m�M,0�n�N

[
β∗

i

]T

0�i�N
= λD1N+1 (8a)

[
uA

( m

M
,

n

N

)]T

1�m�M,0�n�N

[
α∗

k

]T

1�k�M
= λA1M (8b)

M∑

m=1

α∗
m = 1,α � 0 (8c)

N∑

n=0

β∗
n = 1,β � 0 (8d)

λD � 0, λA � 0 (8e)

if its solution exists, where 1η represents the η-dimensional all-1 column vector.
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Proof. By (5) and (7), the Lagrange function LD is defined as

LD = UEUT
D (α,β∗) − ϕ

(
M∑

m=1

αm − 1

)

+
M∑

m=1

μmαm (9)

And the Karush-Kuhn-Tucker (KKT) conditions are given by
⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

∂LD

∂αm
= 0

− αm � 0, μm � 0, μmαm = 0, 1 � m � M

M∑

m=1

αm − 1 = 0

(10)

According to (5) and (9), by applying the complementary slackness for (10)
we obtain ⎧

⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎩

N∑

n=0

uD

(
i

M
,

n

N

)

β∗
n = λD, i ∈ [1,M ]

M∑

m=1

αm = 1

λD � 0

(11)

and yield (8a). Similarly, (8b) can be obtained.

By discussing a specific situation on M = 2, N = 1, we have Corollary 1.

Corollary 1. If M = 2, N = 1, the ES-based APT detection game G has a
unique NE, which is given by

α∗
1 =

uA(1, 1) − uA(1, 0)
uA( 12 , 0) − uA( 12 , 1) + uA(1, 1) − uA(1, 0)

(12)

β∗
0 =

uD(1, 1) − uD( 12 , 1)
uD( 12 , 0) − uD(1, 0) + uD(1, 1) − uD( 12 , 1)

(13)

under the conditions that

I1 :
uD( 12 , 0) − uD(1, 0)
uD(1, 1) − uD( 12 , 1)

� 0 or
uD(1, 1) − uD( 12 , 1)
uD( 12 , 0) − uD(1, 0)

� 0 (14)

I2 :
uA( 12 , 0) − uA( 12 , 1)
uA(1, 1) − uA(1, 0)

� 0 or
uA(1, 1) − uA(1, 0)
uA( 12 , 0) − uA( 12 , 1)

� 0 (15)

According to Corollary 1, the NE of game G is given as

(α∗
1, β

∗
0) =

(
z − 1 + (1 − pm − pf )C

z − min(2z, 1) − CA + I(z � 1
2 )(1 − pf )C + I(z > 1

2 )(2 − pm − 2pf )C
,

1
2GD − (1 − pf )C

min(2z, 1) − z − (1 − pf )C − I(z > 1
2 )(1 − pm − pf )C

)
(16)
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We study the influences of MDR and FAR on the performance of game G,
against a LL attacker and a HL attacker respectively. According to (16), we set
σ = 0.5, and then the attacker with z � 0.5 is HL and z > 0.5 is low-level.
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Fig. 3. Security rate of the ES-based APT detection game G with mixed-strategy,
against LL and HL APT attackers, with C = 0.2, GD = 0.15 and CA = 0.46.

Figure 3 is an illustration of the influences of the MDR and FAR on the
security rate of game G. When played with mixed-strategy, the security rate of
the game is an expected value. As shown in Fig. 3a, against a LL attacker, the
security rate raises with the MDR, while declines with the FAR. For example,
the security rate at the point (pm, pf ) = (0, 0) is about 0.94, it increases to
0.96 at (pm, pf ) = (0.5, 0) but decreases to 0.89 when (pm, pf ) = (0, 0.5). If the
attacker is HL, the situation is quite different, as shown in Fig. 3b. When pm is
less than 0.12, the security rate goes up with both the MDR and FAR, otherwise,
it increases with the MDR but decreases with the FAR.

The influences of the inaccurate APT detection on utilities are shown in
Figs. 4 and 5. When the attacker is LL, as shown in Fig. 4, the defender’s utility
decreases with both pm and pf , while the attacker’s utility raises with the MDR
and declines with the FAR. For instance, when (pm, pf ) goes from (0,0) to (0.5,0),
the utility of D decreases by 1.4% but that of A increases by 3%, and when
(pm, pf ) goes from (0,0) to (0,0.5), the utility of D reduces by 0.7% and that
of A lowers by 2.8%. As shown in Fig. 5, where the attacker is HL, the utility
of D declines with both the MDR and FAR when pm < 0.2 and pf < 0.2, but
increases with both pm and pf otherwise. Smaller pf makes the defender’s utility
decrease slower with pm, especially when pf = 0 the defender’s utility does not
change with pm at all. As to A, its utility increases with both pm and pf , linearly.

Remark: The expected security rate and utilities of game G have complicated
association with the inaccuracy of APT detection. In this game, A prefers to
attack at a low probability to maintain its utility, and D adjusts defense strategy
according to expert system knowledge about the MDR and FAR of the APT
detector to avoid losses.
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Fig. 4. Performance of the ES-based APT detection game G with mixed-strategy, with
C = 0.2, GD = 0.15 and CA = 0.46, when the APT attacker is LL.
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Fig. 5. Performance of the ES-based APT detection game G with mixed-strategy, with
C = 0.2, GD = 0.15 and CA = 0.46, when the APT attacker is HL.

5 Dynamic ES-Based APT Detection Game

Q-learning [16] is an off-policy and model-free reinforcement learning algorithm,
which enables players to achieve their optimal strategies via trial-and-error with-
out knowledge about the attack model. In the dynamic ES-based APT detection
game, the strategy based on Q-learning updates a quality function Q(s, x) to
achieve a best payoff. s is the state of system and consists of the action of the
opponent and the parameters of the environment. Q(s, x) stands for the expected
discounted reward with action x at system state s.

The dynamic mixed-strategy ES-based APT detection game is denoted by
G, in which x is the detection interval decided by D. After a duration of x, the
APT detector detects the device and reports whether the device is safe. When an
intrusion event is reported, the ES will make a further confirmation. According
to the suggestion of the ES, D makes a decision to restore the device whether or
not, and then observes its reward.
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The system state is the last total attack duration yk−1 + zk−1 at time k. The
Q-function is updated with

Q(sk, xk) ← (1 − γ)Q(sk, xk) + γ

(

uD + δ max
x∈x

Q(sk, xk)
)

(17)

Where uD is the immediate utility of D. The ε-greedy algorithm is used to choose
the detection interval to maximize the current Q-function as

Pr(xk = x̂) =

{
1 − ε, x̂ = arg maxx Q(sk, x)

ε
M−1 , o.w.

(18)

The Q-learning algorithm is summarized in Algorithm 1.

Algorithm 1. Dynamic ES-based APT detection with Q-learning.
Initialize γ = 0.78, δ = 0.76, ε = 0.1, y0 + z0 = 0, Q(s, x) = 0.

for k = 1, 2, 3... do
Update the state sk = yk−1 + zk−1

Choose xk with the ε-greedy algorithm
Detect the device according to strategy xk

Observe utility uD and yk + zk
Update Q(sk, xk) via (17)

end for

6 Simulation Results

The performance of the APT detection scheme based on Q-learning in the ES-
based APT detection dynamic game G is evaluated by simulations, and the
results are shown in Fig. 6. To achieve good performance, we set γ = 0.78, δ =
0.76, and ε = 0.1, and choose pm = 0.2, pf = 0.36, C = 0.2, GD = 0.15 and CA =
0.46 as typical attack and detection parameters. A random strategy process and
a ε-greedy detection algorithm are used for comparison. The detection interval
in greedy algorithm is the one that maximize the immediate utility with the
previous attack duration. We assume the attack interval is chosen to maximize
the attacker’s utility according to last time slot history.

As shown in Fig. 6a, the security rate gets close to 1 after nearly 27 runs
and reaches an average value 0.99 when D chooses detection interval via Q-
learning, while the average security rate is 0.91 with ε-greedy strategy and 0.87
with random scheme. Figure 6b shows that the method of Q-learning reaches
a significantly higher utility than both random strategy and greedy algorithm.
The utility of a Q-learning defender converges to an average value 1.12 over 30
runs, while the average value of ε-greedy algorithm and random strategy are 0.99
and 0.92.
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Fig. 6. Performance of the dynamic ES-based APT detection game G over 500 runs,
with C = 0.2, GD = 0.15 and CA = 0.46.

7 Conclusion

In this paper, we have proposed a static game and a dynamic game for IoT to
detect APT based on expert system. The games reveal the effects of the inac-
curate detection on the security rate of the IoT system, and the utilities of the
players. The NE of the static game is derived, and its existence is demonstrated.
The NE shows that, while playing mixed-strategy game, the attacker would
not launch attacks frequently, and the defender can adjust detection strategy
according to the knowledge of the expert system to increase the security level.
Simulation results of the dynamic ES-based APT detection game show that the
performance can be improved by the proposed Q-learning scheme, e.g., the secu-
rity rate increases by 8.8% and the utility of the defender increases by 13.1%,
compared with the ε-greedy strategy. The expert system has superior perfor-
mance on APT attack detection, but it would take a period of time to deter-
mine. The future work is to further investigate the effect of the expert system
on defending against APT for IoT.
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Abstract. Providing support for high Quality of Experience for
VANETs applications is a significant challenge. Needless inter-core com-
munications in a multi-core processor can affect the real-time response of
the tasks. To solve this problem, DRS-V, a data related scheduling algo-
rithm for VANETs (Vehicular Ad Hoc Networks) applications, is pro-
posed in this paper, with considering the multi-task concurrency mech-
anism in VANETs. According to the tasks and the task parameters in
a VANET, a task model is built based on data correlation, to look into
correlation between the tasks. Finally, via experiment and simulation, it
is verified that DRS-V, compared to load balance algorithm, can shorten
the delay caused by inter-core communications.

Keywords: QoE · VANET · Task scheduling · Data-related

1 Introduction

Providing VANETs applications with focus on user Quality of Experience (QoE)
constitutes a significant challenge [9]. As scenarios for VANET applications
become increasingly complex, the number of the tasks to be processed in VANET
is also increasing. To cope with the problem, multi-core technologies are now the
effective tools to improve VANET performance.

To ensure the multi-task concurrency mechanism in the multi-core processor
system and to improve the response performance, the key is to design an efficient
task scheduling algorithm [4,5]. A multi-core processor is capable to handle mul-
tiple tasks at the same time and, as a result of that, raises the task throughput,
but it also brings about an extra consumption: inter-core communication [2,6].
According to statistics, the response delay caused by inter-core communication
during executing tasks is about 3–10 times longer than that caused by intra-core
communication [7,8].

For the above purposes and based on the parameters involved in VANET
tasks, this paper designs a task model that can describe the data correlation
between tasks, and proposes a data related algorithm for scheduling tasks. As
verified by experiments, this DRS-V algorithm can allocate more tasks in which
data are related into one core, which thus improves the real-time task response
since inter-core communications are replaced by the intra-core ones.
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 338–343, 2017.
DOI: 10.1007/978-3-319-60033-8 30
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2 Design of the Data Related Task Model

2.1 Weights of the Task Parameters

Currently, VANET tasks are classified into three types: (1) critical safety; (2)
traffic efficiency, and; (3) non-safety [1]. In which, a lot of parameters those
intensively used in corresponding task type can be also classified into three types.
These parameters corresponding to the three task types can be collected in sets,
as follows:

X = {x1, ..., xi, ..., xN}, Y = {y1, ..., yj , ..., yM}, Z = {z1, ..., zk, ..., zC} (1)

where, xi, yj and zk represent the parameters corresponding to each task type.
In a VANET task, the times of using a parameter, namely the frequency of

usage, is different. In this study, statistics of such frequencies is made based on a
great number of VANET tasks in different scenarios. Here, we use F to represent
frequency. So, the frequency of usage for each parameter is represented by Fx1,
Fx2 ,..., Fy1, Fy2,..., Fz1, Fz2,..., respectively. The ratio of the usage times for
each parameter to the total times for the parameters of the same type is called
as frequency weight (w), which can be expressed as:

wxi
=

Fxi

N∑

l=1

Fxl

, wyj
=

Fyj

M∑

l=1

Fyl

, wzk =
Fzk

C∑

l=1

Fzl

(2)

where,
N∑

i=1

wxi
= 1,

M∑

j=1

wyj
= 1 and

C∑

k=1

wzk = 1. In this study, three N × 1

weight matrixes Wx, Wy and Wz are obtained, which represent the frequency
weights of the parameters in the three VANET task types, respectively. They
are written as:

Wx =

⎡

⎢
⎢
⎢
⎣

wx1

wx2

...
wxN

⎤

⎥
⎥
⎥
⎦

, Wy =

⎡

⎢
⎢
⎢
⎣

wy1

wy2

...
wyM

⎤

⎥
⎥
⎥
⎦

, Wz =

⎡

⎢
⎢
⎢
⎣

wz1

wz2
...

wzC

⎤

⎥
⎥
⎥
⎦

(3)

Assume that there are two tasks: P and Q, both of which contain the para-
meters that belong to X, Y and Z, say, P,Q ⊆ X ∪Y ∪Z. Three 1×N matrixes
Ex, Ey and Ez are defined for both P and Q:

Ex =
[
e1 e2 e3 · · · eN

]
, Ey =

[
e1 e2 e3 · · · eM

]
, Ez =

[
e1 e2 e3 · · · eC

]
(4)

where, eg = 1 or eg = 0, meaning that whether the gth parameter of the type X,
Y or Z is contained in the task P or not. In the parameters matrix, the number
1 means that the corresponding parameter is contained in both tasks, while 0
means not.
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2.2 Correlation Factor

After the parameter weights being determined, the type-correlation factor of
each task can be computed based on the parameter types.

Definition 1. For task P there are type-correlation factors αx, αy and αz,
which mean that the correlation intensity of a type of parameters in VANET.
The factors are expressed as:

αx = ExWx, αy = EyWy, αy = EyWy (5)

where, αx, αy and αz show how strong or weak the task is correlated to the
three parameter types, which, indirectly reflects that which type the task is
belonging to.

The range of the type-correlation factor α is [0,1]. When a type-correlation
factor is large while the other two are small, it is reasonable to consider that the
task belongs to the type corresponding to the large factor.

Definition 2. For tasks P and Q, there are task-correlation factors βx(P,Q),
βy(P,Q) and βz(P,Q), which represent to what degree the data of task P are
correlated to those of task Q. These factors can be computed by:

βx(P,Q) =
Ex

′Wx

Ex
′′Wx

, βy(P,Q) =
Ey

′Wy

Ey
′′Wy

, βz(P,Q) =
Ez

′Wz

Ez
′′Wz

(6)

where, Ex
′, Ey

′ and Ez
′ mean that whether the common parameters of both

P and Q are contained in the three task types or not, say, the intersection of
the matrixes Ex, Ey and Ez; and Ex

′′, Ey
′′ and Ez

′′ mean that whether the
parameters of P or Q are contained in the three task types or not, say, the union
of the matrixes Ex, Ey and Ez.

It can be known from (6) that: βx(P,Q), βy(P,Q) and βz(P,Q) ∈ [0, 1]. If
the values of βx(P,Q), βy(P,Q) and βz(P,Q) are larger, then the data of task
P are more closely correlated to those of task Q.

3 Design of the Data Related Scheduling Algorithm

3.1 The Data Related Task-Relation Model

According to the data related task model as described in Sect. 2, each task has
a set of type-correlation factors A = {αx, αy, αz}. The value of the factor shows
that which type the task in the box is the most closely related to. There is a
task-correlation factors B(P,Q) = {βx(P,Q), βy(P,Q), βz(P,Q)} in each pair
of tasks. The three task-correlation factors represent the correlation between
the data of the task and those of other tasks. A larger value means that the
communication and data transmission between the two tasks are more frequent.
Based on this description, we can build the task-correlation table, as shown in
Table 1. If a new task is added or canceled, then its correlation should also be
added or canceled in the Table 1.
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Table 1. Task-correlation factors

Task X/Y/Z P1 P2 . . . Pn

X/Y/Z - A1 A2 . . . An

P1 A1 - B(P1,P2) . . . B(P1,Pn)

P2 A2 B(P2,P1) - . . . B(P2,Pn)

. . . . . . . . . . . . . . . . . .

Pn An B(Pn,P1) B(Pn,P2) . . . -

3.2 Design of the Data Related Scheduling Algorithm

In this study, the scheduling of the algorithm is implemented from two aspects:
the coarse-grained scheduling and the fine-grained scheduling.

First we implement the coarse-grained scheduling. According to the Table 1,
clusters for the tasks of the same type are constructed and represented by CPx,
CPy and CPz. Then, tasks can be assigned to corresponding clusters, as follows:

CPx = {Pi ∈ Proc|Pi.αx > αth} (7)

CPy and CPz can be similarly obtained. where, Proc = {P1, P2, P3, ...,
Pn}(1 ≤ i ≤ n), and αth is a correlation coefficient, which, according to the
system performance, is set as αth ∈ (0, 1).

For a task Ppre prepared for allocation, it can be allocated to a cluster accord-
ing to its type-correlation factor. After that, Ppre is scheduled to an executing
core that is loaded the least.

If a task is allocated to several clusters, then the fine-grained scheduling
will play its role. This scheduling relies mainly on the task-correlation, say, the
correlation between Ppre and the tasks in the ready queue in the executing core.
For a processor that has m cores (in which, core 0 is the scheduling core), there
are H tasks in the ready queue in core i(1 ≤ i ≤ m − 1), which are presented by
Q1, Q2,..., and QH , respectively. Then, the correlation between Ppre and these
tasks can be computed by:

βix(Ppre) =

H∑

j=1

βx(Ppre, Qj)

H
(8)

where, βix(Ppre) falls into the domain of [0, 1]. βiy(Ppre) and βiz(Ppre) can be
calculated in the same way. Then we have:

βi(Ppre) =
βix(Ppre) + βiy(Ppre) + βiz(Ppre)

3
(9)

where, βi(Ppre) represents the intensity of the task-correlation between Ppre and
the tasks in core i. Finally, task Ppre is scheduled and allocated to the core that
it has the strongest correlation with.
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4 Experiment and Results

The experiment to test the performance of our designed scheduling algorithm
is carried out in an already built environment to simulate the process of both
scheduling and executing.

A scheduling queue model is built for the multi-core processor in VANET,
in which, the core 0 is taken as the scheduling core while others are taken as
executing cores. Scheduling core is running as a scheduler, in charge of updating
Table 1 and allocating tasks into executing cores. Executing cores for three types
are allocated in accordance with their weights in VANET. Therefore, the number
of executing processors for each type can be one, at least, or several.

More details about experiment can’t be showed due to space constrains. The
experiment results are shown in Fig. 1.
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Fig. 1. Communication delay of DRS-V and cyclic with different task amounts

As can be seen from Fig. 1, with increasing the number of the tasks, the delay
in communication also increases. This is because the increasing of the tasks will
also increase the times of the inter-communications. On the whole level, the delay
in our algorithm is smaller than that in the Cyclic algorithm, which suggests that
our algorithm is effective to reduce the times of the inter-communications and,
therefore, reduce the communication delay.

Seen from the experiments, DRS-V is better than Cyclic in shortening the
delay in communication. Besides, as the number (n) of the tasks increases, our
algorithm also shows a better optimizing effect. As the number of the tasks keeps
increasing, the proportion of decreasing communication gets larger and larger.
This is because the increasing of the tasks can enhance the correlation between
the data.
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Abstract. There is a growing requirement for effective trust manage-
ment in Internet of Vehicles (IoV), considering the critical consequences
of acting on misleading information spread by malicious nodes. Most
existing trust models for IoV are rater-based, where the reputation infor-
mation of each node is stored in other nodes it has interacted with.
This is not suitable for IoV environment due to the ephemeral nature
of vehicular networks. To fill this gap, we propose a Ratee-based Trust
Management (RTM) system, where each node stores its own reputa-
tion information rated by others during past transactions, and a credible
CA server is introduced to ensure the integrality and the undeniability
of the trust information. Additionally, we built a V2V/V2I trust sim-
ulator as an extension to the open source VANET simulator to verify
our scheme. Experimental results demonstrate that our scheme achieves
faster information propagation and higher transaction success rate than
conventional rater-based methods.

Keywords: Internet of Things · Internet of Vehicles · Ratee-based ·
Trust management

1 Introduction

The Internet of Vehicles (IoV) is a new paradigm brought by the integration
of Vehicular Ad-hoc NETworks (VANETs) and Internet of Things (IoT) in the
last few years [11]. IoV consists of two types of communications: Vehicle-to-
Vehicle (V2V) communication and Vehicle-to-Infrastructure (V2I) communica-
tion, which enable tremendous applications ranging from safety to entertainment
and commercial services [4]. In addition, vehicles in the network can communi-
cate with each other by switching real-time information about road and traffic
conditions, so that they can avoid car accidents and effectively route traffic
through dense urban areas.

The motivation of constructing a trust management system for IoV is evi-
dent: (1) Malicious nodes may spread misleading information to break the core
functionality of the IoV system; (2) There are also many socially uncooperative
nodes refusing to provide services to others for selfishness reasons. Considering
the dire consequences of false information being sent out by malicious nodes

c© Springer International Publishing AG 2017
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in this scenario, building an effective trust management system for IoV is of
paramount importance.

It is challenging to evaluate trust in vehicular networks because it needs past
transaction information to compute trust values of the target node. Most of the
existing trust management methods for vehicular networks are rater-based meth-
ods, where each node stores trust information about the nodes it has interacted
with. In vehicular networks, it should not be expected that a node would possi-
bly interact with the same node more than once, so it is difficult for a node to
ask for recommendation information. Furthermore, gathering trust information
from past transactions is computationally expensive, which introduces another
big challenge. Therefore, rater-based methods are not suitable for the ephemeral
nature of vehicular networks.

To tackle these problems, we propose a ratee-based trust management system.
Contract to the rater-based method, in our proposed ratee-based model each node
stores its own reputation information recorded during the past transactions.
When interaction happens, the requester can read trust information from the
provider and compute trust value afterward. Some social relationships such as
Parental Object Relationship (POR), Social Object Relationship (SOR), and Co-
Work Object Relationship (CWOR) defined in [11] will be used in our system
for better trust evaluation.

The rest of the paper is organized as follows. Section 2 introduces the related
work about social Internet of Vehicles and reputation mechanisms in VANETs.
Section 3 describes the details of our system. In Sects. 4 and 5 we demonstrate
the simulation results of our system experimentally. We conclude in Sect. 6 and
point out the directions for future work.

2 Related Work

The study of trust management in MANETs has reached maturity in the last
decade [2,6,8,12]. The estimation of trust values usually relies on two sorts of
observations of node behaviors which are first-hand observation and second-
hand observation [3]. First-hand observation is the observation about the node’s
direct experience. It can be collected either passively or actively. While second-
hand observation is the observation about other nodes’ indirect opinions. It is
generally obtained by exchanging first-hand observations with other nodes in
the network. First-hand and second-hand observation will be signed different
weights according to different scenarios when evaluating trust values.

However, as one of the specific applications in MANETs, VANETs bring new
challenges to trust evaluation. Compared to MANETs, VANETs are ephemeral,
short-duration wireless networks. The size of VANETs is larger, which may con-
tain millions of vehicles. So the network traffic could be high in the dense area.
The topology of VANETs is dynamic since nodes contacting with each other are
often with high speed. In [14], The authors propose a list of desired properties
that effective trust management should incorporate for VANETs, some of which
are important but not carefully concerned.
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Only a few trust models have been proposed for trust information shar-
ing in vehicular networks. Huang et al. [5] presented a novel trust architecture
named Situation-Aware Trust (SAT) to address the trust management issues.
SAT focuses on some specific application situations: an event that affects a par-
ticular region with immediate processing needs, or a service that has a clear
organizational boundary for its users. In [7], an attack-resistant trust manage-
ment scheme named ART was proposed for VANETs. The authors claimed that
the ART can detect and resist malicious attacks such as Simple Attack, Bad-
mouth Attack, Zigzag Attack, etc. They also evaluated the trustworthiness of
both data and mobile nodes in VANETs. Minhas et al. [9] introduced a multi-
faceted framework to facilitate the effective interaction in VANETs. Their trust
models considered various dimensions and combined these elements effectively
to assist agents in making transportation decisions.

3 System Model

3.1 Architecture

The Ratee-based Trust Management (RMT) system is composed of four com-
ponents: CA Server, Cookies, Relationship Management and Local Trust Man-
agement. The schematic diagram of the RTM architecture is depicted in Fig. 1.
The major procedure of one transaction can be described as follows.

For example, vehicle B is asking for congestion information, and vehicle A is
willing to provide the information. To show its trustiness, A sends its Cookies
which accumulate during past interactions along with the congestion information
to B. Cookie is different from the cookie in HTTP that is to identify users. It is a
feedback about a transaction generated by the requester and is used to evaluate
trust value to the service provider. After receiving the Cookies and congestion

CA Server

Internet

Cookies
Services

Cookie signed 
by B

Cookie signed 
by CA

Local Trust 
Management

 Relationship 
Management

Fig. 1. Overall scheme of ratee-based trust management system
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information, B first checks if the Cookies are signed by CA, if so, it computes
trust value with these Cookies to decide whether to trust A or not. If A can be
trusted, then the congestion information will be sent to the application, and after
that, a Cookie which include a feedback about the transaction will be generated,
and it will be sent to the CA Server with a sign from B through the Internet.
Then after being verified and signed by CA, the Cookie will be sent to A when A
connects to the Internet. The details of each component are described as follows.

1. CA Server : The main problem that storing a node’s own reputation infor-
mation locally is that the reputation information can be easily modified or
deleted by the owner. So the basic idea of applying CA is to prevent nodes
from tampering with their reputation information, i.e. Cookies. Only a Cookie
with a sign from CA is valid. Before joining the network, users should regis-
ter their vehicles with the CA server through the Internet. Users should also
provide their public keys (generated on their vehicles’ unique identities) to
the CA for identification, and in turn, users will receive a public key of CA.
We assume that CA is attack-resistant by applying IDS and access control
technology.

2. Cookies: The Cookie is defined as trust information in our model. It con-
tains the feedback value of the transaction and other information. Details
are shown in Table 1. The feedback value can be expressed either in a binary
way, (i.e., the node rates 1 if it is satisfied with the service and 0 otherwise)
or in a continuous range [0, 1] to evaluate different levels of quality. Rela-
tionship is also an important attribute when evaluating trust. According to
which relationship between the rater and the ratee (SOR, POR or CWOR),
the feedback value will be assigned different weights. Nodes extract useful
information from Cookies to evaluate trust values toward others. Cookies are
generated toward service provider, and sent to the service provider as its cred-
ibility information. They are also stored locally in case that it may contact
with the same node in the future so that they can be used as direct evidence.

3. Relationship Management (RM): RM is module first proposed in [1]. A node’s
relationships toward other nodes are recorded in Relationship Management.
RM aims to automatically establish relationships toward another node it con-
tacts with. For example, if the vehicle B is produced by the same manufacturer
as vehicle A is, the Relationship Management of A will establish a POR with
B and record this relationship in local storage. When new Cookies come,
RM will establish the relationship shared between the ratee and the rater by
looking up local relationship list.

4. Local Trust Management (LTM): In RTM, the trust information is stored in
the ratee’s local storage. However, to show its credibility, the ratee has to
deliver its Cookies to the rater to calculate the trustworthiness in the rater’s
LTM. If the rater has never interacted with the ratee, the trustworthiness only
relies on the ratee’s Cookies. If the rater has stored the Cookies generated
during past interactions with the ratee, the LTM of the rater has to first
calculate the trustworthiness using the rater’s Cookies as direct experience,
and then calculate the trustworthiness using the ratee’s Cookies as indirect
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opinion. In the end, the weighted sum of the direct experience and the indirect
opinion will be the final trust value of the ratee.

Table 1. Attributes of Cookies

Rater ID Unique identity of the rater

Ratee ID Unique identity of the ratee

Relationship The relationship between the rater and the ratee

Time When the Cookie is generated and the a Cookie will
become invalid over a certain period of time

Transaction number The number of transactions between two nodes

Feedback value The quality of the transaction

3.2 Trust Model

The proposed model is similar to the subjective model proposed by Nitti et
al. [10] for SIoT. But their subjective model is not suitable to be applied in
SIoV directly. In our trust model, we change the storage from rater-based to
ratee-based and modify some factors to adjust the ephemeral nature of vehicular
networks. The notations of our model are defined as follows.

In our model, the set of objects is O = {o1, ..., oi, ..., om} with cardinality
m, which includes both OBUs and RSUs, because RSUs can be considered as
static nodes with high credibility. The vehicular network is described by an
undirected graph G = {O,E}, where E ⊆ {O × O} is the set of edges, each
of which represents a social relationship between the set of nodes. Let Si =
{oj ∈ O : oi, oj ∈ E} be the set of nodes who has a relationship with oi, and
Qij = {ok ∈ O : ok ∈ Si ∩ Sj} be the set of common friends between oi and
oj . Let P i = {pi

1, ...p
i
j , ..., p

i
n} ⊆ O represent the set of objects from whom oi

received Cookies, and the cardinality is n.
We identify four major factors to estimate trust value described as follows.

1. Cookies Number : The number of Cookies received by node oi, indicated by Ni.
In addition, a node oi is not allowed to receive more than one Cookies from
node oj , so it will keep the latest Cookie delivered by oj . This can prevent
Ni from unlimited growth, and higher Ni means more credible node oi is.

2. Relationship Factor Rij : Rij indicates a measure of the relationship between
node oi and node oj , which is a unique characteristic of the SIoT. This factor
is related to the relationship value and the number of interactions between
two nodes. We sign different values to each relationship respectively, as shown
in Table 2. The basic idea of Relationship Factor is that as interaction number
grows, the closer friends are more reliable. So we define that Rij is calculated
as follows:

Rij = −1/eε×Ninteraction + 1 (1)
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where ε is the relationship value according to Table 2, and Ninteraction is
interaction number between oi and oj . As interaction number grows, the
value of Rij will infinitely approach to 1 and the growth rate will become
slower.

3. Object Type: In our model, we only consider two types of objects, OBUs and
RSUs. Compared with OBUs, RSUs are static and the quantity is smaller.
Furthermore, it is assumed that RSUs are more credible than OBUs, because
of the general idea that RSUs are under strict control. So we assign different
weights to OBUs and RSUs as 0.5 and 0.8 respectively when counting trust.

4. Centrality : The Centrality (Centralij) of node oi represents how much node
oj is central to node oi. This factor helps prevent malicious nodes that build
up many relationships to raise their trust value. The defination of Centralij
is as follows.

Centralij = |Qij |/(Si − 1) (2)

The general idea is that if two nodes have few friends in common, the impact
of oj to oi is little, even though oj has a lot of friends.

Table 2. Parameters for different relationships

Social object relationship SOR 0.5

Parental object relationship POR 0.6

Co-work object relationship CWOR 0.8

3.3 Ratee-Based Trust Management

Different from most existing trust models, our model is ratee-based, where trust
information about the quality of a transaction (Cookies) from the rater is stored
both in the local storage of the ratee and the rater. This is to cope with spar-
sity because Cookies from others is easy to accumulate. If the rater has never
interacted with the ratee, the trustworthiness only relies on the ratee’s Cookies
(direct experience). If the rater has stored the Cookies generated during past
interactions with the ratee, the rater has to first compute the trustworthiness
using the rater’s Cookies as direct experience, and then compute the trustwor-
thiness using the ratee’s Cookies as indirect opinion. In the end, the weighted
sum of the direct experience and the indirect opinion will be the final trust value
of the ratee. When a interaction between node oi and oj happens, for example,
oi is the requester and oj is the provider. oj delivers the set of Cookies to oi to
show its credibility.

The trustworthiness of oi toward oj (Tij) is computed as follows,

Tij = (1 − α − β)Centralij + αϕdir
ij + βφind

ij (3)

where ϕdir
ij and φind

ij are direct experience toward the provider and indirect opin-
ion from others respectively. α and β are the weights assigned to ϕdir

ij and βφind
ij
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respectively. The computation of ϕdir
ij is based on the Cookies that are feedbacks

to oj and are stored in oi locally. We assume that the set of Cookies are valid
(means they are within a certain period of time), and the ϕdir

ij is computed as
follows,

ϕdir
ij =

log(n + 1)
1 + log(n + 1)

×
n∑

k=1

fk
ij +

Rij

1 + log(n + 1)
(4)

where fk
ij represents the kth feedback value from oi to oj . The algorithm for

direct trust is shown in Algorithm1.

Algorithm 1. Direct Trust Algorithm
Input: the set of Cookies Ci, the number of Cookies n, relationship value εij

Output: direct trust value ϕdir
ij

1 ϕdir
ij = 0;

2 sumFeedback = 0;
3 Rij = −1/eεij×n + 1;
4 for j ← 1 to n do
5 sumFeedback+ = Ci

j .feedbackV alue;

6 ϕdir
ij = log(n+1)

1+log(n+1)
× sumFeedback +

Rij

1+log(n+1)
;

Indirect trust φind
ij is computed based on the Cookies received from oj . The

raters of each Cookie can be regarded as recommenders to oi. So the direct
trust value from oi toward each recommenders should be firstly calculated as
Algorithm 1. Secondly, the direct trust value from recommenders toward oj is
computed, but the algorithm is not the same as Algorithm1, because the rela-
tionship between recommenders and oj should not be considered in case the bias
of close friends. The φind

ij is computed as follows.

φind
ij =

n∑

k=1

(
ϕdir

kj

)
/

n∑

k=1

(
ϕdir

ik

)
(5)

The algorithm for indirect trust is shown in Algorithm2.
Parameter α and β are to tune the tradeoff between direct experience vs.

indirect opinion when counting Tij . In our model, we allow the weight ratios
α and β to be adjusted dynamically by users in response to changing network
conditions.

4 Simulations

Due to the dearth of platforms available for simulating trust management in
vehicular networks, we built a V2V/V2I trust simulator as an extension to the
open source VANET simulator called VANETsim [13]. The map we choose in our
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Algorithm 2. Indirect Trust Algorithm
Input: the set of Cookies Cj , the number of Cookies n, relationship value ε,

relation list Li of oi

Output: indirect trust value φindir
ij

1 φindir
ij = 0;

2 sumTrustik = 0;
3 sumTrustkj = 0;
4 sumFeedbackkj = 0;
5 for i ← 1 to n do

6 define k is the rater of Cj
i ;

7 if Cj
i .raterID in Li then

8 compute ϕdir
ik as Algorithm 1 ;

9 else

10 assign a certain value to ϕdir
ik

11 sumTrustik+ = ϕdir
ik ;

12 sumFeedbackkj+ = Cj
i .feedbackV alue;

13 sumTrustkj =
log(n+1)×sumFeedbackkj

1+log(n+1)
;

14 φindir
ij = sumTrustkj/sumTrustik;

experiment is Berlin city, and the screenshot of the scenario is shown in Fig. 2,
where 1000 vehicles and 100 RSUs are simulated and showed as black dots and
green dots respectively. The vehicles are generated randomly with the properties
listed in Table 3, and RSUs are distributed evenly aside lanes. Parameter α and β
are set to 0.8 and 0.2 respectively to against bad-mouthing attack. At the start
of the simulation, 100 of the vehicles are randomly selected to have a certain
relationship with each other. Because of the limit of the platform, CA server is
not considered in our simulation, so the experiment is based on the belief that
the Cookies will not be tampered.

Table 3. Properties of vehicles

Min. speed km/h 100

Max. speed km/h 200

Acceleration rate cm/s2 300

Braking rate cm/s2 800

Communication range m 100

Vehicle length cm 600

Communication interval ms 1000

The main advantage of the RTM is the capability with sparsity. Because of
the distributed storage of Cookies, every piece of interaction information can be
used as trust element to estimate trustworthiness. New comers can instantly get
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Fig. 2. The simulation of the scenario of Berlin city with 1000 vehicles and 100 RSUs
(Color figure online)

services from the network and establish trust with the provider based on their
Cookies. We run several simulations to evaluate our system comparing with
the rater-based trust management, and detailed results and analysis regarding
interaction growth and success rate will be presented.

5 Results and Discussion

5.1 Transaction Number Growth

In the simulation, we record the number of interactions between vehicles during
10 h, and the interaction growth in each hour of both methods are calculated. The
results are depicted in Fig. 3. In the first hour, the increase of transaction number
of both methods are slow and rater-based method is slower. This is because in the
initial state of the network, few nodes are related and the interaction information
needs time to accumulate to estimate trust. During the rest of the time, the
transaction number of rater-based method grows fast and peaks at more than
2000 transactions in the 4th hour, while merely less than 400 transaction growth
observed in the rater-based method. It is after the 7th hour that the growth of
the rater-based method began to accelerate, but the number is still about 500
less than that of the ratee-based method.

Experimental results illustrate that in ratee-based method, every Cookie can
be used to estimate trust instantly after generation. With more interactions, the
accumulation of Cookies will accelerate. In contrast, rater-based method can not
guarantee every information produced in interactions will be used in the next
time, so the interaction number grows slower than the ratee-based method. After
a period of time, the growth of transaction number will fluctuate in a balanced
state.
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5.2 Transaction Success Rate

We define the malicious nodes as nodes that provide misleading information
when providing services and inaccurate feedback Cookies when rating services.
In this experiment, the percentage of malicious nodes (denoted by mp) is set
to 10%, 20%, 30%, and 40% respectively. The purpose of this experiment is to

Fig. 3. Transaction number growth in each hour

(a) when mp = 10% (b) when mp = 20%

(c) when mp = 30% (d) when mp = 40%

Fig. 4. Success rate at different malicious percentage
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analyze how transaction success rate of our method grows at different malicious
scenarios. Figure 4 shows the results.

Experimental results demonstrate that the ratee-based method has a faster
convergence and a higher success rate after convergence. In Fig. 4(a), when
mp = 10% the time of convergence of the ratee-based method is only half an
hour, while in the rater-based method, the time is more than 6 h. We note that as
mp grows, the success rate of both ratee-based and rater-based methods decrease
since the estimation of trust value is profoundly influenced by malicious feed-
back. Furthermore, the retee-based method is more sensitive to malicious nodes,
because when a good node gets enough feedback from malicious nodes, it is diffi-
cult for the node to get more Cookies from others to recover its reputation until
bad Cookies expire.

6 Conclusions

In this paper, we focus on the trust issue in the social IoV by proposing a Ratee-
based Trust Management (RTM) system, where each node stores its own repu-
tation information rated by others during past transactions. In RTM, each node
estimates the service provider’s trust value based on the social relationship with
the provider, and the provider’s Cookies, which are generated during past inter-
actions. By establishing the social relationship shared between the requester and
the provider, the trustworthiness of the provider is more accurate. We validated
our system by implementing a trust simulator as an extension to an open source
VANET simulator. Experimental results demonstrate that compared with the
rater-based method, the proposed ratee-based method has a faster convergence
and higher transaction success rate. As for future work, we will introduce intru-
sion detect technologies into our system to prevent the network from external
attacks.
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Abstract. Supporting secure and efficient mobility management in het-
erogeneous vehicular networking is a challenge issue. Most of tradi-
tional mobility management schemes suffer from long handover delay
and lack mobility support for roaming across various access networks. As
a promising new network paradigm, software-defined networks (SDN)-
based vehicular networks enables flexible ubiquitous connection and real-
time network management with the software controller. However, the
existing works still cannot support the emerging group-oriented vehicu-
lar environment, such as platoon scenario. Especially, Internet Protocol
security (IPsec) and Internet Key Exchange version 2 (IKEv2), which
are considered to be used to secure IPv6 Network Mobility (NEMO),
face challenge in terms of performance when implementing in the group-
oriented vehicular environment. To address these issues, in this paper,
a new SDN-enabled VANET-Cellular integrated network architecture is
proposed by following the SDN concept, which is based on the Open-
Flow (OF) protocol. Then, we introduce a unified secure and seamless
IP communications framework for group-oriented heterogeneous vehicu-
lar environment. We try to address two major challenges: i.e., (1) how
to securely and flexibly set up the platoon, and (2) how to control the
handover signalling overload (mainly introduced by group access authen-
tication and IPsec establishment), and reduce handover latency when a
large number of platoon members need to securely access the Internet.

Keywords: Software defined vehicular networks · Network Mobility
(NEMO) · IPv6 · Security · IPsec

1 Introduction

With the rapid development of information and communication technologies
(ICT), equipping vehicles with wireless communication capabilities is expected
to be the next frontier for automotive revolution [9]. Especially, the connectivity
c© Springer International Publishing AG 2017
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to the Internet has become an essential part of on-board communication [10].
Currently, IEEE has developed IEEE 802.11p as the main communications stan-
dard for vehicular networking, while the emerging 5G cellular networks represent
practical and convenient marketing solutions to enable ubiquitous and reliable
connections to vehicles.

The media-rich Internet contents delivery for vehicles requires high-rate Inter-
net access but the existing wireless technologies, such as Long Term Evolution
(LTE), LTE-Advanced (LTE-A), and Wi-Fi, become the bottleneck because of
the explosive growth of data traffic and shortage of spectrum. The 5G wireless
systems, with improved data rates, capacity, latency, and QoS is expected to
be the promising solution in the near future. Recently, several standards forums
and organizations, including the 3rd Generation Partnership Project (3GPP),
Huawei, Datang Telecom Technology & Industry Group, etc., have engaged
in cellular-assisted V2X communication technology (LTE-V) standard develop-
ment, which is one of the most potential technology in 5G era.

To ensure more efficient Internet access, the mobility management for IP-
based vehicular networks, i.e., the issue of seamless handover, is of great impor-
tance for guaranteeing service continuity and quality-of-service (QoS), when
vehicles are handed off to another network. At present, vehicular communi-
cations standards are developed by different organizations, which means the
applied vehicular communication modules are also different. The operating sys-
tem and hardware are bundled together when they are produced by respective
manufacturers. This will increase the complexity of the network, and plenty of
network resources may be wasted, leading to low quality of experience (QoE)
for vehicle users. In addition, different network operators have their own man-
agement policies, which will also increase the difficulty of network management.

As a promising new network paradigm, software-defined networks (SDN)-
based vehicular networks [8] enables flexible ubiquitous connection, fast rerout-
ing, and real-time network management with the software controller. One of the
main features of SDN is the separation of the control plane and data plane, and
centralization of control functions. With a programmable SDN controller, net-
work operators can easily configure new network devices and quickly deploy new
applications. With SDN, vehicle users are able to access network services any-
where and anytime regardless of the network type (e.g., Wi-Fi, 3G, LTE, LTE-A)
as long as these networks belong to the same operator or there are agreements
between operators. Furthermore, security and privacy-related policies are also
manageable [1].

To provide seamless handover in heterogeneous networks, 3GPP has dis-
cussed basic interworking architectures which is based on mobile IP techniques.
Currently, mobile IPv6 (MIPv6) [11] is a widely accepted standard to support
global mobility for Mobile Hosts (MHs). However, there are still some impor-
tant issues failed to resolve in terms of performance and security. In this article,
we first review the state of art in mobility management for vehicular networks.
Furthermore, we pay attention to another noteworthy issue, i.e., secure IP com-
munications in SDN-based vehicular networks, especially in the group-oriented
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vehicular environment. At present, Internet Protocol security (IPsec) and Inter-
net Key Exchange version 2 (IKEv2) are considered to be used to secure IPv6
Network Mobility (NEMO). However, this technique faces challenge in terms of
performance when implementing in the group-oriented vehicular environment.
To address this issue and provide secure IP communications, a new SDN-enabled
VANET-Cellular integrated network architecture is proposed by following the
SDN concept, which is based on the OpenFlow (OF) protocol. Then, we intro-
duce a unified secure and seamless IP communications framework for group-
oriented heterogeneous vehicular environment.

The remainder of this paper is organized as follows. We present the SDN-
enabled VANET-Cellular integrated network architecture (SDNVCNET) and
introduce the new function of network elements in Sect. 2. We then discuss
two major challenges in group-oriented heterogeneous vehicular environment,
including secure group setup and seamless IP communications. Furthermore, we
propose a unified secure and seamless IP communications framework for group-
oriented heterogeneous vehicular environment in Sect. 3. Finally, we conclude
this paper in Sect. 4.

2 Network Architecture

Figure 1 shows the SDN-enabled VANET-Cellular integrated network architec-
ture (SDNVCNET). To support SDNVCNET, appropriate SDN protocols, such
as OpenFlow and Simple Network Management Protocol (SNMP), will be added
to base stations, wireless access points, and other network entities through an
external standardized application programming interface (API). OpenFlow is in
charge of data path control, and SNMP can be used for IPsec establishment in
this article. As the SDN controller is just a program running on a server, it can
be placed anywhere in the SDNVCNET.

The SDNVCNET is designed based on the exiting 3GPP LTE/EPC archi-
tecture. The access network can mainly be divided into cellular and Non-3GPP
access network. To support MIPv6, the base stations (i.e., eNodeBs) or other
wireless access points function as mobile access gateways (MAGs) to provide
vehicles with wireless access to Internet. Besides access networks, there is a core
network. In the core network, the mobility management control (MM-C) plane
substitutes the mobility management entity (MME) and communicates with
the OpenFlow Controller using API. In our architecture, MM-C is responsible
for vehicle authentication and authorization, and intra-3GPP mobility manage-
ment. Different from MME, the MM-C will not be responsible for the serving
gateway (S-GW) and packet data network gateway (P-GW) selection. The S-GW
can be separated into S-GW control (SGW-C) plane and S-GW data (SGW-D)
plane. SGW-C is responsible for GTP tunnel and IPsec establishment. SGW-D
represents an advanced OpenFlow switch (OF-switch) that is able to encap-
sulate/decapsulate GTP packets. This switch applies the rules received from
the OpenFlow Controller. Its responsibility is just packet forwarding between
the eNodeBs and P-GW. P-GW still has the same function as in the 3GPP
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Fig. 1. SDN-enabled VANET-Cellular integrated network architecture

standard and is responsible to act as an “anchor” of mobility between 3GPP
and Non-3GPP technologies. Therefore, it plays a role in local mobility anchor
(LMA).

In SDNVCNET, vehicles employing LTE-V technology and equipping built-
in cellular module can connect to the 3GPP E-UTRAN via the eNodeB. LTE-V
can be further divided into two work modes, i.e., LTE-V-Cell for centralized
network and LTE-V-Direct for decentralized network. The former is the exten-
sion of the existing cellular technology, and designed mainly for the traditional
Internet service. The latter introduces the LTE device-to-device (D2D) and real-
ize the vehicle-to-vehicle (V2V) communication. Therefore, the introduction of
LTE-V-Direct can meet the requirements of low latency and high reliability
among connected vehicles. Moreover, vehicles equipping other wireless commu-
nication module can also access the core network via Non-3GPP access network.
To provide secure and efficient data transmission, we define the concept of secure
mobile gateways. Different from the traditional fixed gateway, a secure mobile
gateway refers to the dual-interfaced vehicle that relays data from other vehicle
sources to the SDNVCNET backhaul network and makes sure the security dur-
ing data transmission. The main network elements and function description is
summarized in Table 1.
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Table 1. Summarizing table of main network elements

Network elements Function

MM-C MM-C belongs to the control plane and substitutes
MME. MM-C communicates with the OpenFlow
Controller using API. It is responsible for vehicle
authentication and authorization, and intra-3GPP
mobility management

SGW-C SGW-C belongs to the control plane. SGW-C is
separated from S-GW and responsible for GTP tunnel
and IPsec establishment

SGW-D SGW-D is separated from S-GW and represents an
advanced OF-switch. SGW-D applies the rules received
from OpenFlow Controller. Its responsibility is just
packet forwarding between eNodeBs and P-GW

P-GW P-GW reserves the same function as 3GPP standard
and is responsible to act as an “anchor” of mobility
between 3GPP and Non-3GPP technologies. In fact, it
plays a role in LMA

Dual-interfaced vehicle Dual-interfaced vehicle is a secure mobile gateway that
is different from traditional fixed gateway. It relays data
from other vehicle sources to the SDNVCNET backhaul
network and makes sure the security during data
transmission

3 Secure and Seamless IP Communications
for Group-Oriented Vehicular Environment

Platooning is one of emerging automotive intelligent transportation systems
(ITS) applications [12]. In a platoon situation, the platoon leader can be aware of
the kinematic state of the platoon members in real time for monitoring purposes.
There two major challenges for such a group-oriented vehicular environment,
i.e., (1) how securely and flexibly set up the platoon, and (2) how to control the
handover signalling overload (mainly introduced by group access authentication
and IPsec establishment), and reduce handover latency when a large number of
platoon members need to securely access the Internet.

3.1 Secure Group Setup

In the platoon situation, a group of vehicles sharing a similar itinerary over a
period of time form a vehicle fleet train, coordinated by a platoon leader. The
platoon leader may coordinate with platoon members for group maneuvering,
such as platoon joining/leaving/group speed. In this situation, the platoon-based
driving pattern facilitates the potential cooperative communication applications,
for example, data sharing or forwarding, and may significantly improve the per-
formance of vehicular networking. However, the members of the platoon may
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    Platooning Leader

SGW-C

      Platooning Member

VLAN

Fig. 2. Group-oriented vehicular environment

change quite dynamically, and vehicles may join or leave the platoon at any
time. Therefore, how to securely create and maintain a group is a challenge
issue.

As shown in Fig. 2, all of vehicles in the platoon form a vehicular local area
network (VLAN). In the VLAN, all members need to negotiate a key to ensure
securely group communication. Although the platoon leader can act as the group
founder and key distribution server in the VLAN, such a canalized method may
tend to be both expensive and unexpectedly complex and is not suitable for
dynamic peer group settings. Therefore, the distributed key agreement technique
is required. Contributory group key agreement protocols can generate group
keys based on contributions of all group members and this technique can be
the building block of secure group setup. We have proposed a contributory key
agreement-based framework (SPGS) [7] by adopting the scheme [5].

The SPGS can support the following operations in the platoon situation,
including Platoon Joining: a new platoon member can be added to the group
with privacy-preserving attribute matching; Platoon Leaving: a platoon member
can be removed from the group; Platoon Merging: an emerging group of vehicles
want to be added to the group; Platoon Partition: a subgroup is split from the
group; Key Refresh: the group key should be updated duly.

Once a platoon is securely established and maintained, all members can
cooperatively access the Internet for various communication applications in this
platoon-based driving pattern. Accordingly, another critical challenge is emerg-
ing, i.e., secure and efficient mobility management for IP communications in
group-oriented vehicular environment.

3.2 Secure and Seamless IP Communications

It is well known that in the mobility management for IP-based vehicular net-
works, the issue of seamless handover is of great importance for guaranteeing
service continuity and QoS, when a automobile is handed off to another network.
In addition, in heterogeneous networks, the access authentication is the crucial
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procedure for ensuring secure communication. Unfortunately, most of mobile
IPv6 protocols operate only in layer 3 (L3) and do not consider the authenti-
cation process, yet the authentication procedure is essential and induces large
latency during handover. Therefore, the handover method must take into account
network characteristics and support effective performance regarding delay and
packet loss during handover. Meanwhile, as the candidate secure scheme for IP
communications, original IPsec is not suitable for group-oriented vehicle envi-
ronment because of the large communication and computation overhead.

When a group of vehicles want to access the Internet, they firstly need
to securely access the E-UTRAN and should send their access authentication
requests toward the core network successively over a short period, or even at the
same time. Furthermore, they must establish the secure tunnels with the core
network by utilizing IPsec. These operations will lead to communication and
computation burden in the different nodes of the network, across the communi-
cation path, which includes

Radio Network Overload: Radio network overload takes place in some appli-
cations because of mass concurrent access authentication requests. In addition,
IPsec establishment process also induces large communication overhead. The
network should be optimized to enable a mass of vehicles in a particular area to
access the network and transmit data almost simultaneously.

Core Network Overload: Access authentication and IPsec establishment
signalling overload in the core network is caused by a high number of vehi-
cles trying almost simultaneously: (1) to attach to the network or (2) to
activate/modify/deactivate a connection.

3.2.1 Group-Oriented Access Authentication
According to the discussion in the above section, group-oriented access authen-
tication on alleviating security-related signaling overload is desired. Unfortu-
nately, the recent authentication and key agreement (AKA) protocols dedicated
for 3GPP cellular network, known as EPS-AKA; or for non-3GPP access net-
works (e.g., WLAN or WiMAX), known as EAP-AKA cannot provide group
authentication mechanism [6]. If a group of vehicles in a platoon need to access
the network almost simultaneously, the traditional authentication protocols (e.g.,
EPS-AKA or EAP-AKA) will suffer from high signalling overhead, leading to
authentication signaling congestion and decreasing the QoS of the network. The
reason is that every vehicle must perform a full AKA authentication procedure
with the core network, respectively.

By utilizing the identity-based aggregate signature (IBGS) technique [3], the
group-oriented access authentication can be proposed. In an aggregate signa-
ture scheme, multiple signatures can be aggregated into a compact “aggregate
signature” even if these signatures are on (many) different documents and were
produced by (many) different signers. Particularly, in IBGS, the verifier does not
need to obtain and/or store various signer public keys to verify; instead, the ver-
ifier only needs a description of who signed what, along with two constant-length
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“tags”: i.e., the short aggregate signature and the single public key of a Private
Key Generator (PKG). Therefore, IBGS is suitable for vehicular networks.

When each vehicle registers with the core network, it contacts the PKG,
provides its identity, and then receives its private key. Only the authenticated
vehicle user can get the private keys from the PKG. The PKG can be integrated
with the authentication server, which has pre-established secure channels with
the MM-C plane by using the NDS/IP security mechanism. By adopting the
IBGS, the platoon leader can collect all signatures of members in the same group
and aggregate them to a new signature SIGagg. Then, the platoon leader sends
SIGagg to the network and all members in the group can be authenticated at
the same time. Moreover, the independent session key can be negotiated between
the core network and each platoon member. Therefore, this scheme can relief the
authentication signalling overload occurring at the network nodes significantly.

3.2.2 Secure and Seamless IP Communications Framework
As discussed above, original IPsec is not suitable for group-oriented vehicle envi-
ronment. Therefore, we appropriately modify the packet structure in IPsec tun-
nel mode, as shown in Fig. 3.

Outer IP header
(Source and destination 

address)

ESP
header Encrypted IP payload ESP

trailer
ESP Auth

trailer

Packet from or 
to Vehicle1

Packet from or 
to Vehicle2

Packet from or 
to Vehiclen

Encrypted IP payloadESP
header

ESP
trailer

IP payload
Inner IP header

(Source and destination 
address)

Authenticaiton using Aggregated MAC

Encryption using DES/3DES/AES

Fig. 3. Modified packet structure in IPsec tunnel mode

In the proposed framework (Fig. 2), all of vehicles in the platoon have formed
a VLAN, which is a private network. In VLAN, each platoon member has an
inner IP address and unique identity (UID) that form a private addressing iden-
tifier (PAI). As everyone knows, in the Internet addressing architecture, a private
network is a network that uses private IP address space, following the standards
set by RFC 1918 for IPv4, and RFC 4193 for IPv6. Private IP address spaces
were originally defined in an effort to delay IPv4 address exhaustion, but they
are also a feature of IPv6 addresses for security purpose. Therefore, PAIs do not
need to be allocated by any specific organization and platoon members can use
these addresses without approval from a regional Internet registry. However, IP
packets addressed from them cannot be transmitted through the public Inter-
net, and if VLAN needs to connect to the Internet, it must do so via a network
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address translator (NAT) gateway, i.e., the platoon leader in our framework.
That is, the platoon leader should have a public IP address for Internet access.

When platoon members want to send or receive data to/from Internet, they
first need communicate with the platoon leader. At that moment, the platoon
leader plays a role in secure mobile gateways to provide secure and efficient data
transmission for other platoon members. Taking an example of sending data,
each platoon member generates their own packet with inner IP header, i.e., PAI.
Then, they send the encrypted packets to the platoon leader by using the group
key (DES/3DES/AES). The platoon leader collects all encrypted packets of pla-
toon members and assembles them in sequence to form an entire IP payload, as
in Fig. 3. The IP payload is then encapsulated into a new IP packet with a new
outer IP header. For authenticating the IP packet, an ESP Auth trailer needs to
be added to the IP packet. To reduce the authentication overhead, the aggregate
message authentication code technique can be applied.

When IP layer (L3) handover occurs, both the access authentication and
IPsec tunnel establishment should be optimized simultaneously. We can adopt
the proposed group access authentication running within IKEv2 between the
platoon leader and the SGW-C plane for authentication and key agreement. At
the same time, L3 handover process should be performed. In this article, the
SDN concept of logically centralized control can be implemented in PMIPv6
through OpenFlow. For instance, in reference [4], the controller resides in the
backbone network and connects to all the gateways and the anchor. The gateways
implement the OpenFlow protocol, upon which the controller communicates with
them. An OpenFlow mobile access gateway (OMAG) notifies the controller about
a automobile attachment through PMIPv6 control message in the OpenFlow
protocol, and the controller performs all the PMIPv6 related mobility control
signaling with the anchor and authentication server on behalf of the OMAG.
Theoretically, most of the extension and improvement schemes of PMIPv6 can
be applied in our framework.

The complete procedure of a platoon handing off from Non-3GPP access
network to eNodeB is presented in Fig. 4, which can be divided broadly into
two phases: Phase 1: Secure Group Setup and Packets Aggregation and Phase
2: Group-oriented L2/L3 Joint Handover and Secure Tunnel Establishment. In
Phase 1, the secure group setup is performed by using contributory group key
agreement, and all platoon members share a group key (GK). After that, all
vehicles are driving in the form of platoon. When they want to access the Inter-
net, each platoon member generates their own encrypted packet Ci and the
corresponding signature σi, and sends them to the platoon leader. By adopting
the IBGS, the platoon leader can collect all signatures of members in the same
group and aggregate them to a new signature SIGagg for next access authenti-
cation. In Phase 2, when IP layer (L3) handover occurs, the pre-authentication
mechanism should be adopted for reducing the handover latency, i.e., the group
access authentication is performed prior to L2 and L3 handover. In addition, the
PMIPv6-based L3 handover procedure needs to be carried out. As introduced in
[2], every time IPsec requests the IKEv2 daemon running on top of OF controller



Achieving Secure and Seamless IP Communications 365

Platoon
Leader

Non-3GPP AN/
OF-Switch

MM-C

P-GW
/LMA

Platoon
Leader

eNodeB

Handover
Decision

PacketPL from Platoon
Leader (CoA, CN)

SGW-C IPsec

SGW-DController

 Step-1: Secure group setup by using Contributory Group Key Agreement, and all platoon    
              members share a group key (GK);
 Step-2:  Each platoon member encrypt the packet by using GK, and  the encrypted packet 
               by platoon member is denoted as Ci;
 Step-3: PKG generates parameters and keys;
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Fig. 4. The procedure of a platoon handing off from Non-3GPP access network to
eNodeB

for a new SA. In order to protect the required IKEv2 negotiation, a dedicated
security association for IKEv2 messages has to be established before. This asso-
ciation is called “IKE Security Association” (IKE SA), which is established in



366 C. Lai et al.

the first and non protected exchange called “IKE SA Initiation (IKE SA INIT).
This is the initial mobility and security bootstrap. Next, IKEv2 negotiation for
creating IPsec associations to protect data traffic during handover is presented
in Fig. 4. The procedure of a platoon handing off from eNodeB to Non-3GPP
access network is basically same as the procedure in Fig. 4 since the proposed
framework is unified.

3.3 Performance Evaluation

In this section, we evaluate the performance of the proposed framework in terms
of the average handover signalling cost and average handover latency. The pro-
posed framework enables the platoon leader to aggregate a collection of each
member’s signatures in the same group. In addition, we appropriately modified
the packet structure in IPsec tunnel mode, which can reduce the overhead of
ESP Auth trailer by adopting the aggregate message authentication code. When
IP layer (L3) handover occurs, the pre-authentication mechanism is adopted for
reducing the handover latency, i.e., the group access authentication is performed
prior to L2 and L3 handover. Therefore, it largely reduces the average handover
signalling cost and average handover latency.
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Fig. 5. Performance comparison between TRADIP and GIP

In the following, for the comparison with our proposed framework, we con-
sider two types of existing IP-based handover authentication schemes, one is
traditional scheme, denoted by TRADIP, where each vehicle needs to perform
a complete authentication procedure with the access networks, respectively, and
L2 and L3 handover are separated; the other one is our proposed scheme, denoted
by GIP. We assume that there are n vehicles forming in the platoon. Parts of the
parameter values are referred to the papers [2,6]. The total signaling cost CHO

can be calculated as CHO = Cho + CAUTH + CIPsec, where Cho is average cost
needed for L3 handover, CAUTH is average cost needed for access authentication
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and CIPsec is average cost needed for IPsec establishment. The average length
of the signature is set to be 160 bits.

The total handover latency THO can be calculated as THO = Tho + TL2HO +
TAUTH +TIPsec, where Tho is average required time for L3 handover and TL2HO

is average time needed for L2 handover; TAUTH is average time needed for access
authentication and TIPsec is IPsec establishment time. The average time needed
for L2 handover is set to be 20 ms. The average time needed for L3 handover is
set to be 52 ms in the proposed framework and 1000 ms in traditional schemes.

Figure 5 shows the comparison between TRADIP and GIP in terms of average
handover signalling cost and average handover latency.

4 Conclusion

In this paper, we have investigated the secure and seamless IP communications
in the SDN-enabled VANET-Cellular integrated network architecture (SDNVC-
NET), especially for supporting the emerging group-oriented vehicular environ-
ment, such as platoon scenario. We first presented a new SDN-enabled VANET-
Cellular integrated network architecture by following the SDN concept, which
is based on the OF protocol. Then, we proposed a unified secure and seamless
IP communications framework for group-oriented heterogeneous vehicular envi-
ronment, which aims to address two major challenges: i.e., (1) how to securely
and flexibly set up the platoon, and (2) how to control the handover signalling
overload (mainly introduced by group access authentication and IPsec establish-
ment), and reduce handover latency when a large number of platoon members
need to securely access the Internet. For the challenge 1, the secure group setup
is performed by using contributory group key agreement, and all platoon mem-
bers share a group key (GK). By adopting the IBGS, the platoon leader can
collect all signatures of members in the same group and aggregate them to a
new signature SIGagg for next access authentication. For the challenge 2, we
appropriately modified the packet structure in IPsec tunnel mode, which can
reduce the overhead of ESP Auth trailer by adopting the aggregate message
authentication code. When IP layer (L3) handover occurs, the pre-authentication
mechanism is adopted for reducing the handover latency, i.e., the group access
authentication is performed prior to L2 and L3 handover. In addition, the most
of PMIPv6-based L3 handover procedure can be applied to our framework.

Acknowledgments. Our research is supported by the National Natural Science Foun-
dation of China Research Grant (61502386, 61472472), and the International Sci-
ence and Technology Cooperation and Exchange Plan in Shaanxi Province of China
(2015KW-010).

References

1. Duan, X., Wang, X.: Authentication handover and privacy protection in 5G hetnets
using software-defined networking. IEEE Commun. Mag. 53(4), 28–35 (2015)



368 C. Lai et al.

2. Fernandez, P., Santa, J., Bernal, F., Gomez-Skarmeta, A.: Securing vehicular IPv6
communications. IEEE Trans. Dependable Secure Comput. 13(1), 46–58 (2016)

3. Gentry, C., Ramzan, Z.: Identity-based aggregate signatures. In: Yung, M., Dodis,
Y., Kiayias, A., Malkin, T. (eds.) PKC 2006. LNCS, vol. 3958, pp. 257–273.
Springer, Heidelberg (2006). doi:10.1007/11745853 17

4. Kim, M.S., Lee, S.K.: Enhanced network mobility management for vehicular net-
works. IEEE Trans. Intell. Transp. Syst. 17(5), 1329–1340 (2016)

5. Kim, Y., Perrig, A., Tsudik, G.: Simple and fault-tolerant key agreement for
dynamic collaborative groups. In: Proceedings of ACM CCS, pp. 235–244 (2000)

6. Lai, C., Lu, R., Zheng, D., Li, H.: Toward secure large-scale machine-to-machine
comm unications in 3GPP networks: challenges and solutions. IEEE Commun.
Mag. 53(12), 12–19 (2015)

7. Lai, C., Lu, R., Zheng, D.: SPGS: a secure and privacy-preserving group setup
framework for platoon-based vehicular cyber-physical systems. Secur. Commun.
Netw. 9(16), 3854–3867 (2016)

8. Liu, K., Ng, J.K.Y., Lee, V.C.S., Sang, H.S.: Cooperative data scheduling in hybrid
vehicular ad hoc networks: VANET as a software defined network. IEEE/ACM
Trans. Netw. 24(3), 1759–1773 (2016)

9. Lu, N., Cheng, N., Zhang, N., Shen, X.: Connected vehicles: solutions and chal-
lenges. IEEE Internet Things J. 1(4), 289–299 (2014)

10. Luan, T.H., Ling, X., Shen, X.: MAC in motion: impact of mobility on the MAC
of drive-thru internet. IEEE Trans. Mob. Comput. 11(2), 305–319 (2012)

11. Perkins, C.E., Johnson, D.B.: Mobility Support in IPv6. RFC 3775 (2001)
12. Vinel, A., Lan, L., Lyamin, N.: Vehicle-to-vehicle communication in

C-ACC/platooning scenarios. IEEE Commun. Mag. 53(8), 192–197 (2015)

http://dx.doi.org/10.1007/11745853_17


An Efficient Distributed Randomized Data
Replication Algorithm in VANETs

Junyu Zhu1,2, Chuanhe Huang1,2(B), Xiying Fan1,2, and Bin Fu3

1 State Key Lab of Software Engineering,
Computer School, Wuhan University, Wuhan 430072, China
2 Collaborative Innovation Center of Geospatial Technology,

Wuhan University, Wuhan 430072, China
huangch@whu.edu.cn

3 Department of Computer Science,
The University of Texas Rio Grande Valley, Edinburg, TX 78539, USA

bin.fu@utrgv.edu

Abstract. Motivated by message delivery in vehicular ad hoc networks,
we study distributed data replication algorithms for information delivery
in a special completely connected network. To improve the efficiency of
data dissemination, the number of message copies that can be spread
is controlled and a distributed randomized data replication algorithm is
proposed. The key idea is to let the data carrier distribute the data dis-
semination tasks to multiple nodes to speed up the dissemination process.
We show how the network converges and prove that the network can enter
into a balanced status in a small number of stages. Most of the theoretical
results described in this paper are to study the complexity of network
convergence. Simulation results show that the proposed algorithm can
disseminate data to a specific area with low delay.

Keywords: Data replication · Randomized · Complexity of conver-
gence · VANET

1 Introduction

Vehicular ad hoc networks (VANETs) have become an important area of research
with potential applications in various domains such as safety, navigational appli-
cations, in-vehicle infotainment etc. [1]. Lots of researches have been done on
safety and comfort purposes of VANETs. Efficient data dissemination is essen-
tial for such applications, which require that data can be delivered with high
success rate and low delay. Data replication has been recognized as an effective
approach for data dissemination in VANETs [2]. Data replication enables multi-
ple copies of the same data carried by different nodes to be transmitted to most
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of the nodes in the network. Thus, useful data will be distributed to a specific
area in a quick manner [3].

Moreover, as emerging large-scale ad hoc networks are characterized by the
lack of centralized access to information and control, distributed coordination
and consensus problems are fundamental problems in ad hoc network applica-
tions [4]. Motivated by these problems, distributed algorithms are designed, in
which agents can reach consensus on a common decision or achieve a global
objective collectively [5]. The problems also arise in a number of applications
including information delivery in vehicular ad hoc networks. This paper focuses
on the randomized average consensus problem as well as studies the data repli-
cation algorithms [6].

1.1 Primary Motivations

Dynamic data replication in distributed network systems can accelerate infor-
mation spread in a specific area. However, some algorithms, such as epidemic
and gossip algorithms, could cause significant network overhead by essentially
passing around redundant information multiple times. The redundant messages
can also cause congestion issues. Aiming at the problem, this paper proposes
a data replication scheme, in which the number of message copies is bounded,
to reduce unnecessary transmissions. Data replication algorithms also improve
upon the convergence speed of message transmission by increasing the diversity
of pairwise exchanges. As load balancing is an important goal in ad hoc networks,
we hope every node in the network can carry an approximately equal number
of message copies. In this way, the data delivery and network computing burden
will be distributed among the nodes and communication can be managed in a
very quick and efficient way.

1.2 Main Contributions

To overcome the drawbacks of the data replication algorithms, we propose two
conceptions: bounded number of copies and balanced network status. In this
paper, according to the network traffic density, based on graph theory, we divide
the VANET topology into three types of graphs: linear graph, arbitrary graph
and complete graph. In this paper, we propose a distributed randomized algo-
rithm for one certain type of graph, complete graph. We measure the complexity
of convergence by the number of communication stages in a distributed comput-
ing environment. In each stage, every node is involved in at most one message
transmission. If a network can enter into a balanced status in a small number
of stages, it can improve the efficiency of message passing. Following the algo-
rithms, the paper provides mathematical analysis of the proposed randomized
algorithm. It shows how the network converges.

The rest of this paper is organized as follows. Section 2 overviews the related
work. Section 3 describes some definitions used in the paper. In Sect. 4, we pro-
pose a randomized algorithm for complete graph in VANET. Section 5 gives some



Distributed Randomized Algorithm 371

theoretical analysis of the proposed algorithm. Section 6 presents the simulation
results. Finally, Sect. 7 concludes the paper.

2 Related Work

In this section, we give an overview of the related work. First, we review on the
data replication algorithms in vehicular network, then discuss existing studies
about randomized average consensus problem.

As broadcast is the basic mechanism of VANET communication, flooding
is the most common method in data dissemination. While it can achieve the
maximum coverage and rapid data dissemination, flooding can cause broad-
cast storm. In epidemic routing [7], two nodes exchanged the data that they
didn’t hold whenever they met. Yang et al. [8] first challenged the accuracy of
the innovative assumption that is widely adopted in delay performance analy-
sis of network-coding-based epidemic routing in delay-tolerant networks. Some
algorithms delivered data packets with control on the replication rules. Bala-
subramanian et al. [9] proposed RAPID. RAPID explicitly calculated the effect
of replication on the routing metric while considered resource constraints. To
exploit constrained network capacity with data replication, Wu et al. [10] pro-
posed a capacity-constrained replication scheme for data delivery. The authors
explored the residual network capacity for data replication and designed a dis-
tributed algorithm. [11] designed the data dissemination to a desired number of
receivers in VANET scheme, which was inspired by processor scheduling treating
roads as processors to optimize the workload assignment.

Randomized average consensus gossiping is an asynchronous protocol where a
node contacts a neighbor randomly within its connectivity radius, and exchanges
a state variable to produce a computation update. Wu and Rabbat [12] proposed
and analyzed a family of broadcast gossip algorithms for strongly connected
directed graphs, which were guaranteed to converge to the average consensus. In
[13], the authors analyzed the averaging problem under the gossip constraint for
an arbitrary network graph. [14] proved that the random consensus value was
the average of initial node measurements and that it could be made arbitrarily
close to this value in mean squared error sense under a balanced connectivity
model. Fabio and Sandro [15] allowed to reach consensus in a point which may
be different from the average of the initial states. Nedic and Liu [16] proposed
an algorithm for finite time distributed averaging in the case of a ring net-
work of agents, subject to a gossip constraint on communications. Falsone et al.
[17] investigated the properties of the weighted-averaging dynamic for consensus
problem and established new convergence rate results related to the diameters
of weakly spanning trees contained in the given graphs.

3 Definitions and Models

An ε-balanced status (See Definition 3) will be obtained after a series of average
operations. We define some concepts in this section.
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When a node carries message M and it controls at most a copies of message
M to be distributed over a network, it must have a ≥ 1, and each node with
nonzero value is at least one. The total number of message copies is bounded by
parameter n.

We need to define the concept of potential in order to analyze the number
of stages for the system to enter into a balanced status, and need the following
lemma.

Definition 1. For a set of vehicles, their connected graph is an undirected graph
G(V,E) such that each node represents a vehicle and an edge between two nodes
indicates that the corresponding vehicles are within the distance of communica-
tion. We consider G(V,E) constructed in a high traffic density, such as a parking
lot. Assume every two vehicle nodes are within each other’s communication range
under such condition. G(V,E) is treated as a Complete Graph.

Definition 2. Let M be a message. Let G(V,E) be the connected graph for a
set of vehicles. If each node i has a parameter ni to control the number of copies
of message M that i can replicate, then G(V,E) associated with ni becomes a
graph with a bounded number of message copies.

Definition 3. Let G(V,E) be a connected graph. Each node of G is assigned
a nonnegative number ni. The nodes of G are ε-balanced in the corresponding
bounded message graph if the following conditions are satisfied:

– Each node of G with ni > 0 satisfies ni ≥ 1.
– For every two nodes with ni, nj > 0, |ni − nj | ≤ ε, and
– There is no edge between nodes of values ni and nj in G, respectively, such

that ni ≥ 2 and nj = 0.

Definition 4. Let R be the set of real numbers and N be the set of nonnegative
integers. Define the following concepts:

– A real average function A(., .) is a mapping R × R → R × R, such that for
two numbers a ≤ b, A(a, b) = (a+b

2 , a+b
2 ) if a + b ≥ 2, or A(a, b) = (a, b) if

a + b < 2.
– An integer average function A(., .) is a mapping N × N → N × N such that

for two numbers a ≤ b, A(a, b) = (k, k) if a + b = 2k ≥ 2, A(a, b) = (k, k + 1)
if a + b = 2k + 1 ≥ 2, or A(a, b) = (a, b) if a + b < 2.

– For a list L : a1, a2, · · · , am of numbers, define the potential of L to be P (L) =
a2
1 + a2

2 + · · · + a2
m.

– Let A(., .) be an average function and SA(〈a, b〉) = 2(b − d)(b − c). Assume
that a1, a2, · · · , an is a list of numbers. It is transformed into another list
a′
1, a

′
2, · · · , a′

n by a series of average operations. Define its sum of product
to be S(H) =

∑
(a,b)∈H SA(a, b) = P (L) − P (L′), where H is the set of

tuples (a, b) that take average operations. It is considered as the change of the
potential after taking an average operation.
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Definition 5. A stage of communication is an average operation among a set
of independent edges in the connected graph. Pairs of nodes in the network to
exchange messages in parallel are allowed.

We use the number of stages to characterize the complexity to enter into
ε-balanced status.

4 Complete Connected Graph

We consider the case that the connected graph of a set of nodes is a complete
graph, in which every two nodes are within each other’s communication rage.
Our results show fast speed to achieve ε-balanced status by applying randomized
algorithms.

4.1 Distributed Randomized Algorithm for Complete Graph

In this section, we present a distributed randomized algorithm (see Algorithm1).
It is very simple and easy to implement in practice.

Assume each vehicle node has a value to indicate the data distribution task,
trying to achieve a general consensus in the shortest possible time. As we know,
nodes within each other’s communication range can exchange their information.
In the case of complete connected graph, there might be many vehicles in one
vehicle’s communication range. When the vehicle who carries message receives
more than one communication requests, it chooses the vehicle with the largest
gap to take average operation and computes the pairwise average, which then
becomes the new value for both nodes. It will stop iterating this pairwise aver-
aging process until the network enters into ε-balanced status.

Algorithm 1. randomized algorithm for complete graph

Input: bounded message graph G (see Definition 2).
Output: bounded message graph G′.
Let a = 1;
Stage a:

Each vehicle flip a coin;
Each vehicle with coin side 1 randomly selects a vehicle and send request;
Each vehicle with coin side 0 selects the request with the largest gap;
Take average with the selected vehicle;
Enter Stage a + 1 and let a = a + 1;

The analysis of our randomized algorithm uses the well-known Chernoff
bounds, which are described below. All proofs of this paper are self-contained
except the following famous theorems in probability theory and the existence of
a polynomial time algorithm for linear programming.
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Theorem 1 [18]. Let X1, . . . , Xn be n independent random 0-1 variables, where
Xi takes 1 with probability pi. Let X =

∑n
i=1 Xi, and μ = E[X]. Then for any

δ > 0,

1. Pr(X < (1 − δ)μ) < e− 1
2μδ2

, and
2. Pr(X > (1 + δ)μ) <

[
eδ

(1+δ)(1+δ)

]μ

.

We follow the proof of Theorem1 to make the following versions (Theorem 2,
Theorems 3, and Corollary 1) of Chernoff bounds for our algorithm analysis.

Theorem 2. Let X1, . . . , Xn be n independent random 0-1 variables, where Xi

takes 1 with probability at least p for i = 1, . . . , n. Let X =
∑n

i=1 Xi, and
μ = E[X]. Then for any δ > 0, Pr(X < (1 − δ)pn) < e− 1

2 δ2pn.

Theorem 3. Let X1, . . . , Xn be n independent random 0-1 variables, where Xi

takes 1 with probability at most p for i = 1, . . . , n. Let X =
∑n

i=1 Xi. Then for

any δ > 0, Pr(X > (1 + δ)pn) <
[

eδ

(1+δ)(1+δ)

]pn

.

Define g1(δ) = e− 1
2 δ2

and g2(δ) = eδ

(1+δ)(1+δ) . Define g(δ) = max(g1(δ), g2(δ)).
We note that g1(δ) and g2(δ) are always strictly less than 1 for all δ > 0. It is
trivial for g1(δ). For g2(δ), this can be verified by checking that the function
f(x) = (1 + x) ln(1 + x) − x is increasing and f(0) = 0. This is because f ′(x) =
ln(1 + x) which is strictly greater than 0 for all x > 0.

Corollary 1 [19]. Let X1, . . . , Xn be n independent random 0-1 variables and
X =

∑n
i=1 Xi.

(1) If Xi takes 1 with probability at most p for i = 1, . . . , n, then for any 1
3 >

ε > 0, Pr(X > pn + εn) < e− 1
3nε2 .

(2) If Xi takes 1 with probability at least p for i = 1, . . . , n, then for any ε > 0,
Pr(X < pn − εn) < e− 1

2nε2 .

5 Analysis of the Proposed Randomized Algorithm

In this section, we present a detailed analysis of the proposed randomized dis-
tributed algorithm. We will show how a list of numbers shrinks its gap after a
series of random average operations.

Lemma 1. Let r(.) be a function from S → S that r(x) generates a random
element in S. Assume that A and B are two subsets of S. Assume that |A| ≤ |B|,
and R(A) = {x : x ∈ A, r(x) ∈ B}, H(A) = {r(x) : x ∈ A, r(x) ∈ B}. Then with
a probability at most

g(ε)
|A||B|

|S| + ((1 − γ))(2γ−1)(1−ε)· |B|
|S| ·|A|,

we have

|H(A)| ≤ (1 − γ)(1 − ε) · |B|
|S| · |A|,

where γ is a constant in (0, 1). Furthermore, if |B| ≥ δ|S| for some fixed δ ∈
(0, 1), then the failure probability is at most 2(1− a)|A| for some fixed a ∈ (0, 1).
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Proof. Let m = |R(A)|. For each element in A, with probability |B|
|S| , it sends a

request to an element in B. By Chernoff bound, we have m < (1 − ε) · |B|
|S| · |A|

with a small probability

ζ1 ≤ g(ε)
|A||B|

|S| . (1)

For each x ∈ A, define r(x) to be the element that x sends.
Let γ have e(1 − γ) ≤ 1 and γ ∈ (0, 1).
Let n = |B|. The probability that |H(A)| ≤ (1 − γ)m is

ζ2 ≤
(

n

(1 − γ)m

)

· (
(1 − γ)m

n
)m (2)

≤ n(1−γ)me(1−γ)m

((1 − γ)m)(1−γ)m
· (

(1 − γ)m
n

)m (3)

≤ e(1−γ)m(
(1 − γ)m

n
)γm (4)

≤ (
e(1 − γ)m

n
)(1−γ)m(

(1 − γ)m
n

)(2γ−1)m (5)

≤ (
(1 − γ)m

n
)(2γ−1)m (6)

≤ ((1 − γ))(2γ−1)m. (7)

From above analysis, the total failure probability is at most ζ1 + ζ2 ≤
g(ε)

|A||B|
|S| + ((1 − γ))(2γ−1)(1−ε)· |B|

|S| ·|A| by inequalities (1) and (7). This proves
the lemma.

Definition 6. Let L = a1, · · · , ak be a list of real numbers. Define gap(L) to be
max1≤i,j≤k |ai − aj |.
Definition 7. Let α > 0, and K = a1, · · · , ak be a list of real numbers. Assumed
K is transformed into another list K ′ = a′

1, · · · , a′
k after a series of average

operations. If gap(K ′) ≤ (1 − α)gap(K), then K ′ is called α-shrink of K.

Definition 8. Let c, d, δ be parameters. A series of c stages is α-successful if
the gap of a list of numbers is shrinked by a factor of at least α. The failure
probability of an α shrink of the list is denoted by δ.

Lemma 2. Let c be a parameter. All stages are partitioned into multiple groups
of c stages G1, G2, · · · , Gk. Then there are k independent 0, 1 random variables
ri for each group Gi such that

1. Prob(Gi is α-successful) ≥ Prob(ri = 1)
2. Prob(ri = 1) ≥ 1 − δ.
3. Prob(there are at least t Gi to be α-successful) ≥ Prob(r1 + r2 + · · ·+ rk ≥ t).
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Proof. First, let S1, S2, ..., Sm ∈ {1, 2, · · · ,m} denote the m random numbers in
the range {1, 2, · · · ,m}. Let ai ∈ {0, 1} denote the status that whether a vehicle
is receiving or sending requests.

Then, we have the 0,1 string Wj = a1S1, a2S2, ..., amSm, which denotes an
average operation among the m vehicles.

Let Di = W1...Wz, z = O(log m). It means after O(log m) stages, the string
Di will get an α shrink. There are O(log n) stages of Di which will get an α
shrink.

Each Gi corresponds to a random sequence Di. Let T be the total number
of random paths for group Gi.

Let D1,D2, · · · ,DT be an rearrangement of all the random paths such
that D1, · · · DHi

are all α-successful sorted by lexicographic order. In the same
way, DHi+1+1, · · · ,DT are also sorted by lexicographic order. For each random
sequence Di to be α-successful, make it correspond to an integer in [1, T ]. Assume
that Gi is α-successful for Hi random paths with Hi ≥ T · (1 − δ). Without loss
of generality, each α-successful sequence corresponds to a unique integer in the
range [1,Hi]. Then Gi is α-successful if and only if ri is an event with a random
number si in [1, T ] with s ≤ T · (1 − δ).

It is proved by an induction on the number of groups k. It is trivial for the case
k = 1. Assume that it is true for k. Consider the case k + 1. For each random
sequence D1D2 · · · Dk, we consider the extension D1D2 · · · DkD for a random
sequence D for Gk+1. The number of cases of D that Gk+1 is α-successful for
D random paths is Hk+1 ≥ T · (1 − δ). Then Gk+1 is α-successful if and only if
rk+1 is an event with a random number sk+1 in [1, T ] with sk+1 ≤ T · (1 − δ).

6 Performance Evaluation

In this section, we first introduce the simulation environment, then present
the compared algorithms, performance metrics and finally give the simulation
results.

6.1 Simulation Setup

To evaluate the performance of the proposed algorithm, we have conducted
extensive simulations. In simulation, the following default settings are used.
Compromised to the complexity of simulations, we select a bounded 3 km*4 km
regional area for our simulations. Each road segment has two lanes with the bidi-
rectional traffic. For each simulation run, different number of vehicle nodes are
involved in the message delivery. The number varies from 100 to 500. The mobil-
ity of vehicles is generated by VANET-Mobisim [20], in which the destination of
each transmission is randomly selected. The coverage of V2V communications
is set to be 300 m. Transmission frame duration is set as 1ms. The number of
allowed maximum data copies varies from 200 to 800.
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6.2 Compared Algorithms

We compare the proposed algorithm with the following data dissemination
algorithms.

– Epidemic: It is flooding-based in nature, as nodes continuously replicate and
transmit messages to newly discovered relays that do not possess a data copy.

– Randomized flooding or Gossiping (random-flood): Similar to epidemic rout-
ing, but a message only gets copied with some probability.

– Bounded copied in arbitrary graph (arbitrary): Vehicles randomly choose the
vehicle to take average.

– Bounded copied in linear graph (linear): Vehicles randomly choose the vehicle
to take average.

– Bounded copied in complete graph (randomized): A vehicle randomly selects
another vehicle within its communication range and sends request. The vehi-
cle selects the request with the largest gap among all the requests it has
received.

6.3 Performance Metrics

We choose the total number of average operations as a measure of overhead and
choose the dissemination delay and the actual number of vehicles reached as
measures of effectiveness.

The following performance metrics will be taken into account for purpose of
algorithms evaluation in the simulation experiments.

Number of stages: Average operations that characterize the complexity to enter
into a balanced status among a set of nodes whose communication are based on
their connected graph.

Dissemination delay: It denotes the average time between the sending and receiv-
ing times for packets received. In this paper, it indicates the time for the network
to enter into a balanced status.

6.4 Simulation Results

In this section, we will evaluate the effect of the number and velocity of vehicles
on the performance of different algorithms.

(1) The effect of the number of vehicles on routing performance

Figures 1 and 2 respectively depict the number of stages and dissemination delay
as the number of vehicles changes from 100 to 500. As is evident by these fig-
ures, the distributed randomized algorithm performs significantly fewer trans-
missions than other compared algorithms. Assume that traffic loads are low with
enough network capacity, in terms of dissemination delay, as epidemic has close-
to-optimal delays under these conditions, the proposed distributed randomized
algorithm manages to achieve delays that are quite close to those of flooding-
based schemes. Meanwhile, if traffic starts increasing, it actually outperforms all
schemes in terms of delay.
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(2) Effect of different velocities on the performance of different algorithms

As the number of message copies varies from 800 to 200, Figs. 3 and 4 compare
the number of communication stage and dissemination delay of all the compared
algorithms.

As can be seen from Fig. 3, when the number of allowed maximum copies
decreases all the way from 800 to 200, the averaging time for the network to enter
into a balanced status decreases in all the compared algorithms. It is obvious
that the proposed randomized algorithm consumes fewer communications than
other algorithms. Figure 4 shows that proposed randomized algorithm performs
better dissemination delay when there are more message copies in the network.

Fig. 1. Stages VS. number of nodes Fig. 2. Delay VS. number of nodes

Fig. 3. Stages VS. number of copies Fig. 4. Delay VS. number of copies

7 Conclusion

To facilitate message delivery in ad hoc networks, we study distributed data
replication algorithms in a connected network. We use graph theory to describe
network topology, then propose a distributed randomized data replication algo-
rithm for complete graph. We show how the network converges after a series of
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random average operations. Most of the results in the paper are to study the
network convergence speed. Extensive simulations show that the performance of
the proposed algorithm is superior to the other approaches.

Acknowledgements. The authors are very grateful to the anonymous reviewers for
their helpful comments on an earlier version of this paper.
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Abstract. With the popularity of social networks, publishing social network
data is necessary for research purposes, which causes privacy leakage
undoubtedly. Therefore, many methods are proposed to deal with different attack
models. This paper focuses on a novel privacy attack model and refers it as a label
pair attack. In the label pair attacks, the adversary can re-identify a pair of friends
by using the labels of two vertices connected by an edge. We present a new
anonymity concept, called Label Pair k2-anonymity which ensures that there
exists at least k – 1 other vertices such that each of the k – 1 vertices also has an
incident edge of the same label pair and reduces the probability of a vertex being
re-identified to less than 1/k. The experimental results demonstrate that the
approach can preserve the privacy and utility of social networks effectively.

Keywords: Privacy preserving � Social network � Label pair

1 Introduction

More and more social network datasets are published for different purposes, such as
research purposes with the advance on mobile and Internet technology. Specially, the
mobile social network is popular among people. It provides a platform for sharing
interests, hobbies, status and activity information. So the publication of social network
datasets may lead the privacy leakage easily. This problem has raised people’s atten-
tion, many works [1, 5–7, 20, 22, 23] have proposed various protection means to
protect individual privacy from attack. The social networks are modeled as a graph in
which each vertex represents a user, each edge represents the social relationship and the
label indicates the feature of one user.

There are a variety of attacks nowadays, such as friendship attacks, mutual friend
attacks, neighborhood attacks and structural attacks. Some works solve the social
structure problem only, and some works solve the problem of social networks with
users’ labels. We consider the two aspects of the structure and labels. Whereafter, we
propose a new attack named label pair attacks. The attacks frequently happen in mobile
social networks. The adversary can use the vertex labels of two individuals and
friendship to identify users. And the labels and friendship of users are easily obtained,
the adversary can easily launch the attack. However, the methods referred in papers
[2, 11, 13, 14, 18] can protect privacy from common attacks, while they cannot protect
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privacy from the label pair attacks. Thus it can be seen that the problem should be
solved as soon as possible.

In this paper, we introduce a new relationship attack model based on the vertex
label pair of an edge. An adversary can acquire the label of an individual from the
social network website or application easily, such as Facebook, Twitter. Furthermore,
the adversary can also know whether two individuals have a friendship relation. The
label pairs which will be mentioned later are made of the labels of two individuals who
are friends. So the adversary can use the label pairs to issue a label attack from the
published social networks on the purpose of recognizing victims’ identity. As a con-
crete example, Fig. 1(a) is an original social network, every vertex represents a user,
such as Mary, Bob, Ed. Meanwhile, we can obtain the profession label of each user,
such as Doctor, Teacher. Then we remove all users’ names and reserve the profession
labels as shown in Fig. 1(b). Obviously, an adversary cannot re-identify anyone from
the social network with anonymous vertices with the only label information. But if the
adversary knows Mary’s label is Doctor, Bob’s label is Teacher and they have a
friendship relation, he can easily identify Mary and Bob through the label pair (Doctor,
Teacher) in Fig. 1(b). Only if an adversary grasps the background knowledge about
friendship relation and the label information, he can launch the attack to identify
individuals and obtain various privacy information.

To avoid the label pair attacks, a new type of privacy-preserving method called LP
k2-anonymity is introduced in this paper. For every vertex v with an edge of label pair
ðl1; l2Þ, there will be at least k – 1 other vertices having an edge of the same label pair.
It can be guaranteed that the probability of a vertex being identified is not greater than
1/k. We propose algorithms to achieve LP k2-anonymity for the graphs of original
social networks. Our approach mainly includes two steps. First, we adopt a method
named LGA (Label Generalization Anonymization) to group the vertices and gener-
alize the labels of vertices. Then we anonymize the graph by LGAN (Label Group
ANonymization). The algorithm can effectively protect the individual privacy from the
label pair attacks, meanwhile preserve the vertex set. Above all, the algorithm is
designed to preserve as much utility as possible.

Mary
Doctor

Jane
Doctor

Ed
Teacher

Ford
Doctor

Bob
Teacher Doctor

Doctor

Teacher

Doctor

Teacher

(a) original social network G (b) social network with anonymous graph

Fig. 1. An example of the label pair attacks.
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Contributions. Our contributions are summarized as follows:

1. This paper is the first to propose the new type attack model named label pair attacks.
And we take measures to tackle the problem of the label pair attacks.

2. To deal with the problem, we introduce Label Pair k2-anonymity concept, namely
LP k2-anonymity, which can prevent users with labels from being re-identified
when the adversary launches the label attack.

3. Two algorithms are devised to achieve the purpose to anonymize. The first algo-
rithm is to group the vertices and generalize the labels of vertices named LGA
(Label Generalization Anonymization). Another algorithm named LGAN (Label
Group ANonymization) is to anonymize the social networks by edge addition and
edge deletion. We do not add noise vertices or delete vertices to preserve the vertex
set and adopt the specific order which is illustrated in Sect. 4 to protect dataset
utility.

4. The empirical results on the real datasets show that our algorithms perform well in
anonymizing the social networks.

The rest of paper is organized as follows. We introduce the related work about the
problem of anonymizing social networks in Sect. 2. We define the problem and pro-
pose the practical solution in Sects. 3 and 4. Finally, we conduct the experiments on
real data sets and conclude in Sects. 5 and 6.

2 Related Work

Privacy preservation in publishing social networks is a new challenge that has drawn
more and more people’s attention. Recently, some works [15] propose to encrypt for
the data to protect privacy and other works propose to achieve k-anonymity based on
various adversary knowledge. Many approaches [5, 10] have been proposed to guar-
antee privacy. Liu and Terzi [8] propose the k-degree anonymization, for any node v,
there exists at least k – 1 other nodes in the graph having the same degree as node
v. Sun et al. [11] propose a new type anonymity concept, called k-NMF anonymity
against mutual friend attacks. Zou et al. [16] propose the k-automorphism model,
which converts the original network into a k-automorphic network. Tai et al. [2] present
a friendship attack, in which the adversary uses the degree of each vertex and
friendship relation to identify users. Zhang et al. [21] combine k-anonymity and ran-
domization together to protect data privacy.

What is said above is not referred the data with labels. There are labels of vertices
and labels on the edges. Liu et al. [9] treat weights on the edges as sensitive labels and
propose a method to preserve shortest paths between most pairs of vertices in the graph.
And some studies usually generalize labels [3, 4, 12] to protect privacy. Generalization
involves replacing (or recording) a value with a less specific but semantically consistent
value. Zhou and Pei [18] adopt this way in social networks. They propose a practical
solution to battle neighborhood attack, the solution considers modeling social networks
as labeled graphs and also can be used to answer aggregate network queries with high
accuracy. Yuan et al. [13] introduce a framework which provides privacy protection
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based on the users’ requests. It combines the label generalization protection and the
structure protection techniques to satisfy three levels’ requests. Song et al. propose a
privacy protection scheme that only prevents the disclosure of identity of users but also
the disclosure of sensitive labels. Yuan et al. [14] define a k-degree-l-diversity anon-
ymity model that consider the protection of structural information as well as sensitive
labels of individuals and further propose a novel anonymization method based on
adding noise vertices.

3 Preliminaries and Problem Definition

In this paper, we model a social network as an undirected graph G ¼ ðV ;E; LÞ where
V is a set of nodes which represents the individuals, E�V � V is a the set of edges
representing the relationship of users, and L is a set of labels. In this work, we assume
that the adversary uses friendship relations and labels of users as background knowl-
edge to reveal the identities of users. First, we should form a generalization tree
(GTree) using the label set L. For example, if the locations of users are used as labels of
vertices in a social network, L contains not only the specific locations such as Beijing,
Washington, New York, California, Berlin, London, but also general categories like
China, America, Germany, England. We assume that there exists a symbol � 2 L which
is the most general category generalizing all labels. For two labels m; n2 L, if m is more
general than n, we write m � n. For example, America � New York. And when we
form the generalization tree (GTree), we had better form it by the number of leafs in
descending order. We put nodes which have descendants in front of the nodes having
fewer on the purpose of reducing cost and protect the utility of data. These concepts are
clarified by the following definitions:

Definition 1 Label Pair Attack. Given a social network G ¼ ðV ;E; LÞ and the
anonymized network G0 ¼ ðV 0;E0; L0Þ for publishing. For a vertex v 2 V and all edges
connecting with it, the adversary can get the label pair (m, n) corresponding one edge.
The adversary can take advantage of the label pair to identify victims.

An adversary re-identifies the v with high confidence if the number of candidate
vertices is too small. Hence, we set a threshold k to make sure that the number of
candidate vertices is no less than k for each vertex v 2 V . We define LP k2-anonymity
as follows.

Definition 2 LP k2-Anonymity. If a graph G0 ¼ ðV 0;E0; L0Þ is LP k2 anonymous, for
each vertex with an edge of label pair (m, n) in G’, there exists at least k – 1 other
vertices having an edge of the same label pair.

Consider the graphs in Fig. 2 as an example. Each vertex in the graphs represents a
user, the edge between two vertices represents the fact that the two users are friends.
And the labels annotated to the vertices show the profession of the user. For conve-
nience, we make letter T represent the profession of teacher and D represent the
profession of doctor. The Fig. 2(a) is a simple example. There are three vertices and
each vertex has the label pair (D, D). Therefore, the graph is LP 32 anonymous. The
Fig. 2(b) is LP22 anonymous. Because vertices {1, 4} have the label pairs (D, T) and
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(D, D), vertices {2, 3, 5} have the label (T, D) and vertices {2, 3} have the label pair
(T, T). Similarly, in the Fig. 2(c), vertices {1, 3, 5} have the label pairs (T, D) and (T,
T), vertices {2, 4, 6} own the label pair (D, T) and vertices {2, 6, 7} own the label pair
(D, D). Hence, it is LP 32 anonymous.

Definition 3 Generalization Cost. In our approach, we need to generalize vertex
labels. The generalization cost is

GenCostðlu; ltÞ ¼ jhlt � hlu j
jGTreej ð1Þ

lu represents the original label of vertex u. lt represents the target label of vertex u. hlt
represents the height of label lt in the generalization tree. hlu represents the height of
label lu in the generalization tree. jGTreej represents the total height of the general-
ization tree.

Definition 4 Anonymity Cost. The cost of anonymizing G ¼ ðV ;E; LÞ to
G0¼ ðV 0;E0; L0Þ is

CostðG;G0Þ ¼ E0nEj j þ EnE0j j þ
Xvm

v1

GenCostðlu; ltÞ ð2Þ

Suppose there are m vertices in a graph.

4 LP k2-Anonymity Approach

In this section, we devise two effective algorithms, one is LGA (Label Generalization
Anonymization) for grouping the vertices and generalizing the labels of vertices.
Another is used for anonymizing the social network graph by adding and deleting
edges called LGAN (Label Group ANonymization). The two algorithms share the same
purpose that is to preserve the utility while satisfying the LP k2-anonymity.
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Fig. 2. Examples of LPk2 - anonymity graphs
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4.1 Label Generalization Anonymization (LGA) Algorithm

In this section, we organize vertices into groups and generalize vertices’ labels by
Algorithm LGA. We require there exist at least k vertices in each group. And gener-
alizing vertices’ labels makes all the vertices in each group have the same label.

To get the goal as described above, first we should sort the vertices sequence f in a
specific order. Take the order of subtrees into account. At first, we consider the first
subtree. We scan the labels of vertices in the graph in a breadth-first way, and sort them
by the order in which the vertices have the same label or have the label of sibling
relationship. Then we handle the vertices with the labels in the following subtrees in the
same way. And these vertices which are handled newly will be added into f . The
process is finished until all the subtrees are considered, that is all vertices are sorted.

Suppose the sequence is f ¼ ðv1; v2; v3. . .vmÞ. Then we group the vertices into
GP1;GP2. . .GPn and make sure that there exist at least k vertices in each group, there
are m vertices in the graph. These m vertices should be divided into multiple groups.
First, we put k vertices into GP, if GPj j � k, we should analyze vkþ 1 and vk two
vertices’ label relationship. If they have the same label or have the label of sibling
relationship, we put vkþ 1 into GP. Otherwise, we start another group. We mark
GR ¼ GP1;GP2. . .GPnf g. Then we choose a target label for vertices in each
group. The selection rule is made according to the smallest generalization cost in
Eq. (1) introduced in Sect. 2.

Example 1. We take an example of LP 22-anonymity. First, we form a generaliza-
tion tree for the social network graph which is shown in Fig. 4(a). The generaliza-
tion tree is displayed in Fig. 3. The vertices in Fig. 4(a) are sorted as f ¼ 3; 2; 4;f
6; 1; 5; 7; 8g. We group them into three groups. GP1 ¼ 3; 2; 4; 6f g, GP2 ¼ 1; 5f g,

*

a b c d e f g

l1 l2 l3

Fig. 3. An example of a generalization tree (GTree)
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GP3 ¼ 7; 8f g, GR ¼ GP1;GP2;GP3f g. We choose a target label l1 for GP1, l2 for
GP2, l3 for GP3 and generalize the labels of vertices to be their target labels. The
generalization result is shown as Fig. 4(b).

4.2 Algorithm Label Group Anonymization (LGAN)

We propose an algorithm named LGAN to add edges or delete edges of the vertices
after grouping. First, for every vertex in each group, we examine whether there are not
less than k – 1 other vertices owning the same label pair of (m, n) between groups. The
group which satisfies the condition is removed from the set GR. The left groups in the
set GR will be processed. The average degree of vertices in each group is calculated.
The group with the highest average degree is selected firstly, and the process of adding
edges or deleting edges is performed to ensure that each label pair (m, n) in the group is
either zero or not less than k. We use table VerTbl x½ 	 y½ 	 to store the number of vertices
in x with edges connecting to the vertices in y, x represents the vertices whose labels are
m and y represents the vertices whose labels are n. EdgTbl x½ 	 y½ 	 stores the number of
edges connecting vertices in x and y, and x represents the vertices whose labels are m
and y represents the vertices whose labels are n. We ensure that two groups have
enough edges by adding edges or deleting edges. For each label (m, n), if
0\VerTbl x½ 	 y½ 	\k or 0\VerTbl y½ 	 x½ 	\k, we get the cost of edge addition, i.e., k �
minðVerTbl x½ 	 y½ 	;VerTbl y½ 	 x½ 	Þ and the cost of edge deletion, i.e., EdgTbl x½ 	 y½ 	. If the
cost of edge deletion is no more than the cost of edge addition, we delete the edges
between group x and group y. Then we set VerTbl x½ 	 y½ 	, VerTbl y½ 	 x½ 	, EdgTbl x½ 	 y½ 	,
EdgTbl y½ 	 x½ 	 as zero. Otherwise, we add edges between group x and group y according
the following strategy:

(1) vertex u (or v) in group x has no connection with v (or u) in group y;
(2) the shortest path between every two candidate vertices is the minimal one in the

original graph.

After the group is handled, we remove the group from the set GR. We iterate this step
until the set GR is empty.

Example 2. After Example 1, we get the graph of Fig. 4(b). On the basis of Fig. 4(b),
we add edges or delete edges between groups. In Fig. 4(b), for every vertex in GP3,
there are not less than k – 1 other vertices owning the same label pair of (m, n) between
groups. The group is removed from the set GR directly. We consider the left groups
GP1, GP-2. Vertex 6 in GP1 can be uniquely identified by the label pair (l1; l3). Similar,
vertex 5 in GP2 can be uniquely identified by the label pair (l2; l3). We calculate the
average of the vertices in each group, we can know the average degree of GP1 is 2.25,
and the average degree of GP2 is 2.5. As a consequence, we give priority to deal with
the vertex 5 in GP2. LGAN deletes an edge (5, 7) as shown in Fig. 5(a). Then, we
remove GP2 from the set GR. To protect vertex 6, an edge (4, 8) is chosen to add. Then,
we remove GP1 from the set GR. The set GR is empty that means the social network
graph in Fig. 4(a) is already anonymized completely. Finally, the Fig. 5(a) is the LP 22

anonymous resulting graph.
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5 Experimental Evaluation

In the section, we introduce the datasets and evaluate our algorithm. All the experiments
are conducted in a virtual machine on a PC computer. The PC is with a 2.50 GHz Intel
(R) Core(TM) i7-6500U CPU and 4.0 GB memory. The virtual machine runs Fedora
release 23 system with 1.5 GB memory. The program is implemented in C.

5.1 Data Sets

We conduct our experiments on two real datasets. One dataset is a co-authorship data in
network science [24]. We construct a social network from the data and extract author
names as labels. Each vertex in the graph represents an author, and two vertices are
linked by an edge if the two corresponding authors co-authored at least one paper in the
data set. There are 1461 vertices and 2742 edges in the co-authorship graph after
removing the isolated vertices and the average degree is about 3.76. Another is from
the e-print arXiv. We derive a graph describing the citations between papers from
Arxiv HEP-TH (high energy physics theory) [25]. If one paper cites another paper, an
undirected edge will connect both corresponding vertices. The graph includes 12130
vertices and 76043 edges after removing the isolated vertices. The average degree of
vertices is about 12.54.

5.2 Data Utility

We evaluate the performances the LGA and LGAN algorithm by measuring the degree
distribution, average clustering coefficient, average path length, the numbers of edge
changes and running time.

Degree Distribution. Figure 6 shows the degree distributions of the original graphs
and the anonymized graphs. It can be seen the degree distributions of anonymized
graphs are similar with the original graphs.

Average Clustering Coefficient (CC). Figure 7 compares the average clustering
coefficients of the original graphs and the anonymized graphs. The basic trend is that
the CC values on two datasets decrease when k increases. Specially, when k value is 3,
the CC value of the HEP-TH dataset increases a little.
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Average Path Length (APL). The average path lengths on two datasets for the
original graphs and the anonymized graphs are shown in Fig. 8. The APL of the graph
anonymized is very close to the APL of the original graphs, especially when k value is
small.

(a) network science dataset (b) HEP-TH data

Fig. 6. Degree distribution

(a) network science dataset (b) HEP-TH dataset

Fig. 7. Average clustering coefficient

(a) network science dataset (b) HEP-TH dataset

Fig. 8. Average path lengths
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Percentages of Edges Changed. We consider the edge changes in our algorithm.
Figure 9 shows the edge changes on the original graphs. The changes include the ratios
of edges added and edges deleted. In our algorithm, we change the fewest edges. In the
HEP-TH dataset, the vertex degree is smaller relatively than the dataset in the same
size. For better experimental results, we make many vertices own the same label by
generalizing labels. Also k value is set little when we perform the experiment.

From the above evaluation, it can be seen our algorithm can preserve the utility of
the original graph effectively.

Running Time. Figure 10 shows the runtime on the network science dataset with
respect to different k values. We can know the runtime increases when the k value
increases from the figure.

6 Conclusions

In this paper, we have proposed a new concept LP k2-anonymity to protect individual
privacy against a new type attack, called label pair attack. For LP k2-anonymity, we
provide a new method to anonymize the social graphs by algorithm LGA and LGAN.

(a) network science dataset (b) HEP-TH dataset

Fig. 9. Percentages of edges added and deleted

Fig. 10. The runtime on network science dataset
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In order to preserve the original graphs, we generalize the vertex labels as fewer as
possible and only add necessary edges to construct a new graph without adding the
noisy vertices in our algorithms. We also give a detail analysis of the data utility. The
experimental results on two real data sets demonstrate that our approaches can preserve
much of the utility of the original graph.
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Abstract. Following the trend of Online Social Networks (OSNs) data
sharing and publishing, researchers raise their concern about the privacy
problem. Differential privacy is such a mechanism to anonymize sensi-
tive data. It deploys graph abstraction models, such as the Hierarchical
Random Graph (HRG) model, to extract graph features. However, the
injected noise amount, determined by the sensitivity, is usually propor-
tion to the size of the whole network. Therefore, achieving global differ-
ential privacy may harm the utility of the releasing graphs.

In this paper, we define the notion of group-based local differential pri-
vacy. In particular, by splitting the network into 1-neighborhood graphs
and applying HRG-based methods, our scheme reduces the noise scale
on local graphs when achieving differential privacy. By deploying the
grouping algorithm, our scheme focuses on anonymizing similar users.
The experiment results show that our scheme could preserve more util-
ity than the global scheme under the same privacy level.

Keywords: Social network data publishing · Anonymization · Differ-
ential privacy · Local topological features

1 Introduction

Recently, Online Social Networks (OSNs) have exploded in popularity. The OSN
providers, like Facebook and Twitter, own vast amount of personal data and rela-
tionship information of their users. The data is often released to third-parties
for the purpose of producing knowledge of human social relationships, feeding
advertisements to recommendation target, and evaluating effectiveness of appli-
cations. However, publishing OSNs without sufficient anonymization work results
in privacy leakage which will cause panic to the users of social media.

Thus, various anonymization techniques have been proposed to preserve the
privacy of published OSNs. The simplest technique is the naive ID removal [1]
which is proved to be vulnerable to de-anonymization attacks [2]. K-anonymity
based techniques are suitable to anonymize relational data [3,4], however, they
are only designed to anonymize some specific structural semantics, and can often
be overcome by other structural semantics.
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 393–405, 2017.
DOI: 10.1007/978-3-319-60033-8 35
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Fortunately, differential privacy based techniques, which theoretically provide
a strong privacy guarantee, are proposed to solve the vulnerability [5,6]. Sala
et al. employed the dK-2 series feature extraction model in [7] while Xiao et al.
purposed a similar work with the Hierarchical Random Graph (HRG) model in
[8]. Their algorithms achieve global ε-differential privacy over the entire dataset
with different graph abstraction models. However, network data is very sensitive
to the changes in network structure. Although these global differential privacy
techniques are rich in preserving privacy, the regenerated graph lacks enough
utility for network analysis. In [7], O(

√
n) noise was injected into the dK-2 series.

The work in [8] performs better that it needs O(log n) noise for the HRG model.
Here n means the number of vertices in the whole graph since these schemes
calculate the noise based on the global sensitivity.

How to balance the anonymization technique’s privacy level with its negative
utility impact is always a question for privacy-preserving data publishing. In this
paper, the first step towards achieving such balance is splitting the whole graph
into some subgraphs. The main advantage of the segmentation is that it reduces
the desired noise scale of differential privacy, so the notion of local differential pri-
vacy preserves more graph utility than global differential privacy under the same
privacy parameter ε. Notice that the subgraph model, 1-neighborhood graph, is
realistic because it captures the information of the direct relationships between
the target user and its neighbors, which is the most important prior knowledge
for de-anonymization. After that, the HRG model is deployed to extract the
features under a differential privacy manner. The segmentation work reducing
the graph size also helps to reduce the HRG output space size. Therefore, each
HRG has higher posterior probability and regenerating a perturbed graph from
it loses less information.

The grouping algorithm is also introduced based on the similarity of HRG
models to enhance the anonymization power. Specifically, the HRGs with overlap
in their output space are grouped together to form a representative HRG, which
is used to smooth other ones inside the group. Since all sanitized subgraphs in a
group are regenerated from one HRG, the adversary will not able to differentiate
the target even with the help of prior knowledge. In conclusion, the proposed
scheme abandons the attempt to hide one user’s friendship into the whole OSN,
but hides the relationship inside the relationships between all his/her friends,
the similar users and their friends. Then the proposed scheme can preserve more
data utility than previous schemes while the privacy level is higher than the pure
local ε-differential privacy criteria.

The major technical contributions are the following: (1) The notion of local
differential privacy, which could preserve more information when the privacy
level is the same as global differential privacy, is defined. (2) The nodes with
similar local features are grouped. By carefully designing the heuristic method,
we show the grouping algorithm could enhance the privacy level without loss
of too much information. (3) An uniform framework is designed to publish the
perturbed networks which satisfying the group-based local ε-differential privacy.
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Finally, the evaluation work on two different OSN datasets, Facebook and
Enron email network, is completed. The results show that under the same differ-
ential privacy criteria, the proposed scheme can preserve more structural infor-
mation like the degree distribution and the clustering coefficient than the previ-
ous scheme.

2 Preliminaries

In this paper, an OSN graph is modeled as an undirected graph G = (V,E),
where V is the set of vertices and E is the set of edges. |V | is the cardinality of
the set V .

1-Neighborhood Graph. For each node v in V , we define its 1-neighborhood
graph as the graph containing all the neighbors of v and the node v itself. The
1-neighborhood graph of v is denoted as G(v) = (V (v), E(v)), where V (v) =
v ∪ {u|ev,u ∈ E} and E(v) = {ew,u|w, u ∈ V (v) ∧ ew,u ∈ E}. The node v is
marked as the central node of the subgraph while the other nodes are outer
nodes.

2.1 Hierarchical Random Graph Model

Because the connection probability between two vertices depends on their
degrees, the HRG model is captured by statical collection. Specifically, the HRG
model is a dendrogram T , which is a rooted binary tree with |V | leaf nodes
corresponding to |V | vertices in the graph G. Each node on the tree except
the leaf node has a number on it which shows the probability of connection
between its left part and right part. Assuming r is one of the interior nodes of
the dendrogram T , then the probability is denoted as pr.

Let Lr and Rr denote the left and right subtrees rooted at r respectively.
nLr and nRr are the numbers of leaf nodes in Lr and Rr. Let Er be the total
number of edges between the two group of nodes Lr and Rr. Then, the posterior
probability for the subtrees rooted at r is pr = Er/(nLrnRr). The posterior
probability of the whole HRG model T to represent G is given by:

p(T ) =
∏

r∈T
pEr

r (1 − pr)nLrnRr−Er (1)

Example 1. Figure 2 gives an example of two possible dendrograms of B’s 1-hop
neighborhood graph in Fig. 1(c). The pr in each root node is first calculated. For
instance, in the dendrogram TB2, the root node of subtrees {A, C} and {B, E}
has a probability 1/2 because there are two edges between the two sets of nodes,
we have Er = 2 so pr = 2/(2*2) = 1/2. Then we get the posterior probability of
the two HRGs. p(TB1) = (1/3)(2/3)2 ≈ 0.148 while p(TB2) = (1/2)2(1/2)2 ≈
0.006. p(TB1) is greater than p(TB2), so TB1 has more probability of representing
G(B). Furthermore, since the size of 1-hop neighborhood graph is often small,
there are few candidate dendrograms. If ignoring the sequential change of leaf
nodes, G(B) just has 2 possible structures of HRG as shown in Fig. 2, and TB1

is the more plausible of these two.
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(a)Origin graph (b)1-neighborhood
graph of F

(c)1-neighborhood
graph of B

Fig. 1. An example of the 1-neighborhood graph

(a) Dendrogram B1 (b) Dendrogram B2

Fig. 2. Some dendrograms generated from B’s 1-neighborhood graph

2.2 Differential Privacy

Differential privacy is designed to protect the privacy between neighboring data-
bases which differ in only one element. It means that the adversary could not
distinguish whether one of the elements changes based on the releasing result. In
the model of OSNs, the adversary is not able to be sure if two users are linked
in the original network.

Definition 1 (NEIGHBOR DATABASE). Given a database D1, its neigh-
bor database D2 differs from D1 in at most one element.

In this paper, the neighbor database/graph refers to a OSN with one edge
added or deleted.

Definition 2 (SENSITIVITY). The sensitivity (�f) of a function f is the
maximum distance of any two neighbor databases in the �1 norm.

Δf = max
D1,D2

||f(D1) − f(D2)||, (2)

Definition 3 (ε-DIFFERENTIAL PRIVACY). A randomized algorithm A
achieves ε-differential private if for all neighbor datasets D1 and D2 and all
S ⊆ Range(A)

Pr[A(D1) ∈ S] ≤ eε × Pr[A(D2) ∈ S] (3)
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Equation (3) calculates the probability that two neighbor databases have
the same result under the same algorithm. Based on the definition, researchers
designed the exponential mechanism to achieve ε-differential privacy when the
query’s result is an output space instead of a real value. It resamples the origi-
nal output space OS with a new probability sequence. In particular, it assigns
exponential probabilities with respect to the sensitivity (�f) and the desired
security parameters ε so that the final output space is smoothed [8].

Theorem 1 (EXPONENTIAL MECHANISM). For a function f : (G,OS)
→ IR, the randomized algorithm A that samples an output O from OS with the
probability proportional to exp

(
ε·f(G,OS)

2�f

)
achieves ε-differential privacy.

3 Scheme

To preserve link privacy, previous research advocated differential privacy [7,8],
where the output changes at a small probability (less than eε) with the modifi-
cation of one of its tuple. It is a rigorous privacy guarantee and it may create
a significant negative impact on utility because the necessary noise amount is
proportional to the whole graph size, which is a significant number in OSN
analysis.

Instead of hiding every link in the network with the same probability, the
proposed scheme reduces the scale of the network. The notion of local is defined
as the 1-neighborhood graph comparing with the notion of global which means
the whole graph. Also the grouping algorithm is deployed in the proposed scheme
to form a confidential group, then the users hide among other users with similar
structural information, but not all users in the network.

In this paper, the concept of group-based local ε-differential privacy is defined,
which can preserve privacy with less information loss.

Definition 4 (GROUP-BASED LOCAL ε-DIFFERENTIAL
PRIVACY). For a group of at least k nodes, a randomized algorithm A
extracts local features. A achieves group-based local ε-differential privacy if for all
neighbor graphs D1 and D2 with one edge adding/deleting the result probability
Pr[A(D) ∈ S] satisfies the Eq. (3).

Given an information network, the goal is to publish an anonymized network
that preserves the structural utility as much as possible while satisfying group-
based local ε-differential privacy. This is achieved via:

1. finding the approximate maximum independent set,
2. getting the 1-neighborhood graph of each node in the set,
3. extracting the HRGs to each node’s subgraph under the criteria of differential

privacy,
4. grouping the HRGs and sampling one representative for each group,
5. regenerating the 1-neighborhood graph and pasting the sanitized one to the

whole graph.
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Algorithm 1. Extract differential private HRG profile
Input: G(v): the subgraph, m: profile size, ε: privacy parameter
Output: HRG profile {T 1...T m}
1: �f ← f(G) � calculate the local sensitivity according to the size of graph G(v)
2: choose a random starting dendrogram T0

3: {T 1...T m} ← T0

4: while step number i < maximum iteration time do
5: randomly pick an internal node r
6: pick a neighbor dendrogram T ′

i of T 1
i−1 by randomly choosing a configuration

of r’s subtrees

7: T 1
i ← T ′

i with the probability min

(
1,

exp
(

ε
2�f

p(T ′
i)
)

exp
(

ε
2�f

p(T 1
i−1)

)
)

8: ...

9: T m
i ← T ′

i with the probability min

(
1,

exp
(

ε
2�f

p(T ′
i)
)

exp
(

ε
2�f

p(T m
i−1

)
)

10: if equilibrium of p(T 1
i ) is researched then

11: break
12: end if
13: end while

3.1 Maximum Independent Set

Since the proposed scheme splits the whole network G to many 1-neighborhood
graphs and perturbs these subgraphs as described in Sect. 3.4, a set of subgraphs
is carefully chosen that could sanitize together without any mutual influence.
The most basic prerequisite is that any two central nodes of two subgraphs are
not adjacent. Hence, an approximation algorithm [9] is deployed to search the
maximum independent set of graph G.

3.2 HRG Extraction

The HRG model is deployed to capture the local features because it is easy to
integrate local ε-differential privacy into the dendrogram and a new graph could
be regenerated from the sanitized dendrogram. In this section, we first introduce
the work to extract HRG model, then derive the amount of noise necessary to
achieve a given local ε-privacy level.

The number of possible dendrograms is |T |= (2|V |-3)!! for a network with
|V | vertices [8], where !! is the semi-factorial symbol. Although the size of the
whole output space OS is largely reduced by segmentation, extracting OS is
still expensive for large subgraphs. In Algorithm 1, a Markov chain Monte Carlo
(MCMC) process is deployed to control the time complexity and give an approx-
imate result.

T m
i is defined as the dendrogram with the m-th highest posterior probability

in the i-th step. The purpose of Algorithm 1 is to publish a profile {T 1...T m}
having m candidate dendrograms with the highest probability of the input graph.
Specifically, Algorithm 1 first chooses an initial dendrogram T0. Assuming T 1

i−1 is
the most possible dendrogram of the last step, then in the new step the MCMC
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Original Sequential change Structural change

Fig. 3. Two neighbor configuration samples of r’s subtree

process randomly chooses a root node r in T 1
i−1 and then configure a neighbor

HRG of T 1
i−1 called T ′

i . There are A1
4 ∗ 2 = 48 candidate neighbors of a four-

leaf-node subtree and two of the neighbor examples is shown in Fig. 3. The
dendrograms in the profile are replaced by T ′

i at the acceptance ratio p(T ′
i)

p(Ti−1)
,

otherwise it remains Ti−1. When equilibrium of p(T 1) is reached, the set of m
possible dendrograms will be stored.

According to Theorem 1, if the desired result is to achieve ε-differential pri-
vacy, there should be another sample process after drawing the original output
space. In Algorithm 1, the MCMC process picks the HRG profile and simulate the
exponential mechanism at the same time. The exponential mechanism requires
a resampling of the output space OS with the probability exp

(
ε·f(G,OS)

2�f

)
. So

the acceptance ratio is changed from p(T ′
i)

p(Ti−1)
to

exp( ε
2�f p(T ′

i))
exp( ε

2�f p(Ti−1)) .

The local sensitivity �f must be analyzed to finish the acceptance ratio
equation. When the ε-differential privacy is in the link privacy area, the neighbor
of a graph is a graph with just one edge changes according to Definition 4. It is
assumed that the edge is missing without a loss of generality. So the sensitivity
could be denoted as:

�f = max (p(T (Er)) − p(T (Er − 1)))

log(�f) = max
(

nLrnRr

(
h

(
Er

nLrnRr

)
− h

(
Er − 1
nLrnRr

)))
(4)

where h(p) = −plog(p) − (1 − p) log(1 − p). �f monotonically increases when
nLr ∗ nRr increase. Detailed analysis is omitted for space constraints, �f gets
the maximum value when nLr and nRr have the same value equal to half of the
total vertices number |V |

2 .

�f =
|V |2
4

∗
(

1 +
1

|V |2
4 − 1

) |V |2
4 −1

log(�f) = log
(

|V |2
4

)
+

(
|V |2
4

− 1
)

log

(
1 +

1
|V |2
4 − 1

)
(5)
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(
|V |2
4

− 1
)

log

(
1 +

1
|V |2
4 − 1

)
= log

(
1 +

1
y

)y

< log e

log(�f) � log
(

|V |2
4

)
+ 1

Hence, log
(

|V |2
4

)
+ 1 can be used as the sensitivity when calculating the

log-based posterior probability of HRG model. The amplitude of noise increases
when |V | increases, where |V | is the total number of nodes in the graph. Splitting
the graph greatly reduces the size of the 1-neighborhood graph from |V | to |V (v)|.
Prior studies have demonstrated that in large network graphs, the maximum
value of |V (v)| is upper bounded by O(

√
|V |) [10]. Furthermore, the proposed

algorithm adds sufficient noise to different HRGs according to different |V (v)|
but not the maximum value. If the desired privacy criteria ε is the same, there is
more utility preserved under the local ε-differential privacy compared with the
global ε-differential privacy.

3.3 HRGs Grouping and Sampling

Here the proposed scheme deploys the grouping algorithm to enhance the pri-
vacy power. Although the user could not hide behind the whole graph, it hides
in a group with other users having similar structural information. The gen-
eral procedure here is to group the similar HRGs together and make them
indistinguishable.

Intuitively, the HRGs extracted from the same 1-neighborhood graph should
be grouped together. Based on this starting point, the procedure of HRGs group-
ing can also be viewed as the procedure of central node grouping. Since the
number of leaf nodes in a HRG dendrogram is equal to the number of nodes in
the original graph, only the subgraphs with the same size may have overlap in
their output HRG space OS. Hence, for a given graph G = (V,E), we group
nodes {v} ∈ V according to the metric |V (v)|, number of nodes in its 1-hop
neighborhood graph.

Although the group formulation procedure groups the subgraphs with the
same sizes together, not all groups have a size greater than or equal to our
desired size k. Therefore, the small groups are merged if they have the most
similar |V (v)| to make sure each group has an appropriate size which is at least
k. Then, the sampling space OS is grouped together, each group contains at
least k ∗ m candidate HRGs.

To achieve the group-based local ε-differential privacy, each group chooses a
representative HRG from the group’s output space OS. It is sampled from the
HRG group according to its probability exp

(
ε

2�f p(T )
)
.

In the dendrogram extraction algorithm in Sect. 3.2, the proposed scheme
introduces noise proportional to ε to make each node’s subgraph similar to
all its possible neighbors. Not like the particular group-mates in the grouping
algorithm, differential privacy uses a manner to create neighbors, or building
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synthetic group-mates. In the group sampling algorithm in this section, the pro-
posed scheme also finds k − 1 particular group-mates for each subgraph, and
makes these group-mates extremely similar to each other. Hence, an attacker
will not be able to identify the target node from a confidential group of at least
k members even with the help of the releasing graph and prior knowledge of the
1-neighborhood relationship.
3.4 Subgraph Regeneration and Connection

In the last part of the proposed scheme, the subgraphs are restored from
HRGs and the entire perturbed graph G̃ is published. Firstly, the sanitized
1-neighborhood graph is generated according to the group representative HRG.
It is shown in the Subgraph Regeneration procedure in Algorithm2. For each
internal node r, the algorithm randomly generates Er edges between the two
node groups Lr and Rr.

(a)Sanitized subgraph from B2 (b)Graph G̃ with perturbed G(B)

Fig. 4. One possible change on B’s 1-neighborhood graph

Algorithm 2. Subgraph regeneration and connection
Input: G: the whole graph,

{T 1...T
⌊ |V |

k

⌋
}: representative HRGs for each group

Output: A perturbed graph G̃
1: for each node v ∈ V do
2: T ← v’s representative HRG
3: procedure Subgraph Regeneration(v,T )
4: for each internal node r ∈ T do
5: Er ← pr ∗ nLr ∗ nRr � pr is recorded in T
6: find the two groups Lr and Rr

7: randomly place Er edges between nodes from Lr and nodes from Rr

8: end for
9: end procedure

10: random choose |V (v)| − 1 nodes in G̃(v) � v has |V (v)| − 1 neighbors in G
11: G̃ ← G + G̃(v) � paste the perturbed subgraph according to the neighbors
12: G̃ ← G̃ − G(v) � cut v’s original 1-neighborhood graph
13: end for
14: return G̃ � The 1-neighborhood graph of every node in the independent set has

been replaced
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Secondly, the sanitized subgraph replaces the original 1-neighborhood graph.
Specifically, for each node v, the sanitized graph randomly chooses |V (v)|-1 nodes
as v’s neighbor. The perturbed graph could easily be pasted on the whole graph
G when the neighbor nodes’ label is changed to its corresponding label in the
original graph. However, the connecting algorithm is forced to deal with the
subgraphs having at least |V (v)|-1 nodes. A small graph is not appropriate to
replace a large subgraph because it does not have enough outer nodes.

Figure 4 shows an example of subgraph regeneration and connection. The
original subgraph is G(B) in Fig. 1(c), and the sanitized subgraph is based on
TB2 in Fig. 2(b). The dendrogram TB2 requires to have two pairs of linked nodes,
and they are randomly connected with two edges. Figure 4(a) is one possible
sanitized subgraph rather than the original G(B). Then Algorithm 2 randomly
chooses three nodes in the sanitized subgraph to be the node A, C, and E in the
original graph. Using the three nodes, the sanitized subgraph is pasted on the
whole graph. Finally, for simplicity and anonymization purposes, the sanitized
subgraphs do not contain the labels, as well as the final releasing graph G̃.

4 Evaluation

In this section, the anonymization scheme is evaluated over two real-world
datasets, namely Facebook and Enron [11]. The statistics of these datasets are
given in Table 1. Because |V (v)| is smaller than |V | in the datasets, the noise of
local differential privacy scheme is largely reduced.

Table 1. Network dataset statistics

Dataset # of nodes # of edges Max subgraph size

Facebook 4039 88234 1045

Enron 33692 183831 1383

4.1 Experimental Settings

ε is a privacy parameter to measure the ability of hiding existing edges. The
smaller ε is, the better the privacy protection is [8]. In this paper, a strict criteria
is set where ε = 0.1 to test the utility performance of the local privacy scheme.
The minimum group size is set to 10, corresponding to the size of networks. Each
subgraph has 3 candidate HRGs, so the representative HRG is sampled from the
profile with at least 30 HRGs.

For comparison purposes, one state-of-the-art technique is implemented as
reference. It is the basic global differential privacy algorithm with HRG models
in [8] under the same privacy criteria. The evaluation is based on the python
implementation of the work in [12]. In the following figures, the result of previous
global differential privacy HRG scheme is marked as ‘reference’, the result of
proposed scheme is marked as ‘LDP’ (local differential privacy).
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4.2 Evaluation Result

Degree Distribution. The degree of a node in a network is the number of
edges the node has to other nodes. Figure 5 shows the degree distribution of the
two different datasets. For better presentation, a base-10 log scale is used for the
X axis because these schemes have different results in the low degree space.

Taking the Facebook result as an example, all the results have similar average
degree but different distributions. The standard deviation of degree is 52.4, 7.0,
48.0 corresponding to the original graph, the reference result, the result of LDP
scheme. And there is no node degree lower than 23 in the reference result while
other results have low degree nodes. The LDP scheme follow the trend that there
are less nodes when the degree becomes higher at the origin. However, the global
differential privacy scheme has a new trend that the degree centralizes in a small
range.

(a) Facebook (b) Enron

Fig. 5. Degree distribution

(a) Facebook (b) Enron

Fig. 6. Clustering coefficient distribution
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Clustering. Clustering coefficient is a measure of how nodes in a graph tend
to cluster together. While other models like dk2 [7] may break the features of
cluster, HRG model is believed to protect some clustering information because it
is a procedure of grouping close nodes together to build the dendrogram. Figure 6
shows the clustering coefficient distribution of the two datasets.

The global differential privacy scheme reduces the clustering coefficient to
a low level. In the Enron dataset result, 33.6%, 99.8%, and 30.2% nodes have
clustering coefficient lower than 0.03 corresponding to the original graph, the
reference result, and the result of LDP scheme. The highest clustering coefficient
under the global differential privacy scheme is 0.17, while the original dataset and
the LDP scheme have 34.2% and 37.8% nodes with clustering coefficient higher
than 0.95. These nodes are the critical users in the Enron dataset and our local
differential privacy scheme could preserve some of them. In the two datasets,
our local schemes can preserve more clustering distribution information than
the global differential scheme.

5 Conclusion

In this paper, the problem of publishing OSN data that provides specified level
of differential privacy guarantee while preserving as much structural informa-
tion as possible was studied. The group-based local differential privacy criteria
was identified and a uniform framework was proposed based on HRG models
to generate a perturbed social network under that criteria. A realistic model,
1-neighborhood graph, was adapted to capture the local features and reduce the
total amount of noise. The proposed scheme also contained a grouping algorithm
to enhance the privacy level. The empirical study indicated that the proposed
scheme does less damage to graph utility compared with previous global privacy
mechanisms.
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Abstract. Quantifying location privacy is an interesting and hot topic
in Location-Based Services (LBSs). However, existing schemes only con-
sider the privacy leakage to the untrusted LBS servers, leaving out
the leakage during the transportation phase. In this paper, we pro-
pose a privacy-preserving scheme to help the LBS user to select opti-
mal privacy strategy with considering the aforementioned problem for
the first time. In order to measure the efficacy of different kinds of
Privacy-Preserving Mechanisms (PPMs) including cryptographic and
non-cryptographic types, we first quantify the revenue of two kinds of
aforementioned PPMs by considering the privacy loss and privacy leak-
age probability on the channel and LBS server, as well as the accumu-
lated leakage previously, simultaneously. Then, we take the consumption
of different PPMs into account, to compute the investment. Evaluation
results illustrate the effectiveness and efficiency of our proposed scheme.

1 Introduction

With the proliferation of mobile devices, Location-Based Services (LBSs) play an
increasingly significant role in our daily life and bring us more conveniences. We
can utilize smart devices to obtain various applications to enrich our life, such as
Google maps, Foursquare, Yelp!, etc. In order to enjoy the convenience provided
by the LBS service providers, mobile users have to submit their location data to
untrusted servers of LBSs through unreliable channels. During the process, any
untrusted parts are capable of inferring mobile users’ their private information
(e.g., ID, occupation, home address, behavior pattern, interests, etc.) through
obtaining these data [5,7,14]. Therefore, we need to pay more attention on it.
c© Springer International Publishing AG 2017
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During the past decade years, a lot of schemes have been proposed to solve
such privacy issues in LBSs. Existing works can be classified into two main cat-
egories, cryptographic schemes [2] and non-cryptographic based schemes includ-
ing obfuscation-based mechanisms [3], dummy-based mechanisms [9,11] and
anonymization-based mechanisms [18,19]. By utilizing methods above, some sys-
tems have been designed to achieve different optimal points in the trade-offs
between the service quality or energy consumption and the privacy degree [17].
In the meantime, some researchers aim at quantifying the privacy. For example,
Shokri et al. proposed a set of measurements to quantify mobile user’s privacy
in LBSs [16], in web search service [6] and in the database [15], respectively.

However, most of existing schemes leave out three essential problems. Firstly,
users’ location information has to go through unreliable channels and arrive at
an untrusted server. This leads to the risk of information leakage to both eaves-
droppers and untrusted server, thus causes severe damage to users. Yet current
methods either aim only to protect the information from the untrusted server and
ignore the transportation, or guard only against the eavesdroppers. Secondly, the
influence of a single leakage is closely related to the accumulated leakage before
this single item, while most of existing methods ignore the previous leakage.
Thirdly, their quantification methods are incomprehensible for public.

In this paper, we propose a scheme to help mobile users selecting the most
appropriate privacy-preserving strategy based on existing PPMs, where service
providers are generally untrusted, and the channels are unreliable. Specifically,
we price mobile users’ privacy leakage, which is used to measure the benefit of
each privacy strategy. This leakage is measured from two aspects through an
easy-to-understand way: (1) both the leakage during the transportation phase
and on the untrusted servers are considered, (2) the previous information leakage
is also taken into account. Then, their consumptions are quantified as users’
investments. Based on consumption and privacy leakage quantified above, we
finally compute the Return on Investment (ROI) for different kinds of PPMs,
which can be viewed as the overall evaluation value of each privacy strategy to
help user select a proper one.

The contributions of this paper are summarized as follows:

– We borrow the concept of ROI from microeconomics to evaluate the benefits
obtained from different kinds of PPMs in LBSs, which is a very suitable
concept here in measuring benefits of adopting these PPMs. The benefit is
measured by considering several factors, including the privacy benefits and
costs of applying different privacy strategies. Additionally, our model can
measure different types of PPMs, including the cryptographic approaches
and non-cryptographic solutions in a same range.

– Since leaking different location in different phases and conditions will cause
different privacy loss, we consider three aspect in privacy loss: (1) the accu-
mulated leakage before every single location activity, (2) the leakage during
both the transportation phase and (3) to the untrusted LBS server. This can
properly measure the amount of information leaked to adversaries.
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– We provide performance analysis of our proposed scheme and demonstrate its
effectiveness in balancing the trade-off between privacy and consumptions.

The rest of this paper is organized as follows. Section 2 reviews current related
work. Section 3 gives some preliminaries including motivation and basic concepts.
Section 4 describes our scheme in detail. Section 5 presents evaluation of our
results from experiments. Finally, the conclusion is drawn in Sect. 6.

2 Related Work

2.1 Location Privacy Preserving Systems

Most researchers aime at constructing privacy preserving systems or mechanisms
to solve specific issues. They will also define the privacy in their papers, in order
to demonstrate the effectiveness of their schemes.

Mechanisms are designed to solve specific problems. Li et al. [7] provided a
transparent privacy control under different context. They quantified their pri-
vacy by assigning different levels to different locations. Niu et al. [10] adopted a
different protocol in their designed system for uploading and aggregating data
anonymously. They prove their guarantees on location privacy in face of side
information, using the zero-knowledge. Bindschaedler and Shokri [3] generated
synthetic trace to cope with the location inference attacks, where they quan-
tify their privacy as statistical dissimilarity between the synthetic trace and
its seed. Zhang et al. [19] redesigned the k-anonymity, to provide location pri-
vacy for privacy-sensitive users and simulated other privacy-indifferent users.
Methods above have three problems: (1) their proposed PPMs are designed to
solve one certain problem in LBS, which aren’t applicable to other problems, (2)
their quantification methods were biased in favor of their own PPM, some even
assigned subjectively, (3) most of them are designed only against the untrusted
or half-trusted server, by assuming the transportation will be safe as long as
using the cryptographic methods.

System are designed to solve some comprehensive problems. Fawaz et al. [4]
analyzed the location access control from more than 400 location-aware apps and
proposed an effective location access control tool in the same time maintaining
the app’s function. Bilogrevic et al. [1] constructed a system, firstly predicting the
motivation behind users’ location sharing through machine learning. Then they
construct the relation between the utility and privacy, utility and motivation
separately. Finally, they obfuscate the check-in information in a proper degree
according to this trade off relation. However, they have a common drawback
that only one PPM can be chose in their system, namely, ways to protect the
privacy are very limited and their quantification methods are incompletely.

2.2 Quantifying Location Privacy

Shokri et al. [16] measured location privacy by formalizing the adversary’s per-
formance, considering the prior information available to the attacker, and various
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attacks that can be performed. They quantified the privacy as the success proba-
bility of adversaries in their location-inference attacks. Gervais et al. [6] proposed
generic quantitative method for evaluating users’ web-search privacy. They used
machine-learning algorithms to learn the link-ability between user queries and
quantify privacy of users with respect to linkage attacks. Olteanu et al. [12]
quantified the effect of co-location information on location privacy, considering
an adversary who has access to these data. They quantified their location privacy
by the expected error of the adversary when performing a localization attack.

Most of the methods above had three defects: (1) their quantification methods
are incapable of measuring different types of PPMs in the same dimensions, (2)
most of them either do not consider the effect of the previously leakage to current
leakage, or leave out the privacy leakage on the transportation, (3) all of their
quantification methods are incomprehensible for public.

3 Preliminaries

3.1 Basic Concepts

Location Privacy Strategy (LPS) refers to a particular location PPM with
its parameter. In this paper, we use a set LPS = {lps1, lps2, · · · } to represent
all the PPMs with their parameters, where lpsi is a tuple 〈ppmi, 〈para, · · · 〉〉,
ppmi indicates a PPM and 〈para, · · · 〉 indicates ppmi’s parameters configura-
tion. For instance, k-anonymity (k=10) mechanism is represented as lps1 =
〈k-anonymity, 〈10〉〉.

Privacy Leakage Probability refers to the probability the real location
information can be reconstructed by an adversary, after this adversary obtained
the observed location.

Privacy Loss refers to the amount of users’ personal information that can
be analyzed and inferred by adversary utilizing this leaked real location.

ROI refers to the ratio of the return to investment. Specifically, the reduction
of the privacy risk can be viewed as the return of privacy strategy, and the
consumption of adopting that strategy is defined as the investment.

Privacy Leakage refers to the expected privacy loss, which is decided by
the privacy loss and privacy leakage probability.

Location Activity refers to a specific event, where user issued a specific
query containing a specific location during a certain time period to LBS server.
This is formalized in Sect. 3.2.

3.2 User and Adversary

We consider a scenario where users move in an area partitioned into M discrete
regions G = {g1, . . . , gj , . . . , gM}. A location activity is represented by loci,j,l,
which means user ui has been the location gj during time period tl. The profile
of mobile user ui can be denoted as: profilei = {〈g1, ni,1〉, 〈g2, ni,2〉, · · · }, where
ni,j means the times that user ui move in region gj . Apparently, a 〈gj , ni,j〉 is
composed of several locs.
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Generally, the channel is untrusted, adversaries can easily eavesdrop the
communication channels and obtain these protected information. As LBS users
are sporadic, the knowledge that the adversary can accumulate by continuous
eavesdropping is users’ issuing probability distribution over different regions. We
assume that the LBS servers are untrusted but honest. That is to say the server
will follow the protocol to provide service to users using their location informa-
tion, but may attempt to learn more information than allowed, more specifically,
to reconstruct users’ integral location profiles.

3.3 Motivation

Figure 1 illustrates the general architecture and processes of current LBSs. To
enjoy the convenience provided by LBS applications, mobile user Alice needs to
pay electricity fee to keep her smartphone alive and another part of money for
her data plan to suffer the internet. She really wonders these costs can be worth-
while for enjoying the service while protecting her privacy. However, existing
metrics in privacy protection is obscure. It is necessary to make it be easy-to-
understanding by public. Since money is always considered as a directly way to
represent the benefit, it makes sense to introduce ROI into our measurement.
On the other hand, quantification methods always emphasizing on some specific
topics, such as privacy preservation to the untrusted LBS server, and ignore
the privacy leakage on the transportation phase. Therefore, it is interesting and
meaningful to design a comprehensive model to measure user’s privacy. As shown
in Fig. 1, within Alice’s phone (the left dotted rectangle), different PPMs brings
various resource consumptions, which mean the cost that we need to pay for
our privacy protection, it plays an important role in deciding whether this PPM
is economical. Out of her phone (the right dotted rectangle), Alice suffers from
two unsafe points, the untrusted LBS servers and the unreliable communication
channels. The key problem in such two points is to price the privacy leakage,
which is vital to compute privacy leakage revenue after adopting a specific PPM.
Therefore, we need to comprehensively study the privacy loss and the privacy
leakage probability over different phase.

Generally, the privacy leakage probability varies in different phases and
PPMs. If users adopt k-anonymity [8] to protect their locations, these will be
leaked to the eavesdropper and the untrusted LBS server in same probability.
However, if users adopt an cryptographic method such as RSA algorithm to

Fig. 1. Our motivation



Pricing Privacy Leakage in Location-Based Services 411

encrypt their locations, the probabilities for the eavesdroppers and untrusted
servers to guess the real locations are obviously different.

It is also hard to measure the privacy loss, because it is affected by different
phases and different amount of previous leakage (i.e., adversary’s knowledge). To
be specific, if adversaries already get 8 locs of a particular user, they might not
know a lot of this person. However, if adversaries can get the 9th loc, they may
re-identify this user in a very high probability. Apparently, the 9th loc can obvi-
ously cause larger privacy loss than previous 8 locs. In other words, adversaries
can re-identify user to different extent by combining different previous leaked
information with current information.

3.4 Our Basic Idea

Based on observation above, concept of ROI is borrowed from microeconomics to
design a metric reflecting the profits brought by different privacy strategies. The
key problem is to formalize the ROI in a proper manner to measure the PPMs
of cryptographic and non-cryptographic privacy-preserving schemes in a same
range. We price the return after applying a specific location privacy strategy,
as well as the investment. Then the ratio of the return to the investment can
clearly represent the ROI of this strategy. Finally, the location privacy strategy
with the highest ROI is our recommended strategy. When our metrics are used,
users only need to input there current location and we can automatically output
the most suitable privacy strategy to them.

4 Our Proposed Scheme

4.1 System Overview

Figure 2 shows the structure of our scheme, and illustrates how to compute the
ROI of a specific location privacy strategy lps for a certain location activity
loci,j,l. The steps are summarized as follows:

(i) In Sect. 4.2, we quantify the privacy leakage probability as Pr(lpsi)trans
and Pr(lpsi)server separately for every lpsi ∈ LPS. Note that these prob-
abilities are only related to the LPSs.

(ii) Next, in Sect. 4.2, we formalize the privacy loss in the two phases separately
for different location activity as loss(loci,j,l)server and loss(loci,j,l)trans.
These are related to different location activity and different previous leak-
age, and have to be calculated every time.

(iii) Utilizing the leakage probabilities and the privacy losses in two phases,
we calculate the return of applying a specific lps in the third part of the
Sect. 4.2. The Pr(lpsi)trans and loss(loci,j,l)trans are used to compute the
privacy leakage in transportation, and Pr(lpsi)server and loss(loci,j,l)server
are used to compute the privacy leakage in LBS server. Then, the change
of the total privacy leakage before and after the adoption of lpsi is return.
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Fig. 2. Scheme overview

(iv) Then the resource consumptions of every lps are monitored in advance,
which is used to compute the investment of the adoption of LPS in Sect. 4.3.

(v) Based on the the return and investment above, the ROI is calculated to
measure the profit rate of every lps in Sect. 4.4. We finally output the best
strategy for mobile users.

4.2 Return

In this section, firstly, we define the leakage probability as Pr. This measures
the probability of leaking the location information to the attacker. Then we
define the privacy loss as loss, to measure the amount of privacy loss after the
real location information being leaked to adversaries. Finally, we design leakage
(leakage) as expectation loss to measure privacy loss in the whole LBS process.

leakage =
∑

Pr ∗ loss.

Intuitively, after applying a specific LPS, information leakage will reduce. So,
we define the amount of this leakage decreased after protection as the return:

return = Δleakage = leakagebefore − leakageafter,

where triangle symbol is used for difference, leakagebefore and leakageafter
means the leakage before and after applying the privacy strategy.

Privacy Leakage Probability (Pr). We assume a strong attacker has the abil-
ity to obtain the modified message. Then leakage probability is the probability
that the attacker can successfully reconstruct the real location from the modified
location. This is based only on different LPSs, as well as different phases.

Cryptographic LPSs: We use subset LPSen � LPS to represent the crypto-
graphic LPSs.

In the phase of transportation, attackers can get the encrypted location. He
needs to reconstruct the private key in order to reconstruct the real location.
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We use the probability of successfully reconstruct the private key to define the
leakage probability of LPSen. This is detailed as follows. The LPSen can be
divided into two categories, the 1st is the LPSs that generalized their extraction
of root into the intractability of factoring large numbers and the 2nd is these
that generalized their attack process into intractability of extracting discrete log-
arithms (EDL) over finite groups. The way to solve and reconstruct the plaintext
is to factor the large number (FLN), whose complexity is

√
large number, and

extract discrete logarithms (EDL) over finite groups whose complexity is parai.
Since the probability of reconstructing the private key is nearly to zero, we define
there leakage probability as: Pr(lpsi)trans = 0.

In the phase of LBS server, since untrusted servers have the correspond-
ing private key to decrypt, the probability of reconstructing the real location is
apparently 1. Namely, Pr(lpsi)server = 1, lpsi ∈ LPSen. Moreover, some cryp-
tographic LPSs are homomorphic, the leakage probability here will be the same
as the transportation, namely the Pr(lpsi)server = Pr(lpsi)trans.

Non-cryptographic LPSs: We use subset LPSnon−en � LPS to represent
the non-cryptographic LPSs in LBS including the dummy, obfuscation and
anonymization. Because the untrusted server also has no way to figure out
the real location from the modified location information, these LPSs have the
same effect in the phase of transportation and LBS server. This means they
have the same leakage probability in the two phases. Taking the k-anonymity to
illustrate, with parameter parai = k, we can have Pr(〈k-anonymity, k〉)trans =
Pr(〈k-anonymity, k〉)server = 1

k .

Privacy Loss (loss). We use location profiles defined in Sect. 3.2 composed
of several location activity (loc) to represent users’ privacy. Obviously, a single
leakage to adversary can be harmless, while accumulated leakage can cause severe
damage. When adversary has already obtained some locs of a user, the leakage of
the next loc may cause larger privacy loss than previous. That is to say, different
locs leaked in different phases under different adversary knowledges can cause
different privacy losses. As a result, we first define the total loss LOSS, then the
loss of a single location activity loci,j,l can be calculated as:

loss(loci,j,l) = ΔLOSS. (1)

It means the difference of the total loss before and after leaking loci,j,l to attacker.
From Sect. 3.1, we can learn that LOSS is the amount of privacy leakage

when all accurate location has been revealed to adversary. To be more secure we
assume a strong adversary that the real location activities are revealed as long
as been eavesdropped. Then, there will be a user’s profile profile′

i collected by
the adversary: profile′

i = {〈g1, n′
i,1〉, 〈g2, n′

i,2〉, · · · }.
Then, we can use similarity between the user ui’s profile′

i obtained by the
adversary and his/her original profile profilei to represent the total loss LOSS:

LOSS(profile′
i) =

∑

j

ni,j∑
j ni,j

∗ sim(〈gj , ni,j〉, 〈gj , n′
i,j〉). (2)
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To be more accurately, considering the time effect, we can divide the tuple
〈gj , ni,j〉 by time periods. Then we will have a time sequence for every loca-
tion: 〈gj , ni,j〉 = 〈(t1, ni,j,1), (t2, ni,j,2), · · · 〉 where (tl, ni,j,l) is the number of
loci,j,l in a certain time periods tl. In the same way, the adversary can also
construct a similar time sequence for every eavesdropped location: 〈gj , n′

i,j〉 =
〈(t1, n′

i,j,1), (t2, n
′
i,j,2), · · · 〉. We can calculate their similarity by the adjusted

cosine similarity as:
∑

l(n
′
i,j,l − n′

i,j)(ni,j,l − ni,j)√∑
l(n

′
i,j,l − n′

i,j)2 +
√∑

l(ni,j,l − n′
i,j)2

. (3)

Then, using the total loss before and after leaking a specific location activity
loci,j,l, we can calculate the privacy loss of a single leakage as:

loss(loci,j,l) = LOSS(profile′
i + loci,j,l) − LOSS(profile′

i),

where profile′
i + gj is the profile′

i after the gj leaked to adversary.

Return. After adopting a specific LPS lpsi to protect a specific location gi, we
can firstly calculate the leakage:

leakage(lpsi, loci,j,l) =
∑

tans,server

Pr(lpsi) ∗ loss(loci,j,l).

Apparently, before adopting the lpsi, the leakage of getting the LBS using the
unprotected location gi is:

leakage(·, loci,j,l) =
∑

tans,server

Pr(·) ∗ loss(loci,j,l).

where the leakage probability of an unprotected location is 1, namely Pr(·) = 1.
Then the return denoted as return(lpsi, loci,j,l) means using this lpsi to

protect the location activity loci,j,l can easily be calculated as:

leakage(·, loci,j,l) − leakage(lpsi, loci,j,l).

4.3 Investment

There will be different cost when applying different LPSs with different parame-
ter configuration. Their costs can justifiably be viewed as investments, including
the power consumption E(lpsi) (energy) and data consumption D(lpsi). Then
converting these consumptions into money by multiple their tariff, we can define
investment as the sum of all these cost:

investment(lpsi, loci,j,l) = E + D.
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4.4 ROI

Using the return and investment calculated above, ROI is calculated as:

ROI(lpsi, loci,j,l) =
return(lpsi, loci,j,l)

investment(lpsi, loci,j,l)
.

This concept can easily be understood by anyone who even know nothing
about privacy protection. People can learn about why they must use these PPMs
to protect their location and what they can obtain by using these PPMs.

5 Performance Evaluations

5.1 Setup

Profile Generation. Users’ real profiles that we use belong to 100 randomly
chosen mobile users from dataset [13]. Each profilei contains the issuing times
within different locations of a user every 120 min for 8 h. The area within which
the user move is divided into 40 regions forming a 5 × 8 grid. In order to have a
strongest adversary, we feed the adversary with users’ accurate history location.

Table 1. User’s original profile and profile observed by adversary

Profilei Profile′
i

Time period t1 t2 · · · t4 t1 t2 · · · t4

g1 18 16 · · · 10 16 2 · · · 1

g2 10 7 · · · 7 6 2 · · · 0

· · · · · · · · · · · · · · · · · · · · · · · · · · ·
g40 18 25 16 23 4 19 12 5

Privacy Loss Measurement. Figure 3(a) showed the privacy loss of different
location in our the time periods.

In our instance, we randomly chose a location activity (g3, t2) as user’s
current activity and computed its privacy loss. This event is represented as
loci,3,2. The profile observed by the eavesdropper is constructed in Table 1,
denoted as profile′

i,ea, and observed by the server is denoted as profile′
i,se.

LOSSbefore,ea = 0.41463, LOSSafter,ea = 0.415038, LOSSbefore,se =
0.99964766, LOSSbefore,se = 1. Then we can have the loss of loci,3,2 on
the transportation as: loss(loci,3,2)trans = 0.000408, and loss on the server
loss(loci,3,2)server = 0.0003523.

Return. We use the k-anonymity with parameter k = 5 ∼ 20 [8] to instance the
non-cryptographic LPSs and the paillier [2] with key length = 2048-bit and 512-
bit to instance the cryptographic LPSs. returns of the two LPSs under different
parameters are showed in Fig. 3(b). The red points represent return of paillier
under 512-bit and 2048-bit key length. Red points have nearly the same value.
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Fig. 3. Return and ROI and privacy loss of k-anonymity and paillier with their
parameters (Color figure online)

ROI. Under ‘WiFi’, the original data is 2KB, we monitored the energy consump-
tion and data consumption of the k-anonymity with the parameter k = 5 ∼ 20
and the paillier with key length = 2048-bit and 512-bit. We collected ten
groups of data for 1000 times and average them, showed in Table 2. Using
these consumptions, we compute their investments under current fee stan-
dards as: investment(lpsi, loci,j,l) = E ∗ 5.88 ∗ 10−7 + D ∗ 2 ∗ 10−4 = 2.005 ∗
10−3. Finally the ROI is computed as: ROI(〈k − anonymity, 10〉, loci,3,2) =
return(〈k−anonymity,10〉,loci,3,2)

investment(lpsi,loci,j,l)
= 0.314. The rest of ROIs are presented in

Fig. 3(c). The first red point in Fig. 3(c) is the ROI of paillier under
key length = 512-bit, the second one is under key length = 2048-bit.

Table 2. Consumption of privacy strategies

k-anonymity ( para = k) Paillier ( para = key length)

Parameter value 5 6 7 · · · 20 512-bit 2048-bit

D (in mAh) 1.83 1.84 3.72 · · · 3.64 7.42 81.86

E (in KB) 10 12 14 · · · 40 64 32

5.2 Results

The result tallied with the fact that k − anonymity with k = 5 has the highest
ROI. From the ROIs of different privacy strategies above, we can draw some con-
clusions. Even though some LPSs (such as paillier) have the overwhelm advan-
tage over others (such as k-anonymity) intuitively, yet their ROIs are not neces-
sary higher. This is resulted from our consideration of both the privacy leakage
on the transportation and LBS servers, as well as the consumption in our scheme.
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6 Conclusions

In this paper, we priced mobile user’s privacy with our proposed Return on
Investment (ROI), which is a new and easily-to-understand definition in LBSs.
We considered two possible ways to reveal user’s privacy, including the privacy
loss during the transportation phase and to the untrusted LBS servers. We also
quantified the LBS user’s consumption within the smart phone. Based on these
information, we inferred and formalized the ROI. The evaluation results showed
that our newly-defined ROI can effectively measure different kinds of PPMs in
the same range.
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Abstract. An extensive set of papers have employed channel state infor-
mation of WiFi signals to perform human activity identification. Given
the satisfactory performance, WiFi signals provide a device free, low
cost, and non-intrusive alternative to traditional approaches including
sensor based and camera based monitoring systems. Unfortunately, most
existing papers have focused on the scenario where only a single subject
presents. In this paper, we propose a novel human activity identification
scheme termed Multiple Activity Identification System (MAIS), target-
ing at identifying multiple activities of different subjects in the same
environment. In designing MAIS, we identify several challenges in identi-
fying activities of multiple subjects and present corresponding solutions,
including noise filtering, two-step detection of start/end point of activ-
ities, and kNN (k-Nearest Neighbors) algorithm to predict the number
of people and the exact activities they are performing. Our experiments
show that MAIS achieves an accuracy of 98.04% for anomaly detection,
97.21% for predicting the number of people, and 93.12% for predicting
the activities they perform. To the best of our knowledge, this is the
first system that achieves high accuracy identifying multiple activities
performed by multiple people.

Keywords: Multiple activity identification · Wireless communications ·
Channel state information

1 Introduction

Given the ubiquitous presence of WiFi signals, numerous research efforts have
been devoted to fully unfold their potentials in real life applications. Among
them, channel state information (CSI) of WiFi signals have recently been exten-
sively exploited in various scenarios. These include indoor navigation [15], gesture
recognition [7], and human body activity identification [6]. For instance, house
monitoring in case of an intrusion and emergency care for elders are very com-
mon contexts of use in modern society. Obviously, many traditional approaches,
exemplified by computer vision [2] and wearable devices [3], can be employed for
these applications. However, they usually require specific hardware and targeted
deployments. In contrary, device free detection using WiFi signals piggybacks on
existing infrastructure and hence serves as a low cost, non-intrusive alternative.
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Employing the CSI collecting tool provided in [4], many previous researches
[9,14] have attempted activity detection in both stationary and dynamic circum-
stances. The disturbance of CSI among different subcarriers caused by human
movements, both amplitude and phase information, can be used for anomaly
detection. By extracting specific features and combining with classic machine
learning algorithms, many proposed systems have achieved desirable perfor-
mance. However, almost all existing CSI based activity identification systems
focus on the scenario where only a single subject presents. These systems obvi-
ously have significant limitations as scenarios with multiple subjects are more
common [10]. Additionally, many of these systems employ either a simple thresh-
old [9] or outlier detection [5] without the capability of extracting the start and
end points of each activity.

In this paper, we propose a novel human activity identification scheme termed
MAIS, short for Multiple Activity Identification System. Different from existing
schemes, MAIS targets at identifying multiple activities of different subjects in
the same environment, using only commercially off the shelf WiFi devices. In
designing MAIS, we have to overcome several challenges. First, reflections of
wireless signals by multiple subjects owing to multipath effects are more compli-
cated than those by a single subject, further complicating the identification of
activities. Second, an efficient algorithm for extracting the start and end point of
each activity automatically is needed. Existing work, based on empirical thresh-
olds requiring large amount of preparatory experiments or outlier detection, is
not accurate and adaptive enough in multiple subjects cases. And finally, choos-
ing the correct number of features is critical for identifying multiple activities
from different subjects as only limited metrics can represent the characteristics
of signals.

To address these challenges, we first apply selected filters to smooth the
amplitudes of signals, helping enlarge the feature dataset to be extracted by
machine learning algorithms. We also execute linear transformation on the phase
information in order to mitigate the significant impact of random noise. In order
to identify the start and ending point of activities, we first apply outlier filtering
and differential algorithms to the variance of signals among different subcarriers.
We then calculate the largest eigenvalues from both amplitude and calibrated
phase correlation matrix in order to remove any false detection. Finally, we
introduce the kNN (k-Nearest Neighbors) algorithm to predict the number of
people and the exact activities they are performing. Extensive experiments with
one to three people and various combinations of activities are performed to
evaluate the performance of MAIS. We show that MAIS achieves an accuracy of
98.04% for anomaly detection. With a number of features obtained from different
filters, MAIS achieves an average accuracy of 97.21% for predicting the number
of people and 93.12% for predicting the activities they perform. To the best of
our knowledge, this is the first system that achieves high accuracy identifying
multiple activities performed by multiple people.

In the rest of paper, we review related work in Sect. 2. Section 3 gives a brief
introduction of channel state information. Section 4 provides an overview of the
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system framework, followed by detailed explanation of each component. Exper-
iments and evaluations of MAIS are provided in Sect. 5. Finally we conclude in
Sect. 6.

2 Related Works

An extensive range of work for activity detection have been performed in both
the literature and industry. Based on employed hardwares, they can generally
be divided into the following three groups.

Sensors Based: Sensors based activity detection have long drawn strong inter-
ests from researchers. They generally require sensors to be deployed on objects
in the monitored environments. For example, in [11], a set of “tape and forget”
sensors are deployed inside a house in order to recognize activities of interests
for medical professionals. In others, sensors may be required to be carried by
human subjects. For instance, in [3] the authors identify activities based on the
data collected from wearable sensors under unsupervised settings. While these
systems can achieve appealing accuracy, the installation and maintenance may
incur extra costs with possible accompanied inconvenience with wearable devices.

Camera Based: Activity detection based on computer vision has been the
subject of extensive research. In [2], the authors deploy four cameras at the ceiling
corners in order to capture different scenes for tracking the users. Similarly,
a smart video system [1] is built to monitor the behaviors of pedestrians and
suspicious activities around public transportation areas. Although vision systems
are a mature way to track users’ behaviors, additional hardware is needed and
privacy concerns in domestic scenarios need to be addressed.

Wireless Based: Many previous papers [5,9,14] have utilized wireless signals
for human activity detection. In [12] the authors propose two mathematical mod-
els to establish the relationship between channel state information and a specific
human activity. A system called WiLocuscis is constructed in [16] in order to
present human walking trajectories by detecting a number of moving behav-
iors in sequence. E-eyes [14] constructs signal profiles and compares them with
known activities with location information. Nevertheless, all of these systems
only consider the scenario of one subject, which is not true in most scenarios.
For example, a national survey [10] concludes that the average number of people
per household in US is 2.54 in 2015.

3 Overview of Channel State Information

Denote the transmitted and received WiFi signals as T (f, t) and R(f, t) in fre-
quency domain. We have

R(f, t) = H(f, t) × T (f, t) + S(f, t), (1)
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where H(f, t) is the CSI estimation of subcarrier with the central frequency
of f and time of t. Assume noise S(f, t) follows the Circularly-symmetric and
zero mean complex normal distribution as S ∼ Nc(0,Γ), H(f, t) can be approx-
imated as

̂H(f, t) =
R(f, t)
T (f, t)

. (2)

In order to get the amplitude and phase information, ̂H(f, t) can also be
represented as

̂H(f, t) = || ̂H(f, t)||ej∠ ̂H(f,t), (3)

where || ̂H(f, t)|| and ∠ ̂H(f, t) indicate the amplitude and phase respectively.

4 System Design of MAIS

In this section, we provide a brief introduction of MAIS. As shown in Fig. 1,
there are three fundamental modules, data processing, activity detection, and
activities classification, in MAIS. Data processing is designed for smoothing the
amplitude and calibrating the phase, while activity detection module detects the
start and end data point of activities. By extracting a variety of features and
taking advantage of kNN, MAIS is able to predict the number of people and the
activities they are performing.
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Phase 
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CSI 
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data
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Classifier 
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number of 
People Activities 
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Differential 
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Fig. 1. System overview

4.1 Data Processing

Leveraging minor modifications on the firmware of commodity 802.11n Network
Interface Cards (NIC) [4], we can get a group of 30 CSI reports from the sub-
carriers. In other words, CSI measurements of each packet are divided into 30
subcarriers with each subcarrier providing one sample for each data point. How-
ever, both the amplitude and phase information obtained from the raw CSI
measurement are extremely noisy. Therefore, different filtering and calibration
algorithms are applied on the raw data in order to eliminate the impact of ran-
dom noise and phase shift.

Amplitude Filtering: Many factors, such as environmental changes and ther-
mal noises within devices, can lead to uncertain fluctuations of the amplitude.
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As shown in Fig. 2a, the raw amplitude information is too noisy to be further
analyzed. In order to smooth the raw amplitude and remove the outliers, dif-
ferent filters are applied so that different features can be obtained from each
filtered set.
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Fig. 2. Performance of different filters on the same dataset

As shown in Fig. 2, in this paper, we explore three types of low frequency
filters. All these filters achieve satisfactory performance compared with noisy
raw data. Savitzky-Golay filter keeps most of the features of the signal while the
filtered signal still fluctuates dramatically compared with the other two filters.
Processed signal of Moving Average filter is not as smooth as Butterworth filter,
while it still keeps most of the features of raw signal. Most importantly, Butter-
worth filter achieves the best performance, achieving desirable smoothness while
retaining vital features. In this paper, all these three filtered signals will be used
for feature extraction in order to increase the dimensions of feature dataset.
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In addition, we also find that the signals of all 30 subcarriers for the same
activity actually share similar patterns. In Fig. 3, the disturbances of different
subcarriers caused by the same walking activity are likely the same. Therefore,
we conclude that samples from all 30 subcarriers can be utilized for training and
testing purpose, which will be further discussed in Subsect. 4.3.
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Phase Calibration: In order to achieve satisfactory performance for multiple
activities detection, MAIS also takes advantage of phase information. Due to
channel frequency offset and synchronization issues between the transmitter and
receiver, the raw phase signal is even noisier as compared to the amplitude. We
perform a linear transformation [13] to eliminate the random noise and uncertain
shifts.

Assume that the measured phase of subcarrier k, ∠̂Hk, can be represented as

∠̂Hk = ∠Hk + 2π
nk

N
Δt + β + Z, (4)

where ∠Hk is the original phase, nk is the subcarrier index, N is the size of FFT,
Δt is the time shift, β and Z are unknown noise shift and random noise respec-
tively. In order to eliminate β and Z, the sanitized phase can be approximately
estimated as

∠˜Hk = ∠̂Hk − ank − b, (5)

where a = (∠˜HK − ∠˜H1)/(nK − n1), b = (
∑K

k=1 ∠̂Hk)/K and K is the total
number of subcarriers.

As shown in Fig. 4, this linear transformation algorithm removes the random
phase shift as expected. The calibrated phases are distributed stably in the time
domain, which is greatly helpful for feature extraction.

4.2 Activity Detection

It is well known that the disturbances among different subcarriers can be con-
sidered as an indicator of activity detection. In this paper, we design a two-steps
algorithm by taking advantage of such signal fluctuations in order to extract
the start and end point of each activity. Figure 5a depicts an example of signal
variance in the time domain. Evidently the variance of stationary environments
is generally much more stable than that with movement.

Step One: In order to remove the outliers that may cause misdetection as
shown in Fig. 5a, we firstly compare the value at the mth point with the difference
between the prior and posterior points and set it as the average value of these two
points if it is determined as an outlier. Denote the raw variance of 30 subcarriers
amplitudes as V . We have

V (m) =
{

(V (m − 1) + V (m + 1))/2, if V (m) > δv

V (m), otherwise (6)

where δv = λ|V (m + 1) − V (m − 1)| represents an indicator of outlier and λ
is an empirical coefficient. Figure 5b presents the signal where outliers of sta-
tionary environment are removed. Note that the outliers with the presence of
human activity do not affect the determination of activity since it only helps to
exaggerate the variance.

Next, in order to detect the presence of activity, the signal is split into dif-
ferent time slots. In the ith slot, denote the increasingly ordered variance as
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Fig. 5. Performance of activity detection algorithm

V ′(j), where j = 1, 2, . . . , Rs and Rs is the sampling rate of CSI. In other words,
V ′(1) < V ′(2) < . . . < V ′(Rs). Then the differences between the largest half and
the lowest half of values are calculated as

Di =
Rs/2
∑

j=1

(V ′(j + Rs/2) − V ′(j)). (7)

The differential result corresponding to Fig. 5a is shown in Fig. 5c, we can
easily see that there are three activities in this dataset. By comparing Di with a
self adaptive threshold δD, we can get an initial result that determines whether
there is an activity in this slot

Ii =
{

1, if Di > δD

0, otherwise (8)

where I is the indicator of the presence of activity, δD = (
∑L/Rs

i=1 Di)/(L/Rs)
and L here represents the total length of the dataset. Generally it can detect the
activity correctly as shown in Fig. 5a. However, in certain cases with extremely
noisy environment and multiple people activities, detection error can occur.
Figure 5e shows an example where the first step algorithm misdetects an activity.
Owing to this, we design a second step algorithm to double check the results and
remove rare misdetections.
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Step Two: Considering that the noises caused by multiple activities are much
stronger than that by single people scenario, it is necessary to take a second
step so that MAIS can remove the misdetections in the first step. The signal
fluctuations of consecutive packets can be considered as highly correlated in sta-
tionary cases while the presence of human activity can cause temporal abruptions
between successive points. Based on this observation, we propose to construct
correlation matrices of both amplitude and calibrated phase within a certain
window. Let the size of window be W . The CSI measurements in this window
can be represented as

H(i) = [H1(i),H2(i), . . . , HK(i)],

where i = 1, 2, . . . , W and K is the total number of subcarriers. The covariance
matrices of amplitude and phase then can be expressed as

A =

⎡

⎢

⎢

⎣

cov(|H(1)|, |H(1)|) · · · cov(|H(1)|, |H(W )|)
...

. . .
...

cov(|H(W )|, |H(1)|) · · · cov(|H(W )|, |H(W )|)

⎤

⎥

⎥

⎦

and

P =

⎡

⎢

⎢

⎢

⎣

cov(∠˜H(1),∠˜H(1)) · · · cov(∠˜H(1),∠ ˜H(W ))
...

. . .
...

cov(∠ ˜H(W ),∠˜H(1)) · · · cov(∠ ˜H(W ),∠ ˜H(W ))

⎤

⎥

⎥

⎥

⎦

.

Afterwards, the largest normalized eigenvalues of A and P can be denoted
as αA = max(norm(eigen(A))) and αP = max(norm(eigen(P))) respectively.
After extensive experiments, we find that αA and αP tend to be smaller with the
presence of human activity. As depicted in Fig. 6, stationary cases can be clearly
separated from those with movements. Moreover, this threshold is independent
from different environmental setups since eigenvalues are power independent.
Therefore, this method greatly improves the accuracy based on the result of
Step One.

4.3 Activity Classification

After we determine the start and end point of each activity, similar patterns of
the same activity are found among different subcarriers. As we have discussed
in Sect. 4.1, both the filtered amplitude and calibrated phase of CSI provide
meaningful information for classifying activities. In this paper, the k-Nearest
Neighbors algorithm (kNN) [8] is applied to train and test the CSI measurements
in order to classify the detected activities.

In addition, CFR power, namely |H(f, t)|2, is utilized to measure the ampli-
tude information considering that it fluctuates with the lengths of multipaths.
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Assume CFR can be represented as the sum of dynamic CFR and static CFR.
That is

H(f, t) = e−j2πΔft(Hd(f, t) + Hs(f, t)), (9)

where Hd(f, t) and Hs(f, t) represent dynamic CFR and static CFR respectively.
Given that dynamic CFR can also be represented as the sum of CFRs of paths
that varies because of human activity,

H(f, t) = e−j2πΔft(
∑

m∈Pd

am(f, t)e−j2πdm(t)/λ + Hs(f, t)), (10)

where Pd is the set of paths that change due to human movement, dm(t) is the
length of the mth path at time t, am(f, t) is the amplitude and λ is the wave
length at frequency f . It is well known that CFR amplitude varies because of the
change of paths reflected by humans, which is also known as multipath effect.

By utilizing Euler’s formula in Eq. 10, CFR power can be inferred as

|H(f, t)|2 =
∑

m∈Pd

2|Hs(f, t)am(f, t)|cos(2πdm

λ
)

+
∑

m,n∈Pd
m �=n

2|am(f, t)an(f, t)|cos(2π(dm − dn)
λ

).

+
∑

m∈Pd

|am(f, t)|2 + |Hs(f, t)|2

(11)

Compared with amplitude, CFR power can be considered as an indicator
of the speed of paths length change caused by multiple people activities [12].
After extensive experiments, six metrics of CFR power are chosen in this paper.
They are the standard deviation, median absolute deviation, max, mean, first
and third quartile of the filtered CFR power respectively.

On the other hand, features of the calibrated phases are also extracted. The
same metrics on CFR power are applied in order to get enough phase informa-
tion, which means it will generate 6 features from the phase. With the 18 features
from CFR power, thus we can get a group of 24 features for each sample in total.
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The kNN classifier is one of the classic machine learning algorithms based
on non-parametric density estimation techniques. It categorizes the data points
according to their distance to neighbors and classifies the new point based on
the majority of nearest neighbor classes. Fine kNN is one of the extensions of
kNN that finely detailed distinctions between classes, where a sample is simply
classified to its nearest neighbor.

Let’s denote the feature vector of the ith sample as xi = {f1, f2, . . . , f24} and
the corresponding label as ωi, where i = 1, 2, . . . , N and fj (j = 1, 2, . . . , 24)
depicts the jth feature above. In other words, the training data set can be
expressed as T = (xi, ωi) with uncertain distribution. Based on the training
set, a local sub-space R(x) ⊆ �d at estimation point x is then constructed by
kNN, which can be denoted as

R(x) = {x̂|D(x, x̂) ≤ dk}, (12)

where dk is kth order of {d(x, x̂)}N
1 and D(x, x̂) is the distance between x and x̂.

Assuming the number of samples labeled as ω in space R(x) is k[ω], the posterior
probability becomes

P (ω|x) =
p(x|ω)p(ω)

p(x)
=

k[ω]
k

, (13)

where k is the total number of sample points in R(x).
Given a specific estimation point x, the decision function is calculated by

finding the class with the highest k[ω]. It can be expresses as

g(x) =

⎧

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎩

1 if k[ω = 1] ≥ k[ω �= 1]
2 if k[ω = 2] ≥ k[ω �= 2]
...
n if k[ω = n] ≥ k[ω �= n]

. (14)

where n is the total number of classes.
Since all subcarriers are used for classification, we can obtain 30 predicted

labels for each activity. The intuitive way to predict the final result is by majority
vote. In other words, assume that the predicted result of one activity is g =
[g(1), g(2), . . . , g(30)]. The final predicted label by MAIS is

L = max
j∈[1,2,...,n]

(
∑30

i=1(g(i) == j)
30

). (15)

By implementing kNN, we first classify the activities based on the number
of people. Then each activity is further classified in each category in order to
predict the exact types of activities being performed.

5 Experiments and Evaluation

In this section, we present the evaluation performance of MAIS by implementing
different experiments on commercial WiFi devices.
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5.1 Experimental Setup

We implement MAIS with two commercial off-the-shelf WiFi devices. One of
them is Linksys EA4500 Dual Band router that acts as an access point, while
the other is a Sony laptop equipped with Intel WiFi Link 5300 802.11n NIC.
Both of the devices are configured to work on 2.4 GHz frequency band with
20 MHz bandwidth channels. By following the instructions in [4], we are able to
modify the driver and record CSI for each packet. Besides, all the experiment
data is collected with a packet transmission rate of 80 pkts/s. In summary, we
can get a group of 30 subcarriers CSI information for each packet.

5.2 Data Collection

All the data are collected in our lab, whose size is 6 × 8 m and decorated with
normal furniture, such as tables and cubicles. A total number of 933 samples
are collected in order to evaluate the system performance of MAIS. Considering
MAIS utilizes information provided by all 30 subcarriers to train and classify
activities, it implies the actual size of dataset is 27990 in total.

In this paper, we conduct experiments with not only a single person but also
multiple people. Different number of people, from 1 to 3, are required to perform
three different activities that consist of running, walking and hands movement
respectively. Since the number of combination possibilities for multiple people
dramatically increases, we choose three different combinations for each category
in order to make the experiment feasible. Table 1 depicts all the activities per-
formed and corresponding datasets collected in this paper.

Table 1. Summary of dataset

Number of people Activities Number of samples

1 R 120

W 120

H 117

2 W & W 102

R & W 96

W & H 96

3 W & W & H 102

R & W & H 84

W & W & W 96
∗R, W, H represent run, walk and hand movement
respectively.
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5.3 Evaluation

All the collected data are processed in MATLAB 2016a, where MAIS is imple-
mented. We evaluate the performance of our system in three aspects as detailed
below.

Accuracy of Detecting the Presence of Activities: Two metrics are taken
in order to evaluate the performance of activity detection. They are True Posi-
tive (TP) and False Positive (FP) respectively. The former metric indicates the
expected accuracy while the later one represents the false alarm probability of
this system. The goal is obviously to increase the former rate while decreasing
the later one. However, it is usually highly challenging to achieve both at the
same time in reality. Our technique is to achieve high TP rate while keeping FP
at a relatively low level.
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Figure 7 shows the accuracy of activity detection in terms of the number
of people. Evidently MAIS achieves promising result in all cases. For a single
person, MAIS can detect the activity with an accuracy rate of 98.32%. Similar
results are found for multiple people, it achieves 97.62% and 98.11% accuracy
rate with two and three people respectively. On the other hand, the false alarm
rate is only 1.12%, 1.36% and 2.52% for three cases respectively. In general,
MAIS achieves an accuracy rate of 98.04% and a false alarm rate of 1.65% on
average.

Accuracy of Classifying the Number of People: In order to classify activ-
ities based on the number of people, we first try to analyze the difference of
activities performed by different number of people. After extracting different
features from each activity and utilizing kNN as discussed in the last section,
MAIS is able to classify the activities into different categories with high accuracy.

Figure 8 plots the accuracy MAIS achieves for predicting the number of peo-
ple. In each category, different activities are performed by different number of
volunteers. For instance, both the combination of running & walking and the
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combination of walking & walking are supposed to be classified in the category
of two people. It can be found that most of the activities are correctly classified
by MAIS. In particular, it classifies the activities based on the number of people
with 100%, 94.9% and 96.2% respectively. Overall, MAIS achieves an average
accuracy rate of 97.2% for predicting the number of people.

Accuracy of Classifying the Type of Activities: In order to evaluate the
performance of MAIS, a different number of volunteers are required to perform
activities at the same time. Activities performed by individuals are Run (R),
Walk (W) and H (Hand Movement). We also ask two volunteers to act three dif-
ferent combinations of activities simultaneously, which are Walk & Hand Move-
ment (WH), Walk & Walk (WW) and Run & Walk (RW). Additionally, here are
also three combinations of activities that are performed by three people at the
same time. They are Run & Walk & Hand Movement (RWH), Walk & Walk &
Walk (WWW) and Walk & Walk & Hand Movement (WWH).

Figure 9 depicts the accuracy results that MAIS achieves for classifying dif-
ferent activity combinations. Overall, all the activities are correctly predicted
with an accuracy higher than 85%. In particular, all the accuracies of single peo-
ple activities are over 95%. It achieves 97.5%, 95.0% and 96.49% for R, W and
H respectively. Meanwhile, MAIS achieves an average accuracy rate of 91.09%
and 91.20% for two and three people activities respectively. It is observed that
the accuracy of different people activities improves with the size of samples and
explains that why our system obtained somewhat lower accuracy for two people
activities than three people activities classification. We plan to research these
details in our future work. In conclusion, MAIS achieves an accuracy of 93.12%
for all activities in average.

6 Conclusion and Future Work

Different from existing work using WiFi signals to detect activities of a single
person, we present a novel human activity identification scheme termed MAIS,
targeting at identifying multiple activities of different subjects in the same envi-
ronment. By implementing the tool and modifying the driver on Intel 5300 NIC,
we are able to obtain the CSI from commercial off-the-shelf WiFi devices. We
present various components of the system including noise filtering, activity detec-
tion and activity/subject identification. Extensive experiments show that MAIS
achieves an accuracy of 97.21% for predicting the number of people and 93.12%
for classifying the types of activities. We are currently establishing experimen-
tal environment to test MAIS for identifying simultaneous activities of a large
number of people.
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Abstract. Frequent itemset mining has become an important approach
of smart devices to upgrade service level for users, but comes with risks to
privacy. And privacy leakage will result in serious consequence. Accord-
ingly, it is highly desirable to mine frequent itemset while protecting
users’ privacy. Moreover, users may not trust anyone else (including the
miner) and are willing to share their information only if it has been
perturbed appropriately before leaving their smart devices. Local dif-
ferential privacy resolves this problem by only aggregating randomized
itemsets from each user, with providing plausible deniability; meanwhile
the miner can still obtain relatively accurate frequent patterns. More-
over users might have diverse privacy requirements on different items.
These facts have led to the personalized differentially private frequent
itemset mining, which preserves privacy with stochastic responses. Moti-
vated by this, we propose a novel personalized local privacy preservation
scheme for smart devices, which retains desirable accurate results while
providing rigorous privacy guarantees.

Keywords: Local differential privacy · Smart devices · Personalized ·
Frequent itemset mining · Stochastic response

1 Introduction

Nowadays, with the rapid development of smart devices, it becomes ubiquitous
to optimize resources and provide better service through mining frequent pat-
terns from aggregated users’ information. The aim of frequent itemsets mining
(FIM) is to extract the sets of items which often occur together. Smart devices
connected with the miner by a wireless network, including smart phones, grids,
homes and vehicles, are changing the way we live. The frequent itemsets mined
from collected users’ data of smart devices has been an invaluable asset to hard-
ware designers and application developers. For instance, smart homes can ana-
lyze residents’ living habits using the data collected by sensors, further customize
corresponding service schemes for users coming from different regions. Residents’
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individual electricity usage should be solicited and extracted commonplace pat-
terns in smart power grids. Towards to provide more proper service, the hospital
needs to aggregate patients’ medical records and genetic information from sen-
sors. Apple Inc. makes use of the collected data to mine frequent usage patterns,
and then concentrates on promoting popular ones.

Nevertheless, the process of collecting and mining users’ information brings
unprecedented privacy threats [9]. The leakage of personal privacy may lead to
serious consequences and extensive damages. Privacy concerns have become an
inevitable impediment to the widespread participation of contributing sensitive
information to the data miner [7]. Users wouldn’t like to share their private
data with the collector unless their privacy requirements have been satisfied.
In addition, the operator (e.g. Apple Inc, Samsung, Amazon) will obtain more
accurate frequent itemsets with the number of contributed users increasing. In
other words, if the data miner doesn’t provide sufficient privacy guarantees, it
will not mine or extract relatively accurate results because lacking of adequately
large number of data contributors. Based on this, it’s very important to devise
a rigorous privacy preservation scheme of the frequent itemsets mining task for
participants.

A majority of existing methods are proposed based on the condition where
data miners are trusted (e.g. Netflix, Google). Most of them apply the notion
of differential privacy (DP) [2] to protect contributed users’ privacy. DP is the
state of the art privacy definition which aims to resolve the privacy problem
in the process of FIM. It has been demonstrated that differential privacy can
provide strict privacy guarantees, no matter how much background knowledge
and computational power an adversary has. However, the privacy concerns in
mining data from smart devices pertain to another new privacy notion named
local ε-differential privacy (LDP) [6]. The locality means that a user’s private
data have been sanitized and protected properly yet before leaving his/her smart
device such as a mobile phone. Besides, a trustable third-party is no longer a
necessity in local setting. In particular, the data a user holds may be merely one
single itemset instead of a database in centralized differential privacy. Therefore,
both Laplace mechanism [5] and exponential mechanism [5] will introduce too
much noise to gain reliable mining results, and the two common mechanisms of
differential privacy can’t be resorted to protect users’ privacy locally.

Furthermore, a user may have diverse privacy expectations among the set of
his/her attributes in practice. For example, some attributes are more sensitive
than others and need to be perturbed with high privacy level; certain ones seem
that will not reveal users’ privacy which can be contributed public fully. On the
other hand, users are likely to have different privacy requirements on the same
attribute. Thus, a data miner adopting differential privacy has restrained choices.
One possibility is to set a global privacy budget enough small to satisfy each
user’s requirement. In this way, it will introduce so much noise that data utility
is influenced seriously. Otherwise, specifying a larger privacy budget may result
in excluding a significant part of users from data mining [4]. This option will also
compromise data utility. In addressing the above issues, we need to design a FIM
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from smart devices scheme based on LDP which takes various privacy levels of
each user into account. The scheme conforms to LDP requirements meanwhile
retaining reasonable data utility.

In this paper, we propose a differentially private frequent itemset mining
scheme for smart devices in local setting. Enforcing local differential privacy on
FIM tasks in this scheme, we can maintain data utility to obtain accurate mining
results and preserve privacy simultaneously. Specifically, this paper makes the
following contributions:

– We formulate the privacy preservation issue of frequent itemset mining from
users’ smart devices. In response to participants’ personalized privacy require-
ments, we design a novel personalized differential privacy scheme. The scheme
provides a better trade-off between privacy and utility.

– We propose a multiple randomized response (MRR) mechanism. In this mech-
anism, we divide the set of items into diverse parts according to their privacy
concern levels and apply different randomized perturbation approaches to
attain the complementation of these mechanism.

– We conduct experiments to evaluate the performance of our proposed mecha-
nism. The simulation results not only show that the scheme provides a better
trade-off between data privacy and utility, but also reveals that the accu-
racy of frequent itemsets is improved with the privacy budget of participants
increasing.

The rest of this paper is organized as follows. Section 2 introduces pre-
liminary knowledge about local differential privacy definition, frequent itemset
mining and two randomized response mechanism. Section 3 introduces our pro-
posed MRR mechanism. Section 4 describes the private frequent itemset mining
scheme. Section 5 shows the experimental results of our mechanism with com-
parison to the existing other approaches. Section 6 reviews the related work. In
the end, Sect. 7 concludes our work.

2 Preliminaries

In this section, we first formulate the problem of frequent itemset mining, and
the notion of local ε-differential privacy. Then, we briefly introduce two mecha-
nisms that conforms to LDP requirements, i.e., the k-ary randomized response
(k -RR) [11] mechanism and the randomized aggregatable privacy-preserving
ordinal response (RAPPOR) [3] mechanism.

2.1 Frequent Itemset Mining

We model a database D as a set of tuples from a universe D, where each tuple
represents the private information contributed by smart devices owners. In our
setting, the database in frequent itemset mining is called a transaction database.
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Definition 1 (Transaction database). A transaction database is a set of
transactions d =< t1, . . . , tm >, where each transaction is a subset of I whose
length is n.

Let X = {i1, . . . , iq} be a set of items, i.e., an itemset. If the number of
transactions in an item surpasses a specified threshold, we call the itemset a
frequent itemset with respect to the threshold τ . The support of itemset X,
denoted by σ(X), is the number of transactions in D which contains X as a
subset.

Definition 2 (Frequent itemset). For any itemset X, if its support σ(X) is
larger than or equal to a specified threshold τ , the itemset X is called a frequent
itemset with respect to the threshold τ .

For ease of presenation, we denote a itemset including k items by k-itemset,
and frequent itemsets with respect to the threshold τ by frequent itemsets in the
rest of this paper. The term of “Frequent Itemset Mining” is basically a mining
which extracts the frequent itemsets from given database D.

2.2 Local Differential Privacy

Local differential privacy (LDP) [2] is a rigorous privacy notion in local setting,
which provides a stronger privacy guarantee than the centralized differential
privacy. In this scheme, each data contributor perturbs his/her personal infor-
mation employing a stochastic mechanism before releasing a private version of
his/her original one to a data miner. That is, users can protect their data from
anyone else (including data miners) and a trustable data curator is no longer
needed. Thus, LDP is quite appropriate for preserving contributors’ privacy in
FIM tasks.

LDP requires that an adversary with arbitrary background knowledge cannot
distinguish the perturbed information and its original. In other words, the data
recipient should receive the same information with a high probability no matter
what a user has. Moreover, in LDP, users may hold just a single data element
to contribute, instead of a database. Formally, local differential privacy is given
below.

Definition 3 (Local Differential Privacy [2]). For a user ui, a randomized
F algorithm satisfies ε-local differential privacy, if for all pairs of transaction t
and t′ ∈ D, and for all M ⊆ Range(F),

Pr[F(t) ∈ M ] ≤ exp(ε) · Pr[F(t′) ∈ M ], (1)

where ε denotes privacy budget, and D represents the domain of privacy data.

Recall that LDP is enforced on a single data rather than a database, it
can provide more rigorous privacy guarantee than traditional differential pri-
vacy. However, since the universe size |D| is usually very large, LDP introduces
so much noise to perturb private data. Hence, it’s very important to design a
mechanism to achieve a reasonable trade-off between privacy and utility under
LDP.
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2.3 The k-ary Randomized Response

The k-ary randomized response (k-RR) mechanism [11] Qk is a locally differen-
tially private mechanism whose noisy output alphabets O is the original input
domain I (i.e., I = O). The conditional probabilities are given by

Qk(y|x) =
{

eε

eε+k−1 , if y = x
1

eε+k−1 . if y �= x
(2)

Actually k-RR can be considered as an extension of the idea of replying true
answers with a limited probability which was proposed by Warner (W-RR) [1]
in 1965. That is, W-RR is equivalent to the k-RR mechanism when k = 2. In
the work proposed by Kairouz et al., we know the k-RR mechanism has been
proved to be optimal in the low privacy regime for many information theoretic
utility functions [10].

2.4 The Randomized Aggregatable Privacy-Preserving Ordinal
Response

The randomized aggregatable privacy-preserving ordinal response (RAPPOR)
mechanism [3] Qr is a technology to protect the privacy of users and enable the
aggregation of user data over time. RAPPOR uses two rounds of binary ran-
domized response to satisfy the requirement of local differential privacy. Firstly,
RAPPOR initializes a binary vector B of zeros, then maps the input of a user
to a position in B and sets the position to 0. In the first round, for each bit Bi

in B, the output B′
i is given by:

Qr(B′
i|Bi) =

{
eε/2

eε/2+1
, if B′

i = Bi
1

eε/2+1
. if B′

i = 1 − Bi
(3)

Further, every bit in B′ is independent with each other. In our context, we
just use the simplified version of RAPPOR (i.e. One-time RAPPOR) without the
second round for ease of presentation, denoted by k-RAPPOR here. In the paper
proposed by Erlingsson et al., we know that this randomized response scheme
achieves ε-local differential privacy. k-RAPPOR is a optimal privacy-preserving
mechanism in high privacy regime [10].

3 The Randomized Response Mechanism

In this section, we first introduce the representation of users’ data for frequent
itemset mining tasks, and then present a novel multiple randomized response
(MRR) mechanism that enables the category-based privacy expectations control.
In the end, we theoretically demonstrate the proposed mechanism satisfies ε-local
differential privacy.
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3.1 Data Representation

In order to extract beneficial patterns from users’ data, we need to normalize
each attribute in their data to apply to the existing data mining algorithms (e.g.
Apriori).

For each categorical attribute (including binary attribute), map each
attribute-value pair to a new binary item, i.e., create k binary attributes for
a original one if it has k attribute-value pairs. But for a continuous attribute,
we require a discretization of its domain. Firstly, divide the continuous attribute
range into finite intervals, then map each interval to a binary attribute. Let ki

be the number of the binary attribute with regard to the ith attribute of original
data and k denote the set of ki, i = 1, . . . , l.

In this way, users’ raw private data is denoted as a vector mr of size
n = k1 + . . . + kl. The jth item in mr is valued between 0 and 1, meaning that
a user does or does not have the relevant attribute. In particularly, assuming
several binary attributes belong to a original one (e.g. categorical or continuous
attribute), there is just one attribute valued from 1, and others are 0.

Moreover, to satisfy users’ different privacy requirements among the set of
attributes, we define a binary vector of privacy concern levels pl that consists
of pl(1), . . . , pl(l). For each bit i in pl, pl(i) represents the user-specified privacy
concern level for attribute i, which is taken value in the set {“Public”, “High”,
“Low”}. For ease of presentation, we use ‘0’ to denote “Public”, ‘1’ and ‘2’ to
indicate “High” and “Low” respectively. For instance, when we have pl = {public,
high, public, low, high, low}, pl can be denoted by the binary vector {0, 1, 0, 2,
1, 2}.

3.2 The Proposed Multiple Randomized Response

As mentioned in Sect. 2, k-RAPPOR is optimal in high privacy regime and
suboptimal in low privacy regime. However, k-RR is opposite to k-RAPPOR, i.e.,
k-RR is optimal in low privacy regime and suboptimal in high privacy regime.

Motivated by this, we propose MRR, a novel mechanism for locally differen-
tially private frequent itemset mining based on k-RAPPOR and k-RR. The MRR
mechanism targets on maintaining the quality of attribute aggregates on sani-
tized data associated with high and low attributes while releasing all raw data
only connected with public attribute. Furthermore, it’s obvious to use smaller
privacy budget εs to protect the high attributes, but preserving the low attributes
with bigger privacy budget εb.

The general idea of our proposed MRR is to divide privacy budget into
two parts εs and εb according to users’ privacy concern levels, then apply
k-RR with εb and k-RAPPOR with εs to perturb the low and high attributes
respectively. Specially, the MRR mechansim is performed on local smart devices
as Algorithm 1 with parameters (mr,k,pl, εs, εb).
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Algorithm 1. Multiple Randomized Response Algorithm
Input: a private binary itemset mr ∈ {0, 1}n

Input: an item-category vector K and a privacy concern levels vector PL
Input: two privacy budgets εs, εb associated with “High Privacy” and “Low Privacy”

respectively
Output: a perturbed itemset mp ∈ {0, 1}n which satisfies local ε-differential privacy.
1: initialize a binary vector mp = 0 ∈ {0, 1}n and a variable t= 0
2: for each item ki in K do
3: if PL(i) == 0 then
4: for j = 0 to ki do
5: mp(t)= mr(t)
6: t = t + 1
7: end for
8: else if PL(i) == 1 then
9: for j = 0 to ki do

10: mp(t) =

{
mr(t), with probability eεs/2

eεs/2+1

1 − mr(t), with probability 1

eεs/2+1

11: t = t + 1
12: end for
13: else if PL(i) == 2 then
14: select j if mr(j) == 1 from t to t + ki

15: j′ =

{
j, with probability eεb

eεb+ki−1

UniformRandom([1, ki]\{j}), with probability ki−1
eεb+ki−1

16: mp(j) = 1
17: t = t + ki

18: end if
19: end for
20: return mp

The MRR mechanism protects privacy through introducing uncertainty using
the randomized response technique, thus provides a strong privacy assurance
for users. MRR is performed on each user’s smart device independently, and it
satisfies Definition 3. Due to space limitation, we omit the proof of Theorem1
here.

Theorem 1. For each user ui with privacy concern levels ki, the multiple
randomized response mechanism satisfies local ε =

∑n
k=1 εik-differential privacy

requirement in Definition 3.

4 Private Frequent Itemset Mining

In this section, we are considering the problem of mining frequent k-itemset
from noisy dataset. We will propose the noisy version of the method to construct
private itemset support.

In order to derive frequent itemsets from users’ perturbed data, the central
miner needs to estimate the support σ of each candidate itemset. Therefore, how
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to estimate the value of σ is the crux of our proposed scheme. Considering that
every piece of received data has been perturbed before leaving smart devices,
the miner can’t obtain the support of a candidate itemset directly. Therefore,
we must estimate the value of σ for the next work.

We propose a high-precision estimation method of private support here.
Other than the original method, our tactic is to obtain the probability p to
decide that the support of a candidate itemset is added one or zero. Assuming
that the candidate itemset is X = {i1, . . . , iq}, where ij = [x, y], x, y denote xth

attribute and yth value of the attribute respectively. Without loss of generality,
let the collected data bits 1, . . . , n be set, i.e., m∗

p = {mp(1) = 1, . . . , mp(k1) =
0, . . . , mp(n−kl+1) = 1, . . . , mp(n) = 0}. Let B = {b1b2 . . . bq} denote the index
of X in the private data mp. Then, we can deduce the following equation based
on the Bayes’ theorem:

P (i1i2...iq|m∗
p(1)m∗

p(2)...m∗
p(n))

= P (i1i2...iq|m∗
p(b1)m

∗
p(b2)...m

∗
p(bq))

=
P (i1i2...iq) · P (m∗

p(b1)m
∗
p(b2)...m

∗
p(bq)|i1i2...iq)

P (m∗
p(b1)m∗

p(b2)...m∗
p(bq))

.

(4)

Through the total probability theorem, we have the following equation:

P (m∗
p(b1)m

∗
p(b2) . . . m∗

p(bq))

=
1∑

v1=0

· · ·
1∑

vq=0

P (mp(1)mp(2) . . . mp(q))

· P (mp(1)mp(2) . . . mp(bq)|mr(1) = v1,mr(2) = v2, . . . , mr(q) = vq).

(5)

Equations (4) and (5) shows we can employ users’ private data to estimate the
value of σ, further extract frequent itemsets.

However, we cannot obtain the initial prior probability of attribute value.
First of all, we assume that all attributes are independent of each other. Then, we
can use the conclusion in [7] to estimate the original frequency of each attribute
value. Let Fij denote the jth value of ith attribute, we can deduce the following
equation:

Fij = Oij +

∑C1
ij

k=1(1 − b) − ∑Cij

k=C1
ij

b

a − b
+

∑M1
ij

k=1(1 − c) − ∑Mij

k=M1
ij

d

c − d
,

(6)

where Oij , Cij and Mij represent the numbers of “Public”, “High” and “Low”
among noisy data respectively, and a = εs

1+εs
, c = εb

k−1+εs
, b = 1 − a, d = 1 − c.

By applying our proposed decoding method to every collected perturbed
data, we obtain the support of each candidate itemset. Then the frequent
k-itemsets can be extracted from users’ private data using the reconstructed
support.
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5 Experiments

In this section, we experimentally evaluate the performance of our privacy preser-
vation for mining frequent itemset from users’ sensitive data, and verify our pro-
posed frequent itemset mining with local differential privacy scheme over two
different synthetic datasets.

The first dataset norm-user we use consists of users’ personal data whose
attribute value complies with a norm distribution. The second data exp-user
dataset contains users’ sensitive information of which attribute value display
exponential decay. The number of attributes of each user is a moderate number
15, the number of participants is 1000. The synthetic normal distribution has
mean 4 and standard deviation 0.1. The simulated exponential distribution has
standard deviation 4.

Our main goal of this experimental study is to validate that by taking per-
sonal multiple privacy budgets into account, our mechanism can usually obtain
more accurate FIM results, compared to k-RAPPOR and k-RR mechanism pro-
posed in [11] and [10] respectively. To compare the performance of algorithms,
we employ F score as the measure of utility here.

Definition 4 (F score). Let Rp be the set of frequent itemsets generated by
a differentially private itemset mining algorithm, and Rc be the set of correct
frequent itemsets, then

precision =
|Rp ∩ Rc|

Rp
, recall =

|Rp ∩ Rc|
Rp

and the F score is defined as follows

Fscore = 2 ∗ precision ∗ recall

precison + recall
.

For ease of presentation, the size of all attributes value domain is a uniform
number 8 in the experiments of each group. The small privacy budget we employ
ranges from 1.0 to 3.0, and the big privacy budget ranges from 3.0 to 5.0. In
these simulations, the privacy concern levels pl is assigned with {0, . . . , 1, . . . , 2}
where the numbers of three parts are the same.

We conduct three simulations on two kinds of datasets severally to compare
the performance between the three mechanism comprehensively. The first exper-
iment performing our proposed algorithm is denoted by MMR here, the second
one performs k-RAPPOR algorithm, is signified by k-RAPPOR and the last
one perfoms k-RR algorithm, is denoted by k-RR. In the normal setting, the
threshold we use is set to 0.3, and it is set to 0.2 in the second setting. We verify
the performance of our proposed scheme when the length of frequent itemsets 1
one and 2 respectively.

We conduct 12 simulation experiments in total, and these simulations are
divided into four groups which are denoted by norm-1, norm-2, exp-1, exp-2
respectively. As can be observed in Fig. 1, norm-1 refers to the left subfigure, and
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(a) frequent 1-itemset (b) frequent 2-itemset

Fig. 1. The simulation results of frequent itemset mining with LDP under normal
distribution.

(a) frequent 1-itemset (b) frequent 2-itemset

Fig. 2. The simulation results of frequent itemset mining with LDP under expoential
distribution.

norm-2 refers to the right one. These two simulations are conducted to mining
the frequent 1-itemset and 2-itemset. In Fig. 2, we use the two subfigures to
corresponding to the two simulations exp-1 and exp-2. They are run to compare
the performance differences between our proposed mechanism and others.

It can be observed that the personalized multiple randomized response mech-
anism we propose substantially outperforms the other two mechanisms. And the
simulation results also show that there is obvious divergence between our MRR
mechanism and k-RAPPOR or k-RR when mining frequent 2-itemsets. That is
to say, the data utility has been significantly improved under the MRR mecha-
nism, compared to the other two mechanisms.

All the experimental results demonstrate that in FIM tasks, the avenues of
applying the complementation of k-RR and k-RAPPOR under different privacy
domains with personalized privacy concern levels to data privacy cloaking. Using
the privacy preservation scheme for FIM from smart devices, as a result of being
able to specify their privacy concern levels, users tend to share their sensitive
information with the data miner. Besides the miner don’t need to choose an
enough small privacy budget to every participant. The results together show
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that our proposed MRR mechanism is very approximate for privacy preservation
for frequent itemset mining from smart devices.

6 Related Work

Privacy concerns about mining information from smart devices have been pro-
posed in plenty of literatures (e.g. in [9]). The aim of privacy preservation is to
protect users’ sensitive data from others, while collecting and analyzing private
information. The work on privacy preserving data mining can be divided into
two categories: centralized privacy preservation and local privacy preservation.

Centralized privacy preservation (e.g. in [12]) aggregates users’ non-private
data firstly and then forces corresponding algorithms to protect users’ informa-
tion. Although these approaches provide differential privacy guarantees, they
can’t ensure the data curator is absolutely trustable. A user’s privacy may be
violated when the data curator colludes with others. Besides, the uniform privacy
budget might also impede the data miner obtains more accurate results.

LDP perturbs users’ original data locally before the data leaving smart
devices for data mining [3,7,11]. Aggarwal et al. [8] proposed that it’s possi-
ble for an adversary to predict sensitive fields in records by association rules
learned from the dataset. Therefore, it can’t provide sufficient privacy guarantee
to employ anonymity to protect users’ sensitive information (e.g. [15]). However,
local ε-differential privacy can solve the problem mentioned above. Sun et al.
[14] proposed that applies the k-ary randomized response technique to perturb
users’ data locally, and then shares the private data with the data miner. Though
the method can meet the requirement of local differential privacy, it may make
the data miner cannot obtain accurate results because of introducing too much
noise.

In this paper, we consider that different users may have diverse privacy con-
cerns the set of attributes and propose our multiple randomized response mech-
anism. In the mechanism, we combine the k-RAPPOR [3] mechanism and the
k-RR [11] mechanism to improve the utility of data mining results while pro-
viding personal privacy preservation. Our mechanism allocates diverse privacy
budgets to attributes according to a user’s privacy concern level, and applies
k-RAPPOR to high private attributes and k-RR to low private ones. In this
way, we can make use of the respective advantages of k-RAPPOR and k-RR to
obtain more accurate frequent itemsets.

7 Conclusion

We have introduced a personalized local privacy-preserving scheme for frequent
itemset mining. The scheme combines the strength of differential privacy with
the added flexibility of user-specific privacy concern levels. And we have also pro-
posed a novel mechanism which is comprised of the k-ary randomized response
and the randomized aggregatable privacy-preserving ordinal response, it can
achieve local ε-differential privacy while providing data utility efficiently. From a
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theoretical and empirical perspective, our proposed mechanism provides a more
disirable trade-off between privacy preservation and data utility for frequent
itemset mining than the k-RR mechanism and the k-RAPPOR mechanism. Our
theoretical and experimental results demonstrate that our scheme is a very effec-
tive scheme. And we believe that our work belongs to an important step to better
privacy protection in frequent itemset mining from smart devices.
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Abstract. Mobile applications & smart devices have drastically
changed our routine tasks, and have become an integral part of mod-
ern society. Along with the numerous benefits we get, major challenges
like privacy and safety have become complicated than before. The per-
mission based system for mobile applications is designed to empower the
user to decide which resources and information they want the application
to access. Most of these permissions are granted during installation of
application, but our study shows that the users make weak decisions in
protecting their information. Majority of the users, even with technical
backgrounds, blindly grant all permissions requested by the application
even if they are not necessary for the application to run. In order to
give more control to the user, and to enable them to make informed
decisions regarding permission, we have proposed a Privacy Permission
Policy Framework in this paper. This framework enables the user to
have greater control over the permission granting while installing the
mobile applications. The implementation and testing of the framework
also enabled us to run forensic analysis and understand the scope of per-
missions requested, based on which this framework can advise the user to
select minimum required permissions for the application to work. This
makes the users’ privacy more secure, and grants full control over the
process.

Keywords: Privacy behaviors · Mobile app privacy · Android security ·
Users privacy consciousness

1 Introduction

Smart phones have dramatically changed the mobile world within a very short
period. The global smart phone users exceeded 2.1 billion in 2016, and smart
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phone penetration in China will cross 60% by 2020 [1,2]. A tremendous growth
in the number of mobile apps, and app distribution platforms has also been
observed. Applications are used for various daily life purposes including commu-
nication, mobile payments, entertainment, navigation, etc. In essence a smart
phone contains a summary of complete daily life of a person. The on-line stores
to obtain application apks for android are uncountable. Although this has helped
in increasing the application development and ease of access, but at the same
time, it has created numerous new challenges, among which user security and
safety is a dominating one.

Android’s existing security is built upon a permission based mechanism which
restricts access of third-party Android applications to critical resources on a
device (e.g., wi-fi, camera, etc.), change phone settings, read or write data (e.g.
text message, contacts). App developers can use these permissions according
to the requirements and services in their applications. Unfortunately, malicious
and unscrupulous apps may also take benefit of these mechanisms for illegal
purposes [3–6]. Moreover, some developers lack of privacy awareness [7], due to
which, developers over-claim the permissions necessary to run the application.
In existing security system of Android users see those required permissions of an
application as a warning during installation or at runtime. In majority of cases,
the user of application struggles to understand at installation, what the permis-
sion actually will do. In this paper, we propose a comprehensive smartphone
permission policy framework, which sits between the kernel and the application
apks, and intercepts the permission process. This creates a comprehensive solu-
tion to control which permissions are being granted for the device resources and
user data. In order to better understand the awareness level of users regarding
permission process of applications, we have also conducted a survey. Based on its
recommendations, this framework assists users to fully control which permissions
are to be granted.

The rest of paper is organized as: Sect. 2 discusses related work regarding the
studies done about user awareness of security and privacy threats. In Sect. 3 we
present results collected from survey to determine the correlation between users’
educational background and the app permission awareness. Section 4 describes
the Privacy Permission Policy Framework in detail, followed by implementation
and analysis in Sect. 5. Conclusion is drawn in Sect. 6.

2 Related Works

Chin et al. [8] conducted a user study involving 60 smart phone users to gain
understanding into user perceptions of smart phone security and installation
habits. Their survey collects information about users such as; (a) users are more
concerned about privacy on their smart phones than their laptops, (b) users
are apprehensive about performing privacy-sensitive and financial tasks on their
smart phones than their laptops (c) users worry about physical theft and data
loss, malicious applications, and wireless network attackers. The conclude that
users need to be more vigilant about security, and should use applications that
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protect from intrusions, security breaches, and malware. They also suggest that
users need to be educated more about the safety and security of devices and data.
Felt et al. [9] ran a survey on 3115 users and suggested a ranking of the risks
of 54 smart phone application permissions. Lin et al. [10] framed mobile privacy
in the form of people’s expectations and concluded implication for employing
crowdsourcing as a privacy evaluation technique. Balebako et al. [7] surveyed
on 228 app developers to quantify privacy and security behaviors, suggested
tools and opportunities to reduce the barriers for app developers to implement
privacy and security best practices. In addition a number of papers address the
perception of users with regards to user confidence in security, the complexity
of permissions, and permission management [11–15]. Moreover there is a large
collection of mobile applications [16–20], that are available to change the privacy
settings, permissions, and other aspects. Majority of these tools are designed to
change settings after the application has been installed, which is an after the
fact situation.

Improvement and awareness of security situation is a continuous process. As
the technologies improve & evolve, and become available for mass public usage, it
becomes important to educate and make the user aware of the risks and concerns
of safety and privacy.

3 Users’ Privacy Awareness Analysis

The primary objective of user privacy awareness analysis is to understand the
behavior of people at the time of installing an application on their smartphone.
Once the user has granted permission for the application to access resources on
the phone, the app can legitimately access or modify the information for it’s pur-
pose. We have conducted a structured survey of 252 multinational smartphone
users. The online/offline survey questionnaire was designed to collect informa-
tion regarding the decision process at app installation time: i.e. how users take
decisions about permissions, and how much they are conscious about privacy and
security. In addition the survey was focused towards people who have engineer-
ing background. The survey has 90% participants who are studying in different
engineering disciplines and most of them are scholars studying in China from
different countries. A follow-up survey was done on 30 participants, where they
provided open-ended explanations of their feelings about smart phone security
behavior.

Demographics: Participant ages range from 11 to 40 years (76.1% were 21–30,
12.5% between 31–40 years) while 35.9% were female and 64.1% were male. We
classified participants basically in two categories, i.e. Engineers (all engineering
students & professionals) and Others (other professionals like medical, adminis-
trator, etc.). In the survey sample, 69.5% were engineer and 30.5% belonged to
other professionals. The predominant group of 78.1% were students and 15.6%
were professionals. Within the students 76.4% were engineering students.
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Table 1. Summary of responses regarding smartphone security and privacy

No Knowledge Engineers Others

Yes No Yes No

1 Read information before installation 30.5% 39.1% 13.3% 17.1%

2 Heard about permissions 85.4% 14.6% 79.5% 20.5%

3 Used security software 46.1% 53.9% 33.3% 66.7%

4 Have idea about effects of permissions 42.7% 57.3% 33.3% 66.7%

5 Noticed any privacy risk before 49.4% 50.6% 35.9% 64.1%

6 Knows that all photos tag geo location
by default

43.8% 56.2% 28.2% 71.8%

7 Effect of malicious apps/permission on
email, credit card, private data

80.9% 19.1% 53.8% 46.2%

8 Apps can be used for other purpose than
declared

49.4% 50.6% 35.9% 64.1%

Survey Results: The percentage of users who expressed their perception on
security related issues at time of app installation or later is presented in Table 1.
It is observed that most of the people (39.10% out of 69.60%, 17.10% out of
30.40% engineering & non engineering respectively) do not read about apps pri-
vacy/permission information before installation. Surprisingly 14.60% engineers
didn’t know about permissions while 20.50% from other disciplines expressed
lack of knowledge about permissions related to apps. 57.3% engineers who heard
about permissions, but had no idea about the effects of permitting. It is very
interesting to note that 80.90% of engineers do have concerns regarding malicious
apps stealing their private data like email, credit card etc. Most of the responder
(engineers 50.60% and 64.10% others) do not have any idea that one application
can be used for other purposes than what it declares to do. In summary, as
shown in Fig. 1, only 39.68% responders claim to have knowledge about permis-
sions effect. About 19.05% users never read information while 30.30% rarely read
about information and instructions at installation time. Only 42.06% of respon-
ders claimed to have used safety software for privacy or security. About 56%
engineers have no idea about the effect of permissions on smart phone whereas
non-engineers percentage in this regard is about 69%.

Based on the survey results, we form the following hypotheses about the
privacy and security behavior of smart phone users.

Hypothesis (H1): Technological education and privacy knowledge relationship
is positive but weakly correlated.

We examined this hypothesis based on the participants’ opinion and calcu-
lated their correlation which has been shown in Table 2. The correlations between
educational background and answer of question number 1 to 8 are very weak.
This observation supports the hypothesis that educational background has no
significant effect on: (a) reading warnings during installation, (b) hearing about
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Fig. 1. Privacy consciousness statistics

permission and its effect on security (c) knowledge about the effect of malicious
apps on personal data, or (d) utilization of apps.

During the follow-up interviews with selected participants, similar observa-
tion was made. Users are often surprised about the permissions requested, data
collected by apps, and the recipients of such data. We also observed that users
do not understand privacy notices. In essence most of the users have little or no
idea about permissions, privacy & security practices, and don’t read applications
documentation to fully understand the risk. Hence it becomes impossible to con-
sciously arrive at a permission decision. Most of the users accept all permissions
requests, because of their desire to use the application for it’s advertised purpose.

Table 2. Correlation matrix for questions in survey

Engr 1 2 3 4 5 6 7 8

Engr 1

1 0.008 1

2 0.093 .345** 1

3 0.105 0.119 0.018 1

4 0.029 .254** .262** 0.106 1

5 .287** .176* 0.137 0.035 0.129 1

6 .218* .198* .213* 0.046 .189* 0.101 1

7 0.169 0.035 .312** 0.046 .213* .205* 0.168 1

8 0.146 0.167 0.089 0.065 .307** .320** .224* .243** 1

**Correlation is significant at the 0.01 level (2-tailed).
*Correlation is significant at the 0.05 level (2-tailed).

4 Privacy Permission Policy (3P) Framework

In light of the survey results and review of literature, we propose a new frame-
work for ensuring privacy and permission control for different types of smart
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phone users. This Privacy Permission Policy (3P) framework takes smart deci-
sions about warning the users of all permissions requested and assist in choosing
the minimum required permissions based on user needs. As shown in Fig. 2, the
framework is essentially a middleware, which takes into account the preferences
& behavior of the user, detailed permissions requested in the application apk,
and ensures that only those permissions are granted which will not go beyond
the intended use of application. The framework enables user to pick and choose
which permissions to grant and which not, which is contrary to majority of
the installation processes. Current installers only show the users a subset of
requested permissions, and denying them usually results in rejection of applica-
tion installation. Hence the user has no choice to either accept all, or not use
the application.

Fig. 2. 3P framework

Our frame work has three major modules, which work with each other and
interact with the user to customize the permission process. These are explained
in the following subsections.

APK Parser: This module is responsible of parsing the .apk file to extract
the permissions from AndroidManifest.xml file. This customized parser looks
for all the different types of permissions requested and then feeds them to the
classifier module for further analysis. In case the parser is unable to locate the
manifest file, or the format is not understandable, the application is immediately
rejected and marked as a security threat.

Permission Classifier: This module plays a major role in the whole installation
process, as it is responsible for identifying and classifying the permissions into
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different categories. The permissions can primarily be classified into three cate-
gories. Android SDK provides a list of permissions which are available to appli-
cation developers, for gaining access to different resources/information available
on the smart device. In addition the application developers provide informa-
tion on application distribution stores, regarding which permissions they will be
requesting/requiring to use the application. In light of this, the permission classi-
fier categorizes the list based on manifest file as: (a) Requested and listed in app
description, (b) Requested but not listed in app description, and (c) Requested
but not listed and are not part of the standard list of permissions available with
SDK (details in Sect. 5).

The permission classifier maintains a Legal Permission Database, which
extracts information from the available and regularly updated permission lists
for Android SDK online [21]. It also maintains a historical listing and changes
in it.

User Behavior and Policy Manager: This is another core module of the
customized installer, as it has a multi facet job. It is responsible for interacting
with the user, categorization of apps, maintain/enforce the permission policy
for installation of the app. Fundamentally this module classifies the application
into different categories and then limits the permissions required for a specific
category. It is a tricky task to categories the large number of applications that
are available online, but Google Play store fundamentally divides all apps into
Games and Applications. Games are further divided into 17 subcategories, and
Applications into 30 subcategories, as of writing of this paper. It is mainly for
searching, but we make use of this classification in order to limit the permission
requirement1.

This module interacts with the user to check which subcategory the appli-
cation falls in, and shows them the minimum required permissions for that cat-
egory. For Example, the applications in Photography category do not need to
have access to account manager or read contacts permission. Hence the mini-
mum default permissions are set based on apps services, purpose, and users’
requirements. In addition the users do have the option to custom select the
permissions as they seem fit.

The information is stored in the policy database, and it is updated to learn
the behavior of the user. For instance, if the user specifically grants a permission
that is not the default for the category, next time the user installs a similar
application (or the same) it is highlighted. The user interface shows the user
options to select minimum default recommended, accept what the application
has requested, or customize completely for advanced users.

1 Change is categories at Google Play Store does not effect implementation of this
research. Other application categorizations can also be as effectively used as this
one.
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5 Implementation and Analysis

The 3P Framework as a whole is implemented at the Application Framework
layer of the Android 5.1.1 OS, with API 25 for permissions. The Legal Permission
Database and Policy Database are implemented as libraries. As shown in Fig. 2,
the .apk file may come through the application layer or directly selected from
the local memory by the user. After permission classification is done, the min-
imum required permissions are granted and applications are installed. We have
used our framework to install three applications: i.e. Facebook (v76.0.0.0.27),
WeChat (v6.5.4), QQi (International v5.1.2) obtained from Google Play store.
In this section we describe the permission classification, forensic analysis, and
installation with minimum required permissions.

The objective of this exercise is to understand the process of permission
requests and users’ capability to select which to allow and which not to. Hence
the intention is not to highlight security vulnerabilities in these apps, but rather
to empower the user to select the permission while still being able to use the
application.

5.1 Permission Classification Analysis

The permission Classifier module classifies the permission requested by the appli-
cation into three categories, as described in earlier sections. It is important to
note the difference among the three. The first category is legitimate, but the
second is of concern, as the user is not aware or notified about the permis-
sions required. Moreover many of the installation platforms group the permission
broadly, which hides the detail and depth of permissions requested from the user.
Lastly the third category is surprising to even exist. There could be a number of
reasons for them to be present, including multi-platform compatibility, version
revisions, internal application working, etc. But as they are listed in manifest
file, it is important to be aware of their existence.

Table 3 summarizes parsed permissions from the apk files of the above men-
tioned applications for Android. The listed permissions are taken from the
Android SDK reference. This table shows permissions which were listed in the
app description and requested, not listed but requested, and not requested at
all. We can see that Facebook requests 30 permissions in total, but only 11 are
listed in the Google Play description of it2. Keeping in view that Facebook is
a rich social platform, the number of permissions required is large, but listing
them explicitly for the information of user is important. WeChat is an even com-
prehensive application with micro-banking and other capabilities. It requests 40
permissions from the user, out of which 15 are listed on the Google Play descrip-
tion page for it. QQi which is the international version of the QQ application,
and is primarily a communication app, requests 44 permissions and only 18 of
them are listed on the Google Play description page.
2 All observations regarding number of permissions is based on the information avail-

able at the time of writing this paper. This information is subject to change at
anytime.
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Table 3. Permissions requested by mobile apps. L: Listed, NL: Not Listed,
R: Requested, NR: Not Requested

Permission Facebook WeChat QQi

ACCESS COARSE LOCATION L, R L, R L, R

ACCESS FINE LOCATION L, R L, R L, R

ACCESS NETWORK STATE L, R L, R L, R

ACCESS WIFI STATE L, R L, R L, R

AUTHENTICATE ACCOUNTS L, R NL, R L, R

BATTERY STATS NL, R NR NR

BLUETOOTH NR NL, R L, R

BLUETOOTH ADMIN NR NL, R L, R

BODY SENSORS NR L, R NR

BROADCAST STICKY NL, R NL, R NL, R

CALL PHONE NR NR NL, R

CAMERA L, R L, R L, R

CHANGE CONFIGURATION NR NR NL, R

CHANGE NETWORK STATE NL, R NR L, R

CHANGE WIFI MULTICUST STATE NR NR NL, R

CHANGE WIFI STATE NL, R L, R L, R

DISABLE KEYGUARD NR NR NL, R

DOWNLOAD WITHOUT NOTIFICATION NR NL, R NR

FLASHLIGHT NR NR NL, R

GET ACCOUNTS NL, R NL, R L, R

GET PACKAGE SIZE NR NL, R NR

GET TASKS NL, R NL, R NL, R

INSTALL SHORTCUT NR NL, R NL, R

INTERNET L, R L, R L, R

KILL BACKGROUND PROCESSES NR NR NL, R

MANAGE ACCOUNTS NL, R NL, R NL, R

MODIFY AUDIO SETTINGS NR L, R NL, R

NFC NR L, R L, R

PERSISTENT ACTIVITY NR NR NL, R

READ CALENDER L, R NR NL, R

READ CONTACTS NL, R L, R L, R

READ EXTERNAL STORAGE L, R NR NR

READ LOGS NR NR NL, R

READ PHONE STATE NL, R NL, R NL, R

READ PROFILE NL, R NL, R NR

READ SETTINGS NR NR NL, R

READ SMS NL, R NR NL, R

READ SYNC SETTINGS NL, R NL, R NR

RECEIVE BOOT COMPLETED NL, R NL, R NL, R

RECORD AUDIO NL, R L, R L, R

RESTART PACKAGES NR NR NL, R

SEND SMS NR NR NL, R

SET ALARM NR NL, R NR

SYSTEM ALERT WINDOW NL, R NL, R NL, R

UNINSTALL SHORTCUT NR NL, R NR

USE CREDENTIALS NR NL, R NR

USE FINGERPRINT NR NL, R NR

VIBRATE NL, R NL, R L, R

WAKE LOCK NL, R NL, R L, R

WRITE APP BADGE NR NL, R NR

WRITE CALENDER L, R NR NL, R

WRITE CONTACTS NL, R NL, R NL, R

WRITE EXTERNAL STORAGE L, R NR L, R

WRITE SETTINGS NR NL, R NL, R

WRITE SYNC SETTINGS NL, R NL, R NL, R
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In addition the above permissions, the parser module detected unknown
permissions, for example: facebook.pages.app.provider.access, smartdevice. per-
mission.broadcast, tencent.mm. location.permission.send view, to name a few.
Most of these permissions seem to be remnants of older version of the appli-
cations or cross-platform development. For example nokia.pushnotification and
htc.launcher are most probably hardware specific permissions that are required
by customized Android OS on these devices. Nonetheless, these permissions are
in fact hidden from the user, and by default accepted for the application to be
installed.

5.2 Post-installation Analysis

Once the Permission Classifier has categorized all the permissions requested they
are forwarded to User Behavior and Policy Manager. To evaluate basic permis-
sion set against the working of application, we allowed only the basic minimum
permissions listed in Google API as well as declared in the application descrip-
tion. For Facebook, only 11 listed permissions were granted and application was
installed. The application installed successfully and launched normally, which
proves that it is not necessary for the user to accept all the permissions in
order to install the application. Similarly, for WeChat 15 basic permissions were
granted and app was installed. For QQi, 18 permissions were granted and appli-
cation was installed. It is very important to note that after successful launch
of weChat, prompt was given for other permissions, which were required to use
some of the features of the application. This is acceptable behavior as, it clearly
informs the user of permission related to the service they are about to use.

In addition, an important factor that masks the visibility of requested permis-
sions from the users is the UI of operating system, especially if it customized by
the hardware vendor. In our implementation, we tested the framework on three
different hardware, i.e. XiaoMi, LG, and Huawei. For Facebook installation the
total number of permissions requested as shown by XiaoMi were 34, while LG
showed 22, and Huawei 28. This is mainly attributed how the different flavors
of Android customization groups and perceives the requested permissions. This
extends to a potential future work of our system. After installation of the appli-
cation, if the app requests new permissions, they need to be intercepted and user
needs to be notified if any bulk permissions are being granted.

6 Conclusion

Privacy of mobile application users is a major security concern. Android based
applications access different device resources and personal information by seek-
ing permissions from the user. Although this system is designed to inform the
user of what they are allowing on their device, but in reality the user has no
real knowledge of what permissions do, or which permissions they are granting.
In this paper, we presented results from a survey of smartphone users, with an
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emphasis on how technical education is related to permissions/privacy knowl-
edge. We found that although the correlation is positive, but has no real signifi-
cance. This drives the need to have permission frameworks, which can assist and
truly inform the user of which permissions they are granting. We have proposed
and implemented a Privacy Permission Policy (3P) framework, which essentially
helps the user and gives them more control over granting application access at
installation. We also have found that, not only the applications request a number
of unnecessary permissions, but have permissions that are not listed in Android
API 25. Our framework enables the user to custom select these permissions, so
that they are more secure.
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Abstract. The effectiveness of distributed Peer-to-Peer (P2P) applica-
tions heavily relies on the cooperation of mobile users. Each user should
receive a satisfying reward to compensate its resource consumption for
cooperation. However, suitable incentive mechanisms that can meet the
diverse requirements of users in dynamic and distributed P2P environ-
ments are still missing. Therefore in this paper, we propose a Bitcoin
based incentive mechanism for distributed P2P applications that applies
the basic idea of Bitcoin to incentivize users for cooperation. In this mech-
anism, users who help with a successful delivery get rewarded. Through
a game theoretical analysis and evaluation study, we demonstrate the
effectiveness and security strength of our proposed incentive mechanism.

1 Introduction

Peer-to-Peer (P2P) applications [7,13] are featured by distributed architectures
that partition tasks or work loads between peers without a trusted authority.
Example P2P applications include mobile data offloading that allows mobile
users to cooperatively deliver cellular network data by exploiting complementary
network technologies (WiFi, femtocell, etc.), delay-tolerant networking where
nodes opportunistically forward messages for others by following a store-carry-
forward mechanism, and mobile crowdsensing in which users collaboratively
upload data for the purpose of reducing energy consumption and mobile data
cost.

The effectiveness of data transfer, packet forwarding, or data collection in
the P2P applications relies on the cooperation of mobile users. Selfish users may
be reluctant to cooperate in data transmissions for the concerns on energy and
bandwidth consumption. Thus, they should be provided with enough rewards
for cooperation. Many incentive mechanisms have been proposed and imple-
mented, including the reputation systems, Tit-for-Tat schemes, and credit based
c© Springer International Publishing AG 2017
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approaches. Reputation systems [16,19] can help identify uncooperative users by
computing users’ reputation scores, but such systems generally lack the consid-
erations on collusion attacks and on how to define the reputation of a new user.
Tit-for-Tat schemes [15] stimulate mobile users to cooperate by exchanging equal
services among them, but these schemes are restricted to applications with long
session durations. Credit based approaches [4–6] could be the most promising
due to their explicit and flexible incentive methods; nevertheless, most credit
based incentive schemes either rely on a central trusted authority or do not give
an explicit digital currency system that is provably secure, leading to possible
system collapses.

Bitcoin is a decentralized digital currency that is provably secure. It has
recently gained a noticeable popularity, and its current market capitalization is
over $16 billion. The security of Bitcoin depends on a majority of the computing
power instead of a central authority [17], thus eliminating the risks of one taking
control over the system, generating inflation, or completely shutting down the
system. In this paper, we exploit Bitcoin transactions to incentivize users to
cooperate in P2P applications.

The basic idea of our incentive scheme is to employ Bitcoin transactions to
reward those intermediate nodes that contribute to a successful delivery from
the sender to the receiver. If an intermediate node helps transmit the data, the
next-hop node sends it a signed acknowledgement which is used as a proof of
getting the rewards. The miners in the Bitcoin system are in charge of verifying
whether there is a successful delivery, and examining the validity of the signed
acknowledgements. This brings another concern: if a miner can see the content of
a signed acknowledgement, she can disguise as a cooperative intermediate node
to get the payment. To overcome this problem, we extend the Bitcoin transaction
syntax [8,14] to support a secure validation of the acknowledgement by using
commutative encryptions [12]. We also propose a pricing strategy to defend the
possible attacks resulted from selfish users and to prevent their collusions. The
major contributions of the paper are summarized as follows:

– We design a Bitcoin-based incentive mechanism that can meet the diverse
requirements of users in dynamic and distributed P2P environments.

– We introduce a secure validation method to keep the to-be-verified content
secret from the miners in the Bitcoin system, and a pricing strategy to prevent
selfish users from exhibiting selfish actions and to defend the collusion attacks
resulted from them.

– We further employ a game theoretical analysis and simulation study to
demonstrate the security and efficiency of our incentive mechanism.

The remainder of the paper is structured as follows. Section 2 outlines
the related work. In Sect. 3, we introduce the threat model and assumptions
employed in this paper. Our incentive scheme is detailed in Sect. 4, followed by a
comprehensive security analysis and evaluation in Sect. 5. The paper is concluded
in Sect. 6.
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2 Related Work

The incentive schemes for P2P applications fall into three categories: Reputation,
Tit-for-Tat, and Credit. In a reputation system [16], each user is given a score
interpreted as the probability of an entity behaving honestly, such a system can
be utilized to identify misbehaving users. Reputation systems generally suffer
from the following drawbacks: (i) the possibility of selfish users colluding with
each other to maximize their welfare is generally ignored; and (ii) they are known
to be vulnerable to Sybil attacks [9] and whitewashing attacks [21].

Tit-for-Tat based schemes [15] stimulate mobile users to cooperate by
exchanging equal services based on what contributions they have done for oth-
ers. Tit-for-Tat schemes are restricted to applications with long session dura-
tions that can provide many opportunities for reciprocation between pairs of
users [18]. Another challenge of Tit-for-Tat is its hardness to meet the different
service requirements of the users.

In Credit based systems [10,11,20,21], a central authority assigns certain
virtual money to each user. When a user needs others’ help (for example, to
forward a message), it should pay the helper certain amount of virtual money.
Zhong et al. [21] proposed a cheat-proof, credit-based system for stimulating
cooperation among selfish nodes in mobile ad hoc networks. The scheme assumes
that a routing path between the sender and the receiver is determined before
data transmission occurs. Zhu et al. [22] proposed a layered incentive scheme
for dynamic routing in DTNs. This mechanism emphasizes the generation and
verification of the secure layered messages but does not involve a detailed pricing
strategy. Chen and Chan [4] presented a pricing strategy running on top of
a given DTN routing module. We notice that all the credit based incentive
schemes rely on central trusted authorities that do not exist in P2P applications.
Furthermore, no explicit virtual digital currency system that is provably secure
was proposed by any credit based system.

3 Threat Model and Assumptions

A typical architecture of P2P applications consists of senders, intermediate
nodes, and receivers. Senders transmit certain files, messages, or the sensed data
to the receivers with the help of the intermediate nodes. The numbers of senders
and receivers are different in different P2P applications. For example, there are
1 sender and n receivers in mobile data offloading, while in the context of DTN
there are only 1 sender and 1 receiver. In this paper, we consider a simple case
with 1 sender and 1 receiver. Our incentive scheme can be easily extended to
the more complex cases with multiple senders and receivers.

Data transmissions in P2P applications rely on the cooperation between
intermediate nodes. To incentivize the cooperations, senders give certain rewards
to the nodes that help transmit the data. In this work, we assume that nodes
are selfish but would take a rational decision to maximize their profit. Specially,
each node may launch the following attacks:
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– Refusing to Pay: A sender can refuse to pay back the intermediate nodes
when the data are successfully delivered to the receiver.

– Denying Attack: The intermediate nodes or the receiver can deny that they
have received the data from other nodes, which could prevent others from
getting rewarded.

– Extending/Shortenning the Path: The intermediate node can extend or
shorten the path to get more reward from the sender.

– Collusion Attack: Nodes can collude with each other to maximize their profit.
In this work, we only consider the collusion among intermediate nodes or
between an intermediate node and the receiver. We shall address the case
where the sender colludes with the receiver in our future work by considering
reputation based inventive systems.

4 Bitcoin Based Incentive Mechanism

In our model, we employ the idea of credit based incentives to motivate interme-
diate nodes to cooperate. In a credit based scheme, incentive can be considered
as a transaction. When discussing a transaction, we should figure out the fol-
lowing questions: (1) who pays who; (2) how to pay the bill; and (3) how much
the payer should pay.

4.1 Who Pays Who?

When a sender wants to transmit a certain message to a receiver, there exist
three different options to pay back the intermediate nodes. The first option is
to let the receiver give rewards to all the intermediate nodes; but this approach
allows malicious nodes to get high rewards by sending many fake messages. The
second option is to give the rewards by both the sender and the receiver, which
could suffer the same problem as the first option since the sender can collude
with the intermediate nodes. The third option is for the sender to pay back the
intermediate nodes when it figures out that the message is successfully delivered
to the receiver, which is adopted by this work.

Another relevant question we need to answer is who should get the rewards. In
this study, we choose to award only those nodes that contribute to a successful
delivery, which means that an intermediate node cannot get a reward if the
receiver does not receive the message correctly. To identify the intermediate
nodes who help forward the message, the node in the next hop is required to
send a signed acknowledgement back. Because a node is considered cooperative
if and only if the node has a signed acknowledgement from its successor, it is
important for an intermediate node to stimulate its successor by paying certain
money to its successor for sending the signed acknowledgement.

4.2 How to Pay the Bill?

As mentioned before, intermediate nodes should be motivated to cooperate in a
dynamic and distributed environment. In particular, a sender knows the receiver,
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but it does not know the route to the receiver. The sender should give rewards
to the intermediate nodes who help transmit the message. Cooperative nodes
can be divided into two types: negative cooperative nodes who help transmit the
data but the receiver fails to receive the data, and positive cooperative nodes
who help transmit the data and the receiver does successfully receive the data.
In our consideration, the sender only pays back the positive cooperative nodes.

In our model, the sender employs the Bitcoin system to pay back the positive
cooperative nodes. The workflow of the payment consists of three steps. In the
first step, the sender publicizes a transmission task and makes a certain deposit
that is used to pay back the positive cooperative nodes. In the second step, the
sender transmits data to the receiver by opportunistic connections. In the last
step, the positive cooperative nodes get their payments. Suppose that a sender
A sends a message m to a receiver E, and B,C,D are the positive cooperative
nodes who help A transmit the data to E. The workflow of the payment is
elaborated as follows.

(1) Publishing a Transmission Task: A announces a task A → E : m and gener-
ates two random numbers R1 and R2 that should be kept secret. Then A makes
a deposit to commit that it will give the rewards to the positive cooperative
nodes if the message is successfully delivered; otherwise A would get the deposit
back. The transcript of the transaction [1,3] is shown in Fig. 1.
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11
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( ) ( ( ))
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Fig. 1. A publishes a task and makes a deposit.

Fig. 2. A transmits the data to E.

(2) Data Transmission: The process of the data transmission from A to E is
illustrated in Fig. 2. A first sends the message m||EPKE

(R2)||σ||SigSKA
(R1) to
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B, and constructs a transaction PaymentA→B . Then, B, C, and D help A trans-
mit the message m||EPKE

(R2)||σ to the receiver E, and construct transactions
PaymentB→C , PaymentC→D, and PaymentD→E , respectively. C, D, and E
send the signed encrypted acknowledgement back to B, C, and D, respectively.
The Bitcoin transactions in the data transmission are illustrated in Fig. 3.
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Fig. 3. Transactions in a multihop message transmission.

(3) Obtaining the Payments: After the data is successfully delivered to the
receiver, all the positive cooperative nodes should get the rewards by providing
the miners with the proofs that they did help transmit the data. Specifically, B
provides {EPKB

(R1), EPKB
(ACKC), PKA, PKC}; C provides {EPKC

(ACKC),
EPKC

(ACKD), PKD}; D provides {EPKD
(ACKD), EPKD

(ACKE), PKE}; and
E provides {R2, EPKE

(ACKE)}. The transactions are considered to be valid if
and only if the following conditions are satisfied:

– E can provide the random number R2, which is verified by H(R2) = h2;
– There is a route from A to E, and the route can be determined by the trans-

action chain from A to E.
– B can provide the random number R1, which can be verified by

EPKB
(h1) = EPKA

(EPKB
(R1));

– B,C,D can provide the correct acknowledgements, which are verified by

EPKB
(EPKC

(ACKC)) = EPKC
(EPKB

(ACKC)),
EPKC

(EPKD
(ACKD)) = EPKD

(EPKC
(ACKD)),

EPKD
(EPKE

(ACKE)) = EPKE
(EPKD

(ACKE)).

4.3 How Much Should the Payers Pay?

By setting a suitable pricing strategy, we can guarantee the security of our
incentive mechanism against the selfish behaviors of the users and the collusion
attacks. To be more specific, a sender should determine the payment to the
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positive cooperative nodes for their help to transmit its data, and each positive
cooperative node needs to determine the payment to its successor for sending
the signed acknowledgement. Instead of considering the two components sep-
arately, we consider the final payment to the positive cooperative nodes and
the receiver. Without loss of generality, we assume that A sends m to E via
P = (P1, P2, · · · , Pn), the list of positive cooperative nodes who help the trans-
mission. Then, the final payment to node i can be computed by

pi =

⎧
⎨

⎩

α/2n−1, if i ∈ P,
β, if i = E,
0, otherwise.

and

⎧
⎨

⎩

α > 2n−1cmax,
β > cE ,
α < β/q2.

Note that in our implementation, A first makes a deposit; after determining
the number of positive cooperative nodes, A determines the actual amount of
coins given to them. For example, in the case of multiple positive cooperative
nodes shown in Fig. 1, A first makes a deposit of α + β coins. After all the positive
cooperative nodes have been identified (Fig. 3), A sets α′ = α/23−1 = α/4.

5 Security Analysis and Performance Evaluation

5.1 Data-Transmission Game Analysis Model

To study the security of our incentive mechanism, we employ a static game
to analyze the cooperative behaviors of the intermediate nodes. Through the
Nash equilibrium results of the game, we can obtain the best strategies of the
players under different pricing strategies. The model of the data-transmission
game analysis is described as follows.

Players. This game has n + 1 players, the positive cooperative nodes P =
(P1, P2, · · · , Pn) and the receiver E.

Strategies. Each player i has two possible actions: play honestly or play self-
ishly. If player i plays honestly, it follows the protocol; otherwise, it plays self-
ishly, either behaves selfishly itself or colludes with its neighbors. We denote the
strategy of node i by si. Then si is either Honest or Selfish.

Utilities. Player i can get its utility by deducting its cost from its received
payment. Without colluding with its neighbors, the utility of ui is computed by

ui =

⎧
⎪⎪⎨

⎪⎪⎩

α/2n−1 − ci, i ∈ P and si = Honest,
β − cE , i = E and si = Honest,
0, i ∈ P and si = Selfish,
0, i = E and si = Selfish.

where ci is the cost of i for transmitting the data, sending a signed acknowledge-
ment, and providing the validation information, cE is the cost of the receiver E
for sending a signed acknowledgement and providing the validation information.

When player i colludes with others, it is more complicated because the utility
should consider the success probability of the collusion attack. Here we present
some definitions for the security analysis of our incentive scheme.
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Definition 1. An incentive mechanism is receiver-collusion-resistant if the
receiver and any group of its colluding neighbors cannot increase the expected
sum of their utilities by using any strategy profile other than the one in which
everybody plays honestly.

Definition 2. An incentive mechanism is intermediate-node-collusion-
resistant, if any group of colluding intermediate nodes cannot increase the
expected sum of their utilities by using any strategy profile other than the one in
which everybody plays honestly.

Definition 3. An incentive mechanism is secure if si = Honest is the best
response strategy for each player and the game is receiver-collusion-resistant and
intermediate-node-collusion-resistant.

5.2 Security Analysis Without Collusion Attacks

Theorem 1. In the data-transmission game, si = Honest is the best response
strategy for player i if α > 2n−1ci and β > cE.

Proof. When player i plays honestly, we have

ui =
{

α/2n−1 − ci, i ∈ P,
β − cE , i = E.

If player i does not respond honestly, we have u′
i = 0 in this case. As α >

2n−1ci, u′
i = 0 < α/2n−1 − ci = ui; thus Pi’s utility is reduced by playing

selfishly. Therefore, if α > 2n−1ci and β > cE , si = Honest is the best response
strategy for the payer i.

5.3 Security Analysis with Collusion Attacks

We first consider the case when E colludes with its neighbors; then we analyze
the case when an intermediate node colludes with its neighbors.

Theorem 2. Our incentive mechanism is receiver-collusion-resistant if α <
β/q2, where q is the probability that two arbitrary nodes encounter each other.

Proof. We first consider the case with one conspired node; then we extend to
the case of multiple conspired nodes.

Case 1. Suppose G = {E,E1} is a collusion group. G forges a bogus path
with one positive cooperative node, i.e., A → E1 → E. Let E(uG) denote the
expected sum of the utility of G. Our goal is to show that E(uG) ≤ uE .

If E1 gets R1, E and E1 can get the payment from A, which means that E1

has encountered both E and A (with a probability of q2). The expected sum of
the payment of G is pG = q2(α + β) + (1 − q2)β = q2α + β. Considering the cost
of E1 to provide the validation information and to communicate with E, we have
the expected sum of the utility of G to be uG = q2α + β − β − cE = q2α − cE .
Thus we obtain uG = q2α − cE < β − cE = uE .
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Case 2. Suppose G = {E,E1, · · · , En} is a collusion group. G forges a bogus
path with multiple positive cooperative nodes, i.e., A → E1 → · · · → En → E.
Let E(uG) denote the expected sum of the utility of G. Our goal is to show that
E(uG) ≤ uE .

When (A,E1), (E1, E2), · · · , (En, E) encounter each other, G gets the pay-
ment. The expected sum of the payment of G is

pG = qn+1(nα/2n−1 + β) + (1 − qn+1)β
= qn+1nα/2n−1 + β.

Deducting the cost of G, we have the expected sum of the utility of G:

uG = qn+1nα/2n−1 + β − nβ − cE .

As α < β/q2, we have

uG = qn+1nα/2n−1 + β − nβ − cE

<
qn+1nβ

2n−1q2
− nβ + β − cE

= (qn−1/2n−1 − 1)nβ + β − cE

< β − cE = uE .

Therefore, if α < β/q2, our incentive mechanism is receiver-collusion-
resistant.

Theorem 3. Our incentive mechanism is intermediate-node-collusion-resistant.

Proof. An intermediate node can collude with its neighbors to extend or shorten
the path.

Case 1. An intermediate node colludes with its neighbors to extend the path.
We first Consider the case with one positive cooperative node A → B → E. Let
G = {B,B1, · · · , Bn} be the collusion group. G extends the path to A → B →
B1 → · · · → Bn → E. Let E(uG) denote the expected sum of utility of G. Our
goal is to show that E(uG) ≤ uB, where uB is the utility of B to play honestly.
As B indeed helped A transmit data to E, it can get all the needed validation
information from A and E, which means that B can always launch a successful
collusion attack. According to our pricing scheme, we have

E(uG) = (n + 1)α/2n − cB ;
uB = α − cB .

Let f(x) = (x+1)/2x, x ≥ 1. We have f ′(x) = 2−x(1−(1+x)x) < 0. Thus, f(x)
is a monotonically decreasing function. Accordingly we have f(n) < f(n − 1) <
. . . < f(1). It is easy to see that

E(uG) = (n + 1)α/2n − cB < α − cB = uB.
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Now we consider the case with multiple positive cooperative nodes. Let uB =
α′ − cB . We can deduce that

E(uG) = (n + 1)α′/2n − cB < α′ − cB = uB .

Case 2. An intermediate node colludes with its neighbors to shorten the
path A → P1 → · · · → Pi → Pi+1 → · · · → Pn → E. Let G = {Pi, Pi+1} be a
collusion group. Then G shortens the path to A → P1 → · · · → Pi → Pi+2 →
· · · → Pn → E. Let E(uG) denote the expected sum of the utility of G. Our goal
is to show that E(uG) ≤ uPi

+ uPi+1 , where uPi
and uPi+1 are respectively the

utilities of Pi and Pi+1 to play honestly. As Pi and Pi+1 indeed helped transmit
the data, they can get all the needed validation information. Thus they can
launch a successful collusion attack. According to our pricing scheme, we have

E(uG) = α/2n−2 − cPi
− cPi+1 ;

uPi
= α/2n−1 − cPi

;
uPi+1 = α/2n−1 − cPi+1 .

It is easy to see that E(uG) = uPi
+ uPi+1 .

Therefore, our incentive mechanism is intermediate-node-collusion-resistant.

The three theorems together prove the following theorem.

Theorem 4. Our incentive mechanism is secure if α > 2n−1cmax, β > cE, and
α < β/q2.

5.4 Performance Evaluation

We employ a laptop computer with an Intel Core i7-2640M Processor to imple-
ment a prototype of our system using the Crypto++5.62 library and consider a
path of 5 hops, to evaluate the overhead of our incentive mechanism. The OS
of the laptop is Windows 10 Pro 64. The length of a message payload is 1024
bytes, and the message digest function is MD-5. We consider three commutative
encryption schemes: ElGamal with a modulus of 1024 bits, RSA with a modulus
of 1024 bits, and RSA with a modulus of 3072 bits.

Table 1. CPU processing time

Commutative
encryption

Sender (ms) Intermediate nodes (ms) Receiver (ms) Miner (ms)

ElGamal 1024 28 17 13 17

RSA 1024 11 5 4 7

RSA 3072 63 39 21 12

CPU Processing Time. In our incentive system, the major processing over-
head is the R2 encryption operation, the message and R1 signing operations,
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and the transaction generating operation by the sender, the ACK signing and
encryption operation (or the R1 decryption operation) and the transaction gen-
erating operation by each intermediate node, the message verification operation,
the R2 decryption operation, and the ACK signing and encryption operation
by the receiver, and the verification operation by the miners. The columns of
Table 1 report the CPU processing time of the sender, an intermediate node
(average), the receiver, and a miner. We observe that RSA has a much smaller
overhead. Therefore if reducing overhead is the major objective, RSA is a better
implementation choice.

Bandwidth and Storage. Compared with the opportunistic routing proto-
cols introduced in [2] but without any incentive mechanism, the major increased
message overhead includes the encrypted R2, the signed R1, and the signed
and encrypted ACK. For ElGamal and RSA with a modulus of 1024 bits, the
encrypted R2 takes about 128 bytes, the signed R1 takes about 128 bytes,
the signed and encrypted ACK takes about 128 bytes; for RSA 3074 bits, the
encrypted R2 takes about 384 bytes, the signed R1 takes about 384 bytes, and
the signed and encrypted ACK takes about 384 bytes. The storage requirement
for the Bitcoin transactions is analyzed as follows. For RSA 1024 and ElGamal
1024, each transaction requires at least 1 byte for the previous transaction ref-
erence, 128 bytes for the in-script, 1 byte for the Bitcoin value, and 128 bytes
for out-script; adding up together we get 258 bytes for a minimum-sized Bitcoin
transaction. For RSA 3074, each transaction requires 384 bytes for the in-script
and 384 byes for the out-script, resulting in a 770-byte minimum-sized Bicoin
transaction.

6 Conclusion

In this paper, we propose a Bitcoin based incentive mechanism that can meet
the diverse requirements in a dynamic and distributed P2P environment. In our
incentive mechanism, intermediate nodes who contribute to a successful delivery
can obtain rewards from Bitcoin transactions. The transactions are verified by
the miners in a secure way by using commutative encryptions. A pricing strat-
egy is proposed to guarantee the security of our incentive mechanism. We also
employ a static game model to demonstrate the security strength of our incentive
mechanism.
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Abstract. The concept of Smart Grid gains tremendous attention
amongst researchers and utility providers in recent years. One of the
challenges is to establish a secure communication architecture among
smart meters, utility companies, and third-party service providers, whilst
address the prevalent security and privacy concerns. In this paper, we
propose a communication architecture for smart grids, and design a
scheme to secure the data communications among smart meters, utility
companies, and third-party service providers by employing Decentral-
ized Ciphertext-Policy Attribute Based Encryption (CP ABE) to store
the data in ciphertext format, hence ensuring data security. The archi-
tecture we proposed is high scalable since the decentralized feature. Also,
our architecture achieves an role-based access control by employing an
access control LSSS matrix that describes the attributes required to
access the data. We analyze the proposed scheme, and argue that it
provides message authenticity and collusion resistance, and is efficient
and feasible.

Keywords: Smart meters · Smart grids · Secure communication mech-
anisms · LSSS · Bilinear maps · Attribute-based cryptosystem

1 Introduction

In smart grids, advanced technologies such as sensing, control, digital communi-
cations, and networking, are merged into the power transmission and distribution
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systems to effectively and intelligently control and monitor the power grid. The
smart grid will bring new features into the power grid: renewable-based gener-
ation, demand-response, wide area protection, smart metering, etc. [1]. During
the periods of peak energy consumption, utility companies can send alerts to
notify consumers the current price and may further ask consumers to reduce
their power consumption by temporarily turning off some devices [2]. On the
other hand, for safe operations, certain critical control actions should be sent
from the control center to smart meters and expect immediate executions. Fur-
thermore, wide area protection schemes are being deployed to prevent cascaded
failures and provide better interconnections. Despite the attractive features pro-
vided by Smart Grid technologies, it still presents challenges, especially in cyber
security and privacy [3].

In order to authenticate the utility companies (control centers or other parties
involved in the system) whenever messages or control commands are sent to
smart meters, multicast authentication schemes such as Biba, and OTS [1,4]
were proposed. Data aggregation schemes based on homomorphic encryption,
secret sharing [5,6], and other technologies [7–10], were proposed to aggregate
consumers’ data and to protect customers’ privacy; However, the above schemes
are still possible to extract users’ usage patterns from the data uploaded by
smart meters every 15 min. Similarly, third-party service providers may need
to collect electricity usage records of smart devices. The customer’s data have
tremendous value. It is the customers’s decision whether to disclose electricity
usage of a smart devices or not, and customers should have the right to decide
who has the accessibility to their data.

Recently, a data repository is proposed [6,11] to store all customers’ data and
distribute them to the third-party service providers under the supervision of a
fine-grained access control model. It is desirable to have a data repository that
store the massive data generated by the smart meters due to the fact that the
computation and storage power of the smart meters are more limited. In such a
case, it is the data repository’s responsibility to enforce the access control policies
and distribute customers’ data under their willing or based on related regula-
tions and laws, which certainly put tremendous burden to the data repository
server since the compromise of the data repository server reveals all the data.
To mitigate the burden of data repository, we can store encrypted data and even
the data repository itself has no access to the data, we propose a communication
architecture for smart grids based on Decentralized Ciphertext-Policy Attribute-
based Encryption [12] to store data in ciphertext format, achieve a role-based
access control and easily support the multicast of the customers’ data.

In our proposed scheme, every entity has a globally verifiable identifier (GID)
and a set of attributes that describe its identity. Smart meters can encrypt
a data item and control the access of the data by specifying an access struc-
ture. Encrypted data are stored on data repository along with the corresponding
access structure that indicates who has the access to the data. All the data stored
are encrypted, which indicates that the data remains private even if the data
repository server is compromised. Furthermore, since the access of a data item
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is described by an access structure specified by the sender, a Role Based Access
Control (RBAC) is achieved, and we don’t need further software based access
control and we significantly reduce the trust we put on the data repository.

The contribution of this paper can be summarized as:

– We propose a secure and scalable communication model involving multiple
authorities (key generation centers), smart meters, data consumers, and data
repository for Smart Grid systems. Our scheme emphasize customers’ control
on their privacy, which is their energy consumption data. And authorities in
our architecture are fully decentralized, which is more secure and scalable.

– We employ Decentralized CP ABE to provide role based access control to the
data generated by smart meters, and analyze the efficiency and feasibility of
our proposed scheme. In particular, we discuss the security of the proposed
scheme from different views like resistant against collusion attacks, message
authenticity and so on.

– We evaluate the performance of the proposed scheme in terms of communi-
cation cost, computation cost, and storage overhead.

The remainder of this paper is structured as follows. In Sect. 2, we discuss the
related work. In Sect. 3, we introduce the system model and outline the required
preliminaries. Section 4 propose a secure communication scheme to ensure access
control for the sensitive data. Section 5 gives the correctness and security analy-
sis, followed by the conclusions in Sect. 6.

2 Related Work

Shamir [13] suggested the identity-based signature scheme. But it was Boneh
and Franklin who proposed the first usable identity based encryption (IBE)
mechanism [14], which is provably secure in the random oracle model. Later,
several IBE schemes [15,16] are proposed to work without random oracles, but
under a weaker Selective-ID model [15].

One of the primary original motivations for Attribute-Based Encryption
(ABE) is to design an error-tolerant (or Fuzzy) identity-based encryption scheme
[17] that could use biometric identities. A more general idea called key-policy
attribute-based encryption (KP ABE) was proposed by Goyal et al. [18] to
embed a general secret sharing scheme for a monotonic access tree instead of
the Shamir secret sharing scheme used in [17]. In KP ABE, data is associated
with a set of descriptive attributes and a users’ key has a monotonic tree-access
structure. As long as the data’s attributes pass through the users’ tree-access
structure, the user can decrypt the ciphertext.

In smart grids, potential security problems in networking lie in the subjects
of sensor networks [19], wireless networks [20], and the Internet. Liu et al. [21]
investigated cyber security and privacy in smart grids, pointing out further study
areas to enhance the security level of the grids. For wired networks, multiple net-
working security technologies can be utilized to secure the smart grids. Zhongwei
et al. [22] claimed that Ethernet Passive Optical Networks (EPON) would be a
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promising solution for smart grid broadband access networks, and proposed a
secure communication protocol for the EPON by using identity-based cryptog-
raphy, which generates a public key from an arbitrary data string, and binds
the corresponding private key with the information. This work lacks a perfor-
mance analysis in terms of package overhead and scalability, and does not discuss
how to setup a key distribution center. In this paper, we emphasize customers’
control on their own data by specifying an access structure for each data item
and encrypt the data with the Decentralized CP ABE [12] scheme, which is
more scalable and realistic than CP ABE schemes [23,24]. Our scheme can be
expanded to facilitate anonymity, data aggregation, and message authentication
based on identity-based signature, and so on.

3 System Model and Preliminaries

In this section, we present our system model and the required preliminary
knowledge.

3.1 System Model

We consider a Smart Grid communication architecture depicted in Fig. 1. There
are four major entities in this system: Attribute Authorities, Smart meters, Data
Repository, and Data Consumer. Data Consumer mainly refers to Utility Com-
panies (UC) and Third-Party Service Providers (TPSP). In the following sub-
sections, we summarize the major functions of each entity.

Fig. 1. A communication architecture in smart grid systems.

Attribute Authorities (AAs). The AAs are used to generate and distribute
keys for smart meters and data consumers. Keys play an essential role in our
architecture since only with a proper set of keys, the data receiver can decrypt
the data encrypted under an access structure, which describes the combination
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of attributes required to access the data. Each Attribute Authority processes
its own set of attributes. For example, an AA in Los Angles, CA may issue
attribute “Los Angles, CA” to a third-party air conditioner service provider.
And there is an AA in Washington DC that issue this third-party air conditioner
service provider attribute “Air Conditioner Service Provider”. A third-party ser-
vice provider with keys to attributes {“Air Conditioner Service Provider”, “Los
Angles”} will be able to decrypt the date with the access structure (“Air Condi-
tioner Service Provider” AND (“Los Angles, CA” OR “Washington, DC”)). One
have to notice that in reality, there are multiple attribute authorities around the
world and they may have no idea of each other’s existence. To request a key for
attribute“Los Angles, CA”, the third-party service provider should send his glob-
ally verifiable identifier (GID) to the AA in Los Angles, CA. And then, after the
verification of the requester’s identity, the AA will generate the corresponding
key, which will associated with the requester’s (in most of the case, the requester
in our paper refers to the Data Consumer, which will be introduced later) GID
to prevent collusion attack. The verification of requester’s identity can be done
in other proper channel, which is beyond the discussion of this paper. For exam-
ple, the requester can go to AA’s office with the proofs that they are qualified
for the attributes requested. Due to the fact that the AAs are distributed, our
architecture is highly scalable.

Smart Meters. Smart meters are the key elements in the power system. In our
architecture, smart meters mainly encrypt customer’s home energy consump-
tion data and upload it to the data repository. Customers can configure the
smart meter and specify data consumer’s access to the data. According to cus-
tomer’s settings, the smart meter will construct an access structure, for example:
(“Air Conditioner Service Provider” AND (“Los Angles, CA” OR “Washington,
DC”)), encrypt the data with the access structure, which actually is a LSSS
matrix [25]), and then upload the encrypted data to the data repository.

Data Consumers. Data Consumers refer to Utility Companies (UC) and
Third-Party Service Providers (TPSP). A UC can send consumption related
instructions and emergency/error notifications to smart meters and collect sub-
hourly power usage reports. It can also interact with smart meters in regulating
power consumption levels. For example, to reduce power loads during peak hours,
a UC can instruct smart meters to limit their usage. It can then be up to the
smart meters to regulate their household devices. This approach hides individ-
ual devices from the UC and protects user privacy. A TPSP could be a device
manufacture that may need to upgrade the software of a device.

Data consumers have its own GID and acquire the keys to attributes from dif-
ferent AAs. GID will be “bound” to the keys issued by AAs to prevent collusion
attack, which will be explained in Subsect. 5.2.

Data Repositories. The Data Repository is used to store the encrypted data
uploaded by smart meters. The data repository is only responsible for correctly
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store the data and response to data consumer’s request. It can have several data
storage centers. Processing can be done by one or more data processors, which
can provide efficient search and help to organize the data in databases. Any
technologies that facilitates a efficient storage can be adopted as long as data
are stored correctly.

3.2 Preliminaries

We now introduce preliminaries for the cryptographic primitives used in this
paper.

Bilinear Maps. Let G1 and G2 be two bilinear groups of prime order p, and
g be a generator of G1. Our proposed scheme makes use of a bilinear map:
e : G1 × G1 → G2 with the following properties:

1. Bilinear: A mapping e : G1 ×G1 → G2 is bilinear if and only if for all P,Q ∈
G1 and all a, b ∈ Zp, there is e(P a, Qb) = e(P,Q)ab. Here Zp = {0, 1, . . . , p−1}
is a Galois field of order p.

2. Non-degeneracy: The generator g satisfies e(g, g) �= 1.
3. Computability: There is an efficient algorithm to compute e(P,Q) for any

P,Q ∈ G1.

Access Structure. Let {P1, ..., Pn} be a set of parties. A collection A ⊆
2{P1,...,Pn} is monotone if ∀B,C: if B ∈ A and B ⊆ C, then C ∈ A. An
access structure [25] (respectively, monotone access structure) is a collection
(respectively, monotone collection) A of non-empty subsets of {P1, ..., Pn}, i.e.,
A ⊆ 2{P1,...,Pn}\{}. The sets in A are called the authorized sets, and the sets not
in A are called the unauthorized sets.

In our architecture, attributes will play the role of parties and we will only
consider monotone access structures. However, more general access structures
can be realized, though inefficiently, by letting the negation of an attribute be a
separate attribute (this doubles the total number of attributes).

Linear Secret-Sharing Schemes: Instead of use Shamir Secret-Sharing and
polynomial interpolation reconstruction, we use linear secret-sharing schemes
(LSSS) [25].

Linear Secret-Sharing Schemes: A secret sharing scheme Π over a set of parties
P is called linear (over Zp) if

1. The shares for each party form a vector over Zp.
2. There exists a matrix A called the share-generating matrix for Π. The matrix

A has � rows and n columns. For all x = 1, ..., �, the xth row of A is labeled
by a party ρ(x) (ρ is a function from {1, ..., �} to P). When we consider the
column vector v = (s, r2, ..., rn), where s ∈ Zp is the secret to be shared and
r2, ..., rn ∈ Zp are randomly chosen, then Av is the vector of � shares of the
secret s according to Π. The share (Av)x belongs to party ρ(x).
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Linear Reconstruction Property: suppose that Π is an LSSS for access structure
A. Let S denote an authorized set, and define I ⊆ {1, ..., �} as I = {x|ρ(x) ∈ S}.
Then the vector (1, 0, ..., 0) is in the span of rows of A indexed by I, and there
exist constant s{ωx ∈ Zp}x ∈ I such that, for any valid shares {λ}x of a secret s
according to Π, we have:

∑
x∈I ωxλx = s. These constants {ωx} can be found in

polynomial time with respect to the size of the share-generating matrix A [25].

4 Secure Communication Scheme

We propose a secure and flexible communication scheme, which is based on
decentralized CP ABE [12], to secure the messages when Data Consumer com-
municates with Smart Meters and Data Repository to get the power usage and
other information. For example, a smart meter may specify the following access
structure, which is a boolean formula, for a data item: (“Air Conditioner Service
Provider” AND (“Los Angles, CA” OR “Washington, DC”)), which indicates
that only the air conditioner service providers in Los Angles, CA or Wash-
ington, DC have the access to this data. Thus an air conditioner maintenance
company located in Washington DC with a set of attributes {Washington DC,
Air Conditioner Service Provider} has an access to the data mentioned above.
Note that all the data stored in data repository are encrypted. Also note that
the access right of a data item is described by an LSSS Matrix, converted from
boolean formulas that specified by the customer’s smart meter, indicating that
Role Based Access Control (RBAC) is achieved.

Our scheme consists of five Algorithms. Algorithms 1 and 2 are the system
initialization and authority setup separately. System initialization is a global
setup that only perform once. Authority setup can be run every time a new
authority joins the system. Algorithm 3 is executed by attribute authorities to
generate private keys for the data consumers based on the attributes acquired.
Note that Algorithm 3 is performed by an authority. If a data consumer wants
to obtain keys of attributes from different authorities, each and every authority
will run Algorithm 3 to generate keys for the data consumer. The encryption
procedure is detailed in Algorithm 4 to encrypt a message/data M whose access
control is specified by an LSSS matrix A (We will firstly convert the boolean
formula T to LSSS matrix A). This algorithm is performed mainly by smart
meters to encrypt their data before uploading to the data repository. Algorithm5
implements decryption and authentication, which should be executed by data
consumers to get the plaintext data based on their attributes since they receive
only encrypted data from data repository.

The following procedure illustrates how a data consumer obtains the data
intended to him: A smart meter encrypts the data of its household devices using
Algorithm 4, and then sends the encrypted data to a data repository at a regular
interval. When the data consumer possessing keys for attribute set S wants to
read the plaintext data, the following steps need to be performed:

1. The attribute authority executes Algorithm3 to compute private keys for
corresponding attributes Ki,GID = gαi

i H(GID)yi for the data consumer;
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Algorithm 1. System Initialization

1: Select a bilinear group G of order N = p1p2p3.
2: Select a generator g1 of Gp1 .
3: A Hash function H : {0, 1}∗ → G that maps global identities GID to elements of

G. The function H is modeled as a random oracle.
4: Publish GP = {N, g1} and H.

Algorithm 2. Authority Setup (GP)
Inputs: GP

1: for Each attribute i belongs to the authority do
2: chooses two random exponents αi, yi ∈ ZN .
3: calculates {e(g1, g1)

αi , gyi
1 }

4: end for
5: Publishes PKj = {e(g1, g1)

αi , gyi
1 ∀i} as its public key.

6: Keeps SK = {αi, yi∀i} as its secret key.

Algorithm 3. Key Generation (GID, {i}, SK, GP)
Inputs: GID, {i}(the attributes requested by data consumer), SK, GP.

1: for Each attribute i request by the data consumer do
2: Calculate the key for attribute i.

Ki,GID = gαi
i H(GID)yi (1)

3: end for

2. The data repository sends the encrypted data CT to the data consumer as
requested;

3. Upon receiving CT , the data consumer executes Algorithm 5 to decrypt CT
and verify whether the message (plaintext) has been modified or not.

For the smart meter to encrypt the data, the smart meter will construct an
access tree based on customer’s specification and configuration. An access tree
will be transformed into a boolean formula [26]. The boolean formula T will then
be taken as an input of the function BooleanFormula2LSSS (root(T ), v, c, A, ρ()).
And the output will be the LSSS matrix with function ρ() mapping its rows to
attributes. Here is an example that demonstrates how the transformation works:

As it showed in Fig. 2, consider the formula A AND (D OR (B AND C)).
The root AND node of this tree is labeled (1). Its left child, the leaf node corre-
sponding to A, is labeled (1, 1). Its right child, the OR node, is labeled (0,−1).
The left child of the OR node corresponds to D and is labeled (0,−1). Its right
child is an AND node and is labeled (0,−1). The left child of the AND node,
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Algorithm 4. Encryption(M, T, GP, {PK})
Inputs: plaintext message M ; the boolean formula T , global parameter GP, and the
public keys for the attributes involved {PK}.

1: T is the boolean formula as an access tree, where interior nodes are AND and OR
gates and the leaf nodes correspond to attributes.

2: Let v = (1), which represents the root of T .
3: Let c = 1, which is a counter that used during the converting process.
4: A is the LSSS matrix, initialized to null; ρ() is the function that mapping its rows

to attributes.
5: BooleanFormula2LSSS(root(T ),v, c, A, ρ());
6: Pads shorter ones in A with 0’s at the end form a n × � matrix.
7: Chooses a random s ∈ ZN .
8: Chooses a random vector vr ∈ Z

�
N with s as the first entry.

9: Let λx = Ax · vr, where Ax is row x of A
10: Chooses a random vector ω ∈ Z

�
N with 0 as the first entry.

11: Let ωx = Ax · ω, where Ax is row x of A
12: Computes the first part of ciphertext C0 = Me(g1, g1)

s;
13: for each row Ax in A do
14: Chooses a random rx ∈ ZN

15: Computes the cihpertext as:

C1,x = e(g1, g1)
λxe(g1, g1)

αρ(x)rx , (2)

C2,x = grx
1 , C3,x = g

yρ(x)rx

1 gωx
1

16: end for
17: The ciphertext CT = (C0, C1,i, C2,i, C3,i∀i as rows of A)
18: Computes MA = e(H(M |e(g1, g1)s), g1) as message authentication
19: The message CK consists of {A, ρ(), CT, MA}
20:
21: function (BooleanFormula2LSSS (node, v, c, A, ρ()))
22: if node is an AND gate then
23: pads v with 0’s (if necessary) to make it length of c;
24: labels the left child with the vector v|1; // | means concatenation;
25: labels the right child with the vector (0, ..., 0)| − 1, where (0,...,0) denotes

the zero vector of length c;
26: c = c + 1;
27: else if node is an OR gate then
28: labels the left child and the right child with the vector v;
29: end if
30: for node’s children node as nc do
31: if nc is an attribute then
32: A.push(v); // add v to the end of matrix A
33: adds the mapping ρ(v) = nc;
34: else if
35: then BooleanFormula2LSSS(nc,v, c, A, ρ())
36: end if
37: end for
38: end function
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Algorithm 5. Decryption (CK, {Ki,GID}, GP, (A, ρ))
Inputs: A ciphertext CT , the secret keys {Ki,GID}, GP, (A, ρ), MA.

1: Calculates H(GID);
2: if the decryptor has the secret keys {Kρ(x),GID} for a subset of rows Ax of A such

that (1,0,...,0) is in the span of these rows then
3: for each such x do

C1,x · e(H(GID), C3,x)

e(Kρ(x), GID), C2,x
= e(g1, g1)

λxe(H(GID), g1)
ωx (3)

4: end for
5: else Return ⊥;
6: end if
7: Chooses a constants cx ∈ ZN such that

∑

x

cxAx = (1, 0, ..., 0) (4)

8: Compute:

∏

x

(e(g1, g1)
λxe(H(GID), g1)

ωx)cx = e(g1, g1)
s (5)

//Recall that λx = Ax · vr and ωx = Ax · ω, where vr · (1, 0, ..., 0) = s and ω ·
(1, 0, ..., 0) = 0

9:

M ′ =
C0

e(g1, g1)s
(6)

10: if e(H(M ′|e(g1, g1)s), g1) = MA then
11: M’ = M, the message is valid;
12: end if

which corresponds to B, is labeled (0,−1, 1), and the right child, corresponding
to C, is labeled (0, 0,−1).

Note that the decryption process employs the keys for attributes set S to
match the LSSS matrix A carried by CT . The LSSS matrices in your scheme
was in ZN , where N = p1p2p3 is a product of three distinct primes. The S
is matched if the rows of the access matrix A labeled by elements in S have
the vector (1, 0, ..., 0) in their span modulo N . And for the unmatched set S,
the corresponding rows of A do not include the vector (1, 0, ..., 0) in their span
modulo the individual prime factors of N . In Fig. 2, {A, D} and {A, B, C} are
matched sets and for example, {B, C, D} is a unmatched set.
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Fig. 2. An example of boolean access structure and its LSSS matrix

5 Correctness and Security Analysis

In this section, we prove the correctness and security of the scheme, analyze its
security from the aspects of collusion resistance, authenticity and defend against
other attacks. Due to the space limited, the performance evaluation is omitted
here, we will evaluate our scheme performance in terms of storage overhead and
time complexity in the extended version.

5.1 The Correctness of the Proposed Scheme

In this subsection, we show that the scheme is indeed feasible, correct and secure.
If there are indeed n attributes involved in the encryption, the LSSS matrix

will have n rows. The Ciphertext length grow linearly with the amount of
attributes involved, so does the key size, encryption and decryption time. For a
cryptography scheme that has linear computational cost, it is feasible.

In Algorithm 5, if the decryptor found a matched subset that has (1, 0, ..., 0)
in the span, for each row in this subset, Eq. (3) will be performed. Later cx in
Eq. (4) will be found in time polynomial in the size of the LSSS matrix [25].
With Eqs. (5) and (6), we have

M ′ =
C0

∏
x(e(g1, g1)

λxe(H(GID), g1)ωx )cx
=

C0

e(g1, g1)
∑

x λxcxe(H(GID), g1)
∑

x ωxcx

=
C0

e(g1, g1)
∑

x(Axvr)cxe(H(GID), g1)
∑

x(Axω)cx

=
C0

e(g1, g1)vr
∑

x(Axcx)e(H(GID), g1)ω
∑

x(Axcx)

=
C0

e(g1, g1)vr·(1,0,...,0)e(H(GID), g1)ω·(1,0,...,0)
=

C0

e(g1, g1)s

If e(H(M ′|e(g1, g1)s), g1) = MA, then the massage decrypt correctly.
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5.2 Security Strength

In this subsection, we analyze the security strength of the proposed scheme by
examining how it can counter possible major attack.

Collusion Attack Resistance. The key challenge in building a attribute based
encryption scheme is to prevent users (data consumers) from colluding each
other. For example, if the data has an access structure (“Air Conditioner Service
Provider” AND (“Los Angles, CA” OR “Washington, DC”), we don’t want it
to be accessible to a pair of unauthorized users, where one has {“Los Angles,
CA”} and the other has {“Air Conditioner Service Provider”}. Neither user is
actually an authorized user to this data.

The global identity, GID in our proposed scheme is the key component
to defend against collusion attack. The decryption algorithm Algorithm5 will
recover a target group element of the form e(g1, g1)λx · e(g1,H(GID))ωx (which
is the Eq. (3). This group element first contains a secret share λx of a secret
s in the exponent, and these shares can be combined to recover the message.
At the same time, these will each be blinded by a share ωx which is a share of
0 in the exponent with base e(g1,H(GID)). The decryption algorithm should
reconstruct the secret s and unblind it (which means to cancel the H(GID))
in parallel. If two users with different global identifiers GID, GID’ attempt to
collude, the cancellation (which is the Eq. (5) will not work since the ωx shares
will have different bases.

6 Conclusion and Future Work.

In this paper, we present an efficient attribute-based encryption scheme, which
is a one-to-many encryption method. In other words, the message is meant to
be read by a group of users that satisfy certain access control rules in the Smart
Grid.

Our future research lies in the following directions: design a decentralized
CP ABE scheme with constant size of ciphertext length to reduce the storage
and communication cost. Examine more attacks on the architecture we proposed
and defend those attacks. Cooperate our current scheme with other broadcast
authentication schemes and signature schemes to make a more comprehensive
and applicable architecture.
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Abstract. Recently, the physical layer security technologies based on
artificial noise and beamforming has been getting in focus. Although
those schemes provide an idea to design security policies for wireless
networks, most existing works mainly concentrate on the secrecy capac-
ity analysis for known Channel State Information (CSI) of eavesdrop-
pers, as well as the corresponding power allocation and algorithm opti-
mization. Since the eavesdroppers may hide their own personal state
information and steal confidential message in the wireless networks, we
investigate the space power synthesis for multiple jamming signal in this
work, so as to achieve the cooperative jamming in the case of unknown
CSI. According to the superposition principle of various electromagnetic
waves in space, the multiple jammers-based anti-eavesdropping model
is formulated. Taking into account the free space fading, we study the
total impact caused by the jammers with different locations in a limited
region, and present the corresponding schemes to minimize the synthetic
jamming power of all jammers at the legitimate user. Numerical simula-
tion results demonstrate that our solutions to the cooperative jamming
problem can make the strength of the synthesized interference power
at the legitimate user be the lowest value in a confined region. Based
on this, we can improve the system secrecy capacity when the CSI of
eavesdropper is unknown.

Keywords: Power synthesis · Cooperative jamming · Channel state
information · Security capacity · Physical layer security

1 Introduction

In wireless networks, the spectrum utilization, transmission rate and so on
are very important [1–3], but the security of communication can not be
ignored. Security has attracted widespread concerns due to the presence of the
c© Springer International Publishing AG 2017
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eavesdropper. Traditionally, the existing works solved this issue by using crypto-
graphic approaches when they assumed that the physical (PHY) layer provides
a reliable communication [4]. However, the cryptographic approaches may fail to
protect the messages on the one hand due to the increasingly powerful comput-
ing capacity of the eavesdroppers. On the other, the hypothesis of the reliable
wireless link is hard to achieve because of the openness and broadcasting. Thus,
it is not sufficient to ensure information security only exploiting the encryption
communication. To deal with this, the PHY layer security [5], as a complement
technology to the existing security schemes, is proposed without compromising
the existing cryptographic-technique-based security protection.

PHY layer security approaches aim to protect the transmission security via
preventing the eavesdroppers from correctly decoding the intercepted signals
[4,6]. In addition to increasing throughput [7,8], secrecy capacity has also been
taken seriously, which is defined as the maximum rate difference between the
legitimate transmitter-receiver channel and the transmitter-eavesdropper chan-
nel [9]. A great amount of effort has been put to improve the secrecy capacity
in existing research, among which the main solution is to generate noise signals
that can be eliminated at the legitimate receiver but cannot be eliminated at
the eavesdroppers so as to degrade the transmitter-eavesdropper channel [10].
However, most of the existing works for the friendly jamming strategies are pre-
sented based on the known channel state information (CSI) of eavesdroppers.
In fact, legitimate nodes in wireless networks have difficulties in obtaining any
information of eavesdroppers because of the passive receiving mode. Therefore,
the assumption in above security schemes is impractical.

Considering the unknown CSI of eavesdroppers, we investigate the space
power synthesis in this paper, so as to achieve hidden communication via the
PHY layer. In general, a variety of friendly jamming signals with different trans-
mission parameters are superimposed in wireless network space, which results
in the enhancement or weakening of the jamming signals. Therefore, in order
to null the interference for the legitimate receivers as well as ensure adequate
interference for eavesdroppers during the cooperative jamming, it is important
to find the enhancing or the weakening points in the space. The contribution of
our work can be summarized as below.

– Considering the different interference threshold for the legitimate users and
the eavesdroppers, a novel cooperative jamming strategy based on the space
power synthesis is proposed in the case of unknown CSI of eavesdroppers.

– We formulate the signal power synthetic problem based on the analysis of
electromagnetic waves emitted by different antennas in wireless space.

– For different physical locations of the jammers, a series of solutions for the
problem is investigated from the aspects of the number of the jammers, the
initial phase current, and the transmission parameters of each jammer.

The remainder of this paper is organized as follows. The related work is
summarized in Sect. 2, followed by the system model and the corresponding
problem formulation in Sect. 3. For the various physical location and different
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transmitted parameters of the jammers, Sects. 4 and 5 present the existence and
uniqueness of solution for the cooperative jamming system model, respectively.
Next, we demonstrate the synthetic power graphs from the aspect of various
transmission parameters and locations of the jammers through several numerical
simulations in Sect. 6. Finally, our conclusion is presented in Sect. 7.

2 Related Work

According to the earliest work on the concept of secrecy capacity, Wyner pre-
sented a trade-off curve between transmission rate and equivocation of data in
[9] for the novel wiretap channel model. He claimed that the transmission in this
situation is accomplished in perfect secrecy if the equivocation is equal to the
entropy of the data source. Back in 2005, Negi and Goel first proposed a method
in [11] which was to use artificial noise to degrade the eavesdropper’s channel
while not affecting legitimate users. They suggested that the primary objective
of this was to maximize the system secrecy capacity.

To achieve the optimal PHY layer security via friendly jamming, there are
some studies focusing on the design of cooperative jamming process, artificial
noise generation and performance analyses in basic network models [10,12,13].
After that, a series of latest researches on the topic were absorbed in the complex
optimization problems of the secrecy capacity for various wireless environment.
In [14], Oggier calculated the perfect secrecy capacity of the MIMO wiretap
channel, where the number of antennas is arbitrary for the entities in the net-
work. To find the optimal solution for the power constraints wireless networks, Li
et al. in [15] maximized the secrecy capacity based on the geometric program-
ming, and extended their work to the cognitive Internet of Things to design a
novel cooperative jamming scheme to encourage the helper by employing energy
harvesting technology [16]. The similar work in [17] investigated cooperative
secure communications in consideration of clean relaying process. Moreover, in
[18], authors intended to design a jamming noise transmit strategy for the sec-
ondary users in the cognitive radio networks to maximize the secrecy rate. How-
ever, those existing works required knowing CSI between the legitimate transmit-
ter and the eavesdroppers. The reason of the assumption is that the optimization
needs to exploit the received Signal-to-Interference-plus-Noise-Ratio (SINR) at
eavesdroppers to calculate the wiretap channel capacity via Shannon Theorem.

Obviously, the above assumption of the known CSI to compute secure capac-
ity is impractical. The eavesdroppers in wireless network are often in the passive
receiving state and do not actively transmit signals, so that they cannot be aware
by the legitimate users. Therefore, the traditional friendly jamming schemes on
optimize secrecy capacity are no longer applicable. In [19], Vilela et al. presented
a more practical method, in which the authors considered path-loss and fading
effects of the wiretap channel to obtain the statistical CSI. As an extension of
this work, [20] minimized the unsecured area in considering the eavesdroppers
statistical mode. Moreover, Li et al. in [21] also introduced the channel uncer-
tainty into the optimization of secrecy capacity, and attempted to analyze the
effect of channel state on secure communication performance.
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Nevertheless, the study on cooperative jamming scheme in unknown CSI of
eavesdroppers is still a crux for PHY layer security. Thus, differing from the
aforementioned jamming strategies, we intend to employ space power synthesis
to design the secure communication in that case. To the best of our knowledge,
this work we put forward in the paper provides a pioneering direction that has
not been studied in the PHY layer security issue based on cooperative jamming.

3 System Model and Problem Formulation

3.1 System Model

Considering a free-space path propagation model in Fig. 1, a transmitter Tx
wants to communicate with the legitimate receiver Rx in a confined region.
However, one or more illegal receivers in the region, Ev, attempt to eavesdrop
that information. In order to prevent the eavesdropping behavior, the legitimate
users intend to select N nodes as jammers, Jmi, i = 1, 2, · · · , N , to broadcast
jamming signals during the data transmission. In that case, eavesdroppers cannot
decode or even receive the secrecy signals.

Tx Rx

Jm1

Jm2 JmiEv

Ev

Fig. 1. The cooperative jamming model with multiple jammers.

The goal of our model is to increase the SINR of the legitimate receiver and
decrease that of the the eavesdropper. In other words, we should minimize the
synthetic power of the jamming signals emitted by Jmi, i = 1, 2, · · · , N at Rx,
as well as to ensure a certain interference temperature in the confined region.
Therefore, the secrecy capacity in that case of unknown eavesdroppers’ CSI can
be improved because the synthetic jamming power at the legitimate receiver is
much lower than elsewhere of the region.

3.2 Problem Formulation

Assuming that current of the ith antenna with length L is Ii, we can derive the
far electric field strength of emitted signal from n antennas to the target based
on the principle of antenna and electromagnetic wave, i.e.,
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Eθ =
n∑

i=1

fi(θ, φ)IiLη

2λri
ej(βri+ϕi)ejωt, (1)

where fi(θ, φ) is defined as the directivity function of the ith antenna, ϕi repre-
sents the initial phase, and λ denotes the wavelength of transmitted signal. ri is
the distance from the the antenna to the target, and η and β are the parameters
for the wave impedance of the medium and the phase constant. Besides, ω and
t denote frequency and time.

Without loss of generality, all the antennas have the same length L = λ
4

as well as the same signal wavelength. The wave impedance of the medium
η = 120π, and the directivity of an antenna is only in two-dimensional space,
i.e. θ = π

2 and fi(θ, φ) = sin θ = 1. Thus, (1) can be simplified as below.

E =
n∑

i=1

Aie
j(βri+ϕi)ejωt (2)

where Ai = 15πIi
ri

is the amplitude of ith jamming signal.
According to the Poynting theorem and Maxwell equation, the synthetic

power density is

Pr =
1
2
Re (E × H∗) =

E2

2η
(3)

where H = E
η , is the superposition magnetic field strength.

Obviously, the synthetic power density of the target is proportional to the
square of the amplitude of the synthetic electric field strength, i.e.

Pr ∝ |E|2 (4)

Therefore, the size of the electric field is related to several factors, including the
number of jammers n, the antenna current for each jammer Ii, the distance from
the antenna to the target ri, and the initial phase ϕi.

So far we have built the power synthesis-based cooperative jamming model
to increase secrecy capacity in the case of unknown eavesdroppers’ CSI. Next, we
need to analyze the effect of these factors on Pr, so as to minimize the synthetic
power at Rx.

4 The Existence of Fundamental Solution

Ideally, we expect the minimum synthetic power at Rx to be zero but not else-
where. It goes without saying that this goal cannot be achieved by a single
jammer with single antenna. To further study the proportional relationship in
(4), we present the following lemma for the system with two jammers.
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Lemma 1. Considering a cooperative jamming system with two friendly jam-
mers, the synthetic power density is proportional to the square of two signal
superimposed amplitude, i.e.

Pr ∝ A2 = A2
1 + A2

2 + 2A1A2 cos(�φ) (5)

where �φ = ϕ2 − ϕ1 + β(r2 − r1) is the corresponding phase difference.

Proof. According to (2), the synthetic electric field intensity for the two jammers
system is

E =
15πI1

r1
ej(βr1+ϕ1)ejωt +

15πI2
r2

ej(βr2+ϕ2)ejωt,

which can be decomposed into a real part and an imaginary part via Euler
formula, i.e.

E = Re(E) + jIm(E), (6)

By using the Rotation Vector algorithm, (6) can be derived as

E = Acos(ωt + ϕ) + jAsin(ωt + ϕ) = Aej(wt+ϕ) (7)

where A is the two signal superimposed amplitude, and ϕ is the corresponding
superimposed phase. Due to the proportion between Pr and |E|2 as shown in
(4), formula (5) holds and Lemma 1 has been proved.

Using the mathematical induction, the synthetic power in the scenario of multiple
jammers should also be proportional to the square of multiple signal superim-
posed amplitude. Due to Lemma 1, it is important to find the suitable jammers
with optimal initial emitted phases and currents when the location of Rx is
certain, so as to solve the optimization problem.

As previously described, the synthetic power at Rx should be null. In that
case, the initial emitted phases and currents should satisfy two conditions.

Phase condition: �φ = (2k + 1)π k ∈ Z (8)

Amplitude condition:
I1
r1

=
I2
r2

(9)

As a result of this, we learn that the synthetic power density can be nulled
at Rx as long as the phase and amplitude conditions hold.

5 The Uniqueness of Solution

As explained in Sect. 4, we learn that there exists at least one solution, which can
make the synthetic power density be zero at Rx. However, it is still a problem
whether to exist other zero points in the rest of the confined region. The analysis
in this section is to prove the uniqueness of the solution.
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k=3
k=2
k=1
k=0

zero point

Fig. 2. Zero points location diagram.

Here, we still follow the phase and amplitude conditions in (8) and (9) for
the two jammers system. Thus, the distance r1 and r2 is computed by

{
r1 = (2k+1)π+ϕ1−ϕ2

β(I2−I1)
I1

r2 = (2k+1)π+ϕ1−ϕ2
β(I2−I1)

I2
(k ∈ Z) (10)

If we take the locations of every jammer as the center of each circle with the
corresponding radius ri, (i = 1, 2), as shown in Fig. 2, the intersection of the two
circles is the position of the zero point. Obviously, the two circles for each k may
have two intersections, i.e. two zero points. Note that there are two identical
intersections when the two circles are tangent.

From this perspective, our goal is to make the solution unique. According to
the various positional relationship between jammers and the legitimate receiver,
we provide different analyses as below.

5.1 Rx Is Collinear with Two Jammers

For the collinear scenario, we should consider two different relative position,
which are the externally-tangent and internally-tangent. Assume that di,j , i, j ∈
{Rx, Jm1, Jm2} is the distance between node i and node j. Here, we provide
Lemmas 2 and 3 to illustrate the uniqueness of solution in this case.

Lemma 2. When there exists a externally-tangent point of two jammers with
r1 and r2 based on (8), we cannot find other intersection points along with the
increase of k, if and only if

λ > λext = dJm1,Jm2 + dRx,Jm1 − dRx,Jm2 (11)

where dRx,Jm2 > dRx,Jm1 .

Proof. Assuming dRx,Jm2 > dRx,Jm1 , the phase and amplitude conditions in (8)
and (9) can be rewrote as below.

I2 =
dRx,Jm2

dRx,Jm1

I1 (12)
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�φ = ϕ2 − ϕ1 + β(dRx,Jm2 − dRx,Jm1) = (2k + 1)π (13)

where dRx,Jm2 = (2k+1)π+ϕ1−ϕ2
β(I2−I1)

I2 and dRx,Jm1 = (2k+1)π+ϕ1−ϕ2
β(I2−I1)

I1.
Obviously, due to the externally-tangent point of two jammers, two circles

will be far away (no intersection) when decrease of k, as shown in Fig. 2. Yet,
with k increasing (e.g. �φ = (2k + 3)π), there is also no intersection, if the
distance difference between r1 and r2 satisfies

|r2 − r1| = r2 − r1 =
2π

β
+ (dRx,Jm2 − dRx,Jm1) > dJm1,Jm2

where r2 is larger than r1 because of dRx,Jm2 > dRx,Jm1 . Accordingly, we can
derive the condition of (11), and Lemma 2 has been proved.

Lemma 3. When there exists a internally-tangent point of two jammers with
r1 and r2 based on (8), we cannot find other intersection points along with the
decrease of k, if and only if

λ > λint = dRx,Jm2 − dRx,Jm1 − I2 − I1
I1 + I2

dJm1,Jm2 (14)

where dRx,Jm2 > dRx,Jm1 .

Proof. Similar to the proof of Lemma 2, when there exists a internally-tangent
point of jammers at Rx, the distance relationship among Rx and two jammers
is defined as below.

dRx,Jm2 − dRx,Jm1 = dJm1,Jm2

Also, when k decreases, i.e. �φ = (2k − 1)π, the sum of r1 and r2 satisfies

r1 + r2 =
(2k − 1)π + ϕ1 − ϕ2

β

I1 + I2
I2 − I1

< dJm1,Jm2

Thus, we can derive the condition of (14). In that case, the circle with r1 is in
the other circle with r2, and there is no intersection between two circles.

Accordingly, we can achieve the unique solution by adjusting different restric-
tions on λ in the case of collinear scenario.

5.2 Rx Is Not Collinear with Two Jammers

In this scenario, it is impossible to have two circles tangent at Rx, which means
we cannot achieve the unique solution by using two jammers. Nevertheless, we
can still ensure that there are only two zero points, so as to select two groups of
jammers to achieve the only zero point in the confined region.
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Lemma 4. Under the premise of satisfying (8) and (9), we can find two inter-
section points at most along with the changing k, if and only if

λ > max(λext, λint) (15)

Proof. Here, we still consider the scenario of dRx,Jm2 > dRx,Jm1 . According to
Lemmas 2 and 3, two circles no longer intersect when k increases if satisfying (11),
while there is not any intersection when k decreases if following (14). Therefore,
λ should be set to the largest one of the two inequalities.

According to Lemma 4, we have to select another two jammers that have two
intersection points. For the purpose of ensuring one zero point in the confined
region, we can deliberately set a coincident zero point for the two groups of inter-
section points. In that case, the jamming system of the two groups of jammers
(actually four jammers) have a unique solution at Rx.

5.3 A Special Case

Additionally, Rx may be located on the perpendicular bisector of two jammers,
i.e. dRx,Jm1 = dRx,Jm2 . In that case, the synthetic power at Rx can be nulled
as long as the two jammers satisfy (8) and (9).

However, the synthetic power of all points on the perpendicular bisector is
zero. For the purpose of the uniqueness of the solution, we also exploit two groups
of jammers, which is similar to the above subsection. In this way, the only zero
point is the intersection of two perpendicular bisectors of these jammers.

5.4 Other Cases for Unique Solution

Although the above analyses have provided the unique zero point in the case of
two jammers (or two groups of jammers) with different locations, there are still
other cases for the only zero point. Taking three jammers scenario for example,
we can also obtain only one solution for the system by the Rotation Vector
algorithm. Here, we only present the corresponding conclusion in this case.

{
A2

3 = A2
1 + A2

2 + 2A1A2 cos ϕ2,1

ϕ3 + βdRx,Jm3 − ϕ = (2k + 1)π

where ϕ = arctan A1 sin(βdRx,Jm1+ϕ1)+A2 sin(βdRx,Jm2+ϕ2)

A1 cos(βdRx,Jm1+ϕ1)+A2 cos(βdRx,Jm2+ϕ2)
, dRx,Jm3 represents the

distance between Rx and jammer 3, and ϕ2,1 = ϕ2 −ϕ1 +β(dRx,Jm2 −dRx,Jm1).
As long as the parameters of these three jammers satisfy the conditions

described above, we can obtain the unique zero point. Moreover, we can derive
similar conditions for other cases, which are omitted here.
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6 Numerical Simulation

In this section, we discuss several characteristics of synthetic jamming power in
the different scenarios. Here, nodes (including legitimate users and jammers) in
the confined region (2000 × 2000 m2) have different locations, while the eaves-
droppers are scattered in the region except for the location of legitimate receive.
For the different cases as described in the previous section, we provide heat map
which represents the synthetic power of every location. Accordingly, the effect of
jammers on the synthetic power is illustrated in the following figures, in which
the zero points have been marked by arrow.

Considering the collinear scenario, Fig. 3 presents the results when Rx locates
between two jammers but not on the their perpendicular bisector. Obviously,
there is more than one zero point if the parameters of two jammers do not
satisfy Lemma 2. Similarly, Fig. 4 shows an example for the case where the Rx
locates on the extension of two jammers. In that case, there is only one zero
point when Lemma 3 holds.

However, the wavelength λ of jamming signals is too large to hard to design.
Moreover, according to the hypothesis of far-field intensity in our work, the
conclusion of two jammers should satisfy the condition ri > df , where the far-
field distance df can be computed by Fraunhofer area. In that case, the large

(a) λ = 0.2,ϕ1 = 999π,ϕ2 = 0 (b) λ = 300, ϕ1 = 0, ϕ2 = π
3 (c) λ = 400, ϕ1 = 0, ϕ2 = π

2

Fig. 3. The effect of different λ of jammers on the synthetic jamming power. The
simulation parameters are set as follow. Rx, Jm1, Jm2 are located at (0, 0), (0, 150),
(0, −250), respectively. Besides, I1 = 3 A, I2 = 5 A.

(a) λ = 0.2,ϕ1 = 1999π,ϕ2 = 0 (b) λ = 150,ϕ1 = 5π
3 ,ϕ2 = 0 (c) λ = 200,ϕ1 = π,ϕ2 = 0

Fig. 4. The effect of different λ of jammers on the synthetic jamming power. The
simulation parameters are set as follow. Rx, Jm1, Jm2 are located at (0, 450),
(0, 150), (0, −50), respectively. Besides, I1 = 3A, I2 = 5 A.
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Fig. 5. Synthetic jamming power of
four jammers distribution diagram.
The simulation parameters are set as
follow. Rx, Jm1, Jm2, Jm3, and Jm4

are located at (0, 0), (144, −192),
(−256, −192), (−144, 192), (256, 192),
respectively. Besides, λ = 0.4 m, I1 =
I3 = 3A, I2 = I4 = 4 A, ϕ1 = ϕ3 =
0,ϕ2 = ϕ4 = pi.

Fig. 6. Synthetic jamming power of
three jammers distribution diagram.
The simulation parameters are set as
follow. Rx, Jm1, Jm2, and Jm3 are
located at (0, 0), (0, 500), (0, −500),
(300, 0), respectively. Besides, λ =
0.3 m, I1 = I2 = 3 A, ϕ1 = ϕ2 = 0.

near-field area of every jammer caused by the huge λ (e.g. λ = 400 m in Fig. 3(c))
no longer meets the two jammer’s conclusions. Consequently, the synthetic power
by three or four jammers should be paid more attention.

Figure 5 depicts the case of non-collinear scenario. Here, Rx is not collinear
with two jammers and is not on their perpendicular bisector. Through adjust-
ing the parameters of four jammers, we can obtain the only zero point at Rx.
Moreover, the simulation of three jammers is provided in Fig. 6, which can also
get the same result.

7 Conclusion and Future Work

This paper presents a novel approach to study jamming for secure communica-
tions. Comparing with traditional way, we utilize the space power synthesis to
introduce the differential interference between the legitimate receiver and the
eavesdroppers. The characteristics for jamming signals are studied to maximize
the system secrecy capacity. Without knowing the CSI of the eavesdroppers,
our strategy present a new cooperative jamming optimization criterion based
on space power synthesis, which can null the synthetic jamming power at Rx
but not elsewhere in a confine region. As a future work, we will focus on the
further studies on MIMO system with unknown eavesdroppers’ CSI. Moreover,
we also intent to research the power allocation algorithms based on our system
to maximize the system secrecy capacity subject to the global power constraint.
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Abstract. In this paper, we study how rumors in Online Social Net-
works (OSNs) may impact the performance of device-to-device (D2D)
communication. As D2D is a new technology, people may choose not to
use it when believed in rumors of its negative impacts. Thus, the cellu-
lar network with underlaying D2D is vulnerable to OSNs as rumors in
OSNs may decrement the throughput of the cellular network in popu-
lar content delivery scenarios. To analyze the vulnerability, we introduce
the problem of finding the most critical nodes in the OSN such that the
throughput of a content delivery scenario is minimized when a rumor
starts from those nodes. We then propose an efficient solution to the
critical nodes detection problem. The severity of such vulnerability is
supported by extensive experiments in various simulation settings, from
which we observe up to 40% reduction in network throughput.

Keywords: D2Dcommunication ·OnlineSocialNetworks ·Vulnerability

1 Introduction

D2D communication is a promising approach to cope with the rapidly increasing
demand of mobile data [1], in which user equipments (UEs) directly communi-
cate with each other while bypassing the cellular network’s base stations (BSs).
For the cellular network, utilizing D2D communication can therefore offload its
mobile data traffic and significantly boost the overall performance [2–4].

However, as a new technology, D2D communication will be likely to face
doubts from various perspectives, such as efficiency, safety, etc. When users
lacking the knowledge of D2D, exaggerated disadvantages of D2D can also be
generated and spread as rumors, either randomly by some normal users, or inten-
tionally by malicious individuals. With OSN as the medium, rumors can prop-
agate conveniently and affect a large portion of the users in the network [5]
and cause the users to opt-out of D2D, thus increase the burden of the BS
and degrade the overall throughput. Therefore, the cellular network is vulnera-
ble to the rumors spreading in its interconnected OSN. An example is depicted
in Fig. 1.
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Fig. 1. Rumor impacts network throughput Fig. 2. The cellular network

To assess the vulnerability of the cellular network from an interdependent
OSN, we propose the TMIN (Throughput Minimization in INterdependent
D2D/OSN) problem that asks for a set of k nodes in the OSN, such that when a
rumor starts from those nodes, the throughput in the cellular network for a pop-
ular content delivery scenario is minimized. In order to consider the vulnerability
in the worst case, we assume the rumor starts early and all OSN users believed
in the rumor will disable D2D on their devices before the content delivery starts.
The throughput of the content delivery scenario in the cellular network is then
calculated based on the (possibly) reduced number of D2D devices. The main
challenge of TMIN is that the data transmission problem in the cellular network
and the information propagation problem in the OSN must be jointly considered
in order to accurately depict the impact or rumors to D2D communication. With
high complexity from both problems, it is difficult to optimally solve TMIN.

To cope with the challenges, we propose Rumor the Critical Framework
(RCF) that connects the two networks by evaluating the criticality of UEs in con-
tent delivery and mapping the values to the OSN, and then efficiently solve the
Influence Maximization (IM) problem in the OSN, considering node criticality.

In summary, our contributions are as follows:

– We analyze the vulnerability of a cellular network with underlaying D2D from
an interdependent OSN, by solving the problem TMIN of finding the most
critical nodes in the OSN to the throughput in the cellular network.

– We propose RCF that can near optimally solve TMIN efficiently.
– We experimentally evaluate the vulnerability in various simulation settings

with realistic cellular network parameters and real-world OSN data.

Related Work. Recently, the use of D2D communication to improve spectrum
efficiency and system capacity has received much interest [2–4,6–8]. In order to
construct stable D2D links, the social aspect can be utilized [6,7]. However, none
of the existing works can capture how information diffusion in OSNs affects D2D
communication underlaid cellular networks.

In OSNs, the NP-Complete IM problem [9] is widely studied. Since the sem-
inal work by Kempe et al. [9], a plethora of works for IM have been proposed
[10–14]. The state-of-the-art works [12–14] follow the RIS approach proposed in
[12]. The existing works usually focus on the OSNs, without considering how the
information can influence D2D communication.
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Organization. The rest of the paper is organized as follows. In Sect. 2, we
describe the model of interest and formally define the TMIN problem. We pro-
pose our solution RCF to TMIN in Sect. 3. The experiment results are illustrated
in Sect. 4. We conclude the paper in Sect. 5.

2 System Model

2.1 The Cellular Network

We study a cellular system as illustrated in Fig. 2. It has a single BS B and a set
D of UEs. We denote the cellular network as Gc = (V c, Ec), where V c = D ∪ {B}
and Ec denotes all cellular/D2D links. A subset of UEs V d ⊆ D enables D2D.
Denote Gd = (V d, Ed) as the network induced in Gc by V d. A link (i, j) ∈ Ed

exists if and only if UEs i, j ∈ V d are within D2D communication range. A
subset R ⊆ D of UEs request the same content. R = Rc ∪ Rd where Rc = R\V d

and Rd = R ∩ V d. The set of UEs V r = V d\Rd are the relay devices. For a
node i, denote N(i) as the neighborhood of i.

Cellular Resources. In this paper, we consider the resource sharing model
discussed in [3,4,8]. In the model, the D2D and cellular links use disjoint portion
of the licensed band. Denote the total bandwidth of the BS as W . If a resource
allocation scheme allocates W c of the band to cellular links, the bandwidth
for D2D links is then W − W c. Therefore, interference only exists among D2D
links. Additionally, there is no further division in the frequency domain, so that
cellular/D2D links will use the full bandwidth W c/W d.

Data Rates. Based on the resource sharing model, a cellular link (B, i) receives
no interference from D2D links and uses the full bandwidth. We can express its
data rate r(B, i) under distance-dependent path loss and multipath Rayleigh
fading as in (1), where γB,i is its Signal to Noise Ratio (SNR). In γB,i, pB is the
transmit power of the BS; dBi is the distance between B, i; α is the path loss
exponent; m0 is the fading component and N0 is the additive white Gaussian
noise.

r(B, i) = W c log2(1 + γ(B, i)) (1)

γB,i =
pBd−α

Bi |m0|2
N0

(2)

r(j, k) = W d log2(1 + γ(j, k)) (3)

γ(j, k) =
pjd

−α
jk |m0|2

∑
(j′,k′)∈L pj′d−α

j′k |m0|2 + N0

(4)

For a D2D link (j, k), we must include interference from other D2D links when
calculating data rate r(j, k). Denote L as the set of D2D links that transmit at
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the same time with (j, k), we can calculate r(j, k) using (3). γ(j, k) is the Signal
to Interference and Noise Ratio (SINR) and pj , pj′ are the transmit powers for
UEs j, j′ respectively.

The model can be extended to handle multiples BSs by adding intercell inter-
ference to the denominator part of (2) and (4). We can also model device mobility
as multiple snapshots of static cellular networks.

2.2 The Online Social Network

We abstract the OSN to be a weighted directed graph Gs with a node set V s

and a directed link set Es, where a node v ∈ V s represents a user. A link
(u, v) ∈ Es exists if and only if node v follows node u in the OSN. Also, each
(u, v) is associated with a weight p(u, v) ∈ [0, 1] for information propagation.

Information Propagation. To characterize how rumor propagates in the
OSN, we will focus on the Independent Cascading (IC) model [9] in this paper.
However, our results can be easily extended to the Linear Threshold (LT) model.

In the IC Model, initially no nodes believe the rumor, we term this as the
unactivated status. Given a seed set S, the rumor propagates in rounds. In
round 0, only the nodes v ∈ S are activated (believed in the rumor). In round
t ≥ 1, all nodes activated at round t − 1 will try to activate their neighbors. An
activated node u will remain activated. It has probability p(u, v) to activate each
unactivated neighbor v at the next round and it cannot activate any neighbors
afterwards. The process stops when no more nodes can be activated. When a
problem considers differentiated gain of influencing the nodes, we denote the
expected gain over all influenced nodes by S as I

c(S).

Interconnection Between OSN and the Cellular Network. The owners
of the UEs D in the cellular network may be users in an OSN, as illustrated
in Fig. 1. As our focus is on the impact of OSNs to D2D communication, we
construct a link evi only if a UE i ∈ V d has a corresponding user v ∈ V s. The
collection of all such edges is denoted as Eds. We assume that each UE can be
related to at most one OSN user and each OSN user owns at most one UE.
Otherwise, dummy nodes can be used to recover the one-to-one correspondence.
If evi ∈ Eds and i ∈ V d, when v believed in the rumor, UE i will no longer be
in V d and cannot be included in any D2D links. Now we are ready to define
the TMIN problem. Solving TMIN reveals the top-k nodes in the OSN that are
critical to the cellular network.

Definition 1 (TMIN). Consider a cellular system with BS B, devices D, con-
tent requesters R ⊂ D and the cellular network Gc = (V c, Ec). Also, consider
the OSN Gs = (V s, Es) and the correspondence among devices in V d and users
in V s depicted by the edge set Eds. The information propagation is described
using the IC model with probability puv for each (u, v) ∈ Es. TMIN asks for a
seed set in Gs with size at most k to minimize the throughput T in Gc.
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3 Solution to TMIN

3.1 The Overview

Intuitively, the goal for TMIN is to find the most critical nodes in the OSN as
seed nodes for the rumor, in order to impact the cellular network throughput
the most. However, the OSN alone contains no information about the cellular
network. Therefore, we must utilize the cellular network to provide information
to the OSN and guide its critical nodes selection. In RCF, we first calculate
the criticality of all UEs in the cellular network using Algorithm 2, based on the
solutions for a throughput minimization problem defined in the cellular network.
Then, we cast the criticality values of the devices to their corresponding users
in the OSN and introduce an efficient targeted IM algorithm (Algorithm 3) to
find the top-k critical nodes in the OSN. The framework RCF is described in
Algorithm 1, while the two subroutines, Algorithms 2 and 3 are discussed in
Sects. 3.2 and 3.3, respectively.

Algorithm 1. RCF
Input: Cellular Network snapshots Gc = (V c, Ec), Social network Gs = (V s, Es),k
Output: Seed set S ⊆ V s

Calculate criticality values C = {cri, |∀i ∈ vd} using Algorithm 2 with budgets
k, k + 1, · · · , |V d| and project them to corresponding nodes in V s.
Solve the seed set S̄ by Algorithm 3.

3.2 Criticality Evaluation Scheme

As the goal of the cellular network is to maximize its throughput, the criticality
of the devices must be related to their contribution in throughput reduction. To
characterize criticality, we start from the problem of finding the top-u critical
nodes in the cellular network: those whose switching from D2D to cellular mode
can minimize the maximum network throughput. With a fixed u, we are able to
obtain the top-u critical nodes, yet with this piece of information alone we can
only assign criticality value 1 for the top-u nodes and 0 for all the remaining.
Such criticality values can be misleading as the values may change drastically
with other u values. Therefore, it is necessary to consider the top-u critical nodes
for various values of u and integrate the pieces of information, in order to have
a complete view of how critical the devices are.

In the following, we first propose an approach to find the top-u critical
nodes in the cellular network, via solving a bi-level mixed integer linear pro-
gram (MILP). Then, based on the solution of the MILP, we discuss Algorithm 2,
Node Criticality Evaluation (NCE), to determine node criticality.

Find the Critical Nodes in the Cellular Network. Under the system model
discussed in Sect. 2.1, the cellular network can be modeled as a flow network. The
capacity and flow of a cellular/D2D link is its maximum data rate and actual
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data rate, respectively. However, special care is required in the construction, for
linearizing the calculation of data rate, and modeling devices switching from
cellular to D2D mode, which will be discussed respectively as follows.

Data Rate Estimation. In practice, calculating data rate often requires nonlinear
formulas considering interference management and resource allocation. However,
adding nonlinear constraints to a formulation can greatly increase its complexity.
To avoid this, we describe an approach to estimate data rate. As the main
purpose of studying TMIN is to demonstrate how cellular network throughput
can be impacted by rumors in OSNs, the estimated data rates suffice.

To estimate data rates, we first discuss the collision management for D2D and
cellular links. To avoid collision, links sharing the same band cannot transmit
concurrently if they are in the same access domain. We denote such links as an
Interference Set. The interference set for a link e = (i, j), I(e), can be defined as
Ie = {(i′, j′)|dii′ ≤ βd0} where β is a tunable parameter and d0 is the maximum
D2D communication distance. With the interference sets for all links, we can
obtain the set of links that are allowed to transmit at the same time, L(e),
given one active link e. L(e) is constructed as follows. First we set L(e) = {e}.
Then we iteratively select a link into L(e) if it causes the largest drop in data
rate among links that are not in the interference sets of links in L(e). Assume
each device has a fixed transmission power, the SINR for each D2D link can
therefore be obtained using (4). Based on (3), the data rate is proportional to
the bandwidth, which is a variable. For notation convenience, we calculate c(e)
using (3), assuming unit bandwidth. Therefore, the maximum data rate of link
e can be expressed by W d × c(e), recall that W d is the bandwidth assigned to
D2D links. Similarly, we can use (1), (2) to obtain the maximum data rate for a
cellular link e′, which is W c × c(e′). The actual data rate f(e) is modeled as a
linear variable upper bounded by the maximum data rate.

Network Modification. To create a flow network with a single source and a single
sink, we introduce additional components, including a global sink node vt as well
as the links (i, vt),∀i ∈ R and (vt, B). A link among those has infinite capacity
and an empty interference set. Next, we model nodes switching from D2D mode
to cellular mode. Two types of devices may switch their modes. The first type is
the relay devices V r. When such devices turn to cellular mode, we can remove
them from the network as they neither request any data nor contribute to D2D
transmission. The second type is the receiver devices Rd. When such devices
switch their modes, they still request data from the BS. So we must remove all
D2D links associated with those devices, but keep their cellular links. To model
a switch as a link removal, we split each node i ∈ V d into two nodes i−, i+. The
incoming D2D links are connected to i− and all outgoing links are connected
to i+. Denote Ed′

= {(i+, j−)|(i, j) ∈ V d} as the set of all D2D links. For the
cellular link (B, i), we replace it with (B, i−) if i ∈ V r and (B, i+) if i ∈ Rd.
Let El = {(B, i)|i ∈ vc\vd} ∪ {(B, i−)|i ∈ V r} ∪ {(B, i+)|i ∈ Rd} as the set
of all cellular links. Nodes i−, i+ are connected by link ei = (i−, i+), which has
an empty interference set and infinite capacity. Let Em = {ei|i ∈ V d}. Denote
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the modified graph as Gc′
= (V c′

, Ec′
) where V c′

= (V c\V d) ∪ {i−, i+|i ∈
V d} ∪ {B, vt} and Ec′

= El ∪ Ed′ ∪ Em ∪ {(vt, B)} ∪ {(i, vt)|i ∈ R}.
We can easily verify that switching a node i from D2D to cellular in Gc is

equivalent to removing link (i−, i+) in Gc′
.

P : minT (z) (5)

s.t.
∑

e∈Em

ze ≤ u (6)

ze ∈ {0, 1},∀e ∈ Em

T (z) = max fvtB (7)

s.t.
∑

i∈N−(j)

fij −
∑

k∈N+(j)

fjk = 0, ∀j ∈ V c′

(8)
∑

e′∈I(e)

fe′

W c × c(e′)
≤ 1, ∀e ∈ El

(9)
∑

e′∈I(e)

fe′

W d × c(e′)
≤ 1, ∀e ∈ Ed′

(10)

fe ≤ c(e)(1 − ze), ∀e ∈ Em

(11)

W c + W d ≤ W (12)

fe ≥ 0, ∀e ∈ Ec′
, W c,W d ≥ 0

Fig. 3. The primal program Fig. 4. The dual program

With the data rate model and the modified network Gc′
, we formulate the

problem as a bi-level MILP P in Fig. 3. The objectives (5) (outer stage) and
(7) (inner stage) guarantees the problem to be a minimization of the maximum
throughput T . Constraint (6) restrict the solution to be top-u critical nodes. The
binary variable ze reaches 1 if link e is removed. Therefore, at most u links in Em,
i.e. at most u devices in V d can be removed. Constraint (8) is the flow balance
constraint. The traffic received by a device must be equal to what it transmits.
Collision management in the cellular network are considered in (9) and (10), by
which we ensure that only one link among all links in an interference set can
transmit at any point of time. Also, since the traffic fe must be non-negative,
(9) and (10) upperbound the traffic on any link by its data rate. Constraint (11)
model the case that no flow can be assigned to a removed edge. Notice that we
omit all links with infinite capacity for the capacity constraints. Constraint (12)
limits the total bandwidth being used by cellular and D2D communications.

As P cannot be solved directly due to its bi-level structure, we reformulate
it as a single-level MILP Pd by dualization and linearization techniques. The
solution of Pd is attainable via existing MILP solvers.
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Dualization of the Inner Stage. By dualization, we can transform the inner
stage to a equivalent minimization problem, so that the original minimax bi-
level formulation is equivalent to a minimization problem in only one stage.
Denote p, qc, qd, r, l as the dual variables corresponds to constraints (8)–(12),
respectively. The reformulated program after dualization is denoted as Pd in
Fig. 4.

Linearization. The original dual objective contains a quadratic term∑
e∈Em c(e)re(1 − ze), which largely increases complexity. To achieve a linear

formulation, we substitute reze with δe and add constraints (13) to (15). The
equivalence after the step is proved in Lemma 1.

Lemma 1. Constraints (13) to (15) guarantee δe = reze,∀e ∈ Em.

Proof. First, we claim that the range of any re is [0, 1]. Based on the objective,
both l and re should be minimized. As the only constraint that potentially
requests an re value be higher than 0 is inequality (20), the value of re can
be written as max{0, pi − pj} for e = (i, j) ∈ Em. Based on constraints (16)
to (19), the largest value for any pi − pj is 1, otherwise the l value will be
unnecessarily large and the solution is not optimal. Therefore, 0 ≤ re ≤ 1 for all
e ∈ Em. By constraints (13) to (15), when ze = 0, δe = 0 = zere; when ze = 1,
δe = re = zere(as re ≤ 1 = ze). As ze is binary, we have δe = zere in all cases.

The NCE Algorithm. By the discussion at the beginning of Sect. 3.2, we can
use the solutions of Pd to support criticality evaluation as in Algorithm 2. The
program Pd is solved under a set U = {u1, u2, ...uw} of budgets. Denote the
solutions as z1,...,zw, we define the criticality of node i as cri =

∑
p=1,...,w zp

ei
.

The definition of cri is aligned with the concept of being critical. A device i
that appears in more Pd solutions has higher criticality than another device j
that contributes to less Pd solutions. Intuitively, all users with no devices in the
considered cellular network have 0 criticality.

Algorithm 2. Node critical-
ity Evaluation(NCE)
Input: Gc = (V c, Ec), List of

budgets U = {u1, u2, ..., uw}
Output: C = {cri|∀i ∈ V d}

Initialize cri = 0, ∀i ∈ V d

for all up ∈ U do
Solve Pd with budget up.
Denote the solution as z.
cri+ = zei , ∀i ∈ V d.

end for

Algorithm 3. Targeted-IM
Input: Social network Gs = (V s, Es, C), k, ε > 0,

δ ∈ (0, 1), γ
Output: Seed set S ⊆ V s

R = ∅, NR = γ, N0
R = 1

while degR(S̄) < γ do
Generate N0

R RR sets R̃ by BSA in [14]
R = R ∪ {R̃}
S̄ = GreedyMC(R, k)
N0

R = NR, NR = 2NR

end while

We assume the availability of the full knowledge of the cellular network.
In reality, BSs may observe some frequently reappearing location patterns or
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mobility traces of the UEs in the form of snapshots, or static networks. Then, the
criticality of the devices can be calculated by using Algorithm 2 in all snapshots.
However, how the snapshots are obtained is out of the scope of this paper, as
our aim is to understand the vulnerability in the worst case.

3.3 Targeted IM Algorithm

With Algorithm 2, we can quantitatively evaluate the criticality of all nodes in
the OSN. Due to the way the criticality values are assigned, when more nodes
with large criticality values in the OSN are influenced, we can expect a more
severe throughput reduction in the cellular network. Therefore, the problem of
finding the top-k critical nodes in the OSN can be interpreted as the targeted-IM
problem of finding k seed nodes to maximize the total criticality of all influenced
nodes. In the following, we propose an efficient Targeted-IM algorithm based on
the reverse influence sampling (RIS) technique.

Brief Review of the RIS Technique [12]. RIS first samples Reverse Reach-
able (RR) sets and then apply a greedy maximum coverage (MC) algorithm to
obtain the seed set. An RR set R̃ consists of the set of nodes that can reach an
origin node oR̃ in a sample graph G̃. With enough RR sets, one can estimate
the influence of each seed set S, by relating S and the RR sets to a coverage
instance, in which an RR set corresponds to an element and a node corresponds
to a set. An element is covered if and only if the node exists in the RR set.
Approximately, the influence spread of a seed set is positively correlated to the
number of covered RR sets over the total number of RR sets, greedily solving
the MC can output a seed set with near-optimal influence spread.

In our scenario, as the nodes are of different criticality values, the probability
of starting a random RR set from node is crv

Ω , proportional to its criticality.
Denote degR(S) as the number of RR sets in R covered by seed set S.

To limit the number of RR sets, we set exponential check points during its
generation. At each check point, we greedily solve the weighted MC problem
[15] and examine if degR(S̄) exceeds a threshold, where S̄ is the greedy MC
solution. If so, we stop and output S̄ as the seed set. The Targeted-IM algorithm
is presented in Algorithm 3. With an improved threshold, the time complexity
of Targeted-IM is a constant smaller than the state-of-art algorithm BCT [14].

In the following, we present the approximation ratio and time complexity of
Algorithm 3. Due to space limit, the proofs are omitted here and can be found
in [16].

Theorem 1. With ε > 0, 0 < δ < 1, the seed set S̄ calculated by Algorithm 3
satisfies I

c(S̄) ≥ (1 − 1
e − ε)Ic(S∗) with probability at least 1 − δ.

Theorem 2. The expected running time of Algorithm 3 is O(γ|Es|).
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4 Experiments

4.1 Setup

Cellular Network. As the real data sets are limited due to our requirements,
we use synthetic data for the cellular network. We consider a square cell with
the BS at the lower-left corner and 50 data requesters generated at random
locations, with 30/20 devices in D2D/cellular mode respectively. To enable D2D
communication, we also generate 60 D2D relay devices at random locations
within the area. All the wireless parameters are summarized in Table 1.

OSN. To model information propagation in the OSN, we use real-world Face-
book network topology from [17], with 4039 nodes and 88234 edges. The influence
on an edge was assigned randomly from a uniform distribution.

Table 1. Wireless network parameters

Notation Description Notation Description

Cell dimension 50 x 50 m2 D2D distance 15 m

Network bandwidth 0.1 MHz Channel model Multipath
Rayleigh fading

Path loss exponent 3 Noise spectral
density

−174 dBm/Hz

BS transmit power 100W D2D transmit
power

10 W

Interdependency. For the interconnection between the two networks, we con-
sider two scenarios, namely stadium and shopping mall. In the stadium scenario,
the UEs are not likely to be socially connected. In the mall scenario, however,
as the shoppers normally resides closer than the game goers, the UEs are more
likely to be connected in the OSN, compared with the stadium scenario.

We use the following procedure to create the interconnections. For each D2D
node i ∈ V d, we randomly choose a v ∈ V s and construct evi. Then, with
probability p1, we choose a random i′ ∈ N(i) and v′ ∈ N(v) and construct ev′i′

.
With probability p2, we construct ev̄ī for a random ī ∈ N(i′) and v̄ ∈ N(v′),
when ev′i′

is constructed. To differentiate the scenarios, we apply higher p1, p2
values for mall. In our experiments we have set p1 = 0.7 and p2 = 0.4 for stadium,
and p1 = 0.9 and p2 = 0.6 for mall.

Algorithms. To illustrate the efficacy of RCF, especially Algorithm 2, we com-
pare it with two approaches. The first uses degree centrality as criticality and
the second randomly assigns criticality. Then, both approaches run the same
targeted IM algorithm embedded in RCF to obtain the critical nodes in the
OSN.
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4.2 Vulnerability of the Cellular Network

We first observe how the throughput can be impacted by varying seed set size.
For both scenarios, the throughput (Figs. 5, 6) of the cellular network had sub-
stantial decreases after rumor propagation. The decrements are higher when
increasing the number of seeds. With RCF, the damage to throughput is sev-
erer than other approaches, indicating RCF can better reveal the critical nodes.
The gap between RCF and the other methods increases significantly as more
seed nodes can be selected. It is worth noticing that the random approach can
also lead to noticeable decrease in throughput. Therefore, the interdependent
cellular/social networks is vulnerable even to randomly originated rumors.

Next, we examine how social connectivity impacts the throughput. Intu-
itively, denser social connections leads to larger influence of rumors and a more
vulnerable cellular network. The measure we use is the relative throughput
decrease Qk. Denote the throughput after rumor propagation with k seed nodes
as Tk, we define Qk = T0−Tk

T0
× 100%.
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As can be seen from Fig. 7, Qk for the mall scenario increases faster in most
cases, which demonstrates that the social connections aid rumor propagation and
increase the vulnerability. The slow increase in Qk for the mall scenario after
seed set size 8 is due to saturation that all D2D users are already influenced.

Then, we show in Fig. 8 the additional bandwidth cost to recover the through-
put to the level before rumor propagation, in the stadium scenario. Consistent
with our previous findings, the critical nodes found by RCF result in the largest
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bandwidth requirement. After rumor propagation, the extra bandwidth required
can be up to 1400 Hz, which indicates that supporting all the requirements after
rumor propagation can be costly and thus a heavy burden to the BSs.

5 Conclusion

In this paper, we investigated the vulnerability of D2D communication from
interdependent OSN. To evaluate the vulnerability, we proposed the problem
TMIN to find the most critical nodes in the OSN and its solution RCF. We
quantitatively demonstrated how vulnerable the cellular networks could be by
experiments when rumors can propagate in the interdependent OSN.
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EFRI-1441231.
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Abstract. Harnessing the broadcast nature of wireless channels towards
efficient multicast faces very challenging security issues, because reli-
ability assurance for each multicast receiver often result vast frequent
retransmissions, thus increasing the chance for eavesdropping. This paper
proposes a dynamic fountain code design for security enhancement in
wireless multicast against passive eavesdropping. The main features of
the proposed scheme include two folds: (i) adaptive encoding structure
based on legitimate receivers’ feedback, which aims at degrading the
signal quality at the eavesdropper; (ii) benefit the legitimate receivers’
reception as maximally as possible, thus increasing the transmission effi-
ciency compared with the conventional non-adaptive designs. Simula-
tion results are presented to demonstrate that the proposed scheme can
effectively decreasing intercepting probability while achieving the higher
transmission efficiency, thus facilitating wireless connections in support
of multicast services.

Keywords: Adaptive fountain code · Multicast · Security ·
Eavesdropper · Intercept probability · Transmission efficiency

1 Introduction

Nowadays, computing, control, sensing, and networking have been deeply inte-
grated for ubiquitous information exchange and applications, while the network
and system components must be efficient, interoperable, and safe [1–11]. Mobile
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multicast is one of the most important networking scenario for common informa-
tion dissemination, where multicast messages can be transmitted to the entire
multicast group via shared media and/or paths [1,5–10]. Consequently, mobile
multicast gains many applications, such as remote teleconferencing and highway
mobile traffic updating. However, assuring security from eavesdroppers evidently
is evidently one of the major challenges in mobile multicast, especially for wireless
multicast which transmit the data over the completely open broadcast-natured
wireless channels.

There have been diverse approaches, including not only encryption by also
physical-layer designs [3], to enhance the wireless security. Physical-layer secu-
rity approaches thoroughly design the channel coding and transmission signals
to turn the superiority of channel quality over eavesdroppers into security assur-
ance. But in realistic systems, the information of eavesdroppers’ channels is typ-
ically unknown to the legitimate transmitter. Moreover, the time-varying nature
of wireless channels makes the legitimate user’s channel quality can always dom-
inate the eavesdroppers. Thus, security enhancement without being aware of
eavesdroppers’ channel information becomes extremely important [3,4].

The fountain code [12] is a powerful technique for reliable efficient multicast in
terms of its high efficiency gained by the rate-less feature [13] and excellent scal-
ability inherited from error-correction coding. Recently, the research community
realizes that the fountain code also offers capability of security protection, which
attracts considerable research attention [14–16]. Specifically, at the transmitter,
the entire information block is partitioned into a block of information packets
each with equal length. Then, the fountain-code-aided transmitter keeps gener-
ating and multicasting coded packets, which are bit-wise XOR over randomly
selected information packets, until all multicast users give feedback indicating
completion of decoding for recovery of the entire coded block [12,17]. Then, via
designs maximally benefiting the physical-layer transmission for the legitimate
user, which in fact statistically degrading the quality overheard by the eaves-
dropper, the legitimate user can accumulate sufficient number of coded packets
to compete decoding before the eavesdropper does with a high probability [14].

While applying fountain code to enhance security opens a promising research
direction [14,15], the specific secure fountain code design for wireless multicast
services has been neither sufficiently understood nor thoroughly studied. Par-
ticularly, [14,15] concentrated on unicast transmissions, which is hard to bring
insight for users with independent channel fading. Therefore, there are the urgent
needs in developing specific yet practical fountain codes for security protection
in wireless networks.

To address the aforementioned problems, this paper develops a novel
fountain-encoding mechanism for mobile multicast services which dynamically
changes the encoding for all multicast users based on the feedback messages
from them. Specifically, the transmitter conducts the adaptive fountain-encoding
design, which aims at maximally improving the decoding rates at multicast
receivers, such that the legitimate users compete decoding before the eavesdrop-
per. The simulation results show that the intercept probability of the proposed
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scheme is significantly decreased as compared with traditional non-adaptive
fountain-coding schemes, while the transmission efficiency is also improved.

The remainder of this paper is organized as follows. Section 2 presents the sys-
tem model and describes the general encoding principles as well as the decoding
process of fountain codes. Section 3 interprets the proposed scheme in details.
Then, Sect. 4 presents the simulation setup and simulation results among the
proposed scheme and the traditional ones. Finally, this paper is concluded in
Sect. 5.

2 System Model

2.1 System Description

This section first presents the system model of mobile multicast services in a
wireless network, which typically has a cellular structure. As depicted in Fig. 1,
a base station (BS), i.e., the transmitter, is located in the center of the cell and
multicast users denoted are randomly distributed in different locations in the cell.
Meanwhile, the malicious eavesdropper locates at the cell. Each users position is
independent and identically distributed. The position for the ith user is jointly
determined by the distance from BS denoted as di and the angle between user-
BS and horizontal axis denoted as θi. The distance between the ith and jth user
denoted as di,j is expressed as

(di,j)
2 = d2

i + d2
j − 2didj cos (θi − θj) . (1)

During each slot, BS broadcasts fountain packet to all multicast users in different
locations. The wireless link between any two nodes includes the large-scale fad-
ing, small-scale fading and additive Gauss white noise (AWGN) in the receiver.
The large-scale fading caused by path loss is modeled as

Multicast Users

Base Station

Eavesdropper

Fig. 1. System model for wireless multicast network.
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Fig. 2. Fountain-encoded transmission model for multicast system

PL(di,j) = d−η
i,j (2)

where η represents the path loss exponent. Besides, the small-scale fading
induced by multi-path fading is modeled as the block flat Rayleigh fading. That is
to say, the channel coefficients remain constant during one slot and changes inde-
pendently during different slots. The channel coefficient hij is assumed as a cir-
cularly symmetric complex Gaussian random variable, namely, hi,j ∼ CN (0, 1).
The additive Gaussian white noise is introduced at the receiver with variance
N0. For the ith user, the symbol it receives during Ts slot is expressed as

yTs
i =

√
Psd

−η
s,i hs,ixfTs

+ ni. (3)

where Ps denotes the transmit power of BS; dS,i represents the distance between
the BS and the ith user; hS,i denotes the Rayleigh fading channel coefficients for
the transmission link between BS and the ith user; ni denotes the received noise
for the ith user; xfTs

represents the fountain packet transmitted by BS during
TS slot. Consequently, the received SNR for the ith user can be defined as

γTs
i =

Ps|hs,i|2d−η
s,i

N0
. (4)

Once dS,i is fixed, γTs
i obeys the exponential distribution with the parameter of

λi =
(
N0d

η
s,i

)
/Ps.

In Fig. 2, by introducing fountain code at the BS, fountain-encoded transmis-
sion model for multicast system is demonstrated in details. First, BS completes
the encoding process from data packets to fountain packet and broadcasts it
to all users. Meantime, the eavesdropper attempts to overhear the transmitted
fountain packet. Then the fountain packets are delivered by BS at each time slot.
Hence, all users (including the eavesdropper) intend to obtain a sufficient number
of fountain packets to finally recover the original files. Once all multicast users
receive sufficiently many fountain packets and finishes decoding, they will send
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feedback information to BS to terminate the process of encoding and transmis-
sion. At this time, security of multicast services transmission will be guaranteed
if the eavesdropper does not receive enough fountain packets to complete the
decoding of original data packets.

2.2 The Encoding Principles and Decoding Process

In order to elicit the proposed scheme design, here it is necessary to previously
describe the encoding principles and decoding process of fountain codes. The
general principles [17] of generating a fountain packet in the fountain encoder of
transmitter are conceptually described Algorithm 1.

Accordingly, the decoder in the receiver recovers the data packets based on
the following rule [18]:

(a) If there is at least one fountain packet that comprising of one data packet,
then this data packet can be recovered immediately since it is a copy of the
fountain packet.

(b) The recovered data packet is exclusive-ored into the remaining fountain
packets that consist of that data packet.

(c) The recovered data packet is removed from these fountain packets and the
degree of each such fountain packets is decreased by one.

Algorithm 1. General Principles of Fountain Packet Encoding
1: Degree Selection of Fountain Packet

Randomly choose the degree (defined as d) of fountain packet from a degree distribution. Gen-
erally speaking, different fountain codes obey the different degree distributions.

2: Data Packet Selection of Fountain Packet
Choose uniformly at random d distinct data packets as neighbors of the fountain packet.

3: Exclusive-Or Operation

The value of the fountain packet is the exclusive-or of the d neighbors.

3 Fountain-Code-Aided Transmission Design

This section illustrates the implementation mechanism of the proposed scheme
in details, as depicted in Fig. 3. Specifically, the innovative points of the proposed
scheme are mainly reflected in two aspects: the transmission mechanism for BS
in multicast networks described in Sect. 2.1 as well as an adaptive fountain-
encoding scheme in BS. The following two subsections respectively address the
detailed principles and procedures for the proposed scheme.

3.1 Transmission Mechanism for BS

Fig. 3 depicts the transmission procedures for BS during the time slot for trans-
mitting one fountain packet. Notably, before introducing the fountain encoder,
BS first divides the large data file into K data packets whose length are
equal. According to the proposed adaptive fountain-encoded design illustrated in
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Fig. 3. The transmission flow chart for BS during one transmitting slot.

Sect. 3.2, BS completes the fountain encoding process from several data packets
to one fountain packet. Then after performing the CRC encoding at the data
link layer as well as the channel encoding at physical layer, BS broadcasts the
encoded fountain packet to all multicast users over wireless channels. Meanwhile,
the eavesdropper (Eve) attempts to wiretap the transmitted fountain packet.
Due to the differences of the channel conditions among multicast users, some
users fail to receive the fountain packet. The multicast users successfully receiv-
ing the fountain packet send ACK signals back to BS. After receiving the ACKs,
BS “simulates” the decoding process and updates the index set of decoded data
packets denoted as Di for corresponding users which send ACKs back to BS.
Finally, if the element number of set Di for all users equal to K (K denotes the
original number of data packets), BS stops encoding and broadcasting fountain
packets. Contrarily, if the element number of set Di for at least one user is less
than K, BS continues to complete fountain encoding process for next time slot
and repeats these procedures discussed above.

It is worth noting that certain users which succeed in receiving fountain packet
during each slot only send ACK signals back to BS while BS “simulates” the decod-
ing operation and updates the set Di for them. Such transmission mechanism
yields lower feedback overhead for multicast channels than other existing ones.
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Algorithm 2. Adaptive Fountain-Encoding Procedures
1: BS records the rowers for full-0-lines and full-1-lines and respectively stores them in matrix ln 0

and ln 1.
2: Determine whether the matrix ln 1 is empty.

If ln 1 is not empty
Encoding rules are as follows:

a) Randomly choose one element from ln 1 denoted as Sc.
b) Take out all elements from ln 0 denoted as S0,1, S0,2, ..., S0,t.
c) The encoded fountain packet is the exclusive-or of: xfTs

= Sc ⊕ S0,1 ⊕ S0,2 ⊕ ... ⊕ S0,t,

where xfTs
denotes the encoded fountain packet during TS-th slot.

else Switch to Step 3.
3: Determine whether the length of ln 0 is smaller than K/4.

If length(ln 0) � K/4
Encoding rules are as follows:

a) Compute the sum of each row as P line. Find the maximum value in P line and records
the corresponding rowers as S max.

b) Traverse K lines to search for several lines whose rowers are denoted as Sr,1, Sr,2, ..., Sr,n

to meet the following conditions:
• Denote the matrix constructed from Sr,1, Sr,2, ..., Sr,n by P temp.
• The summation over each column of P temp is less than 2.

c) The encoded fountain packet is the exclusive-or of: xfTs
= Smax ⊕Sr,1 ⊕Sr,2 ⊕ ...⊕Sr,n,

where xfTs
denotes the encoded fountain packet during TS-th slot.

else Switch to Step 4.
4: Encoding rules are as follows:

a) Remove the full-0-lines from P and obtain the matrix P temp.
b) Compute the sum of each row as P line. Find the maximum value in P line and records

the corresponding rowers stored in S min.
c) Choose as many elements as possible from S min indexed by Sr,1, Sr,2, ..., Sr,m to meet

the following requirements:
• Denote the matrix constructed from Sr,1, Sr,2, ..., Sr,m by P temp.
•The sum of each column for P temp must be less than 2.

d) The encoded fountain packet xfTs
is then xfTs

= Smin ⊕ Sr,1 ⊕ Sr,2 ⊕ ... ⊕ Sr,m.

3.2 Adaptive Fountain-Encoding Scheme

After addressing the transmission mechanism for BS, this part focuses on the
adaptive fountain-encoding steps in BS which is the core innovation of the pro-
posed scheme. Without loss of generality, here takes a certain transmitting slot
as an example.

Before introducing the adaptive fountain-encoding steps one by one, BS
records the decoding indicator of data packets for all multicast users until cur-
rent time slot and defines the “encoding structure matrix” as PK×M where K
and M respectively denotes the number of data packets as well as multicast
users. Here sets initial matrix P = P 0 in which all the elements of P are 1 ini-
tially. As an element of matrix PK×M , pij is a decoding indicator where pij = 1
denotes the jth multicast user succeeds in decoding the ith data packet and
pij = 0 denotes the jth multicast user fails to decode the ith data packet. In
addition, the index set of original data packets is assumed as {S1, S2, ..., SK} .
Accordingly, the rowers of P are also described as {S1, S2, ..., SK} .

Through the judging and processing of P , the adaptive fountain-encoding
procedures are designed in Algorithm 2. During each time slot, BS first records
the rowers of full-0-lines and full-1-lines and respectively stores them in matrix
ln 0 and ln 1. Then BS should judge whether ln 1 is empty. When ln 0 is
not empty, the main encoding idea is that the encoded fountain packet is the



516 Q. Du et al.

exclusive-or of all decoded data packets as well as one un-decoded data packet,
which indicates a novel insight into secure delivery: Eve fails to intercept as long
as it has an un-decoded data packet involved in the set of decoded data packets
for multicast users. Contrarily, BS should continue to judge whether the length
of ln 0 is smaller than K/4 when ln 1 is empty.

Similarly, if the length of ln 0 is not more than K/4, BS computes the sum
of each row as P line and then records the maximum value as well as the cor-
responding rowers in P line. BS traverses K lines to search for several lines to
form a new matrix whose sum of each column must be less than 2. This encoding
concept is to guarantee that the data packet corresponding to the most serious
packet loss attempts to retransmit and by traversing the matrix P to select sev-
eral line so as to improve the transmission efficiency. When the length of ln 0 is
larger than K/4, the encoding keys embodies in traversing searching for enough
data packets to simultaneously decode for multicast users when most users com-
plete the transmission for all original data packets. In this way, the decoding
rates for those few users can be effectively raised.

4 Simulation Evaluation

4.1 Simulation Setup

The simulation environment is established in a cellular cell with radius R = 1
where BS locates in the center and M multicast users are randomly distributed
in the cell. Moreover, the assumption that there is no users locating within
a circle with radius of 0.01 is considered in the simulation. BS and multicast
users all adopt the single antenna. As to the multicast channels discussed in
Sect. 2.1, the path loss exponent η is set to 2.6 and Rayleigh fading yields the
complex Gaussian distribution with zero mean and variance 1. In the simulation,
system SNR is defined as ρ = Ps/N0 which ranges from 10 dB to 35 dB as one
varying factor. Another varying factor is the number of multicast users changing
from M = 2 to M = 100. Since the position of Eve is unfixed, without loss
of generality, here Eve is assumed to locate on the circumference of a radius
of 1, namely, the distance between BS and Eve is 1. It is worth noting that
the original number of data packets defined as K is assumed as K = 128. For
simplicity, the packet error rate (PER) in the presence of additive white Gaussian
noise (AGWN) is approximated as [19]:

PERn(γ) ≈
{

1, if 0 < γ < γpn

an exp(−gnγ), if γ � γpn
(5)

where n is the mode index, γ denotes the received SNR, and the mode-dependent
parameters an, gn, γpn are obtained by fitting (5) to the exact PER. According
to [20], the fitting parameters for different transmission modes are provided in
Tables I and II respectively. In the simulation, it adopts 16-QAM modulation
and the coding rate is set to 9/16. By referring to the Tables II in [20], the fitting
parameters are listed as follows:

an = 50.1222, gn = 0.6644, γpn = 7.7021. (6)
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From (5) and (6), it is easy to get the mapping from the received SNR to channel
PER under fading channels.

In addition, three performance indexes are clarified to evaluate and charac-
terize the performance for the proposed scheme as well as the counterparts:

(a) Intercept Probability for Eve : Upon BS stopping encoding and transmit-
ting fountain packets, Eve records its number of decoded data packet denoted
as Num Eve. If Num Eve< K, Eve successfully intercepts the original confi-
dential file; otherwise, Eve fails to intercept. Hence, the intercept probability
can be defined as the ratio between the number of successful eavesdropping
and the total number of transmitting original confidential file after sufficient
transmission attempts.

(b) Transmission Efficiency of BS : Upon stopping encoding and trans-
mitting fountain packets, BS records the number of fountain packets it has
transmitted which is denoted as Num BS. The transmission efficiency of BS is
defined as the average of K/Num BS after a sufficient number of transmission
attempts.

Finally, the following two schemes are recommended as baseline schemes for
comparison:

(a) LT codes [18] is a rate-less fountain codes. As discussed in Algorithm 1, LT
codes adopt the degree distribution of

ρ(d)
{

1/K, d = 1
1/d(d − 1), d = 2, 3, ...,K

(7)

where K denotes the number of original data packets in transmitter. The
selection of degree distribution is randomly and the selection of rand d distinct
data packets is uniformly.

(b) As discussed in [5], in order to maximize the average number of successfully
decoded data packets, the optimal fountain-packet degree is defined by

d*(K, θ) =
⌈

K + 1 − θ

θ

⌉
(8)

where K and θ respectively denotes the number of data packets and unde-
coded data packets. �δ� denotes the least integer number that is larger than
or equal to δ. Similar to LT codes, the selection of rand d distinct data packets
is also uniformly.

4.2 Simulation Results

This section compares the performances for the proposed scheme with two base-
lines. The comparisons are presented in terms of the intercept probability for
Eve and the transmission efficiency of BS.
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Fig. 4. Performance comparison between the proposed and baseline schemes, where
the number of multicast users is set to 100 and system SNR varies from 10 to 35 dB.
(a) Intercept probability versus SNR; (b) Transmission efficiency versus SNR

In Fig. 4, it is assumed that the number of multicast users is set to 100
and transmission attempts are conducted by 104. These figures demonstrate
the performance comparisons between the proposed scheme and two baseline
schemes with system SNR varying from 10 dB to 35 dB.

From Fig. 4(a), it is concluded that the intercept probability for the proposed
scheme is far lower than those of two baselines and it fluctuates near 10−2 when
system SNR varies. This is due to the fact that the proposed fountain-encoding
scheme targets at adjusts the encoding rules while non-adaptive schemes adopts
fixed encoding rules. In Fig. 4(b), the transmission efficiency of BS climbs when
system SNR increases in the proposed scheme, which significantly superior to two
benchmarks. Remarkably, the improvement of transmission efficiency indicates
another advantage towards the proposed scheme.

In Figs. 5 and 6, it is assumed that system SNR is set to 20 dB and transmis-
sion attempts are conducted by 104. These figures depict the performance com-
parisons between the proposed scheme and two baseline schemes with increasing
number of multicast users. In Fig. 5, the intercept probability of the proposed
scheme remains 0 when the number of multicast users is less than 10 whereas it
remains higher than 0.1 for two baselines. When the number of multicast users
raises above 10, all curves go up with a larger number of users. Among these,
the proposed curve is the lowest one suggesting that the proposed scheme yields
higher security than baselines. Figure 6 shows that all curves drop sharply and
the transmission efficiency of the proposed curve is obviously higher than others
when number of users varies from 2 to 10. Moreover, the transmission efficiency
of BS roughly remains constant 64% as the number of multicast users raises
above 10 for the proposed scheme, which significantly superior to the baselines.
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Fig. 5. Comparison of Eve’s recovering proportion between the proposed scheme and
baseline schemes, where the system SNR is set to 20 dB and the number of multicast
users varies from 2 to 100.
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Fig. 6. Transmission efficiency comparison between the proposed scheme and baseline
schemes, where the system SNR is set to 20 dB and the number of multicast users
varies from 2 to 100.

5 Conclusions

This paper proposed a novel fountain-encoding scheme achieve data security
for multicast services over wireless networks, which can adaptively design the
encoding pattern for multicast transmissions so as to reduce the probability of
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being intercepted by the eavesdropper. By receiving the ACK signals fed back
from multicast users, BS simulates the decoding processes towards these cor-
responding users and real-time updates the index set of decoded data packets.
Based on these updated messages, BS conducts the adaptive fountain-encoding
design which makes for improving the decoding rates of multicast users. In this
way, multicast receiver can complete decoding earlier than the eavesdropper
does. Simulation results show that the proposed scheme outperforms the tra-
ditional non-adaptive encoding schemes with lower intercept probability and
higher transmission efficiency.
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Abstract. In recent years, many fingerprint-based localization
approaches have been proposed, in which different features (e.g., received
signal strength (RSS) and channel state information (CSI)) were used as
the fingerprints to distinguish different positions. Although CSI-based
approaches usually achieve higher accuracy than RSSI-based approaches,
we find that the localization results of different approaches usually com-
pensate with each other, and by fusing different features we can get
more accurate localization results than using only single feature. In this
paper, we propose a localization method that fusing different features by
combining results of different localization approaches to achieve higher
accuracy. We first select three most possible candidate positions from
all the candidate positions generated by different approaches according
to a newly defined metric called confidence degree, and then use the
weighted average of them as the position estimation. When there are
more than three candidate positions, we use a minimal-triangle principle
to break the tie and select three out of them. Our experiments show that
the proposed approach achieves median error of 0.5 m and 1.1 m respec-
tively in two typical indoor environments, significantly better than that
of approaches using only single feature.

Keywords: Indoor localization · Channel state information · Multiple
features

1 Introduction

With the rapid development of information technology and widespread popu-
larity of mobile intelligent terminals, location-based services (LBSs) have been
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widely used in many fields including travel guidance, mobile advertising, and
urban computing. Many LBSs require to know the positions of target objects
in indoor environments. However, the widely used Global Positioning System
(GPS) suffers from severe degradation in localization accuracy and reliability
in indoor environments because of the occlusion and complex electromagnetic
interferences. Therefore, the research and implementation of indoor positioning
systems that can provide real-time and high-precision localization services has
attracted many research attentions in recent years [1,2].

Because of the pervasive penetration of wireless local area networks (WLANs)
and Wi-Fi enabled mobile terminals, the fingerprint based indoor positioning
technology [3] has attracted many research attentions in both academic and
industry communities. Most existing works utilize received signal strength (RSS)
[4,5] or channel state information (CSI) [5,6] as the fingerprint of a particular
position. Unlike RSS that is an aggregated value of the all subcarriers′ ampli-
tudes, CSI estimates the channel on each subcarrier in the frequency domain.
Thus it can depict the multipath propagation to some extent and provide more
stable and fine-grained signature in differentiating different positions [7].

Although the overall positioning performance of the CSI-based method is
usually better than that of RSS-based approaches [6,8], we find that it is not
the case that for every position CSI-based approaches generate more accurate
results than RSS-based approaches. We perform a preliminary experiment to
show this. We conduct the RSS and CSI measurements in a typical computer
lab as shown in Fig. 2(a). For the testing spot located at (2.5, 3.5), we feed our
measurements to Horus [9] and FIFS [6] scheme. The corresponding localization
errors are 0.63 m and 1.52 m, respectively. Obviously, the result suggests that,
it is Horus (an RSS-based approach) rather than FIFS (a CSI-based approach)
generates more accurate position estimation for the testing spot.

The above observation inspired us to design new localization algorithms to
achieve higher localization accuracy by fusing different features. In particular,
we combine the results of Horus [9], FIFS [6] and D-CSI [10], which use differ-
ent features as fingerprints of positions, to achieve higher accuracy than using
each single feature. D-CSI [10] is a new positioning approach which uses the dis-
tribution of CSI amplitude as location fingerprints. It achieves higher accuracy
than FIFS because it uses distribution of CSI amplitude as position fingerprints,
which contains both spacial-diversity and frequency-diversity of the signal, while
FIFS only simply adds up all the subcarriers’ amplitudes and uses it as position
fingerprints.

In this paper, we propose a hybrid method with multiple feature fusion(MFF)
to counteract the positioning error of single feature based approaches. Firstly,
we get a set of reference points called alternative reference points by running
Horus, FIFS, and D-CSI, respectively. These approaches uses three different
features as position fingerprints, namely RSS, He, and Hp. Secondly, we select
three most possible candidate positions from the generated reference points of
the three approaches. When there are more than three reference points, we use
a minimal-triangle principle to select three out of them. Finally, we calculate a
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weighted centroid of the three reference points and take it as the target location.
Experiments show that the proposed localization approach achieves median error
of 0.5 m and 1.1 m in two typical indoor environments, significantly less than that
of the best single-feature based approach whose corresponding error is 0.7 m and
1.3 m, respectively.

The rest of this paper is organized as follows. Section 2 reviews related work.
In Sect. 3 the proposed method is described in detail with analysis. The simu-
lation results are given and discussed in Sect. 4. Finally, Sect. 5 concludes this
paper.

2 Related Work

Indoor localization has attracted a growing research attention and various tech-
niques have been proposed, including Wi-Fi [4,9,11], Bluetooth [12], radio-
frequency identification(RFID) [13], FM radio [14], acoustic signals [15], mag-
netic field [16], UWB [17] and light [18]. Among these signals, the use of Wi-Fi
signal has attracted continuous attention due to the pervasive deployment of
WLANs and Wi-Fi enabled mobile devices. Many efforts have been done to
improve accuracy of WLAN based localization approaches.

The indoor localization system RADAR [4] is a pioneer work in WLAN fin-
gerprinting, which used the K-nearest neighbor method to get the location of a
person and achieved a median error of about 5 m. Horus [9] used a maximum
likelihood based approach to infer the target position and achieves higher accu-
racy than RADAR. Besides these two typical RSS-based fingerprint location
approaches, there are many improvements over them. More RSS-based indoor
localization approaches can be found in the literature review [1].

The signals of WLAN based localization contain RSSI and CSI. Compared
to using RSSI as fingerprints, channel state information is considered as a finer
grained signature to improve the localization accuracy. Xiao et al. [6] proposed
an FIFS system that uses the aggregated CSI amplitude values over all the sub-
carriers and leverages the spatial diversity to improve the performance of the
RSS-based method. The location fingerprint, which is aggregated over the all
sub-carriers, is a coarse metric and may not effectively distinguish the locations.
Sen et al. [19] proposed a PinLoc system that utilizes the per-subcarrier fre-
quency response as the features of a location, and relies on the machine learning
algorithms to classify a device measurement to one of the trained locations. It
leverages the frequency diversity, but does not consider the spatial diversity.
Wang et al. [20] presented DeepFi which is a deep learning based indoor fin-
gerprinting scheme using CSI information. Although these techniques achieve a
high localization precision, they require intensive computations and more train-
ing samples to localize the mobile users via machine learning or deep learning.

3 Algorithm Description

The CSI-based approaches usually achieve higher accuracy than the RSS-based
approaches, but we find that the former may have lower accuracy than the



Accurate Indoor Localization with Multiple Feature Fusion 525

latter in some positions. Therefore, the localization accuracy can be improved
by integrating the methods that are based on different physical measurement.

3.1 Algorithm Framework

There are two phases in fingerprint-based positioning system: the training phase
and the positioning phase. Figure 1 shows the framework of the proposed multi-
ple feature fusion (MFF) algorithm. In the training phase, we acquire physical
measurements of wireless signals for calibration points, including both RSS and
CSI. Then the features of He [6] and Hp [10] are extracted from the CSIs, together
with the RSS as the location feature. Finally, we use the position information
and the location feature of the calibration points to construct the fingerprint
databases of RSS, He and Hp, respectively.
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Fig. 1. System architecture

In the positioning phase, RSS and CSI values are firstly collected at an
unknown location. They are sent to the positioning engine and processed using
the method as in the training phase to extract the fingerprint. For each finger-
print feature, MFF finds three candidate reference points whose fingerprints are
mostly close to the fingerprint of the unknown position. Specifically, we feed out
the RSS, He and Hp to Horus, FIFS and D-CSI, respectively, to calculate the
candidate position set for each approach. Three most possible candidate points
are then selected from these positions according to a newly defined metric called
confidence degree. Finally, the weighted centroid of the three selected candidate
points are calculated and used as the position estimation.

3.2 Algorithm Details

The framework of MFF is given in Algorithm5. Assume that there are N APs
and M reference points in the region. The positions of the reference points
are denoted as L = {L1, L2, · · · , LM}. The algorithm contains 4 steps and the
detailed operations in each step will be described as follows.

Step 1: Establish the RSSI, He and Hp fingerprint database

Given the coordinates of the reference points and corresponding RSS and CSI
values, we build the RSS, He and Hp fingerprint database. Taking RSS as an
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Algorithm 1. The algorithm of MFF
Input: The RSS and CSI values of the test point. The coordinates, RSS and CSI

values of the calibration points.
Output: The coordinates of the test point
1: According to the coordinate, RSS and CSI values of the calibration points to build

RSS, He and Hp fingerprint database //Step 1
2: According to RSS and CSI values collected at the test point and the fingerprint

databases built in step 1, using the Euclidean distance or KL distance as the
similarity metric, calculate candidate calibration point set under the various
features of the fingerprint. //Step 2

3: Merge the candidate reference points and calculate the degree of each candidate
calibration point.//Step 3

4: Depending on the size of each calibration point degree obtained in step 3, optimize
the final location of the test point.//Step 4

5: return The coordinates of the test point

example, the process of the fingerprint database construction is as the follows.
We denote the RSS vector of the M reference points as F RSS = [F RSS1,
F RSS2, · · · , F RSSM ]. The RSS vector of the ith reference point is F RSSi =
[RSSi

1, RSSi
2, · · · , RSSi

N ], where RSSi
N represents the RSS of the ith reference

point from the Nth AP. Then, F RSS and L constitute the RSS fingerprint
database.

Step 2: Calculating of candidate reference points

We denote T RSSI = [RSS1, RSS2, · · · , RSSN ] to be the RSS obtained by
the mobile device at an unknown location. Then the distance between the point
and the reference point is Di = sqrt(

∑N
j=1 |RSSj−RSSi

j |2), where i=1,2,· · · ,M .
A smaller Di represents a shorter distance between the unknown position and
the reference point. We sort Di in the ascending order and select the first three
reference points as the candidate positions for RSS, denoted by Node RSS =
[n RSS1, n RSS2, n RSS3]. In the same way, we can get the candidate reference
points for He and Hp and denote the corresponding point se as Node he and
Node hp, respectively.

Step 3: Result fusion

We put all points in Node RSSI, Node he and Node hp into a position set
called Node all and calculate the degree of each candidate point as follows. For
each candidate point, we draw a circle with radius R (whose optimal value will be
determined in the Sect. 4) and count the number of reference points in Node all
that fall in the circle. The number is defined as the confidence degree of that
candidate point. When calculating the degree, if the reference point is at the area
boundary, its degree is increased by 0.5 to compensate for the boundary effect.
After calculating degree for all points in Node all, we sort them in descending
order according to their degree, and denote the sorted set as sort D.
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Step 4: Position calculation

The final position calculation and optimization is shown in Algorithm2.

Algorithm 2. Optimization of the final location of the test point.
Input: Node all, sort D, R, offset
Output: The coordinates of the target point
1: if the number of reference points with degree sort D(1) is one then
2: if the number of reference points with degree sort D(2) is greater than 2 then
3: Finding all reference points of degree sort D(2). A candidate set consists

of any two of the reference points of degree sort D(2) and one reference
point of degree sort D(1).

4: else
5: Selecting the reference points with degrees sort D(1) , sort D(2) and

sort D(3) as candidate sets.
6: else
7: if The number of reference points with degree sort D(1) is two then
8: Finding all reference points with degrees sort D(2). A candidate set consists

of any one of the reference points of degree sort D(2) and two reference
points of degree sort D(1).

9: else
10: The R + offset will be used as the radius and recalculate the degree of

each reference point according to the procedure in step 3, then repeat
the operation of steps 1 to 7.

11: if The number of reference points of degree sort D(1) is greater than two
then

12: Find all the reference points of sort D(1), triple three combinations as
the candidate sets.

13: According to all the candidate sets, calculate the perimeter of the triangle enclosed
by the reference point in the set, select the set of reference points with the
shortest perimeter, and find the center of the triangle as the coordinate of the
point to be measured.

14: return result

3.3 Algorithm Analysis

Assume that the reference points are evenly distributed in a grid pattern with
grid space a. When R is less than a, the degree of each reference point will be zero
because no other reference point will fall within the circle. When a ≤ R<

√
2a,

the candidate reference point adjacent to the reference point will fall into the
circle. When

√
2a ≤ R<2a, the candidate reference point that is either adjacent

to the reference point or diagonally opposite the rectangle will fall into the
circle. Therefore, based on the above analysis, in the next section of performance
analysis, we compare the positioning error of the MFF under the different R.

In Algorithm 2, another parameter offset is set for the following reasons.
When there are more than 3 reference points with the same degree, they cannot
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be distinguished to be used as the one of candidates reference set. It is necessary
to increase the length of the radius, filter out those reference points with no
further increase, and then select the reference point set which is close to the point
to be measured. Combining the above analysis of R, offset sets the following
principles. When a ≤ R<

√
2a, offset should be set

√
2a ≤ R+offset<2a; when√

2a ≤ R<2a, offset should be set 2a ≤ R+ offset<
√

5a; when 2a ≤ R<
√

5a,
offset should be set

√
5a ≤ R + offset<3a.

The algorithm proposed in this chapter can improve the positioning accuracy,
mainly for the following two reasons. One is the set of reference points is under
three fingerprint features. As a single feature has limitations in positioning, a
set of reference points obtained by merging multiple features can make up for its
shortcomings. The second is to use a moderate reference point set. The higher
the degree of the reference point is, the closer it is to the test point.

4 Experiment Results

For the method proposed in this paper, we have collected the signal value of
the corresponding locations. This section first introduces the experimental set
up and the data acquisition process. Then we compare the performance of the
fusion location algorithm with different radius R, as well as the performance of
the location method with the single feature fingerprint.

(a) The layout of the computer laboratory (b) The layout of the meeting
room

Fig. 2. The layout of two environments

4.1 Experiment Scenarios

In our experiment, the training spots are evenly distributed in the entire room
and the test spots are randomly chosen. TL-WR742N routers work as the trans-
mitters, while a Dell E6410 equipped with an Intel Wi-Fi Link 5300 NIC is used
as the mobile device. We also modify the driver as in [6] to collect the raw CSI
values. We evaluate the system in two typical indoor environments: a computer
laboratory and a meeting room.
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(1) Computer laboratory

The floor plan of the computer laboratory is shown in Fig. 2(a). Four APs are
deployed at the four corners. In the training phase, the RSSI and the CSI values
are collected at 42 locations with 1.2 m spacing for constructing the fingerprint
database. During the test, we randomly select 30 locations as the test positions.
At each spot, we collect the raw CSI values of 60 packets. We collect 20 RSSI
samples at each position and select the RSSI that appears the most times as the
fingerprint of the corresponding location.

(2) Meeting room

The floor plan of the meeting room is shown in Fig. 2(b) and the four APs
are also placed on the four corners. We collect 49 different calibration positions
which are 1 m apart in this scenario. 10 test locations are randomly selected. At
each location, we also collect the RSSI and the CSI data of 60 packets. We also
collect 20 RSSI samples at each position and select the RSSI that appears the
most times as the fingerprint of the corresponding position.

4.2 Optimal Radius

We first consider the influence of system parameter R. R is a system parameter
which is used in calculating each candidate reference point degree. The setting of
R has a great influence on the size of the reference point degree, and affects the
selection of the reference point, which determines the positioning performance.
Through the experiments, we determine the R that makes the positioning per-
formance of the fusion localization algorithm the best.
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Fig. 3. The mean distance error of MFF under the different indoor environments

Figure 3 shows the mean distance error of the fusion localization method
along with R in the two experimental scenarios. When a ≤ R<

√
2a, the posi-

tioning error can reach the minimum. When R is too large, the reference points
that should not be selected may be used to determine the test spot. In extreme
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cases, when R is the length of the entire region boundary, all reference points
will be three for a group to be the candidate reference point sets of the test spot,
so it can not make full use of the feature that filter the points by calculating the
size of degree, thus affecting the positioning accuracy.

In addition, when R is too small, it will make the degree of the reference
points with no difference, so it cannot distinguish which reference point should
be selected for calculating the position of the test spot. In the extreme case, as
R is too large, it can not make full use of the feature that filter the reference
points by the confidence degree, thus affecting the positioning accuracy. So R is
too large or too small, the positioning effect will have a negative impact.

Figure 4 shows the cumulative distribution functions of errors under the dif-
ferent R. As shown in the figure, when

√
2a ≤ R<2a, the positioning errors

of more than 80% test points are less than 1.2 m, but when 2a ≤ R<
√

5a and
a ≤ R<

√
2a, in the case of having the same number of test points, the posi-

tioning errors range is expanded to 1.5 m and 2 m. The same trend is seen in
Fig. 4(b). Based on our results in two experimental scenarios, MFF can achieve
better positioning performance when R is set to

√
2a ≤ R<2a.
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Fig. 4. The CDF of MFF under the different R

4.3 Localization Performance

In this section, we conduct the performance comparison between MFF and the
existed works that used a single feature, such as Horus, FIFS and D-CSI. We
consider the radius varying from

√
2a to 2a. We give the mean distance error and

the cumulative distribution function of localization error of the four localization
schemes in two representative scenarios.

(1) Mean distance error

Figure 5 gives the mean distance error obtained by the proposed algorithm
MFF, Horus, FIFS and D-CSI. As shown in the figure, in the meeting room, MFF
achieves the median accuracy of 0.8 m, which outperforms D-CSI, FIFS, and
Horus by more than 0.1 m, 0.5 m and 0.7 m, and the gain is about 11%, 38%,47%,
respectively. Moreover, in the computer laboratory scenario, where there exists
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Fig. 6. The CDF of MFF under the different indoor environments

abundant multipath, the mean accuracy of our approach is 1.3 m, which is about
7%, 18.5% and 31% gain than D-CSI, FIFS and Horus, respectively.

In addition, the standard deviation of the localization error of each method
is given in Fig. 5. From the two experimental scenarios, we find that Horus has
the largest standard deviation, which shows that there is a big error difference
among the test spots. MFF has the minimum standard deviation. This shows
that the difference of the localization error becomes smaller and more stable after
fusing the RSSI, He and Hp features. Therefore, MFF is suitable for applications
that require the smaller jitter of localization results.

(2) The cumulative distribution function of localization error

Figure 6 plots the CDFs of the localization errors in the meeting room and
the computer laboratory, respectively. As shown in Fig. 6(a), for over 80% of
the test spots, the errors of MFF are less than 1.1 m. However, D-CSI, FIFS
and Horus has the localization errors of 1.2 m, 2.1 m and 2.4 m under the same
experimental conditions. All of the MFF test spots have an error under 1.3 m,
while only about 85%, 60% and 40% of the D-CSI, FIFS and Horus test spots
have the same localization accuracy.

As shown in Fig. 6(b), in this more complex wireless signal environment, our
scheme and D-CSI have a distance error of 1.4 m for 50% of the test spots.
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Meanwhile, the median error of FIFS and Horus is 1.6 m. However, for over 80%
of the test spots, the error of MFF is 0.5 m lower than D-CSI, the error of FIFS
is 0.3 m lower than Horus.

5 Conclusion

This paper proposes a multiple feature based indoor localization scheme that
uses RSSI and CSI information extracted from the commercial off-the-shelf
Wi-Fi NICs. Firstly, we get the summation of the received signals(He) and the
distribution of the subcarriers(Hp) from the CSI value. Then, a set of candidate
reference points is obtained using the localization method of each fingerprint
feature. Finally, according to the degree of each reference and the principle of
triangle minimization, we find the best three reference points and take the cen-
troid as the target location. The proposed method is evaluated in two typical
indoor environments and is compared with the existing work. The results show
that our scheme achieves the better performance under the different scenarios.
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Abstract. With the extensive use of smart phones, location-based ser-
vices are becoming prevalent. Global Positioning System (GPS) is a
widely-adopted localization method. However, it drains the battery of
smart phones quickly and it is vulnerable to weak GPS signals. GSM-
based localization is more robust, but it only leads to low localization
precision, which cannot meet the requirements of many location-based
services. With the pervasive deployment of WiFi, WiFi-based localiza-
tion has become a promising indoor localization method. Nevertheless,
simply applying indoor localization methods to outdoor metropolitan
environments does not work well. In this paper, we present a hybrid out-
door localization scheme, which leverages WiFi signals and the built-in
sensors in smart phones to achieve high localization precision and low
power consumption. Our experimental results show that the proposed
hybrid scheme outperforms the widely-adopted GPS method in terms of
localization precision and power consumption.

Keywords: Outdoor localization · Power efficiency · Fingerprinting

1 Introduction

Location-based service has become increasingly important in our daily life. The
Global Position System (GPS) [1] has been the de facto localization method for
outdoor environments. However, GPS is vulnerable to the lack of line of sight
to satellites. In addition, it drains power supply quickly. A variety of different
localization schemes have been proposed to tackle these problems. Here are a
few example systems: cellular-based systems [2,10], infrared-based systems [3],
ultrasonic-based systems [4] and radio frequency (RF) based systems [5–7].
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Among these schemes, RF-based systems (e.g. WiFi fingerprinting localiza-
tion) that use wireless data network (e.g. 802.11 [11]) to estimate user location
have gained much attention, especially in the domain of indoor applications.
Compared with other localization methods, WiFi fingerprinting localization does
not require extra hardware and is easy to be deployed. Devices such as smart
phones can easily collect RSSI information of WiFi access points, which is crit-
ical to localizing moving objects. Technically, this approach treats fingerprints
as patterns instead of estimating positions with signal-strength-based distances.
By matching a detected fingerprint obtained on the go to the fingerprints stored
in an offline database that is constructed during the training stage, the location
corresponding to the fingerprint that leads to the minimum difference is selected
as the estimated position.

In this paper, we present an efficient hybrid outdoor localization scheme uti-
lizing WiFi fingerprinting, sensor information and even GPS statistics. Our goal
is to provide a power-efficient localization system whose accuracy is not worse
than GPS. Specifically, an offline fingerprint database is first constructed through
crowdsourcing [9]. To reduce the computational cost of the matching phase, we
proposed the map tile mechanism, which helps determine constrained match-
ing space with sensor readings. Technically, instead of simply fusing sensor data
and WiFi fingerprint with some kind of fusion algorithm, our method integrates
motion information into fingerprint database and takes it into account while the
matching operation is executed. Then, only the fingeprints in constrained area
are involved in the matching stage, resulting in a more accurate location at a low
computational cost. In addition, in the process of matching, our method consid-
ers not only the WiFi status, but also the GPS statistics recorded during the
crowdsourcing training phase. Our experimental results show that the proposed
hybrid method outperforms GPS in terms of accuracy and power efficiency in
the areas with densely-constructed buildings.

The major contributions of our research can be summrized as follows:

1. We make use of sensor readings to confine matching space in map tiles. That
is, only the fingerprint data in a specific area constrained by sensor informa-
tion will participate in localization calculation. And a caching mechanism is
adopted on the client side, avoiding frequent localization requests.

2. Not only WiFi signal status but also GPS health information is recorded in
crowdsourced fingerprint data. We take these statistics into consideration and
use them as an influence factor while calculating final estimation, mitigating
large outliers consequently.

3. A prototype system is implemented and several experiments are conducted
in real-life environments using off-the-shelf devices. The experimental results
indicate that our method is feasible and efficient.

The rest of this paper is organized as follows. In Sect. 2, we have a brief
overview of previous research work. Section 3 presents our preliminary measure-
ments and observations. Section 4 describes the details of our hybrid method,
followed with the experiments and performance evaluation in Sect. 5. Finally,
Sect. 6 concludes the paper.
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2 Related Work

Localization methods without GPS has been active for many years since wireless
sensor networks (WSN). They are mainly divided into two categories: range-
based method and range-free method. Here, we provide a brief overview of them.

2.1 Range-Based Method

In general, range-based methods rely on related distance, which can be obtained
through measuring methods like ToF/ToA [18], TDoA [19] or propagation model
generated from RSSI value [20]. [12–15] build optimal models based on physical
distances to solve localization problems. Since these methods are highly depen-
dent on surrounding environment, they are prone to errors induced by obstacles.
Other distance measuring technique like dead reckoning could assist user track-
ing, but produces accumulative errors over time.

2.2 Range-Free Method

Fingerprint localization is the most commonly used range-free method, especially
in the area of indoor localization. Classical fingerprint methods in outdoor local-
ization include visual fingerprint-based localization, motion fingerprint-based
systems and signal fingerprint-based ones.

Visual Fingerprint-Based Localization. Image-processing techniques equip-
ped in smartphones make it possible to get user location through image match-
ing. Google Goggles is a typical application that can identify specific landmarks
in images. [23] provide corresponding visual-based localization systems. How-
ever, challenges of matching speed in content-based image retrieval (CBIR) exist
and camera operations cost too much battery energy of smartphones. Besides,
visual-based localization method is coarse-grained in the regard of positioning
accuracy.

Motion Fingerprint-Based Localization. Motion fingerprint-based localiza-
tion usually detect user’s motion data to get location. User movement data is
collected from built-in sensors such as gyroscope and accelerometer. CompAcc
[24] figures out user’s moving pattern or trail to match with pre-generated motion
signatures. Due to the noise produced by sensors, errors accumulate with time
going on.

Signal Fingerprint-Based Localization. The extensively deployed WiFi infr-
astructure contributes to signal-based fingerprint method, especially in the area
of indoor localization. Some outdoor applications include [21,22]. WiFi finger-
printing localization method generally consists of two phases: offline training
phase and online fingerprint matching phase. During the training phase, corre-
lations between fix locations and Received Signal Strength (RSS) patterns from
various Access Points (APs) are constructed to form a fingerprint database. In
the matching phase, to locate the device, matching algorithm searches database
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for a fingerprint with minimum difference, in which the labeled location is the
estimated as user location. In fact, fingerprints can be expressed in two forms:
deterministic form (e.g., Radar [5]) and probabilistic form (e.g., Horus [8]). The
deterministic form means calculating pattern difference based on Euclidean dis-
tance. As for probabilistic type, it can perfectly store the state about signal
strength distribution at a fix location. But in mobile localization environment,
probabilistic method needs to take more time to collect enough samples to fit the
signals fluctuating state, thus generating time delay. In the view of effect, signal-
based fingerprint localization has the potential to obtain fine-grained results.
Nevertheless, owing to the heavy training work and the complexity of outdoor
environment, it is not realistic to migrate this method from indoor scenarios to
outdoor environment directly.

3 Preliminary

In this section, we investigate several characteristics in traditional outdoor local-
ization method including GPS and typical WiFi signal fingerprinting algorithms
based on real experiments. It is demonstrated that some crucial problems, which
have exist extensively to be dealt with, definitely affect the accuracy or energy
cost in outdoor localization.

3.1 Problem Statement

Denote a fingerprint as f = [ri, i = 1, · · · , n], in which ri represents the RSS
value of the AP Ai ∈ A, the access points set of n APs appearing in f . For two
fingerprints f and f ′, the dissimilarity can be calculated based on RSS difference
σi = |ri − r′

i| at each Ai. Since two fingerprints may not contain absolutely
identical set of APs. For APs appearing in fingerprintf , if it is not included in
f ′, we set the missing value as −100. Then the dissimilarity between f and f ′

is calculated as

η(f, f ′) =

√
√
√
√

p
∑

i=1

σ2
i (1)

where p = |A ∪ A′|.
By comparing the query fingerprint f with all samples stored in the finger-

print database F , the sample with minimum dissimilarity can be found.

f∗ = arg min
fi∈F

η(f, fi) (2)

Then the corresponding location L(f∗) of f∗ is considered as user location.
And ε = ‖L(f) − L(f∗)‖ is used to denote locating errors. However, in our issue,
the question is more complicated, some modified work has to be done based on
the following observations.
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3.2 Observations

High Power Consumption. Typical outdoor localization method like GPS
is an energy-hungry technology that consumes too much battery resource. And
frequent network requests is another main cause among factors. For GPS, electric
energy has to be provided continuously to serve the GPS antenna, which is
working on searching satellites and communicating with them at a slow data
transfering speed. As for frequent network requests, it happens in the process
of swapping data between user clients and servers. In a nutshell, the above two
reasons lead to high battery energy cost.

Locating Outliers. In GPS localization, the performance of positioning accu-
racy is highly dependent on environments. GPS signals quality gets worse and
generates locating outliers in some interfering areas such as around buildings or
in forests. In our preliminary experiments, Fig. 1 shows that GPS positioning
outlier happens when device holder is near buildings.

GPS Location Actual Position

Fig. 1. Locating outlier happens in GPS interfering area.

Computational Cost Caused by Global Mechanism. Few previous
research work considers avoiding global matching overhead in fingerprint data-
base, which leads to much computational consumption. Typical matching
method means that the algorithm needs to search the whole fingerprint database
to get the estimated location. With fingerprinting database growing larger, much
computational cost and time delay emerge. Though some previous research like
clustering method [8], was proposed to reduce the computational cost. Updated
fingerprint changes by crowdsourcing still cause extra computational overhead.

4 Power-Efficient Localization

As illustrated in Fig. 2, the proposed system includes several parts as shown.
Roughly speaking, first, in the so-called training phase, fingerprint data con-
taining GPS status and corresponding WiFi signal state is collected through
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crowdsourcing technique, forming fingerprint database in server-side. Then, pre-
processing work like map tile mechanism will be accomplished. In the formal
online localization phase, user device calculates dissimilarity between detected
signals pattern and the samples in some certain fingerprint map tiles, which is
stored in local cache and constrained by sensor information. Finally, the loca-
tion of fingerprint with minimum distance is estimated as the current location
of device. In the following content, we present the details of this scheme.

Crowdsourcing
Fingerprint data 
containing GPS 
and WiFi signal 

statistics

Fingerprint Database in 
server

Local Map 
Tile Cache

Map Tile 
mechanism

WiFi signal 
information

Localization 
Algorithm

 Sensor 
information

Estimated 
Location

Fig. 2. System architecture

4.1 Map Tiles Cache Mechanism

As discussed in observations, frequent network requests in typical positioning
scheme generate high power consumption, and even lead to long response time if
network congestion emerges. Though some offline application such as Big Planet
Tracks was proposed to tackle this problem. Our cache mechanism based on map
tiles makes use of geographic features to divide map into a great many map tiles
and maintains a local database cache.

As Fig. 3 shows, this area is partitioned into n map tiles, with each side
length of w meters. Uploaded fingerprint data is allocated into different map
tiles according to its location (longitude and latitude). In addition, only m map
tiles, for example 4 tiles in the above figure, is maintained in local database
of user client. When user device senses surrounding WiFi signal information,
it is must first guaranteed that user roughly locates in the map tiles in local
database through our sensor-assisted method, which is detailed in next section.
If this coarse position is absent from local fingerprint database, it means that
local data cache is outdated, with prefetching operation following to update
cache from server. Assume that the number of positioning requests is r in total,
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Map Tiles in Server Map Tile Cache in Client

Fig. 3. Map tile cache mechanism

typical fingerprint mechanism needs r network requests. In our map tile cache
mechanism, this number can be reduced to just r/m, achieving the energy-saving
and efficient purpose.

4.2 Sensor-Assisted Matching Method

Global matching is consuming and unnecessary if measured query fingerprint
consisting of RSS features has to be compare with all fingerprints in database. In
this sense, it is necessary to decrease matching space and do matching operation
in a small space constrained through sensor information such as direction and
travel distance.

As illustrated in Fig. 4, assume that the previous location is P , based on which
current location can be calculated. Special to note is that the initial location is
obtained by GPS. Distance and direction from the previous location to current
position are assumed as l and θ respectively. In fact, the distance l and direction
θ can be estimated by dead reckoning method utilizing built-in inertial sensors
like accelerometer, gyroscope, and compass. [16] indicates that the accuracy of
count steps in dead reckoning can reach 98%. By multiplying with user’s step
length, the footsteps could then be converted to physical displacement, namely
distance l. In addition, the direction θ is obtained using gyroscope and compass,
which is detailed in [16]. As a result of noisy sensors and heterogenous devices,
distance l and direction θ cannot be 100% accurately calculated. We introduce
two variables Δl and Δθ as fault-tolerant range to cope with this problem.
With the above variables determined, an annular region ABCD in which current
position locates forms. Before working out estimated current location, we must
figure out which crowdsourcing fingerprint points in local cache are locating in
this constrained area. Here, we offer a solution based on Haversine formula [17].

Given the start point longitude and latitude (ϕ, λ), distance d and bearing θ
from the start point, we can calculate the destination point (ϕ′, λ′) through the
following formula
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Fig. 4. Sensor-assisted matching in local map tile cache

{

ϕ′ = arcsin(sin ϕ · cos δ + cos ϕ · sin δ · cos θ)
λ′ = λ + arctan(sin θ · sin δ · cos ϕ/ cos δ − sin ϕ · sinϕ′)

(3)

where δ is the angular distance l/R, with R denotes the earth’s radius.
With the above formula, we can obtain a set F = {fi, i = 1, · · · , n}, a

subset of local fingerprint database cache, in which the location Li(fi) of every
fingerprint fi locates in the constrained area ABCD.

4.3 Localization

Since the observations indicate that probabilistic fingerprinting algorithm
demands enough time to collect samples while locating current position, we
adopt modified deterministic framework here. Each fingerprint sample f in F is
chosen to be compared with query fingerprint signal f ′. And the most similar
K points participate in estimating the final result of current location L̂ through
Weighted K-nearest neighbor method.

L̂ =
K∑

i=1

wi
∑K

j=1 wj

Li (4)

where all weights wi are nonnegative and correlated with stored GPS signal state
(number of satellites n, signal noise ratio snr) and dissimilarity in RSS.

Since discrimination capability exists in different APs, the discrimination
factor depends on the distance between AP and user device. From the Log-
Distance Path Loss model Pd = P0 − 10γ log d

d0
, we specify the discrimination

factor of the i-th AP with formula

ρi =
1
di

= 10
ri−P0
10γ (5)
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where P0 denotes the RSS value received at a distance d0. γ is the path loss
exponent, and Pd is the RSS sensed in a distance of d. Afterwards, an nor-
malized form ρNi from

∑p
i=1 ρi is embed into the formula 6. Then, the modified

dissimilarity in RSS between query fingerprint and stored one is

h(f, f ′) =

√
√
√
√

p
∑

i=1

(ρNi · σi)2 (6)

In addition, the satellite signal health plays a role in ultimate synthesized
discrimination. In our research, we incorporate GPS statistics into synthesized
influence factor. GPS health is chiefly concerned with effective satellites number
n and corresponding signal-to-noise ratio snr, and it is expressed with formula

ψ =

∑n
j=1 snrj

10n
(7)

which means that the bigger ψ is, the stored location of this sample fingerprint
is more reliable.

Integrating all these factors into unified one, the ultimate synthesized dis-
similarity metric is formulated as

η =
h(f, f ′)

ψ
· p

q
(8)

where p = |A ∪ A′| and q = |A ∩ A′|. Specifically, q denotes the number of
common APs in stored fingerprint f and query one f ′. With p/q involved, dis-
similarity of two fingerprints with fewer common APs will be amplified. Finally,
the absolute weight is obtained by

wi =
1
η

(9)

which is used to calculate the current location in formula 4.

5 Experiments and Evaluation

5.1 Experiments

A real system is implemented on Samsung Galaxy Grand Prime running Android
Operating System. Our experiment is conducted along the road around the Aca-
demic Building A in Harbin Institute of Technology Shenzhen Graduate School.
First, the map area is divided into many map square tiles, with each side length
w. In our research, w is set to 15 m. Then crowdsourcing fingerprint data is col-
lected at random positions along the road. In fact, at each position of about 150
sampling points, average state including GPS statistics and signals information
of 10 samples is recorded as the fingerprint data. And device handheld posture
is unified to get rid of human body effects in the whole experiment process. As
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Fig. 5. Crowdsourcing data distribu-
tion in map tiles

Fig. 6. Distribution of pre-calibrated
points, GPS positioning results and
Our hybrid results, represented by
black dots, gray icons and black star
icons respectively.

the Fig. 5 illustrates, part of our real fingerprint data in database is allocated
into corresponding map tile after training phase.

In online matching process, estimated locations are computed with the assis-
tance of formula 3, where we specify earth radius R at ground level as about
6375.024 km according our approximate latitude and altitude. Actually, we did
this at 30 pre-calibrated points along the road for ten times. And meanwhile,
battery energy percentages in both phones for GPS localization and our hybrid
method are recorded every 10 min to get power-consuming log.
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5.2 Evaluation

As Fig. 6 shows, calibrated coordinates, GPS positioning and our hybrid local-
ization results are plotted into Google map according to their coordinates. We
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Fig. 9. Power consumption

compare the real locations at 30 pre-calibrated points with GPS results and ours
respectively. Figure 7 shows the error cumulative distribution of GPS results and
ours. Our calculation results indicates that our method results in an average error
of 7.57 m while the number is 10.3 for GPS. Besides, the error at each point is
shown in Fig. 8. At point 17, 21 and 24, errors from hybrid method are much
smaller than that in GPS, meaning that our method can mitigate large outliers
to some extent. About energy cost, Fig. 9 demonstrates that our hybrid method
enhances the battery life for 1.5 h roughly, achieving energy-saving purpose.

6 Conclusion

In this paper, we summarize the problems with typical localization methods.
These problems motivated us to design the proposed hybrid outdoor localiza-
tion scheme, which is based on GPS statistics, sensor information and map tile
mechanism. Our experimental results indicate that the proposed scheme slightly
outperforms GPS localization in terms of positioning precision. From the per-
spective of power consumption, the proposed scheme is more efficient than GPS
localization.

Acknowledgement. This work was supported by National Natural Science Founda-
tion of China (No. 61370216).
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Abstract. Nowadays, with the rapid development of location based services,
the indoor positioning technology has become a hot research topic. In order to
eliminate interference factors of indoor wireless signal propagation and improve
the accuracy adaptability of indoor location, we design and implement an indoor
location algorithm based on differential signal strength method. We reduce the
effect of the fluctuation of wireless signal and improve the signal stability by
using the first order difference method to deal with the collected signal strength
parameters. According to small scale multipath effects of wireless signals are
approximately equal in the same environment, we combine difference local-
ization theory and plane geometric method to get the indoor target’s position.
Our positioning algorithm can adapt to various indoor location technology and
has good compatibility.

Keywords: Indoor localization � Differential positioning algorithm � RFID �
Bluetooth � RSSI

1 Introduction

In recent years, with the development of mobile network and intelligent terminal, the
demand of indoor location based services grows fast. Obtaining the target’s position
information has very important significance in many fields. People stay in the indoor
environment about 87% of the time, so the indoor positioning technology has got
widely concerned. Achieving the accurate indoor positioning results offers a broad
prospects in logistics management, emergency rescue, device testing, disaster pre-
vention and many other fields [1–3].

Because of the complicated transmission environment and various designs of room
construction, the transmission consumption of signals will be unstable with the
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environment changing. When there are barriers indoor, the transmission of signal will
be effected by diffraction, refraction and scattering. So the amplitude, phase and signal
strength will change a lot. Usually people take RSSI(Receive Signal Strength Indicator)
into the module of wireless signal transmission to estimate signal broadcast distance,
and then compute the location of target. Because of small scale shadow fading which is
caused by signal multipath transmission, RSSI will not go down linearly as the
transmission distance increase. And the location accuracy will be limited. How to
reduce the propagation error of wireless signal and lower the signal transmission
multipath effect influence is the key to improve indoor localization accuracy [4].

The main contributions of our paper are as follows:

• According to small scale multipath effects of wireless signals being approximately
equal in the same environment, we combine difference localization theory and plane
geometric method to design and implement an indoor location algorithm.

• The algorithm effectively reduces the indoor wireless signal propagation multipath
effect and other interference factors and improve the accuracy of indoor location.
The test results show our positioning algorithm’s calculation error is less than
0.65 m even in a very complex indoor environment.

• Our algorithm adapts to various indoor location technology such as RFID, Blue-
tooth and so on. It has good compatibility. Using this algorithm can effectively
reduce the density and cost of hardware deployment.

The structure of this paper is as follows:
In the second part, we introduce some current indoor location algorithms and

analyze their features.
In the third part, we introduce the wireless signal indoor propagation model and

analyze the transmission error caused by the multipath effect.
In the fourth part, we put forward to the multipath effect error reduction method.
In the fifth part, we introduce the theory of our differential positioning algorithm.

And the implementation and calculation method of our differential positioning
algorithm.

In the sixth part, we test our positioning algorithm’s locating results. And we
compare our algorithm with other two positioning algorithms to evaluate our algo-
rithm’s location accuracy.

Finally, we summarize the full text and talk about the direction of the future work.

2 Related Work

Common indoor location algorithm can be divided into two categories: one is based on
fingerprint matching and the other is based on distance measuring. The algorithm based
on fingerprint matching first sample in the location environment and set up a fingerprint
database in this environment after data processing. Then at real-time positioning stage,
we use the collected data to match the samples and get the coordinates. The RFID
location algorithm LANDMARC belongs to this type of location algorithm, it uses
RSSI to value and reduce the requirements of reader receiving synchronization
mechanism [5]. Meanwhile, it reduces the performance requirements of the reader
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hardware and has better applicability. However, this algorithm introduces the concept
of the reference labels, it increases the complexity and cost of the positioning system.

The algorithms based on distance measuring mainly build from the transformation
model of indoor wireless signal. In the process of real-time location, we can get the
real-time distance according to the signal parameters, then use appropriate algorithm to
get the real-time coordinates by real-time distance. At present, this type of indoor
location algorithms mainly includes angle of arrival (AOA), time of arrival (TOA),
time difference of arrival (TDOA), weighted central localization (WCL) and so on [6].
When the system is based on TOA/TDOA positioning algorithm, it requires devices to
change the received signal strength value into the distance information according to
path loss model. Then put the distance information into TOA/TDOA solving model to
calculate the result. This kind of method will make large error and need lots of pro-
cessing time [7]. The comparison of some indoor localization algorithms is in Table 1
[8, 9].

3 Wireless Signal Indoor Propagation Model
and Transmission Error Analysis

Without the electromagnetic interference, the transmission loss of electromagnetic
waves in indoor environment is in accordance with the log-normal shadowing model:

PL d0ð Þ ¼ 10n log10 GtGrk
2= 4pð Þ2d20

h i
: ð1Þ

PL(d0) is the power density loss of received signal when the distance is d0; Gt

denotes the gain of transmitting antenna; Gr denotes the gain of the receiving antenna;
k is the wavelength of transmitted signal; d0 is the recommended distance, which
usually is 1 m; n is the environmental factor. In the case of propagation distance of d,
the loss of radio signal strength can be calculated as:

PL dð Þ ¼ PL d0ð Þþ 10n log10 d=d0½ � þXr: ð2Þ

PL(d) is the power density loss of received signal when the distance is d; Xr is the
normal distribution function which standard deviation is 4 to 10.

Table 1. Summary of indoor localization algorithm

Name Accuracy Real-time capability Device require Adaptive capacity Cost

AOA Better Poor Higher Poor Higher
TOA Better Poor Higher Poor Higher
TDOA Better Poor Higher Poor Higher
WCL Better Poor Lower Better Lower
Sub-triangle Poor Poor Lower Better Lower
LANDMARC Better Better Lower Better Higher
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Pr dð Þ ¼ Pt� PLðdÞ: ð3Þ

Pr(d) is the power of received signal; Pt denotes the power intensity of the trans-
mitted signal. Combine the (2) and (3), we calculate the received signal strength in (4).
Pr(d0) is the power strength of the received signal when the test distance is d0.

Pr dð Þ ¼ Pr d0ð Þ � 10n log 10 d=d0ð Þ � Xr: ð4Þ

From (4), we can conclude that the power strength of the received signal decreases
with the distance increasing in ideal status, and the trend accords with logarithmic
curve. In our experiments, we utilize the received signal strength indication (RSSI),
which can reflect the energy strength of the signal in different distance to indicate the
power intensity of the signal. However, the RSSI value fluctuates significantly in real
indoor environments. The main factor restricts the indoor wireless signal strength
stability and reliability is that the signal strength measurement value is the superpo-
sition of multipath transmission effect. According to the simplification of the multipath
effect, the signal strength that the receiver gets consists of two parts or more. The
receiver can’t distinguish the signal propagation paths. Due to the complex indoor
environment and dense multipath effect, it makes the signal’s transmission stability and
reliability poorer.

4 Indoor Wireless Signal Multipath Transmission
Interference Reduction Methods

The differential positioning technology has been widely applied to outdoor positioning
study, which utilizes the difference between two measured values of two targets from
one measuring station, or the difference between two measured values of one target
from two measuring stations, or the difference between twice measured values of one
target from one measuring station. It can eliminate the common data items and thus
reduces common error and common parameters. Using outdoor differential positioning
method for reference, the common error and interference of indoor wireless signals can
also be effectively reduced. As shown in Fig. 1, wireless signal receivers R1 and R2

Fig. 1. Schematic of multiple receivers of wireless signals
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receive signals from transmitter T1, the distance between R1 and transmitter is d1, the
distance between R2 and transmitter is d2, and the distance between R1 and R2 is d.

According to the indoor wireless signal attenuation model, the signal strength
received by R1 and R2 are:

Pr d1ð Þ ¼ Pr d0ð Þ � 10n log 10 d1=d0ð Þ � Xr1: ð5Þ

Pr d2ð Þ ¼ Pr d0ð Þ � 10n log 10 d2=d0ð Þ � Xr2: ð6Þ

To avoid the signal attenuation error induced by multipath effect, we use first order
differential method to combine (5) with (6). The result is as follow:

Pr d1ð Þ � Pr d2ð Þ ¼ 10n log
d2
d1

þXr2 � Xr1: ð7Þ

As shown in Fig. 2, when the distance between receiver R1 and R2 is decreasing,
R1 and R2 can be considered to be in the same environmental conditions, and the
multipath effect interference is approximately equal within small scale condition.
Therefore, their common items (normal distribution parameters) can be mutually
eliminated.

Pr d1ð Þ � Pr d2ð Þ ¼ 10n log
d2
d1

: ð8Þ

From (8) we can obtain the ratio of d1 and d2:

d2
d1

¼ 10
P d1ð Þ�P d2ð Þ

10n : ð9Þ

According to (9), the power strength of signals can be collected by receivers, the
environmental factor is a constant value. So the differential calculation method avoids
the multipath error which is induced by direct switch between power strength of
wireless signals and distances. It eliminates the error caused by common parameter
items.

Fig. 2. Schematic of distance ratio
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5 Differential Positioning Algorithm

5.1 Positioning Target Movement Trajectory

As shown in Fig. 2, given two different points A, B on a plane, the central perpen-
dicular of segment AB is set as the Y-axis, thus the coordinates of point A is (−t,0), and
the coordinates of point B is (t, 0), and the point P(x, y) satisfies PA/PB = k in the
same plane.

It can be obtained from planar Euclidean distance formula:

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðxþ t)½ �2 þ y2

ðx� t)½ �2 þ y2

s
: ð10Þ

When k 6¼ 1, the formula can be simplified to:

x� k2 � tþ t

k2 � 1

� �2

þ y2 ¼ r2: ð11Þ

The trajectory of point P satisfies the circle trajectory equation, as shown in Fig. 3.

The coordinates of the target trajectory circle center is k2�tþ t
k2�1

; 0
� �

: According to

the trajectory equation, points M, N are the inner point and outer point of the line
segment AB split by constant ratio k, thus the segment MN is the diameter of circle
trajectory. Then we can get the length of MN using (12) and (13).

dAM
dBM

¼ k
dAM þ dBM ¼ dAB

�
: ð12Þ

dAN
dBN

¼ k

dAN þ dBN ¼ dAB

8>><
>>: : ð13Þ

Fig. 3. Schematic of target movement trajectory
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The radius of the target trajectory circle r is dMN/2. So the radius can be calculated
in (14).

r ¼ dMN

2
¼ k

k2 � 1

� 	
dAB: ð14Þ

According to the conclusion of (14), the position of indoor target satisfies the
requirement that the ratio of distances to the two receivers is a constant value.

k ¼ 10
P d1ð Þ�P d2ð Þ

10n

Meanwhile, as the positions of signal receiver R1 and R2 are changing, which
means d1 6¼ d2 and Pr(d1) 6¼ Pr(d2), the position of the positioning target satisfies the
circle trajectory. The length of AB is the signal receiver’s displacement, apparently it in
(15). In order to determine the accurate position of target, we solve the intersection
coordinates by simultaneous circular trajectory equations.

x1� k12�tþ t
k12�1

� �2
þ y12 ¼ r12

x2� k22�tþ t
k22�1

� �2
þ y22 ¼ r22

. . .
ðxn� k32�tþ t

k32�1 Þ2 þ yn2 ¼ rn2

8>>>><
>>>>:

: ð15Þ

As shown in Fig. 4, multiple circle equations can be obtained using multiple signal
receivers. Combine (9), (14) and (15), the position coordinates of positioning target can
be calculated.

5.2 The Realization of the Differential Positioning Algorithm

Data Acquisition and Pre-treatment. First, we define quaternion series data pattern
and normalize the pattern of collected data. Then form the data in a standard data
pattern including time, strength value, ID and displacement.

Fig. 4. Schematic of multiple circular trajectory positioning

552 W. Huang et al.



Rði;jÞ ¼ TimeStamp;RSSI; ID;Positionh i

Due to the work instability of the transmitter and receiver, there exist certain
fluctuation and variation of received signal strength at the same position. In order to
reduce the effect of the fluctuation of wireless signal with real-time, we utilize single
exponential smoothing method to process the collected signal strength parameters. If
we collect n signal strength data in the period of time T, the corresponding signal
strength parameter is:

RSSIi ¼ fRSSI1;RSSI2; . . .RSSIng

According to the single exponential smoothing algorithm principal, the calculation
formula is as follow:

RSSIt ¼ a
Xt

n¼0
ð1� aÞnRSSIt�n: ð16Þ

In the single exponential smoothing algorithm, all former observed values affect the
current smoothing value, but the effect is decreasing progressively. Therefore, the
signal strength parameters after the single exponential smoothing processing can
guarantee both the integrity and instantaneity of data. The single exponential
smoothing method can effectively reduce the fluctuation of wireless signal and received
signal errors in time domain.

Using processed signal strength data, we calculate the difference value of signal
strength between adjacent positions by movement antenna matrix. And then we cal-
culate the distance ratio in (17) to get the target’s position circular trajectory.

k ¼ 10
Ri;jðRSSIÞ�Ri;jþ 1ðRSSIÞ

10n : ð17Þ

Target Position Determination. Normally, the position of the target can be deter-
mined by solving the intersection point and common domain of multiple circles. But the
process of solving multiple circle equations is so complicated and the sensor deployment
in real application is difficult. In order to reduce the calculation complexity and enhance
the algorithm efficiency, we apply Monte Carlo method to simulate and use fuzzy map
strategy to obtain the coordinates of the target position. We divide the plane by
10 cm*10 cm unit area and establish plane rectangular coordinate system [12].

The coordinates of the target circular trajectory is (Xoi, Yoi). The judge condition
of whether each unit area is included by the generated target circular trajectory is as
follow:

di ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
(Xi � Xoi)2 þ (Yi � Yoi)2

q
�Ri: ð18Þ

Mark the unit area as 1 which means it is contained by the target circular trajectory.
And mark the unit area as 0 for not contained by the target circular trajectory.
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Ti ¼ 0;when di [Ri

1;when di �Ri

�
: ð19Þ

The unit area marked 1 consist a fuzzy map. As for the targets to be positioned,
each movement cycle of receiver has a corresponding a fuzzy map. As shown in (20),
the candidate unit area can be obtained by counting the intersection amount of multiple
fuzzy maps.

S Tið Þ ¼
Xn

i¼1
Ti: ð20Þ

After counting the intersection amount of multiple fuzzy maps in every unit area,
we can get the indoor position heat map as shown in Fig. 5, the deeper color area
means that the higher possibility of the target position. Solve the intersection coordinate
of fuzzy maps can obtain the most likely position of the target.

When solving the coordinates of target, considering the two weights of W1i and
W2i, in which W1i is the containing density of circular trajectory. As shown in (21), Sk
(Ti) is the number of unit area Ti contained by circular trajectory during the Kth
movement process of the receiver. The number of unit area contained by circular
trajectory is more, the containing density is larger, and the weight value Wli is bigger.

W1i ¼
Pk

k¼1 Sk(Ti)Pk
k¼1

Pn
i¼1 Sk(Ti)

: ð21Þ

The weight W2i is the density of the selected unit area, na is the number of the
candidate unit area selected from the whole positioning domain, and nci is the number
of the candidate unit area connected with the candidate unit area Ti. According to (22),
the density of candidate unit area connected with Ti is larger, the weight W2i is bigger.

W2i ¼ nciPna
i¼1 nci

: ð22Þ

Considering both W1i and W2i, the total weight Wi can be calculated as follow:

Fig. 5. Schematic of fuzzy map analysis (Color figure online)
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Wi ¼ W1i �W2i: ð23Þ

Based on the respective weight of each candidate unit area, the position of ultimate
target can be calculated by (24):

x; yð Þ ¼
Xna

i¼1
Wiðxi; yiÞ: ð24Þ

6 Device Deployment and Algorithm Testing

6.1 Positioning Algorithm Test Equipment

To verify the practicability and the accuracy of our localization algorithm, we use
different types of wireless hardware to test and analyze the results. We select the
Arduino open source hardware platform and NORDIC nRF51422 processor chip as the
Bluetooth communication module to test the algorithm. Also, we choose Impinj R420
device to test the localization algorithm’s applicability for the RFID equipment.

We stick the signal receiver on the motor guide rail. The guide rail moves at a fixed
speed and pause every second to receive signal parameters.

6.2 Algorithm Test Method and Results Analysis

As shown in Fig. 6, we choose two test place in the laboratory area. Test area 1 is open
and has little environment interference. And Test area 2 has many interference factors.
Each test area covers more than 150 square meters. We place the positioning target
randomly in the test area. Signal receiver move with the guide rail at a fixed rate to
collect the wireless signal strength data. Based on the experience data, we set the
environment factor as 1.8.

We use standard errors (RMSE) to describe position errors. The calculation formula
is shown in Eq. (25), where (x, y) is the target’s real coordinates and (x1, y1) is the
algorithm’s position results.

Fig. 6. Positioning algorithm test area1 and area 2
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RMSE ¼ E x� x1ð Þ2 þ y� y1ð Þ2
h i1=2

: ð25Þ

To evaluate our algorithm’s position effect, we respectively get 30 times of
experiment data in Test area 1 and 2. Then we compare the position results with the real
position to get the algorithm’s error. Bluetooth and RFID devices positioning error
results are shown in Fig. 7.

From the experiment, we collect the positioning error data of the algorithm in both
test areas. The experiment results are shown in Table 2.

The experiment results indicate that our positioning algorithm has a high local-
ization accuracy about 0.5 m in the indoor environment. And even in the complex area,
the positioning accuracy of our algorithm is still fine. Besides that, the test results show
that our algorithm also has good performance in stability.

To prove the positioning performance of our algorithm, we compare our algorithm
with trilateration positioning algorithm and LANDMARC positioning algorithm using
both RFID and Bluetooth devices in the teat area 2 of which environment is more
complex. The experiment results are shown in the Fig. 8.

From the comparing experiment, we collect the positioning performance data of the
three algorithms. The experiment data of three algorithms using RFID device are
shown in Table 3. The experiment data of three algorithms using Bluetooth devices are
shown in Table 4.

Fig. 7. Algorithm’s positioning error results

Table 2. Summary data of positining algorithm error

Positioning device Max error Min error Average error Variance

RFID 0.65 0.15 0.46 0.13
Bluetooth 0.72 0.15 0.51 0.12
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The experiment results show that our algorithm can get more accurate and stable
indoor positioning results in the same environment. Our algorithm positioning average
error is less than 0.65 m in the indoor environment. Our algorithm positioning average
error is about 20% of the trilateration positioning algorithm and about 30% of the
LANDMARC positioning algorithm.

7 Conclusion and Future Work

This paper puts forward an indoor positioning algorithm based on difference local-
ization theory and plane geometric method. Using RFID and Bluetooth device, we
collect indoor positioning parameter data in the real environment and calculate the
target’s coordinates. According to the test results, our algorithm can well reduce the
multipath transmission effect in real indoor environment and get more accurate results.

According to the actual requirement and the characteristics of the algorithm, the
main direction of future work is to achieve the higher accuracy of our algorithm. We
plan to use probability parameter to replace the signal strength parameter. Using the
Gaussian distribution model computes the probability of the target position. Further-
more, based on the previous research achievements, we plan to design a system

Fig. 8. Algorithm’s positioning error comparing results in RFID and Bluetooth

Table 3. Summary data of positioning algorithm performance (RFID)

Algorithm name Max error Min error Average error Variance

Differential positioning 0.90 0.21 0.57 0.16
Trilateration positioning 3.19 1.98 2.67 0.32
LANDMARC positioning 2.10 1.05 1.61 0.24

Table 4. Summary data of positioning algorithm performance (Bluetooth)

Algorithm name Max error Min error Average error Variance

Differential positioning 0.94 0.40 0.62 0.12
Trilateration positioning 3.20 1.90 2.65 0.33
LANDMARC positioning 2.43 1.19 1.79 0.25
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architecture which can access both indoor positioning data and the geographic data. In
this way, we can combine indoor positioning results with the real geographical
information, which makes positioning results have higher practical application value.

References

1. Yang, Z., Zhou, Z., Liu, Y.: From RSSI to CSI: indoor localization via channel response,
ACM Comput. Surv. 46(2) 2014

2. Pu, Q., Gupta, S., Gollakota, S., Patel, S.: Whole-home gesture recognition using wireless
signals. In: Proceedings of ACM MobiCom (2013)

3. Wang, Y., Liu, J., Chen, Y., Gruteser, M., Yang, J., Liu, H.: E-eyes: in-home device-free
activity identification using fine-grained WiFi signatures. In: Proceedings of ACM
MobiCom (2014)

4. Wang, J., Vasisht, D., Katabi, D.: RF-IDraw: virtual touch screen in the air using RF signals.
In: Proceedings of ACM SIGCOMM (2014)

5. Ni, L.M., Liu, Y., Lau, Y.C., Patil, A.P.: LANDMARC: indoor location sensing using active
RFID. Wirel. Netw. 10(6), 701–710 (2004)

6. Hihnel, D., Burgard, W., Fox, D.: Mapping and localization with RFID technology. In:
Proceedings of IEEE International Conference on Robotics and Automation. Barcelona,
Spain, pp. 1015–1020 (2004)

7. Hori, T., Wada, T., Ota, Y.: A multi-sensing-range method for position estimation of passive
RFID tags. In: Proceedings of IEEE International Conference on Wireless and Mobile
Computing, Networking and Communication. Avignon, France, pp. 208–238. (2008)

8. Werb, J., Lanzl, C.: Designing a positioning system for finding things and people indoors.
IEEE Spectr. 35(9), 71–78 (1998)

9. Hightower, J., Want, R., Borrlello, G.: SpotON: an indoor 3D location sensing technology
based on RF signal strength. Department of Computer Science and Engineering, University
of Washington, Seattle, USA (2000)

10. Yang, L., Chen, Y., Li, X., Xiao, C., Li, M., Liu, Y.: Tagoram: real-time tracking of mobile
RFID tags to millimeter-level accuracy using cots devices, ACM MobiCom (2014 to appear)

11. Wilson, J., Patwari, N.: See-through walls: Motion tracking using variance-based radio
tomography networks. IEEE Trans. Mob. Comput. 10, 612–621 (2011)

12. Luo, Y., Jiang, J., Wang, S., Jing, X., Ding, C., Zhang, Z., Zhang, Y.: The research on
filtering and cleaning for RFID streaming data based on finite state machine. J. Softw. 8,
1713–1728 (2014)

558 W. Huang et al.



A Study on the Second Order Statistics
of κ-μ Fading Channels

Changfang Chen1,2(B), Minglei Shu1,2, Yinglong Wang1,2, and Nuo Wei1,2

1 Shandong Computer Science Center (National Supercomputer Center in Jinan),
Jinan 250014, China

chenchangfang012@163.com
2 Shandong Provincial Key Laboratory of Computer Networks,

Jinan 250014, China

Abstract. In this paper, the second order statistics of the κ-μ fading
channel model are studied. Based on the joint probability density func-
tion (PDF) of the envelope and its time derivative of the κ-μ fading
signal, the closed-form expressions are obtained for the level crossing
rate (LCR) and the average duration of fades (ADF) of the proposed
model. These equations can also be applied to analyze the temporal sta-
tistical behavior of the Rice, Rayleigh, and Nakagami-m models. Based
on the Rice’s sum of sinusoids, a simple and efficient deterministic simu-
lation model is presented, which enables the emulation of the κ-μ fading
channel models with the desired statistics. The κ-μ model provides an
enhanced fit to the measurement data obtained from the mobile human
body to body communication channels within indoor environments at
2.45 GHz.

Keywords: κ-μ fading channels · Second order statistics · Level crossing
rate · Average duration of fades · Deterministic channel modeling

1 Introduction

A large number of channel models have been proposed that well describe the
statistics of the mobile radio signal. It is known that the long term signal varia-
tion follows the Lognormal distribution whereas the short term signal variation
is characterized by several distributions such as Rice, Rayleigh, Nakagami-q,
Weibull and Nakagami-m. However, the flexibility of these models is limited, and
they are not adequate for adaptation to the statistics of the real-world mobile
radio channels [1]. Much research has focused on extending existing fading mod-
els so as to obtain more flexible scenarios [2,3]. The κ-μ fading distribution is
proposed as a general multipath model representing the small-scale variation of a
fading signal under line-of-sight (LOS) conditions, and it provides more flexibility
to model the severe fading conditions [4,5]. Besides, this model includes some
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classical fading distributions as particular cases, such as One-Sided Gaussian,
Rayleigh, Rice, and Nakagami-m. In [6], the κ-μ distribution is applied to the
analysis of the statistics in body to body communication channels for fire and
rescue personnel.

The level crossing rate and average duration of fades are two important
second-order statistics associated with envelope fading in wireless communica-
tions [7–13]. They characterize the correlation properties of the fading channels
and the dynamic temporal behavior of envelope fluctuations. Specifically, the
LCR describes how often the signal envelope crosses a certain threshold level
and the ADF indicates the mean time that the received envelope is below the
same threshold. In [8,9], exact closed-form expressions for the LCR and ADF
are derived over Nakagami-m and Weibull fading channels, respectively. Youssef
et al. [10] studies the second order statistics of the Nakagami-q fading chan-
nel model, and expressions for the LCR and ADF are derived. A more general
model is analyzed in [11], closed-form expressions are obtained for the η-μ fad-
ing channels envolving the level crossing rate, average duration of fades, and
phase crossing rate. Cheng et al. [12] investigates the LCR and ADF of non-
isotropic scattering vehicle-to-vehicle (V2V) Ricean fading channels, which can
be expressed in terms of some important parameters, e.g., the shape of the scat-
tering region, angle spread, and mean angles. In [13], the characteristic function
based approach is developed to obtain the envelope LCR and ADF of the Rician
shadowed model because the PDF-based approach is intractable.

By using the common approach for calculating the LCR and ADF of a ran-
dom process, we can obtain the second order statistics of the κ-μ distribution in
this paper. To this end, the joint distribution of the envelope and its time deriv-
ative of the received signal is first derived, and exact closed-form expressions
for the level crossing rate and average duration of fades are obtained for the
κ-μ fading channels. Furthermore, an efficient deterministic simulation model is
presented, which enables the implementation of the κ-μ model on a computer.
Finally, the obtained analytical statistics are compared against measurement
data, which enables the κ-μ fading model to be suitable to describe the statis-
tics of real-world mobile radio channels.

The paper is organized as follows. In Sect. 2, the κ-μ fading channel model
and its first order statistical properties of the amplitude and phase processes are
presented. In Sect. 3, the joint distribution of the envelope and its time derivative
of the κ-μ fading signal is first derived, and the second order statistics, i.e., the
LCR and ADF, of the proposed model are obtained. The deterministic simulation
model of the κ-μ distribution is given in Sect. 4, where the derived statistical
results are compared with the simulation and measurement data. Finally, we
come to the conclusion of the paper in Sect. 5.

2 The κ-μ Fading Channel and Its First Order Statistics

The κ-μ distribution assumes that the signal composes of clusters of multipath
waves propagating in a nonhomogeneous manner. Within each cluster, the intra-
cluster scattered waves have the random phases and similar temporal delays, but
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the intercluster delay-time spreads are relatively larger. Moreover, it is assumed
identical power for the scattered waves, and arbitrary power for the dominant
components. From the physical model of the κ-μ distribution, the envelope R can
be written in terms of the in-phase and quadrature components as follows [14]

R2 =
μ∑

i=1

(Xi + pi)2 +
μ∑

i=1

(Yi + qi)2 (1)

where Xi and Yi are mutually independent Gaussian processes with mean
E[Xi] = E[Yi] = 0, and variance E[X2

i ] = E[Y 2
i ] = σ2, and pi and qi are

real numbers, which represent the mean values of the in-phase and quadrature
components of cluster i. Here, μ denotes the number of multipath clusters, which
is a positive integer number, and it can also be further extended to the real case
expressed by

μ =
(1 + 2κ)
(1 + κ)2

E2[R2]
V ar[R2]

(2)

where V ar denotes the variance operator, and κ is the ratio between the total
power of the dominant components and the total power of the scattered waves.
For κ-μ fading distribution with the mean-root-square (rms) value r̂ =

√
E[R2]

of R, the envelope probability density function pR(r) is expressed as follows

fR(r) =
2μ(1 + κ)

µ+1
2 rμ

κ
µ−1
2 r̂μ+1

exp
(

−μκ − μ(1 + κ)
r2

r̂2

)
Iμ−1

(
2μ

√
κ(1 + κ)r

r̂

)

(3)

where Iν(·) is the modified Bessel function of the first kind with order ν [15].
Figure 1 plots the probability density functions of the κ-μ distribution for a fixed
μ (μ = 0.5) and varying κ. In Fig. 1, when κ = 0 and μ = 0.5, it coincides with
Nakagami-m distribution with m = 0.5, where m is the Nakagami-m parameter,
and thus also the One-Sided Gaussian distribution.

The phase PDF fΘ(θ) is not a closed form, which can be obtained by inte-
grating the joint phase-envelope PDF with respect to r, i.e.,

fΘ(θ) =

∫ ∞

0
fR,Θ(r, θ)dr

=

∫ ∞

0

μ2(1 + κ)
µ
2 +1rμ+1|sin(2θ)|µ2 Iµ

2 −1

(∣∣ cr
r̂

cosθcosφ
∣∣) Iµ

2 −1

(∣∣ cr
r̂

sinθsinφ
∣∣)

2κ
µ
2 −1r̂μ+2|sin(2φ)|µ2 −1cosh

(
cr
r̂

cosθcosφ
)
cosh

(
cr
r̂

sinθsinφ
)

· exp
(
−μ(1 + κ)

r̂2
r2 − μκ +

cr

r̂
cos(θ − φ)

)
dr (4)

where c = 2μ
√

κ(1 + κ). For μ = 4, φ = π/4 and varying κ, Fig. 2 shows the
phase probability density function of the κ-μ distribution. For κ = 0, it reduces
to the PDF of the Nakagami-m distribution, as expected. Moreover, for a given
μ, with the increase of κ, Nakagami-m-like curves finally become the Rice-like
ones with the peak tending to concentrate at π/4.
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Fig. 1. The normalized envelope PDF of the κ-μ fading model (μ = 0.5)

−pi −pi/2 0 pi/2 pi
0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

1.8

2

θ

N
or

m
al

iz
ed

 p
ha

se
 P

D
F 

(f Θ
(θ

))

κ=0, 0.01, 0.1, 1

Fig. 2. Phase PDF of the κ-μ fading model (μ = 4, φ = π/4, and κ varying).

3 Second Order Statistics

The level crossing rate and average duration of fades are of great significance
in the design and analysis of the mobile radio systems. These quantities can be
used for the selection of the adaptive symbol rates, packet length and time slot
duration [16], and they are also useful for Markov modeling of fading channels
[17] and velocity estimation of mobile units [18]. Based on the traditional PDF-
based approach, the expression for the LCR of the process R(t), denoted by
NR(r), can be evaluated by the following integral

NR(r) =
∫ ∞

0

ṙpRṘ(r, ṙ)dṙ (5)
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where pRṘ(r, ṙ) is the joint probability density function (JPDF) of R(t) and its
derivative Ṙ(t). Let

X2 =
μ∑

i=1

(Xi + pi)2

Y 2 =
μ∑

i=1

(Yi + qi)2
(6)

The derivative of X with respect to time is

Ẋ =
∑μ

i=1(Xi + pi)E[Ẋi]
X

(7)

Since Xi, i = 1, 2, . . . , μ, are Gaussian processes, the variates Ẋi, i = 1, 2, . . . , μ
are Gaussian distributed with zero mean and variance σ̇2 = 2(πfmaxσ)2, where
fmax is the maximum Doppler frequency. In view of the linear form in (7), given
the individual envelopes Xi, i = 1, 2, . . . , μ, Ẋ follows the zero-mean Gaussian
distribution with variance σ̇2, and thus its PDF is

fẊ(ẋ) =
1√
2πσ̇

exp
(

− ẋ2

2σ̇2

)
(8)

Define

κ =
p2 + q2

2μσ2

σ2 =
r̂2

2μ(1 + κ)

(9)

where p2 =
∑μ

i=1 p2i , and q2 =
∑μ

i=1 q2i . Defining phase parameter as φ =
arg(p + jq), then it follows that

p =
√

κ

1 + κ
r̂ cos(φ)

q =
√

κ

1 + κ
r̂ sin(φ)

(10)

Let Z = X2, and it follows the non-central chi-squared distribution with degrees
of freedom μ, so its PDF is computed as follows

fZ(z) =
z

µ−2
4

2σ2|p|µ
2 −1

exp
(

−z + p2

2σ2

)
Iµ

2 −1

(√
z|p|
σ2

)
(11)

Since X can be written as X = sgn(X) × |X|, where sgn(·) denotes the sign
function. Note that |X| =

√
Z, we can obtain the PDF of f|X|(x)

f|X|(x) =
x

µ
2

σ2|p|µ
2 −1

exp
(

−x2 + p2

2σ2

)
Iµ

2 −1

( |p|x
σ2

)
(12)
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Using the method in [19], the PDF of X can be derived from the PDF of |X|

fX(x) =
|x|µ

2

2σ2|p|µ
2 −1 cosh

(
px
σ2

) exp
(

− (x − p)2

2σ2

)
Iµ

2 −1

( |px|
σ2

)
(13)

Following the same procedure, we can obtain the PDFs fY (y), fẎ (ẏ) of Y ,
Ẏ , respectively. Since X(Y ) is independent Ẋ(Ẏ ), and X is independent Y , it
follows that X, Y , Ẋ, and Ẏ are mutually independent. So we can obtain the
JPDF of X, Y , Ẋ, and Ẏ as follows

fXY ẊẎ (x, y, ẋ, ẏ) =
1

2πσ̇2
exp

(
− ẋ2 + ẏ2

2σ̇2

) |xy|µ
2 Iµ

2 −1

( |px|
σ2

)
Iµ

2 −1

( |qy|
σ2

)

4σ4|pq|µ
2 −1 cosh

(px

σ2

)
cosh

( qy

σ2

)

· exp
(

− (x − p)2 + (y − q)2

2σ2

)

(14)

Using the standard procedure of transformation of variates, we obtain that
fR,Ṙ,Θ,Θ̇(r, ṙ, θ, θ̇) = |J |fXY ẊẎ (x, y, ẋ, ẏ), where |J | = r2 is the Jacobian of
the transformation. Expressing x and y in terms of r and θ yields the following
JPDF fR,Ṙ,Θ,Θ̇(r, ṙ, θ, θ̇)

fR,Ṙ,Θ,Θ̇(r, ṙ, θ, θ̇)

=
r2

2πσ̇2
exp

(
− ṙ2+r2θ̇2

2σ̇2

) |r2 sin θ cos θ|µ
2 Iµ

2 −1

(
|pr cos θ|

σ2

)
Iµ

2 −1

(
|qr sin θ|

σ2

)

4σ4|pq|µ
2 −1 cosh

(
pr cos θ

σ2

)
cosh

(
qr sin θ

σ2

)

· exp
(

−r2 + p2 + q2 − 2pr cos θ − 2qr sin θ

2σ2

)
(15)

where 0 ≤ r < ∞, −∞ < ṙ < ∞, −π ≤ θ < π, and −∞ < θ̇ < ∞. Thus, the
JPDF fR,Ṙ(r, ṙ) of the process R and Ṙ can be computed as

fR,Ṙ(r, ṙ) =
∫ ∞

−∞

∫ 2π

0

fR,Ṙ,Θ,Θ̇(r, ṙ, θ, θ̇)dθ̇dθ

=
1√
2πσ̇

μ2(1 + κ)
µ
2 +1rμ

2κ
µ
2 −1r̂μ+2

exp
(

− ṙ2

2σ̇2

)
exp

(
−μ(1 + κ)

r̂2
r2 − μκ

)

·
∫ 2π

0

Iµ
2 −1

(∣∣ cr
r̂ cosθcosφ

∣∣) Iµ
2 −1

(∣∣ cr
r̂ sinθsinφ

∣∣)

cosh
(

cr
r̂ cosθcosφ

)
cosh

(
cr
r̂ sinθsinφ

)

· |sin(2θ)|µ
2 exp

(
cr
r̂ cos(θ − φ)

)

|sin(2φ)|µ
2 −1

dθ

(16)
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By carrying the integration of fR,Θ(r, θ) with respect to θ, the PDF of r can be
obtained

fR(r) =
∫ 2π

0

fR,Θ(r, θ)dθ

=
μ2(1 + κ)

µ
2 +1rμ+1

2κ
µ
2 −1r̂μ+2

exp
(

−μ(1 + κ)
r̂2

r2 − μκ

)
· G1

(17)

where

G1 =
∫ 2π

0

Iµ
2 −1

(∣∣ cr
r̂ cosθcosφ

∣∣) Iµ
2 −1

(∣∣ cr
r̂ sinθsinφ

∣∣)

cosh
(

cr
r̂ cosθcosφ

)
cosh

(
cr
r̂ sinθsinφ

)

· |sin(2θ)|µ
2 exp

(
cr
r̂ cos(θ − φ)

)

|sin(2φ)|µ
2 −1

dθ

(18)

Comparing (17) with the envelope PDF in (3), it follows that

G1 =
4r̂

μr
√

κ(1 + κ)
Iμ−1

(
2μ

√
κ(1 + κ)r

r̂

)
(19)

Using this result for substitution, we obtain

fR,Ṙ(r, ṙ) =
2μ(1 + κ)

µ+1
2 rμ

√
2πσ̇κ

µ−1
2 r̂μ+1

exp
(

− ṙ2

2σ̇2

)
exp

(
−μ(1 + κ)

r̂2
r2 − μκ

)

· Iμ−1

(
2μ

√
κ(1 + κ)r

r̂

) (20)

Note that fR,Ṙ(r, ṙ) = fR(r)fṘ(ṙ), which leads to the conclusion that R and Ṙ
are statistically independent. This result is the same as that obtained for the
corresponding cases of Rice, Rayleigh, and Nakagami-m fading channels.

From (5), the LCR NR(r) of the κ-μ distribution can be evaluated as

NR(r) =

√
2πμfmax(1 + κ)

µ
2 rμ

κ
µ−1
2 r̂μ

exp

(
−μ(1 + κ)

r̂2
r2 − μκ

)
Iμ−1

(
2μ
√

κ(1 + κ)r

r̂

)

(21)

As a particular case, the Rician LCR can be obtained from (21) by setting
μ = 1. As κ → 0, (21) deteriorates into the Nakagami-m LCR, and for κ = 0,
μ = 1, the Rayleigh LCR is obtained.

Another statistical quantity to characterize the correlations of the fading
channels is the ADF. The ADF TR(r) is the expected value of time intervals over
which the signal envelope R is below a given threshold r, and it is defined as

TR(r) =
PR(r)
NR(r)

(22)
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where PR(r) is the probability that the process R(t) is found below the level r,
which can be computed by

PR(r) =
∫ r

0

fR(z)dz

= 1 − 1
aμ−1

∫ ∞

b

xμ exp
(

−a2 + x2

2

)
Iμ−1(ax)dx

= 1 − Qμ(a, b)

(23)

where x =
√

2μ(1 + κ)z/r̂, a =
√

2μκ, and b =
√

2μ(1 + κ)r/r̂. Thus, it follows
that

TR(r) =
1 − Qμ(a, b)

NR(r)
(24)

where Q(·, ·) is the generalised Marcum Q function.

4 Simulation Results

In this section, the deterministic channel model is used to simulate the κ-μ
distribution based on the sum of sinusoids. According to the physical model of
the κ-μ distribution, it is needed to generate 2μ uncorrelated Gaussian random
processes zi,l, i = 1, 2, l = 1, 2, . . . , μ, where zi,l are approximated by

zi,l(t) =
Ni,l∑

n=1

ci,n,l cos(2πfi,n,lt + θi,n,l) (25)

The parameters ci,n,l, fi,n,l and θi,n,l represent the gains, discrete Doppler fre-
quencies, and phases, and Ni,l is the number of sinusoids for generating zi,l(t).
And several methods have been proposed to compute these parameters in [20].
Here, the Method of Exact Doppler Spread (MEDS) is used, and thus the phases
in (25) are realizations of a random variable uniformly distributed over (0, 2π],
and ci,n,l and fi,n,l are computed by

ci,n,l = σ

√
2

Ni,l

fi,n,l = fmax sin(Φi,n,l)

(26)

where

Φi,n,l =
(2n − 1)π

4Ni,l
(27)

It can be easily shown that by choosing the above parameters the deterministic
process zi,l(t) in (25) has the mean value 0 and variance σ2. When 1 ≤ n ≤ Ni,l,
it follows that π/4Ni,l ≤ Φi,n,l ≤ (2Ni,l − 1)π/4Ni,l, thus 0 < Φi,n,l < π/2.
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From (26), it can be seen that the discrete frequencies fi,n,l are monotonously
increasing with the increase of n over the interval (0, fmax). To guarantee fi,n,l �=
fk,m,s, the following condition must be satisfied

Ni,l

Nk,s
�= 2n − 1

2m − 1
(28)

where n = 1, 2, . . . , Ni,l, m = 1, 2, . . . , Nk,s, i, k = 1, 2, and l, s = 1, 2, . . . , μ.
(28) indicates that the quotient of Ni,l and Nk,s can not be equal to the ratio
of two odd numbers. In practice, we can choose the numbers of sinusoids Ni,l

such that (28) is not satisfied for only a few pairs of (n,m) because in this case
the cross-correlation of any pair are very small which can be neglected. Here,
the values of Ni,l are selected to be N11 = 22, N12 = 23, N13 = 25, N14 = 26,
N21 = 28, N22 = 29, N23 = 31 and N24 = 32.
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Fig. 3. κ-μ probability density function.

Figure 3 illustrates the simulated envelope PDFs obtained from the output
of the channel simulator and theoretical results. The corresponding parameters
are chosen as follows: σ = 1, fmax = 2.45 ∗ 109, κ = 1, μ = 4, and the mean
values of in-phase and quadrature components of the multipath waves of cluster
pi and qi are given by

pi,l =
√

ηi,lκ

1 + κ
r̂ cos(φ)

qk,s =
√

ηk,sκ

1 + κ
r̂ sin(φ)

(29)

where η11 = 0.335, η12 = 0.203, η13 = 0.411, η14 = 0.051, η21 = 0.126, η22 =
0.126, η23 = 0.063 and η24 = 0.685. It can be shown that MEDS can provide
good approximation to the desired first order statistics of the reference model.
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Fig. 4. Normalized level-crossing rate NR(r)/fmax for κ-μ distribution: analytical
results (blue solid line) and simulation results (red dot line). (Color figure online)
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Moreover, Figs. 4 and 5 plot the normalized LCR and ADF of the analytical κ-μ
fading model and the simulation model for comparison. The trapezoidal method
in [21] is used to compute the integrals involved in the analytical expressions of
the LCR and ADF. It can be observed that the simulated LCR and ADF are in
good coincidence with the analytical results for all the threshold levels in these
figures.

Figure 6 shows some empirical data obtained from the mobile human body to
body channels where the transmitter and receiver are positioned on the back and
right-shoulder of different persons within an indoor environment at 2.45 GHz [6].
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Fig. 7. A waveform example of the normalized simulated deterministic process R(t).

The results show that the analytical LCR of the κ-μ model offers a better match
to the measured results, which validates the advantage of the κ-μ model over the
Nakagami-m model. Although in some cases Rice and Nakagami distributions are
in good agreement with the measured data, the κ-μ model increases the flexibility
of the model and enables better fitting of measurement data. Figure 7 plots a
waveform example of the simulated envelope process of the κ-μ distribution with
the same parameters.
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5 Conclusions

In this paper, exact closed-form expressions are obtained for the level crossing
rate and the average duration of fades of the κ-μ fading channels. The derived
results can be validated by the particular cases, such as Rayleigh, Rice and
Nakagami-m distributions. Based on the sum of sinusoids, the deterministic
channel model is presented to simulate the κ-μ fading channels. The simulator
is validated by comparing the simulated envelope PDF and the LCR and ADF
against the corresponding analytical and measurement results. The analytical
results offer a better match to the corresponding measurement data, and thus
this model can be applied to characterize the statistical behavior of real-world
mobile fading channels, such as human body to body communication channels.
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Abstract. Influence maximization is an extensively studied optimiza-
tion problem aiming at finding the best k seed nodes in a network such
that they can influence the maximum number of individuals. Traditional
heuristic or shortest path based methods either cannot provide any per-
formance guarantee or require huge amount of memory usage, making
themselves ineffective in real world applications. In this paper, we pro-
pose MSIM: a multi-selector framework which combines the intelligence
of different existing algorithms. Our framework consists of three layers: (i)
the selector layer; (ii) the combiner layer, and (iii) the evaluator layer. The
first layer contains different selectors and each selector can be arbitrary
existing influence maximization algorithm. The second layer contains sev-
eral combiners and combines the output of the first layer in different ways.
The third layer evaluates the candidates elected by the second layer to find
the best seed nodes in an iterative manner. Experimental results on five
real world datasets show that our framework always effectively finds bet-
ter seed nodes than other state-of-the-art algorithms. Our work provides
a new perspective to the study of influence maximization.

Keywords: Influence maximization · Multi-selector framework · Social
network analysis · Data mining · Information networks

1 Introduction

Among the many research topics in social networks, influence maximization (IM)
is an extensively studied problem in recent years. This problem orients from the
question of how to find the “best” initial seeds so that a piece of information or
product can be most widely propagated?

Kempe et al. [1] gave the first formal mathematical definition of the influence
maximization problem: given a network G(V,E), influence maximization aims
to find a subset S of k = |S| vertices such that the diffusion orients from S
can cause the maximum cascade of influence, i.e., S∗ = argS max σ(S), where
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 572–583, 2017.
DOI: 10.1007/978-3-319-60033-8 49



MSIM: Multiple Selectors-based Inuence Maximization 573

σ(S) is an objective function evaluating the influence spread, which is defined
as the expected number of successfully influenced users in the network after the
diffusion stopped. Kempe et al. proved that under two general diffusion models
(linear threshold model and independent cascade model), this problem is NP
hard, and the objective function is submodular. Based on the mathematical
properties of submodular functions [2], Kempe et al. proposed a “hill-climbing”
greedy algorithm to solve this problem and proved that the greedy algorithm
provides a factor of (1 − 1/e − ε) performance guarantee to the optimal solution
under both the two models. In real experiments, the solution provided by the
greedy algorithm is quite close to the optimal solution. However the greedy
algorithm requires tens of thousands of Monte-Carlo simulations to approximate
the objective function, which severely hinders its time efficiency on real world
applications.

To solve the time efficiency problem of traditional greedy algorithm, a spec-
tral of algorithms were proposed by researchers in recent years. Some works make
use of submodularity, such as the CELF algorithm proposed by Leskovec et al.
[3]. Another way to reduce the time complexity is to simply select top k nodes
based on some heuristic metrics [4–6], such as the degree centrally, between-
ness centrality, node potential, et al. However, since the heuristic methods take
no consideration of diffusion models, they usually give poor solutions. Some
research works achieve a balance between time efficiency and quality of solution
by assuming that the influence can spread on the network only through shortest
paths [7–9], such that the objective function can be approximately computed.
However, these algorithms may require huge memory usage in order to maintain
the shortest paths.

To overcome the disadvantages of traditional influence maximization algo-
rithms, in this paper, we proposed MSIM: a Multi-Selector framework for
effective Influence Maximization by combining the intelligence of different indi-
vidual algorithms. Our framework consists of three layers: (i) the selector layer;
(ii) the combiner layer, and (iii) the evaluator layer. The first layer contains
different selectors and each selector can be arbitrary existing influence maxi-
mization algorithm. The second layer contains several combiners and combines
the output of the first layer in different ways so that the intelligence of mul-
tiple individual algorithms can be fully utilized. The third layer evaluates the
candidates provided by the combiners to find the best seed nodes. Experimental
results on real world datasets show that our framework always effectively finds
“good” seed nodes as compared to other state-of-the-art algorithms.

The rest of this paper is organized as follows. Section 2 reviews the liter-
ature on influence maximization. Section 3 elaborates the preliminaries of the
problem to be addressed. Section 4 introduces our MSIM framework. Section 5
presents the evaluation framework together with the results. Section 6 concludes
this paper.
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2 Related Works

In recent years a lot of research works have been published to tackle the influence
maximization problem.

Leskovec et al. [3] take advantage of submodularity property to improve the
time efficiency of the greedy algorithm and proposed the CELF (Cost-Effective
Lazy Forward) algorithm. Inspired by similar idea, Goyal et al. [10] proposed
the CELF++ algorithm which is about 30 ∼ 50% faster than the CELF algo-
rithm. Although the two algorithms are much faster than the traditional greedy
algorithm, they still cannot handle large-scale networks.

Another simple idea is to select the top k nodes based on some predefined
centrality metrics (e.g., degree centrality, betweenness centrality, et al.). In [4]
Chen et al. proposed an algorithm named SD (Single Discount) by considering
the effect of already selected nodes on current candidates. Wang and Feng [5]
proposed an algorithm named TW (Targeted Wise) based on node potential.
The algorithm of Kundu et al. [6] selects top k nodes based on their diffusion
degree, which considered both degree and influence probability of a node. In
general, these algorithms are much faster than traditional submodularity-based
algorithms, but they cannot provide accurate results due to the lack of consid-
eration about diffusion models.

There are also influence path-based algorithms which generally assume that
influence can spread along the network only through some special paths. Kimura
and Saito [7] firstly proposed SP1M (Shortest Path 1 Model), a shortest path-
based influence maximization algorithm which only considers the shortest and
the second shortest paths. Chen et al. [8] proposed MIA (Maximum Influence
Arborescence), an algorithm which uses local graph structure—arborescence—to
approximate the influence spread. Kim et al. [9] proposed another influence path-
based algorithm IPA (Independent Path Algorithm) which made the assumption
that different influence paths were independent of each other.

Besides the above introduced methods, there are also many other influence
maximization methods, such as the community based algorithms [11], the com-
petitive influence maximization algorithms [12], et al.

3 Preliminaries

3.1 Network Preliminaries

Without loss of generality, we define a directed weighted graph1 G = (V,E),
where V is the set of vertices and E is the set of edges. G has adjacency matrix
A, where:

Aij =

{
aij if i and j are connected
0 otherwise

(1)

where aij > 0 is the weight of the directed edge connecting nodes i and j.
1 Our framework is also applicable to undirected or unweighted networks.
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3.2 Diffusion Model

When studying the influence maximization problem, we have to consider the
specific diffusion models [13] defining how influence is propagated. Currently the
most widely used models are IC (Independent Cascade) model and LT (Linear
Threshold) model [1]. In the two models, each node is in one of two states:
active or inactive. Active nodes are those who have adopted the product and
will propagate the product to their neighbors. Inactive nodes are those who have
not heard of the product or have heard of but rejected to adopt it. Initially all
nodes are inactive, then k nodes are selected to be activated and propagation
starts from the k seed nodes.

IC Model: In this model, at step t, for an active node u, it will try to activate
each of its inactive neighbor v, and succeed with probability puv. Node u has
only one chance to activate v, whether succeed or not, u will make no attempt
to activate v in the future. If v was successfully activated, then from step t + 1,
v will be active and try to activate its inactive neighbors. If no more node is
activated at step T , the diffusion process will stop.

LT Model: In this model, the activation of node v depends on the set of its active
neighbors. For each directed edge from u to v, there is a weight buv indicating
the influence of u on v. For each node v, the constraint Σu∈N−(v)buv ≤ 1 must
be satisfied, where N−(v) = {u|auv > 0} is the in-neighbor set of v. Node v
has an activation threshold θv, which is between 0 and 1. Once the condition
Σu∈A−(v)buv ≥ θv is satisfied, v will become active. Here A−(v) is the active
in-neighbor of v. When no more nodes can be activated, the diffusion process
will stop.

3.3 Problem Definition

The influence maximization problem is defined as follows:

Definition 1 (Influence Maximization [1]). Given a network and a diffusion
model, the influence maximization problem aims to find a subset S of k nodes
(|S| = k), such that the expected number of overall activated nodes σ(S) is
maximized:

S∗ = argS max σ(S) (2)

Kempe et al. [1] proved that under IC and LT models, the influence max-
imization problem defined in Definition 1 is NP-hard and the objective func-
tion σ(S) is submodular. A set function f : 2V → R is submodular if for all
v ∈ V, S ⊆ T ⊆ V , it has the following property:

f(S ∪ {v}) − f(S) ≥ f(T ∪ {v}) − f(T ) (3)

Based on the submodualrity, Kempe et al. further proposed a “hill-climbing”
greedy algorithm which starts with an empty seed set S = Φ, and then iteratively
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add one node that can bring the maximum marginal gain of influence spread to
S, until |S| = k. They proved that the algorithm provided a factor of (1−1/e−ε)
guarantee to the optimal solution, as shown in Theorem 1.

Theorem 1 (Kempe et al. [1]). For influence maximization problem defined in
Definition 1, the seed set generated by the hill-climbing greedy algorithm provides
a factor of (1 − 1/e − ε) approximation to the optimal solution, i.e., f(S) ≥
(1 − 1/e − ε)f(S∗), where S∗ is the optimal solution.

Theorem 2 (Chen et al. [4]). The time complexity of the hill-climbing greedy
algorithm is O(knRm), where k is the number of seed nodes, n is the number
of network nodes, m is the number of network edges, and R is the number of
Monte-Carlo simulations for computing σ(S).

From Theorem 2 we see that the time complexity of the simple greedy algo-
rithm proposed by Kempe et al. [1] is very high, motivating a lot of research
works to tackle its time efficiency issue.

4 Multi-selector Framework

4.1 Framework

The MSIM (multi-selector influence maximization) framework proposed in this
paper is shown in Fig. 1. The intuition behind this framework is the observation

Input: G, M, S=Φ

Selector 1 Selector 2 Selector q

Combiner 1 Combiner 2 Combiner 3 Combiner l

Evaluator finds 
new seed v*

|S| ≥ k ?

Y

Output: S

N

S=S {v*}

c11
c12c21

c22c31 c32

Multi-selector 
layer

Multi-combiner
layer

Evaluator layer

cl1 cl2 c1q c2q c3q clq

Fig. 1. The multi-selector framework



MSIM: Multiple Selectors-based Inuence Maximization 577

of drawbacks in traditional algorithms. For example, some heuristic algorithms
like degree or potential based ones can successfully find the first few seed nodes
(e.g., k < 10), but their results go worse when the number of seed nodes becomes
larger. On the contrary, some other algorithms such as the influence path based
ones will show their superiority over heuristic algorithms only when the number
of seed nodes is not small (e.g., k > 30). This phenomenon has been reported in
the previous work of Shang et al. [11].

Based on our observations, in this paper we come up with the idea: since
single algorithm cannot find the satisfactory solutions, we may combine the
results of multiple “weak selectors2” (individual algorithms) to generate more
accurate solutions.

From Fig. 1 we see that the MSIM framework takes the graph G, the diffusion
model M , and an empty seed set S = Φ as input. The output is a set with |S| = k
seed nodes. The framework mainly consists of three layers: (i) the multi-selector
layer; (ii) the multi-combiner layer, and (iii) the evaluator layer. In the following
subsections we will give detailed description about each layer and illustrate how
to put into practice our idea of combining “weak selectors”.

(i) The multi-selector layer: The multi-selector layer consists of multiple
selectors, and each selector represents an individual influence maximization
algorithm, which can be chosen to have high time efficiency. Each selector
has the form as shown in Fig. 2. Given the input G,M,S, the selector will
incrementally find several new seed nodes based on the current seed set S and
output a new pair set PS defined as

PS = {(vi, pi)|vi ∈ V, pi ≥ 0,
∑
i

pi = 1} (4)

where vi is the new proposed seed node and pi is the wegiht indicating the
selector’s confidence about vi being selected as a new seed node. The number
of proposed seed nodes, i.e., |PS| is determined by the selector itself, but the
constraint pi ≥ 0,Σipi = 1 should be satisfied. It means that at each step any
selector is expected to select only one new seed node.
The output for all the selectors as be represented by a matrix

B =

⎛
⎜⎜⎜⎝

b11 b12 · · · b1n
b21 b22 · · · b2n
...

...
. . .

...
bq1 bq2 · · · bqn

⎞
⎟⎟⎟⎠ (5)

G, M, S
Selector

G, M, S, PS

Fig. 2. The structure of selector

2 We call individual algorithms selectors since their main purpose is to select the seed
nodes.
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where q is the number of selectors, and n = |V | is the number of nodes. We
define bij = 0 for any node j not in selector i’s output list. It is easy to see
that we have Σjbij = 1.
(ii) The multi-combiner layer: As shown in Fig. 1, the multi-combiner
layer contains multiple combiners and each combiner is connected to several
selectors. By connecting the selectors, we may combine the result of different
algorithms and using multiple combiners allows us to combine the selectors’
results in different manners. The weight cij indicates the importance of selec-
tor j’s output on combiner i. The weights can be expressed with the matrix

C =

⎛
⎜⎜⎜⎝

c11 c12 · · · c1q
c21 c22 · · · c2q
...

...
. . .

...
cl1 cl2 · · · clq

⎞
⎟⎟⎟⎠ (6)

where l and q are the number of selectors and combiners, respectively. For
each combiner j, it satisfies Σq

j=1cij = 1, i.e., the sum of elements for each row
in C add up to 1. Similar to the selectors, the output of a combiner contains
a pair set PS = {vi, pi}. For combiner i, the weight of its output node v is
defined as

div =
q∑

j=1

cijbjv (7)

It can be proved that for each combiner i, we have Σv∈V div = 1, so that the
output of each combiner is normalized, and the matrices B,C,D satisfies

D = CB (8)

The output nodes of the combiners are treated as the candidates for new seed
nodes.
(iii) The Evaluator Layer: the evaluator receive the candidates from the
combiners and evaluate their contribution. The node v∗ with the maximum
marginal gain of influence spread with respect to the current seed set S will be
selected as the new seed node. Then the new seed v∗ will be added to S and
returned to the multi-selector layer to find the next seed. In order to improve
the time efficiency, for each combiner i, the evaluator will only evaluate top
κ candidate nodes with the highest div value.

4.2 Discussion About the Framework

Our MSIM framework has several interesting properties.
First, the matrix C, i.e., the weight of links connecting the selectors and

the combiners can significantly affect the final results. If we choose the i-th
row to be all one, and the other rows to be all zero, then the framework will
degenerate to the single algorithm with respect to the i-th selector. This means
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that our framework can be used to interpret any existing influence maximization
algorithms. If q = l and C is a unit matrix I, then the framework will work in a
“voting” manner, i.e., the evaluator directly evaluate the output of each selector
to find the best new seed node.

Second, our framework can be easily parallelized with almost no extra oper-
ations. For example, we can put the selectors, combiners and the evaluator on
different computers, or even on the cloud. The parallelizability of our framework
benefits from the loose coupling between different layers in the framework.

Third, the MSIM framework is highly flexible. Designers may choose any
number of selectors and combiners, use arbitrary types of connections to generate
an accurate solution. They can even use their own evaluators.

4.3 Algorithm

Our algorithm is based on the MSIM framework as shown in Fig. 1. We use three
selectors: Degree, CoFIM [11] and IMM [14].

The connection matrix between selectors and combiners is a 3 by 3 unit
matrix (I)3×3. Each selector output 2 nodes in one step and we set the weights
of the two nodes as pv1 = 0.6 and pv2 = 0.4 respectively. The parameter κ = 2,
i.e., the evaluator will evaluate the top 2 candidate nodes for each combiner.
We use Monte-Carlo evaluator, i.e., we run MC simulations to approximate the
influence contribution for each candidate.

5 Experimental Evaluation

5.1 Dataset

We first evaluate the performance of our framework on five real world datasets,
which provide a spectral of application areas and ranges from medium to larger
sizes. Two medium-sized datasets (NetHEPT and NetPHY) are downloaded
from the website3 provided by Chen et al. [4], while the other three larger
datasets are obtained from the SNAP website4 maintained by Jure Leskovec.

NetHEPT: This dataset contains the collaboration relationships among authors
in the area High Energy Physics Theory. If an author i co-authors at least one
paper with author j, then an undirected edge will be created between i and j.

NetPHY: The NetPHY dataset also comes from the arXiv platform, includ-
ing the collaboration relationships among authors in the area of Physics. The
network includes 37K nodes and 174K edges.

Epinions: The Epinions dataset contains the who-trust-whom data from a con-
sumer review site Epinions.com, where customers can submit online reviews on
the products and other users may choose whether or not to trust the review,
forming the trust relationships.
3 http://research.microsoft.com/enus/people/weic/graphdata.zip.
4 http://snap.stanford.edu/data/.

http://research.microsoft.com/enus/people/weic/graphdata.zip
http://snap.stanford.edu/data/


580 J. Shang et al.

Amazon: The Amazon dataset provides the data from the online shopping
platform Amazon (http://www.amazon.com). If a product i is frequently co
purchased with product j, then an undirected edge is created between i and j.

DBLP: The DBLP online library is a large collection of papers in computer
science. The dataset provides a co-authorship network among research workers.
If two authors have collaborated on at least one paper, an undirected edge is
created between them.

For simplicity, we treat all the edges as undirected ones. Table 1 summaries
the statistical properties of these datasets.

Table 1. Summary of five real world datasets

Dataset NetHEPT NetPHY Epinions Amazon DBLP

# Ndoes 15K 37K 76K 335K 317K

# Edges 31K 174K 406K 926K 1M

Max. degree 64 178 3,044 290 343

Avg. degree 4.12 9.38 10.69 4.34 6.62

5.2 Baseline Algorithms

We compare the performance of our MSIM framework with five baseline algo-
rithms, which include three state-of-the-art algorithms having been successfully
applied on large-scale networks and two node centrality based heuristic algo-
rithms. We do not include the traditional greedy algorithm due to its extremely
low time efficiency in handling large-scale networks.

– CoFIM: The CoFIM (Community-based Framework for Influence Maximiza-
tion) is a community-based influence maximization algorithm proposed by
Shang et al. [11]. The authors divided the influence diffusion process into two
phases and the propagation is restricted within communities in the second
phase. Due to the high performance of this algorithm on real-world datasets,
we select it as one of our selectors in the MSIM framework. We set the para-
meter γ = 3 for the CoFIM algorithm.

– IMM: The IMM (Influence Maximization via Martingales) algorithm pro-
posed by Tang et al. [14] is an extension of their previously proposed TIM+
[15] algorithm. By taking advantage of martingales (a classic statistical tool),
IMM algorithm is able to provide a worst-case guarantees to the optimal
solution with low computational costs. We set the parameter ε = 0.1 for the
IMM algorithm.

– IPA: The IPA (Independent Path Algorithm) is an influence path based
algorithm proposed by Kim et al. [9]. The algorithm assumes that influence
only propagate through paths whose influence probability is larger than a

http://www.amazon.com
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given threshold θ and different influence paths are independent of each other.
Based on this assumption, the influence spread can be efficiently computed
in a parallel manner. We set the parameter θ = 1/320 as recommended by
the authors in their paper.

– SD: The SD (Single Discount) algorithm is a node centrality-based algorithm
proposed by Chen et al. [4]. In each iteration the algorithm selects the node
with the highest degree and add it to the seed set. Meanwhile, once a node
is selected, the degree of each of its neighbors will be reduced (discounted)
by 1.

– Degree: The simple degree based algorithm selects top k nodes with the
highest degree.

5.3 Experimental Procedure

We build our experiments as follows:

Diffusion Model: The diffusion model used in this paper is the weighted cascade
(WC) model, an extension to the independent cascade model where the propaga-
tion probability from u to v is puv = 1/kv, relying only on the degree of v.

Experimental Environment: The experiments are carried out on a computer
with 3.5 GHz Intel Xeon E3-1246 v3 CPU and 32 GB memory.
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Fig. 3. The influence spread on five real world datasets

5.4 Experimental Results

We compare the influence spread of different algorithms on five real world
datasets, as shown in Fig. 3. Given seed set S, influence spread is defined as the
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number of expected active nodes after the diffusion process stopped. It is used
to evaluate the effectiveness of influence maximization algorithms. We obtain
the influence spread value by running 10,000 Monte-Carlo simulations. The IPA
algorithm performs worst on all the networks except for the Epinions dataset.
The node centrality based algorithms (SD and Degree) are effective only with
small k, as shown in Fig. 3(a) and (b). On the contrary, the IMM algorithm
performs well when k is large. However, when k is small, it becomes ineffective
and its performance is even inferior to the simple heuristic algorithms, as shown
in Fig. 3(b), (c) and (d). For example, on the Epinions dataset, when k ≤ 35,
the influence spread value of the IMM algorithm is lower than all the other
algorithms. Among all the baseline algorithms, CoFIM exhibits the best overall
performance, but it still suffers at the point k = 50. Compared to the baseline
algorithms, our MSIM algorithm, by combining the intelligence of different indi-
vidual algorithms (Degree, CoFIM, and IMM), shows great superiority over the
other algorithms with all values of k. This can be further illustrated in Fig. 4,
which shows how many times different algorithms show their best performance
in selecting top k (1 ≤ k ≤ 50) seeds. In sum, the results on real world datasets
validate the effectiveness of the MSIM framework.
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Fig. 4. The times of best influence spread of different algorithms

6 Conclusion

In this paper, we propose a multi-selector framework to effectively solve the
influence maximization problem by combining the intelligence of different exist-
ing algorithms. The effectiveness of our framework is evaluated on five real world
datasets and the results of our algorithm show great superiority over other state-
of-the-art algorithms in terms of influence spread. Our work provides a new
perspective to the study of influence maximization.
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Abstract. Given a connected graph G = (V, E), a connected k-path
vertex cover (CVCPk) is a vertex set C ⊆ V which contains at least one
vertex from every path of G on k vertices and the subgraph of G induced
by C is connected. This paper presents a new PTAS for Min-CVCPk on
unit disk graphs. Compared with previous PTAS given by Liu et al., Our
method not only simplifies the algorithm but also simplifies the analysis
by a large amount.

Keywords: Connected k-path vertex cover · Unit disk graph · PTAS ·
Approximation algorithm

1 Introduction

Given a connected graph G = (V,E) with vertex set V and edge set E, a k-path
vertex cover (abbreviated as VCPk) is a vertex subset C ⊆ V such that every
k-path has at least one vertex in C, where a k-path is a path on k-vertices. Or
equivalently, C is a VCPk of G if and only if G−C does not contain any k-path.
The minimum VCPk problem (Min-VCPk) is to find a VCPk of the smallest size.

In recent years, studies on VCPk have attracted a lot of attentions because of
its background in network security. In [8], Novotny proposed the k-generalized
Canvas scheme which guarantees data integrity sent in a network under the
assumption that at least one vertex is not captured on each k-path. Hence each
k-path has at least one protected vertex, and the protected vertices form a VCPk.
Since a protected vertex is more costly than a regular vertex, it is desirable to
find a smallest VCPk.

Connectivity is a major concern in many applications in wireless sensor net-
works (WSNs). For example, when constructing a virtual backbone in a WSN, in
order that information can be shared by the whole network, it is often required
that backbone nodes induce a connected graph [11]. The same consideration
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motivates the concept of connected k-path vertex cover (abbreviated as CVCPk),
that is, a VCPk which induces a connected graph.

A homogeneous wireless sensor network is usually modeled as a unit disk
graph (UDG), in which very vertex of the graph corresponds to a node on the
plane and two vertices are adjacent in the graph if and only if the Euclidean
distance between their corresponding nodes is at most one.

In [7], Liu et al. presented a PTAS for Min-CVCPk on unit disk graphs. That
is, for any real positive number ε, their algorithm computes in polynomial time
a CVCPk whose size is at most (1+ ε) times that of an optimal solution. In this
paper, we present a simpler method to obtain a PTAS.

1.1 Related Work

There are a lot of studies on Min-VCPk from 2011, particularly for k = 3,
including graph theoretical point of view [2], FPT algorithm [3], and approxi-
mation algorithm [10], etc. Since the focus of this paper is on the algorithmic
aspect of connected VCPk, we only mention known results on Min-CVCPk in
the following.

Liu et al. [7] were the first to consider Min-VCPk with a connectivity require-
ment. They gave a PTAS for Min-CVCPk on unit disk graphs using the Par-
tition and Shifting method. Their algorithm is an adaptation of the method in
[4,14] which gave a PTAS for the minimum connected dominating set problem.
Injecting a c-local assumption into such a strategy, Wang et al. [12,13] obtained
a PTAS for the minimum weight CVCPk problem. In all these algorithms, a
constant approximation algorithm is a prerequisite. In particular, the constant
approximation algorithm for Min-CVCPk used in [7] has performance ratio k2.

In [5], Li et al. gave a linear-time algorithm for Min-CVCPk on trees, and they
further showed that the performance ratio of Min-CVCPk on a general graph can
be improved to k if the graph has girth at least k, where the girth of a graph is
the length of a shortest cycle. In particular, Min-CVCP3 has performance ratio
at most 3.

1.2 Our Contribution

In this paper, we present a simpler method to obtain a PTAS for Min-CVCPk

on unit disk graphs, which no longer requires a constant approximation. Further-
more, the analysis is also much simpler than that in [7], and the time needed is
less. The highest outline of our method is also Partition and Shifting.

The idea of Partition is to divide the region under consideration into smaller
blocks, each block having a constant side-length; solve the problem in each block
optimally or approximately; then assemble these local solutions into a feasible
solution to the original problem. To control the loss after assembling, Shifting
strategy is used.

In all previous works [4,7,14], each block is divided into an inner part and a
boundary part, and the output is the union of locally optimal solutions for inner
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parts and the set of nodes of a constant approximation falling into the boundary
parts. The purpose of using those boundary nodes is to connect.

Contrary to such a strategy, our method will expand every block. We shall
show that a moderate expansion is sufficient to guarantee that the union of
locally optimal solutions is a connected vertex set (no more vertices are needed
for connection), thus eliminating the need of a constant approximation. Further-
more, the definition of a locally optimal solution is also simpler than previous
ones. As a result, there is no need to deal with inner parts and boundary parts
separately, which leads to a simplification of analysis. Such a method also reduces
the size needed for a block, and thus leads to a reduction on computation time.

This paper is organized as follows. In Sect. 2, we introduce some terminologies
and briefly introduce the method used in previous papers. In Sect. 3, the new
algorithm is provided as well as its performance analysis. Section 4 concludes the
paper.

2 Preliminaries

In this paper, we shall provide a new method to obtain a PTAS for Min-CVCPk

on unit disk graphs, where k is a constant. It is assumed that the unit disk G
is given with its geometric representation, that is, we are given the set of nodes
on the plane which induce G. In the following, terminology node is used as a
geometric version of a vertex. For a vertex set C, the subgraph of G induced by
C is denoted as G[C].

The partition and shifting method is as follows. In the partition phase, the
region containing all nodes is divided into smaller blocks of constant side length,
and local solutions on each block are assembled into a feasible solution to the
original problem. Then, shifting method is used to obtain a series of partitions.
Finally, a best solution is chosen among all solutions to these partitions. In
general, if a problem has a ρ-approximation on every block, then for any real
number ε > 0, after applying the shifting method, the original problem has
approximation ratio ρ + ε.

Adding connectivity requirement adds a lot of challenge, because connectiv-
ity is a global property. In [4], Cheng et al. studied the minimum connected
dominating set problem (CDS) in unit disk graphs, and gave the first PTAS.
To deal with the connectivity requirement, Cheng et al. adapted the Partition
and Shifting method as follows. Each block is divided into an inner region and
a boundary region, with the inner region and the boundary region having an
overlap. A locally optimal solution is obtained for each inner region. However,
the union of these locally optimal solutions, say D, might not be connected.
So, the algorithm further makes use of a constant approximation algorithm for
the original problem. Suppose D0 is the output of the constant approximation
algorithm. Those vertices in D0 which fall into the boundary regions are added
into D, for the purpose of connection. Zhang et al. [14] refined their analysis to
produce a PTAS for CDS in unit ball graphs in higher dimensional space. Liu’s
PTAS for CVCPk [7] also employs the same strategy. In all of these algorithms,
a constant approximation algorithm is a prerequisite.
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3 The Algorithm

In this section, we propose the new algorithm with its theoretical analysis.

3.1 Partition

Suppose all vertices of the graph is contained in a square region of size L × L.
Let q be a constant which is an integer related with error ε. Such a q will be
determined later. For convenience of statement, suppose L is divisible by q.
Enlarge the square into a larger square by adding a boundary of width q to the
left and adding a boundary of width q to the bottom (see Fig. 1). Denote the
enlarged square as Q. Divide Q into blocks of size q × q. For each block b of
Q, enlarge it to an extended-block b̂ by adding a boundary of width k to each
of its four sides. Call the extended region as the boundary region of b̂, and call
the union of boundary regions of all extended-blocks as boundary region of the
partition of Q.

Fig. 1. An illustration of a partition. The blackened square contains all nodes, and Q
is obtained from the blackened square by adding a boundary to the left and to the
bottom. The dashed square is an extended-block and the dotted area is its boundary
region.

Suppose, without loss of generality, that the above square Q has its left-
bottom corner at the origin (0, 0), and denote such a partition as P (0). For each
a = 0, 1, . . . , q − 1, let P (a) be the partition obtained from P (0) by shifting the
left-bottom corner to coordinate (a, a).

3.2 Locally Optimal Solution on an Extended-Block

The algorithm is based on finding locally optimal solutions on extended-blocks,
where the meaning of a locally optimal solution is defined as follows.
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Definition 1. For a block b, denote by Vb̂ the set of nodes falling into b̂, and
let Gb̂ be the subgraphs of G induced by Vb̂. A vertex subset C ⊆ Vb̂ is said to
be a locally feasible solution of extended-block b̂ if the restriction of C on each
connected component of Gb̂ is an CVCPk of that component. Vertex set C is a
locally optimal solution if C is a locally feasible solution with the minimum size.

The following lemma shows that a locally optimal solution can be found in
polynomial time (recall that we have assumed that both k and q are constants).

Lemma 1. For each extended-block b̂, a locally optimal solution can be found in
time O(1.66kn

O((k−1)γ)

b̂
poly(nb̂)), where γ = 2(q + 2k)2/

√
3 + 2(q + 2k) + 1 and

nb̂ is the number of nodes falling into b̂.

Proof. Suppose C is a locally optimal solution of b̂. Then Gb̂ − C is Pk-free. By
Lemma 2.3 of [15], Vb̂ −C can be partitioned into at most k−1 independent sets.
By Zassenhaus-Groemer-Oler inequality (see [6] or [9]), and by the observation
that b̂ is a square of side length q + 2k, we see that every independent set
contained in b̂ contains at most γ nodes. Hence |Vb̂ − C| ≤ (k − 1)γ.

To find out C, it suffices to enumerate every node set of b̂ containing at
most (k − 1)γ nodes, check whether the remaining nodes form a locally feasible
solution, and choose the smallest one. Since there are at most n

O((k−1)γ)

b̂
node

sets to be considered, and since the feasibility can be checked in time O(1.66k ·
poly(nb̂)) (finding a path of length k can be done in time O(1.66k · poly(nb̂)) by
the algorithm in [1] and checking connectivity can be done in time O(n2

b̂
)). The

time complexity follows.

3.3 Algorithm

The algorithm is described in Algorithm 1.

Algorithm 1. Algorithm for Min-CVCPk on a unit disk graph.
Input: A connected unit disk graph G with its geometric representation, a constant
k, and an error bound ε.
Output: A vertex set C which is a CVCPk of G.

1: Let q ← �8k2/ε�.
2: for a = 0, . . . , q − 1 do
3: for each extended-block b̂ of partition P (a) do
4: Find a locally optimal solution Ca(b̂).
5: end for
6: Ca ← ⋃b̂ Ca(b̂).
7: end for
8: a0 ← argmin{|Ca| : a = 0, 1, . . . , q − 1}
9: Output Ca0 .
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3.4 Analysis

First, we consider the correctness of the algorithm.

Lemma 2. For each a = 0, 1, . . . , q − 1, the vertex set Ca computed by Algo-
rithm1 is a CVCPk of G.

Proof. First, we show that Ca is a VCPk of G. If this is not true, then there is a
k-path P in G − Ca. Suppose, without loss of generality, that P has a node u in
block b. Then any node of P has Euclidean distance at most k−1 from u. Hence
P is completely contained in the extended-block b̂. It follows that there is a node
of P belonging to the locally optimal solution Ca(b̂) ⊆ Ca, a contradiction.

Next, we show that G[Ca] is connected. Suppose this is not true. Consider
two connected components of G[Ca] which are nearest to each other in G, say
G1 and G2. Let P = u0u1 . . . ut be a shortest path in G connecting G1 and G2,
where u0 ∈ V (G1) and ut ∈ V (G2). By the shortest assumption of the path,
P ′ = u1 . . . ut−1 is a path in G−Ca. If t ≥ k +1, then P ′ is a path in G−Ca on
at least k vertices, contradicting that Ca is a VCPk of G. Hence t ≤ k. Suppose
u0 is in block b, then path P is completely contained in the extended-block b̂.
Hence u0 and ut are in a same connected component of Gb̂. By the definition
of locally optimal solution, u0 and ut belong to a same connected component of
G[Ca(b̂)], contradicting that G1 and G2 are different connected components of
G[Ca].

By a similar argument as in Lemma 2, we have the following lemma.

Lemma 3. Suppose G is a connected graph and C is a VCPk of G which is
not connected. Then by adding at most k − 1 vertices will merge at least two
connected components of G[C].

Suppose C∗ is an optimal solution to CVCPk. Let Ba(C∗) be the set of nodes
of C∗ falling into the boundary region of partition P (a).

Lemma 4. For each a = 0, 1, . . . , q − 1, |Ca| ≤ |C∗| + 4k|Ba(C∗)|.
Proof. Let C∗(b̂) be the set of nodes of C∗ falling into b̂. Clearly, C∗(b̂) is a
VCPk of Gb̂.

Suppose there is a connected component H of graph Gb̂ such that the restric-
tion of C∗(b̂) on H has l connected components H1, . . . , Hl with l ≥ 2. By
Lemma 3, adding at most (k − 1)(l − 1) vertices can change the restriction of
C∗(b̂) on H into a CVCPk of H. Notice that every Hi contains some boundary
node of H because G[C∗] is connected. Furthermore, such boundary nodes are
distinct since they belong to distinct connected components. Hence l is upper
bounded by the number of boundary nodes in H. Doing the same operation on
every connected component of Gb̂, the node set C∗(b̂) can be changed into a
locally feasible solution C ′(b̂) such that

|C ′(b̂)| ≤ |C∗(b̂)| + (k − 1)|Ba(C∗, b̂)|,
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where Ba(C∗, b̂) is the set of nodes of C∗ falling into the boundary region of b̂
of partition P (a).

Since Ca(b̂) is a locally optimal solution of b̂, we have

|Ca(b̂)| ≤ |C ′(b̂)| ≤ |C∗(b̂)| + (k − 1)|Ba(C∗, b̂)|.

Summing the above inequality over all extended-blocks b̂,

|Ca| ≤
∑

b̂

|Ca(b̂)| ≤
∑

b̂

|C∗(b̂)| + (k − 1)
∑

b̂

|Ba(C∗, b̂)|.

Notice that if a node of C∗ is counted more than once in the righthand side of
the above inequality, then this node must be in the boundary region Ba(C∗).
Furthermore, a node falls into at most four boundary regions of extended-blocks.
Hence

|Ca) ≤ (|C∗| + 4|Ba(C∗)|) + 4(k − 1)|Ba(C∗)| = |C∗| + 4k|Ba(C∗)|.

The lemma is proved.

Now, we are ready to prove that Algorithm 1 is a PTAS for Min-CVCPk.

Theorem 1. Algorithm1 finds a CVCPk of G in time O(nO(1/ε2)) which
approximates the optimal value within a factor of (1 + ε).

Proof. Summing the inequality in Lemma4 for a rangeing over 0 to q − 1, we
have

q−1∑

a=0

|Ca| ≤ q|C∗| + 4k

q−1∑

a=0

|Ba(C∗)|.

Since every node of C∗ belongs to at most 2k boundary regions of different
partitions,

q−1∑

a=0

|Ba(C∗)| ≤ 2k|C∗|.

Since |Ca0 | = min{|Ca| : a = 0, 1, . . . , q − 1}, we have

q|Ca0 | ≤ q|C∗| + 8k2|C∗|.

The performance ratio follows from the choice of q = �8k2/ε�.
The time complexity is a result of Lemma 1, by the choice of q and recalling

that k is a constant.
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4 Conclusion and Discussion

In this paper, we presented a simpler PTAS algorithm for Min-CVCPk. Com-
pared with previous method in [7], our algorithm no longer needs a constant
approximation. Furthermore, our analysis is also much simpler than the one in
[7]. The simplification can also be seen from the choice of the block size q. In
[7], q is chosen to be �40(k − 1)k3/ε�, while in our algorithm q = �8k2/ε�. Such
a decrease on q also reduces the time needed to compute a solution.

The idea of expanding blocks can also be used to simplify the methods used in
[4,14] to compute a connected dominating set (CDS) on unit disk graphs. Notice
that for this problem, the restriction of an optimal dominating set on an extended
block b̂ is not necessarily a dominating set of Gb̂ (some node in b̂ might be
dominated by a node outside of b̂). So, one has to define a locally optimal solution
on a shrunk block, which is obtained from an extended block by shrunken the
boundary by one unit. This adds a little complexity to the analysis. However, it
still can be proved that the union of locally optimal solutions is guaranteed to
be connected, and thus eliminating the need of a constant approximation. It can
be expected that the idea in this paper can be further applied to other geometric
covering problems with connectivity requirement.

Acknowledgment. This research is supported by NSFC (11531011, 61222201,
61502431).
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Abstract. Given a vertex-weighted graph G and a positive integer λ, a
subset F of the vertices is said to be λ-colorable if F can be partitioned
into at most λ independent subsets. This problem of seeking a λ-colorable
F with maximum total weight is known as Maximum-Weighted
λ-Colorable Subgraph (λ-MWCS). This problem is a generaliza-
tion of the classical problem Maximum-Weighted Independent Set
(MWIS) and has broader applications in wireless networks. All exist-
ing approximation algorithms for λ-MWCS have approximation bound
strictly increasing with λ. It remains open whether the problem can be
approximated with the same factor as the problem MWIS. In this paper,
we present new approximation algorithms for λ-MWCS. For certain
range of λ, the approximation bounds of our algorithms are the same
as those for MWIS, and for a larger range of λ, the approximation
bounds of our algorithms are strictly smaller than the best-known ones
in the literature. In addition, we give an exact polynomial-time algorithm
for λ-MWCS in co-comparability graphs. We also present a number of
applications of our algorithms in wireless networking.

Keywords: Coloring · Channel assignment · Approximation algorithm

1 Introduction

Consider an undirected graph G = (V,E) and a positive integer λ. A subset
I of V is said to be independent if any pair of vertices in I are non-adjacent.
A subset F of the vertices is said to be λ-colorable if F can be partitioned
into at most λ independent subsets (or equivalently, the subgraph of G induced
by F is λ-colorable). Suppose that each vertex v has a positive weight w (v).
The weight of each subset F ⊆ V is defined to be w (F ) :=

∑
v∈F w (v). The

problem of seeking a λ-colorable subset F of V with maximum weight is known
as Maximum-Weighted λ-Colorable Subgraph (λ-MWCS) [3,12,13]. The
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 593–604, 2017.
DOI: 10.1007/978-3-319-60033-8 51
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special case of this problem with λ = 1 is the classical problem Maximum-
Weighted Independent Set (MWIS). In general, the problem λ-MWCS
may be strictly harder than MWIS. Indeed, when restricted the class of split
graphs, Yannakakis and Gavril [12] showed that this problem is NP-hard, but the
problem MWIS can be solved in polynomial time. On the other hand, by a result
in [3], the existence of a μ-approximation algorithm for MWIS always implies
a greedy 1/

[
1 − (1 − 1/ (μλ))λ

]
-approximation algorithm for λ-MWCS, which

repeatedly takes an μ-approximate weighted independent set in the remaining
graph for λ times. Note that the approximation bound 1/

[
1 − (1 − 1/ (λμ))λ

]

strictly increases with λ.
Various approximation algorithms for MWIS have been developed in [1,9,

13]. For each v ∈ V , N (v) denotes the set of neighbors of v in G. Let ≺ be
an ordering of V . For any u, v ∈ V , both v ≺ u and u � v represent that v
appears before u in the ordering ≺. For any v ∈ V and any U ⊆ V , we use U≺v

(respectively, U�v) to denote the set of u ∈ U satisfying that u ≺ v (respectively,
u � v); in addition, U�v denotes {v} ∪ U≺v, and U�v denotes {v} ∪ U�v. The
backward local independence number (BLIN) of G in ≺ is defined to be the
maximum number of non-adjacent vertices in N (v) ∩ V≺v for all v ∈ V . An
orientation of G is a digraph obtained from G by imposing an orientation on
each edge of G. Suppose that D is an orientation of G. For each v ∈ V , N in

D (v)
(resp., Nout

D (v)) denotes the set of in-neighbors (resp., out-neighbors) of v in D.
The inward local independence number (ILIN) of D is defined to be the maximum
number of non-adjacent vertices in N in

D (v) for all v ∈ V . Then, the following
algorithmic results have be established:

– Given an ordering of V with BLIN β, there is a β-approximation algorithm
for MWIS [1,13].

– Given an orientation of G with ILIN γ, there is a 2γ-approximation algorithm
for MWIS [9].

By plugging the above approximation algorithms for MWIS into the greedy
approximation framework for λ-MWCS proposed in [3], the following algorith-
mic results can be obtained:

– Given an ordering of V with BLIN β, there is an 1/
[
1 − (1 − 1/ (βλ))λ

]
-

approximation algorithm for λ-MWCS.
– Given an orientation of G with ILIN γ, there is an 1/

[
1 − (1 − 1/ (2γλ))λ

]
-

approximation algorithm for λ-MWCS.

Moreover, given an ordering with BLIN β, Ye and Borodin [13] extends β-
approximation algorithm for MWIS directly to a

(
β + 1 − 1

λ

)
-approximation

algorithm for λ-MWCS. While the approximation bound is relatively larger, the
algorithm is simpler and more efficient in implementation. All those approxima-
tion bounds are greater than the respective approximation bounds for MWIS.
A natural open question is whether and when the same approximation bound
for MWIS can be achieved for λ-MWCS. A more general open question is
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whether and when a better approximation bound may be achieved than those
best-known approximation bounds.

Motivated by the above two open questions, this paper develops two new
approximation algorithms for λ-MWCS.

– Given an ordering of V with BLIN β, the algorithm developed in Sect. 3 is
not only simpler than that proposed in [13], but also achieves a strictly better
approximation bound

max
{

β,

(

1 − 1
λ

)

β + 1
}

.

In particular, if λ ≤ β, the approximation bound is β, which is also the
best-known approximation bound for the problem MWIS. If λ < 2β, this
approximation bound is strictly smaller than the best-known approximation
bound 1/

[
1 − (1 − 1/ (βλ))λ

]
.

– Given an orientation with ILIN γ, the algorithm developed in Sect. 4 achieve
an approximation bound

max
{

2γ, 2γ

(

1 − 1
λ

)

+ 1
}

.

Again if λ ≤ 2γ, the approximation bound is 2γ, which is also the best-
known approximation bound for the problem MWIS. If λ < 4γ, this approx-
imation bound is strictly smaller than the best-known approximation bound
1/

[
1 − (1 − 1/ (2γλ))λ

]
.

The above two algorithms are not only of theoretical interest, but have significant
implications for the practical applications where λ is not too large compared to
the BLIN or ILIN.

An ordering ≺ of V is said to be cocomparable if the following transitiv-
ity of independence is satisfied: for any triple of vertices v ≺ v′ ≺ v′′ with
vv′ /∈ E and v′v′′ /∈ E, we have vv′′ /∈ E. If there is a cocomparable ordering of
V , then G is called a cocomparability graph. When restricted to comparability
graphs, the problem MWIS is solvable in polynomial time (e.g., [9]), and conse-
quently the greedy approximation framework for λ-MWCS proposed in [3] can
achieve an approximation bound 1/

[
1 − (1 − 1/ (λ))λ

]
. In Sect. 5, we give an

exact polynomial-time algorithm for λ-MWCS in cocomparability graphs. This
algorithm generalizes the classic result by Frank [6] on the unweighted variant
of λ-MWCS in cocomparability graphs.

The remainder of this paper is organized as follows. In Sect. 2 we introduce
two basic algorithmic ingredients to be used in the two subsequent sections. In
Sect. 3, we develop an ordering-based selection algorithm. In Sect. 4, we present
an orientation-based selection algorithm. In Sect. 5, we give an exact polynomial-
time algorithm when the graph G is a co-comparability graphs. In Sect. 5, we
apply these algorithms to the problem of seeking a maximum-weighted wireless
communication requests which can transmit at the same time over multiple
channels.
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2 Preliminaries

Motivated by the NP-completeness of the feasibility test, we introduce a tractable
and strong type of feasibility. Let ≺ be an ordering of V . A set F ⊆ V is said to
be inductively feasible in ≺ if for each v ∈ F , |N (v) ∩ F≺v| < λ. An inductively
feasible set F is always λ-colorable; indeed, a coloring of F can be greedily
produced as follows:

– The first vertex v in F receives the first color.
– For each subsequent vertex v ∈ F in the ordering ≺, it receives the first

color which is not used by any vertex in N (v) ∩ F≺v. This is always possible
because the number of colors that have been assigned to N (v) ∩ F≺v is at
most |N (v) ∩ F≺v| < λ.

Such coloring is referred to as the greedy coloring of F in ≺.
For any subset S ⊆ V , an inductively feasible subset F of S can be computed

as follows:

– Initially, F is empty.
– For each v ∈ S in the ordering ≺, v is added to F if and only if |N (v) ∩ F≺v| <

λ.

The set F computed in this greedy manner is referred to as the maximal induc-
tively feasible subset of S in ≺. It is maximal in the sense that for each v ∈ S \F ,
|N (v) ∩ F≺v| ≥ λ. However, how to select the “candidate”subset S is very essen-
tial. In fact, when S = V or S = ∅ at the two opposite extremes, the maximal
inductively feasible subset of S in ≺ is almost surely to have poor performance
in general. This motivates us to utilize variants of the local-ratio scheme [1–
3,5,9,13], which is equivalent to the primal-dual scheme [4], for selecting candi-
date set S properly.

Given an ordering ≺ of V , the local-ratio scheme computes a candidate set
S in the following greedy manner:

– S is initially empty.
– For each v ∈ V in the reverse order of ≺, a discounted weight w (v) of v is

computed by

w (v) = w (v) − 1
λ

w (N (v) ∩ S) ;

and if w (v) > 0, v is added to S.

The final set S computed in this greedy manner is referred to as the greedy
candidate subset of V in ≺. For each v ∈ V , its original weight and its discounted
weight have the following relation:

w (v) = w (v) +
1
λ

w (N (v) ∩ S�v) .

In addition, the maximal inductively compatible subset F of S in ≺ has the
following property
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Lemma 1. The maximal inductively feasible subset F of S in ≺ satisfies that
w (F ) ≥ w (S) .

Proof. By the greedy selection of F , for each v ∈ S \F , |N (v) ∩ F≺v| ≥ λ. Thus,

w (F ) =
∑

v∈F

w (v) =
∑

v∈F

w (v) +
1
λ

∑

v∈F

w (N (v) ∩ S�v)

=
∑

v∈F

w (v) +
1
λ

∑

v∈F

∑

u∈N(v)∩S�v

w (u) = w (F ) +
1
λ

∑

v∈S

w (v) |N (v) ∩ F≺v|

≥ w (F ) +
1
λ

∑

v∈S\F

w (v) |N (v) ∩ F≺v| ≥ w (F ) +
∑

v∈S\F

w (v) = w (S) .

So, the lemma holds.

Next, we proceed to compute an ordering ≺ such that the discounted weight
of the greedy candidate subset S in ≺ is close to the original weight of an optimal
solution.

3 Ordering-Based Selection

Suppose that ≺ is an ordering of V with BLIN β. Denote

βλ := max
{

β, β

(

1 − 1
λ

)

+ 1
}

.

Then, the discounted weight of the greedy candidate subset S in ≺ and the
weight of a maximum-weight feasible subset O are related as follows.

Lemma 2. The greedy candidate subset S of V in ≺ satisfies that w (S) ≥
w (O) /βλ.

Proof. Consider any v ∈ V . We show that

|O ∩ {v}| +
1
λ

|N (v) ∩ O≺v| ≤ βλ.

We consider two cases.
Case 1: v /∈ O. Then

|O ∩ {v}| +
1
λ

|N (v) ∩ O≺v| =
1
λ

|N (v) ∩ O≺v| ≤ 1
λ

λβ = β ≤ βλ.

Case 2: v ∈ O. Then

|O ∩ {v}| +
1
λ

|N (v) ∩ O≺v|

= 1 +
1
λ

|N (v) ∩ O≺v| ≤ 1 +
1
λ

(λ − 1) β = β

(

1 − 1
λ

)

+ 1 ≤ βλ.
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Using the relations between the original weights and the discounted weights,
we have

w (O) =
∑

v∈O

w (v)

=
∑

v∈O

w (v) +
1
λ

∑

v∈O

w (N (v) ∩ S�v)

≥
∑

v∈S∩O

w (v) +
1
λ

∑

v∈O

w (N (v) ∩ S�v)

=
∑

v∈S∩O

w (v) +
1
λ

∑

u∈O

w (N (u) ∩ S�v)

=
∑

v∈S∩O

w (v) +
1
λ

∑

v∈S

w (v) |N (v) ∩ O≺v|

=
∑

v∈S

w (v)
[

|O ∩ {v}| +
1
λ

|N (v) ∩ O≺v|
]

≤ βλ

∑

v∈S

w (v) = βλw (S) .

So, the lemma holds.

Motivated by the above lemma and Lemma 1, we propose the following
ordering-based approximation algorithm, which runs in three steps:

1. Compute the greedy candidate subset S of V in ≺.
2. Compute the maximal inductively feasible subset F of S in ≺.
3. Compute the greedy coloring of F in ≺.

All the three steps are greedy in nature and have very simple implementations.
The approximation bound of this algorithm follows immediately from Lemmas 1
and 2.

Theorem 1. F has an approximate bound βλ.

Note that when λ ≤ β, βλ = β. For λ > β, βλ = β
(
1 − 1

λ

)
+ 1 and we

compare it against the best-known approximation bound. The comparison is a
based on the following algebraic inequalities.

Lemma 3. For any positive integer μ, if 1 < λ < 2μ, then
[

1 −
(

1 − 1
μλ

)λ
]−1

> μ

(

1 − 1
λ

)

+ 1;

if λ ≥ 2μ then
[

1 −
(

1 − 1
μλ

)λ
]−1

< μ

(

1 − 1
λ

)

+ 1.
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The proof of the above lemma is quite lengthy, and is omitted in this paper.
From the above lemma, we conclude that when λ < 2μ, βλ is smaller than the

best-known approximation bound
[

1 −
(
1 − 1

βλ

)λ
]−1

.

4 Orientation-Based Selection

Suppose that D is an orientation of G with ILIN γ. In this section, we present
an approximation algorithm for λ-MWCS with approximation bound

(2γ)λ := max
{

2γ, 2γ

(

1 − 1
λ

)

+ 1
}

.

Consider a non-zero “opportunistic”vector x ∈ [0, 1]V . For any non-empty
subset U of V , a vertex v ∈ U is said to be a surplus vertex in U with respect
to x and D if

x
(
N in

D (v) ∩ U
) ≥ x

(
Nout

D (v) ∩ U
)
.

It was proved in [8] that there exists at least one a surplus vertex in U with
respect to x and D. Based on this fact, an ordering of V can be computed by a
simple greedy strategy as follows.

– Initialize U to V .
– For i = |V | down to 1, let vi be a surplus bid in U with respect to x and

delete vi from U .

Then, the ordering
〈
v1, v2, · · · , v|V |

〉
is referred to as a surplus-preserving order-

ing of V with respect to x and D. It has the following property.

Lemma 4. Suppose that ≺ is a surplus-preserving ordering of V with respect
to D and some non-zero x ∈ [0, 1]V . Then, the greedy candidate subset S in ≺
satisfies that

w (S) ≥
∑

v∈V w (v)x (v)
maxv∈V

(
x (v) + 2

λx
(
N in

D (v)
)) .

Proof. Since ≺ is a surplus-preserving ordering of V with respect to x and D,
for any v ∈ V we have

x (N (v) ∩ V≺v) ≤ 2x
(
N in

D (v) ∩ V≺v

) ≤ 2x
(
N in

D (v)
)
.

Using the relations between the original weights and the discounted weights, we
have

∑

u∈V

w (v)x (v)

=
∑

v∈V

w (v)x (v) +
1
λ

∑

v∈V

x (v)
∑

u∈N(v)∩S�v

w (u)
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≤
∑

v∈S

w (v) x (v) +
1
λ

∑

v∈V

x (v)
∑

u∈N(v)∩S�v

w (u)

=
∑

v∈S

w (v) x (v) +
1
λ

∑

u∈S

w (u)
∑

v∈N(u)∩V≺u

x (v)

=
∑

v∈S

w (v) x (v) +
∑

v∈S

w (v)x (N (v) ∩ V≺v)

=
∑

v∈S

w (v)
(

x (v) +
1
λ

x (N (v) ∩ V≺v)
)

≤
∑

v∈S

w (v)
(

x (v) +
2
λ

x
(
N in

D (v)
)
)

≤ max
v∈V

(

x (v) +
2
λ

x
(
N in

D (v)
)
) ∑

v∈S

w (v)

= w (S)max
v∈V

(

x (v) +
2
λ

x
(
N in

D (v)
)
)

.

Therefore, the lemma holds.

Note that a non-zero x ∈ [0, 1]V maximizing the value
∑

v∈V w (v)x (v)
maxv∈V

(
x (v) + 2

λx
(
N in

D (v)
))

is achieved by an optimal solution to the following linear program (LP):

max
∑

v∈V

w (v) x (v)

s.t. x (v) + 2
λx

(
N in

D (v)
) ≤ 1,∀v ∈ V

x (v) ≥ 0,∀v ∈ V

(1)

The value of the above LP and the weight of a maximum-weight feasible subset
O are related as follows.

Lemma 5. The value of the LP in Eq. (1) is at least w (O) / (2γ)λ .

Proof. Consider any link v ∈ V . We show that

|{v} ∩ O| +
2
λ

∣
∣N in

D (v) ∩ O
∣
∣ ≤ (2γ)λ .

We consider two cases.
Case 1: v /∈ O. Then

|O ∩ {v}| +
2
λ

∣
∣N in

D (v) ∩ O
∣
∣ =

2
λ

∣
∣N in

D (v) ∩ O
∣
∣ ≤ 2

λ
λγ ≤ 2γ ≤ (2γ)λ .

Case 2: v ∈ O. Then

|O ∩ {v}| +
2
λ

∣
∣N in

D (v) ∩ O
∣
∣ = 1 +

2
λ

(λ − 1) γ = 2
(

1 − 1
λ

)

γ + 1 ≤ (2γ)λ .
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Let y be the function on V defined by

y (v) =
{ 1

(2γ)λ
, if v ∈ O;

0, if v /∈ O.

Then, for each v ∈ V ,

x (v) +
2
λ

x
(
N in

D (v)
)

=
1

(2γ)λ

[

|{v} ∩ O| +
2
λ

∣
∣N in

D (v) ∩ O
∣
∣
]

≤ 1
(2γ)λ

(2γ)λ = 1.

Thus, y is a feasible solution to the LP in Eq. (1), and consequently the value of
the LP in Eq. (1) is at least

∑

v∈V

w (v) y (v) =
1

(2γ)λ

∑

v∈O

w (v) =
1

(2γ)λ

w (O) .

So, the lemma holds.

The above two lemmas together with Lemma 1 motivates us to propose the
following orientation-based approximation algorithm, which runs in five steps

1. Compute an optimal solution x to the LP in Eq. (1).
2. Compute a surplus-preserving ordering ≺ of V with respect to D and x.
3. Compute the greedy candidate subset S of V in ≺.
4. Compute the maximal inductively feasible subset F of S in ≺.
5. Compute the greedy coloring of F in ≺.

The approximation bound of the output F follows immediately from the above
two lemmas and Lemma 1.

Theorem 2. The F has an approximation bound (2γ)λ.

Again when λ ≤ 2γ, (2γ)λ = 2γ. For λ > 2γ,

(2γ)λ = 2γ

(

1 − 1
λ

)

+ 1.

By Lemma 3, when λ < 4γ, (2γ)λ is smaller than the best-known approximation

bound
[

1 −
(
1 − 1

2γλ

)λ
]−1

.

5 Exact Algorithm in Cocomparability Graphs

Suppose that G = (V,E) is cocomparability graph with a cocomparability order-
ing 〈v1, v2, · · · , vn〉 of its vertices. In this section, we present a polynomial-time
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algorithm which computes a maximum-weighted λ-colorable subset F of V by a
reduction to minimum-cost flow.

We first construct a flow network D. Each vertex vi ∈ V is replaced by two
replicas xi and yi. Then the vertex set of D consists of all these 2n replicas, a
source vertex s, and a sink vertex t. The arc set of D consists of the 3n arcs

{(xi, yi) : 1 ≤ i ≤ n} ∪ {(s, xi) : 1 ≤ i ≤ n} ∪ {(yi, t) : 1 ≤ i ≤ n}
and the n (n − 1) /2 − |E| arcs

{(yi, xj) : 1 ≤ i < j ≤ n, vivj /∈ E} .

All arcs have unit capacity. In addition, each arc (xi, yi) has a cost −w (vi), and
each other arc has zero cost. There is an one-to-one correspondence between the
s-t paths in D and the independent sets in G:

– For each path P , let I be the set of vertices in V who replications appear in
the path P . Then, I is independent, and is referred to the independent set
induced by P . In addition, the length (i.e., cost) of the path P is equal to
−w (I).

– For each independent set I in G sorted in the cocomparable order
vi1 , vi2 , · · · , vil

, the sequence of vertices s, xi1 , yi1 , xi2 , yi2 , · · · , xil
, yil

, t form
an s-t path P in D. Then, the length (i.e., cost) of P is equal to −w (I).

Since all arcs in D have unit capacity, the above correspondence implies that
the minimum cost of all s-t flows of value at most λ in D is equal to the additive
inverse of the maximum weight of all λ-colorable subsets of vertices in G. Based
on this relation, a maximum-weighted λ-colorable subset of vertices in G can be
computed as follows.

– Compute an integral minimum-cost flow s–t flow f of value at most k in D,
and decompose f into s–t paths flows using the standard flow decomposition
method. Since each arc has unit capacity, each path in the path flow decom-
position carries exactly one unit of flow. Thus, the number of paths is at most
k.

– For each path P , let I be the independent set induced by P . The collection
of all these at most k independent sets is returned as the output.

6 Applications

Consider a set A of point-to-point wireless communication requests. All requests
in A are assumed to be node-disjoint and can access a common set of λ channels.
A subset of A is said to be feasible if they can transmit at the same time over the
λ channels. Suppose each request has a positive weight. We would like to select
a maximum weighted feasible subset of A. Under a protocol interference model,
the conflict relations among A is represented by a graph G on A, in which there
is an edge two requests a and b in A if and only if they have conflict. Then, a
subset of A is feasible if and only if it is λ-colorable in G.
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The protocol interference model is classified into two communication modes:

– Unidirectional mode: For each request a ∈ A, the communication occurs
in a single direction from its sender to its receiver, and the sender has an
interference range, and the interference range of a is the interference range
of its sender. Two requests in A conflict with each other if and only if the
receiver of at least one request lies in the interference range of the other.

– Bidirectional mode: For each request a ∈ A, the communication occurs in
both directions between its two endpoints, and each of its endpoint has an
interference range. The interference range of a is the union of the interference
ranges of its two endpoints. Two requests in A conflict with each other if and
only if at least one request has an endpoint lying in the interference range of
the other.

In the plane geometric variant, the interference range of an endpoint u of a
request a is assumed to be a disk centered at u, whose radius is also knows as
the interference radius. The following special orientations of the conflict graph
and orderings of the requests have been discovered in the literature:

– Unidirectional mode: An orientation of the conflict graph introduced in [8]
has ILIN at most ⌈

π/ arcsin
c − 1
2c

⌉

− 1

under the assumption that the interference radius of each request is at least
c times the distance between its sender and its receiver for some constant
c > 1.

– Bidirectional mode: An orientation of the conflict graph defined in [10] has
ILIN at most 8, and an ordering of the requests given in [8] has BLIN at most
23. In case of symmetric interference radii (i.e., the two endpoints of each
request have equal interference radii), an ordering of the requests introduced
in [10] has BLIN at most 8. In the bidirectional mode with uniform interfer-
ence radii (i.e., all endpoints of all requests have equal interference radii), an
ordering of the requests described in [7] has BLIN at most 6.

By adopting those orientations of the conflict graphs or the orderings of the
requests, the approximation algorithms developed in Sects. 4 and 3 achieve con-
stant approximation bounds when applied to the conflict graph G. The derivation
of these approximation bounds are straightforward and are omitted in this paper.
In addition, it is also easy to identify the range of λ over which these approx-
imation bounds do not increase with λ, or are smaller than those achieved by
the greedy approximation framework proposed in [3].

When all links have uniform interference radii, the links can be partitioned
into a small constant number μ of groups such that the conflict graph of each
group is a co-comparability graph [11]. By applying the algorithm presented in
Sect. 5 to the conflict graph of each group, a maximum-weighted feasible subset
of each group can be computed in polynomial time. Then, among those μ feasible
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subsets, the one with the largest weight is returned as the output. Such divide-
and-conquer scheme achieves the approximation bound μ, which does not depend
on the number λ of channels at all.
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Abstract. To address the challenge of improving Quality of Experi-
ence (QoE) of mobile users in the next generation of wireless networks,
we propose an optimal multimedia relay scheme by jointly considering
application multimedia content distribution and mobile devices’ antenna
chain selection diversity in this paper. Benefiting from the feedback chan-
nel information and Multi-Input-Multi-Output (MIMO) diversity gain
in relay systems, the multimedia content compression-truncation and
antenna selection schemes would be dynamically adjusted with the feed-
back channel information, potentially improving the multimedia QoE
and the wireless communication energy efficiency performances. In the
proposed relay transmission scheme, the Quadtree fractal image com-
pression method is used for content preparation and the Alamouti space-
time coding technique is applied for diverse data transmission. Simula-
tion results demonstrated that with the new dynamic multimedia content
compression and antenna-chain selection scheme, the relayed multimedia
QoE performance is significantly improved and energy resource efficiency
also outperforms the traditional schemes.

Keywords: Quality of Experience (QoE) · Quadtree fractal compres-
sion · MIMO

1 Introduction

How to improve mobile user’s Quality of Experience (QoE) becomes an essential
challenge in wireless multimedia communications, since the QoE-driven multime-
dia services are dominating the wireless network traffic [1–4]. Social media-based
image content sharing contributed a lot to the mobile media traffic. Benefited
from the wireless network infrastructure and facilities, the dramatically increased
usage of mobile devices such as smartphones leads to an exponential growth
in mobile multimedia traffic [5], supported by a plethora of research advance-
ments such as Device-to-Device (D2D) communications, small cell 5G systems,
and massive Multiple-Input and Multiple-Output (MIMO) [6–8]. Parallel to the
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research advancement at physical layer, source coding issues of images (i.e. com-
pression) are also widely addressed at application layer to improve the quality
of multimedia transmission and resource efficiency [9–11].

In this paper we propose a new approach for energy efficient wireless image
relay, leveraging both application layer image content prioritization in compres-
sion and physical channel MIMO diversity. Alamouti firstly proposed a two-
branch transmit diversity scheme in [12], which has the same diversity order
as maximal-ratio receiver combining (MRRC) without requiring any bandwidth
expansion. Authors in [13] proposed a cross layer strategy by considering applica-
tion and physical layer diversities that allow Adaptive Channel Selection (ACS)
over MIMO. The ACS-MIMO strategy had demonstrated improved multimedia
quality in wireless video transmissions. Taking advantage of MIMO technology,
a QoE-guaranteed wireless multimedia service pattern was studied in a relay
based two-hop transmission scenario [14]. In addition, the resource allocation
and energy efficiency schemes have also been widely considered in literature
addressing the QoE problem using MIMO strategy. Authors in [15] built an
energy-efficiency model in the MIMO-OFDM multimedia communication system
with statistical service quality constraint. With little extra resource consump-
tion, an efficiency feedback MIMO resource allocation scheme was proposed in
cognitive radio network [16].

At application layer, typical state of the art image compression systems use
either Discrete Cosine Transform (DCT) or Discrete Wavelet Transform (DWT)
techniques in transform domain. For instance, the well-known JPEG image com-
pression standards uses DCT compression scheme. The DWT scheme is widely
used in JPEG2000 and Set Partitioning in Hierarchical Trees (SPIHT) [17].
Aforementioned techniques have shown the capability to achieve highly com-
pression ratios and transmission efficiency in wireless communication systems,
although the computational complexity is relatively high. Fractal image com-
pression technology using Quadtree decomposition technique can achieve higher
image compression ratio and rate-quality performance without complex trans-
forms [18]. It has the advantages such as easy to implement and being suitable for
low power mobile devices. The fractal compression concept is used as the source
coding approach in this paper. Separating positions and values by identifying
Quadtree structures (representing large flat areas) and tree leaves (representing
fine details), we utilize Quadtree decomposition and Huffman entropy coding for
image bit-packing before MIMO transmission.

As shown in Fig. 1, we propose a wireless relay scheme jointly consider-
ing image compression and antenna selection to address the multimedia QoE
issue in energy constraint wireless communications. Transmitting (Tx), relay
and receiving (Rx) devices are all assumed to be equipped with multiple anten-
nas in our work. We refer to the Alamouti space time coding scheme addressing
the antennas selection issue at the physical layer. The Quadtree fractal compres-
sion method is studied at application layer to prioritize the image contents.

The rest of this paper is outlined as follows. The system model is described
in Sect. 2. The methodology details of the proposed transmission scheme are
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Fig. 1. Transmitting device, relay and receiver all equip two antennas in our proposed
system. This figure shows that the relay uses two antennas to receive and send, but
Tx and Rx only activate one antenna in transmission.

discussed in Sect. 3. Section 4 presents the numerical simulation and results.
Finally we conclude our work in Sect. 5. The key notations and nomenclature
used in this paper are summarized in Table 1.

2 System Model and Analysis

The objective of our work is to improve the QoE of receiver in the relay-based
wireless networks. We propose the mathematical model by jointly considering the
image content compression and antenna chain selection among mobile devices.
By considering the fractal image compression method, image content is com-
pressed into two types of packets: the trunks describing the positions and leafs
describing the values, as shown in Fig. 1.

Strunk and Sleaf denote the corresponding resource allocation sets for trunk
and leaf packets, which include pairs of the image compression strategy and
antenna chains selection. More specifically, Strunk = {(Ltrunk,MTx−Rx)} and
Sleaf = {(Lleaf ,MTx−Rx)}. So our system model is addressed as an energy con-
strained QoE maximization problem with optimal choices of resource allocation
set.

{Strunk, Sleaf} = arg max{QoE} (1)

s.t
ETx + ERelay + ERx ≤ Emax (2)

The constraint of energy resource is highlighted in our model, since the energy
budget is the vital factor for mobile devices in wireless transmission. In general,
trunk packet has higher reduction of decoded Root-Mean-Square-Error (RMSE)
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Table 1. Summary of key notations

Symbol Notes

ETx, ERx, ERelay Energy consumption at transmitting, receiving,
and relay devices

Emax Total energy constraint

QoE Notation for quality of experience of receiver

pA−B The packet error rate between device A and B

BER Bit error rate of the physical channel

Pt Transmitting power of device

Pc Receiving/circuit power

TA The number of active antenna(s) on device A

Lo,Ltrunk,Lleaf Length of packet overhead/trunk/leaf packet

than leaf packet, and with smaller packet length. In other words, the truck pack-
ets are smaller, but more important in image coding. The rationale behind the
content diversity strategy is that important packets (i.e., trunk packets), which
will distinctly affect the quality of image transmission, should be transmitted
with high priority when the resource is strictly limited.

Equipped with the MIMO at physical layer, each mobile device activates
one or two antennas to transmit data based on the importance of packets and
its available energy resources. Let MTx−Rx denote the antenna chain selection
strategy between Tx and Rx. To simplify the notations for all possible antenna
chains, we define Sspace as

MTx−Rx ∈ Sspace (3)

Sspace = {0000, 0001, ....1110, 1111} (4)

We consider one relay in our work. Thus, for Tx, Rx and relay, they can choose
to activate one or two antennas for transmitting/receiving. There are totally
2 ∗ 2 ∗ 2 ∗ 2 = 16 strategies (in terms of choosing antenna chain) to transmit
packets from transmitting device to the receiver. As shown in Eq. 4, we use
four binary digits to simplify the mode description of all strategies. Let ‘0000’
represent the simplest antenna chain selection, which implies there is only one
antenna be activated on all mobile devices. The ‘0110’ mode implies that a
single active antenna on Tx/Rx and two active antennas on relay (as illustrated
in Fig. 1). Lastly, ‘1111’ represents every device on the selected antenna chain
has two active antennas.

On the right hand side of Eq. 1, the QoE of receiver could be defined as the
RMSE summation of trunk and leaf packets, multiplied by the probability that
they are being successfully transmitted.

QoE = Dtrunk(1 − pTx Relay)(1 − pRelay Rx)+
Dleaf (1 − pTx Relay)(1 − pRelay Rx) (5)
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where Dtrunk and Dleaf represent the RMSE reduction of trunk and leaf packet,
respectively. The RMSE reduction of each packet will be counted at receiver only
if it is successfully delivered from Tx to relay, and then to Rx. The packet error
rate pA−B is determined by the channel Bit Error Rate (BER). Assuming a
random error model, it is calculated as

p = 1 − (1 − BER)L (6)

where L is the length of packet. According to [12], the channel BER will be signif-
icantly reduced when applying the space time coding mode during transmission.

One overhead of utilizing multiple antennas scheme is the extra energy con-
sumption. Next, we will model our energy consumption in the wireless relay
transmission. We assume Ti denotes the number of active antennas, the total
energy consumption of the transmitting device can be interpreted as following:

ETx = Pt
Lo + Ltrunk + Lleaf

R
+ Pc

Lo + Ltrunk + Lleaf

R
TTx (7)

It includes two parts, transmitting power for sending data and the incurred
circuit power consumption during the transmitting process. Following the same
logic, we define the energy consumption at Rx and relay sides.

ERx = Pc
Lo + Ltrunk + Lleaf

R
TRx (8)

ERelay = Pc
Lo + Ltrunk + Lleaf

R
TRelay+ (9)

Pt
Lo + Ltrunk + Lleaf

R
TRelay + Pc

Lo + Ltrunk + Lleaf

R
TRelay

It is worth noting that if two antennas are activated for transmission on the
device, the transmitting power Pt should be evenly allocated on each antenna.
From above equations we can conclude that there are two factors impacting
energy consumption in wireless relays. One is resource allocation such as power
and antenna-chain selection. The other is the proportion of trunk and leaf packets
of image content. The proper fraction of trunk packets also plays an important
role in multimedia quality. In following sections we will discuss how to improve
the QoE of receiver in details.

3 Unifying Application Content Prioritization and
Physical Antenna Selection

3.1 The Image Content Diversity at Application Layer

The redundancy and similarity among different regions of images make compres-
sion feasible. By taking the fractal compression method, i.e., Quadtree approach,
we divide a square image into four blocks with different sizes based on the preset
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criterion (such as a minimum constraint in terms of compression quality). Frac-
tal compression saves huge transmission resources due to its high compression
ratio. One contribution of this paper is that we address the challenge of design-
ing and arranging the multimedia data for image compression and content bit
packing in a scalable manner using Quadtree approach, such that some bits can
be traded off to meet the energy constraints with minimum loss in quality. The
data packets of one image are partitioned into two types of packets: trunk and
leaf. Trunk packets have higher RMSE reduction (also implies the multimedia
quality) than leaf packets, and with smaller length (comparing with leaf ones).
In addition, the Quadtree scheme we used in this paper is directly applied in spa-
tial domain rather than transform domain, which has low computing overheads
avoiding complex wavelet or cosine transforms [19].

3.2 Antenna Chain Selection and Packets Compression Strategies
in Different Physical Channel and Energy Budget Scenarios

As we can notice form Eqs. (5) and (6), QoE of receiver is mainly determined by
the RMSE reductions of packets (trunk and leaf) and the BER of the physical
channel. The energy consumption also plays a vital role to affect the QoE, since
the battery size is strictly limited in mobile device. In the following, two different
transmission cases are discussed in details.
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Fig. 2. Illustration of the comparisons of BER performance in different antenna chains:
the traditional scheme with Tx = 1, Rx = 1, and the new scheme under Alamouti
method (Tx = 2, Rx = 1 and Tx = 2, Rx = 2).

CASE I: Highly BER in Severe Physical Channel. Being exposed in a
severe situation with lower Signal-to-Noise Ratio (SNR) and high BERs, mobile
device has to depend on relay and antenna selection to make up the highly
packet loss rate. The space-time block coding technique is considered in this
paper to model the multiple antennas scenario. As shown in Fig. 2, N denotes
the number of symbol pairs to be transmitted. b is the constellation size of the
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selected modulation scheme. Tx and Rx denote the number of antennas for
transmitter and receiver, respectively, in a way similar to symbols defined in
[20]. Comparing with the traditional approach ‘0000’ with single transmitting
and receiving antenna, the BER decreases significantly when taking ‘1010’ (two
antennas send and one antenna receives) and ‘1111’ (two antennas send and
two antennas receive) mode. In Fig. 2, the transmitting powers in MIMO and
traditional (single antenna) methods are the same. It is worth pointing out that
the extra cost for implementing the multiple antennas scheme on mobile devices
is to equip a more complex antenna circuit array. But it should be easily pay
off since the worse physical condition is, the better performance multi-antenna
scheme gets.

CASE II: Strict Energy Budget in Wireless Relays. By considering D2D
relay communication in the new generation of wireless networks, energy budget
is strictly limited by the battery’s capacity equipped on the mobile device. The
Quadtree fractal compression method is designed to meet the trade-off between
energy constraint and multimedia quality. Each image can be compressed into
two groups with different lengths, one is important trunk packet group and the
other is unimportant leaf packet group. The total length of trunk and leaf packets
keeps constant. Our method in strict energy budget case is to change the portion
of trunk packet for adjusting the energy limitation in transmission. As mentioned
before, trunk packet contains the most important information of images (higher
RMSE reduction per bit), which should be considered to transmit first when the
resources are limited. Even trunk packets only take a small portion of the whole
image, the final accumulated reduced RMSE will be significantly improved.

In addition, in our proposed transmission method, the multi-antenna scheme
is only activated for transmitting trunk packets, to ensure the high quality image
data could be transmitted in low BER conditions. Leaf packets were transmit-
ted in ‘0000’ (i.e. single antenna) mode to save energy. By choosing the proper
trunk proportion in image compression, we can achieve the best RMSE reduc-
tion per unit energy consumption. More details about this part are shown in the
simulation section.

3.3 Algorithm and Discussion

Algorithm 1 illustrates the process of the proposed image transmission scheme
in this paper. The compression strategy and multi-antenna selection decision
are decided based on the near real-time physical channel information. Transmis-
sion begins with a feedback channel (similar to a pilot “handshake”), shown in
step 4–5. In order to output the optimal transmission strategy, we evaluate the
RMSE performance for each (Li

trunk,M
j
A−B) pair based on the feedback channel

information. The RMSE gain for each image compression and multiple-antenna
selection strategy is calculated in step 11, the optimal Li

trunk and M j
A−B that get

the best RMSE performance for each image is also calculated and stored in this
step. Finally, the output of our algorithm should be the optimal transmission
scheme which attains the maximum RMSE reduction, i.e. the RMSEmax.
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In Algorithm 1, we assume the physical environment keeps consistent during
the short period of time of a single wireless packet transmission. So the output
(Li

trunk,M
j
A−B) should be global optimal. For stable environment with minimum

fading, the channel feedback can be evaluated for every image transmission. In
this way, we will get the optimal (Li

trunk,M
j
A−B) for every specific image with

less computation overhead.

Algorithm 1: Optimal transmission-relay scheme which jointly considering the
image compression, multi-antenna selection, and physical information

1. Input of algorithm:

Symbol rate R and channel information (SNR).

Energy budget of mobile devices Emax and number of images Nimage.

Transmitting and circuit power Pt and Pc.

RMSE reductions of trunk and leaf packets.

2. Output: The optimal relay scheme for images.

3. Initialize parameters: Econ = 0, RMSEmax = 0.
4. Tx transmits the whole image as a trunk packet to Rx.
5. Tx get the feedback (physical channel information) from Rx.
6. Gradually increasing the trunk proportion of image Li

trunk.

7. Choosing the antenna pair Mj
A−B from ‘0000’ ∼ ‘1111’.

8. For k = 1: Nimage

9. If Econ ≤ Emax

10. Calculate the accumulated energy consumption Econ

based on equation (7) ∼ (9) for each (Li
trunk,M

j
A−B).

11. Calculate the accumulated RMSE at receiver side

based on equation (5) and (6).

If the RMSE reduction gain is bigger than RMSEmax,

store current relay scheme and

replace the RMSEmax as current RMSE reduction gain.

12. Else end

13. End For

14. Output the relay scheme which gets the RMSEmax

4 Numerical Simulations and Results

In this section, we perform numerical simulations to evaluate the system perfor-
mance with the image content diversity and space-time coding. Let symbol rate
R equal 20 MHz. Let transmitting power Pt and circuit power Pc equal to 50 mw
and 30 mw, respectively. The “Cameraman” and “Lena” grayscale images are
chosen as image sources for the simulation. There are 20 images in maximum to
be transmitted in the wireless relay network setting. The length of each basic
test image is 27250 bits. Image resolutions could be scaled in 128×128, 256×256,
and 512 × 512 pixels.

First, we evaluate QoE gain in different physical channel conditions with
‘1010’ mode. In Fig. 3, we show the receiver’s RMSE at a good BER level (the
default BER for single antenna mode is 10−4). As we can notice from the result,
system gets the best performance (blue line) when trunk packet takes larger
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portion of the image (nearly 50%) in good physical channel conditions. The
RMSE reduction is almost twice of the black line when the energy is enough
for transmitting all the images. The smallest trunk portion case gets the worst
performance in terms of multimedia quality (black line). The gain of RMSE
reduction keeps the trend of going down with the decreasing of trunk packet’s
proportion in image compression.

Fig. 3. Illustration of RMSE reduction performance in good physical channel scenario,
bigger trunk packet gets better multimedia quality performance. (Color figure online)

The BER at 10−6 level is the best case in this study. The BER could be
much worse in real wireless communications for various reasons such as the
signal interference, multipath fading and channel noise. In Fig. 4 (left), we show
the RMSE performance of system in the BER of 10−5 level. It turns out that
the overall RMSE reduction gain decreases when physical channel gets worse.
The RMSE reduction is less than the half of it is in the previous case (i.e. the
best case). Furthermore, the largest trunk proportion no longer gets the best
performance when channel BER gets higher. Smaller portion of trunk packet
start to show advantages in multimedia relay quality gain. In Fig. 4 (right), we
evaluate the system performance in a much worse channel. The result reveals that
the smallest trunk (takes 10% of the image) performs the best in such a severe
physical environment. Short trunk packet and MIMO are the best transmission
scheme combinations when facing the severe physical environment with high
BERs.

Another factor that leads to the results shown in Fig. 4 is the high packet
error rate. According to Eq. (6), packet error rate p dramatically increases along
the increasing length of packet. Under the same bit error rate, longer packet
causes higher packet error rate, which further leads to lower reduction of RMSE
consequently. In the following simulation, we demonstrate that there exists a
threshold for the length of trunk packet in a specific channel condition. Smaller
trunk packets cannot always lead to good multimedia QoE performance. The
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Fig. 4. RMSE performance of different trunk-leaf proportion in the BER at 10−5 level
and 10−4 level.

rationale behind the threshold is that the trunk portion has to carry certain
amount of important content of the image, otherwise the reduction of RMSE
could not accumulate to a significant amount during the transmission process.

We take three different trunk portions into simulation. The percentages of
trunk packets are 6%, 23%, and 59%, respectively. The BER represents bit level
error rate under space time coding mode, i.e. error rate after applying space
time coding. Simulation results of this scenario are shown in Fig. 5 (left). We
can notice from the figure that extremely small trunk (6%) gets worse perfor-
mance comparing with trunk of 23%, even in very bad channel condition. The
rationale is that, like the aforementioned example, very small trunk will lose
some crucial content information in the image compression. On the contrary,
the RMSE reduction of 59% trunk reaches 270 in the good BER, which is close
to the RMSE reduction upperbound (we assume the system attains the maxi-
mum RMSE reduction gain when we compress the whole image as a single trunk
packet and transmit it in ideal channel with zero BER).

Finally we evaluate the wireless image relay energy efficiency in traditional
transmission scheme and in Alamouti scheme. We compress each image with
very tiny portion of trunk and a big portion of leaf packets in the simulation
(1% for trunk). Simulation results of this scenario are shown in Fig. 5 (right).
The extra energy consumption of ‘1111’ mode (i.e. the 2:2:2:2 mode) is due to
activating an additional antenna on each side when transmitting data. Due to
the improved QoE gain, the multimedia quality per Joule energy consumption
performs the best when we choose the ‘1111’ mode activating more antennas in
relay.
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Fig. 5. Illustration of multimedia gain and energy efficiency in different conditions and
transmission modes.

5 Conclusion

In this work, a novel wireless relay scheme which jointly considering image com-
pression and space time coding mode is proposed to address the multimedia
QoE challenge in energy constraint relay communication scenarios. First, the
Quadtree fractal approach is utilized to compress image into prioritized trunk
packet and leaf packet based on the preset quality criterion. Compares with leaf
packet, trunk packet holds more important information of image with smaller
length, which makes it with high priority in energy constraint situations. Then
the space time coding method is utilized to improve QoE by allocating more
antennas to important truck packets in relay. Last, based on the feedback chan-
nel information, the proposed algorithm adopts dynamic image compression and
antenna selection scheme. Simulation results demonstrated that the proposed
wireless relay scheme significantly improve QoE gain and energy efficiency with
severe physical channel errors or strict energy constraints.
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Abstract. Traditional distributed routing protocol just can calculate the shortest
forwarding path based on restricted routing metric (e.g. least hops, lowest cost,
etc.). Due to partial-view and selfishness of local strategy, the routing calcula-
tion results usually are not optimal. Software defined network(SDN), as the
representative of centralized control mechanism, can obtain real-time network
status, perform routing calculation from global network view, and install routing
strategies, hence to promote network toward optimal target. Drawing further on
this, this paper firstly puts forwards Software Defined Routing System (SDRS),
by introducing centralized control mechanism into routing system on basis of
distributed paths generated by distributed routing protocol. Centralized con-
troller can calculate centralized paths and selectively deploy centralized paths
into network according to orchestration strategy. SDRS not only preserves the
properties of flexible survivability and fast self-healing in distributed routing
protocol, but also keeps global optimal ability of centralized controller. Finally,
we implement SDRS prototype, and our experimental results reveal that SDRS
can obtain the same routing convergence performance with distributed routing
protocol and a better self-healing ability than pure centralized framework.

Keywords: Routing system � Control mechanism � Distribution/
centralization � Flexible survivability � Fast self-healing

1 Introduction

Distributed routing protocol runs in network layer of TCP/IP model, to provide
reachable transmission channels for end-to-end communication [1]. It firstly synchro-
nizes network status among distributed network nodes by flooding way, and then
calculates the shortest routing path to destination network according to beforehand
rules (e.g. minimum hops, minimum costs, etc.). Therefore, it has ability of flexible
survivability and fast self-healing, which is the fundamental reason for its massive
success in the Internet. For instances, when network has a single point of failure, it can
quickly install routing strategies into node to re-establish new path for end-to-end
communication by perceiving changes of network status and flooding update messages
to each node. Distributed routing protocol is essential for current Internet, yet it also
faces lots of challenges: (1) incomplete information of partial-view, which making
distributed routing protocol just attain knowledge about link-status topology, rather
than all of network status [2]; (2) selfishness of local strategy, leading to a situation that
part of nodes or links are occupied by a large amount of routing paths while other
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resources being in idle status [2]. At the same time, calculation rule for forwarding
paths is also beforehand arranged, rather than a reconfigure value.

The centralized control architecture (e.g., Software Defined Network) is able to
attain real-time network status and calculate the optimal routing strategies, promoting
network toward optimal target [3]. Meanwhile, centralized control architecture supports
for dynamical configuration and management through the openness of control interface
of routing protocol, to obtain orchestration ability of routing system [15–18]. This way
provides a solution to ossification of calculation rules in existing routing schemes in the
foreseeable future. Unfortunately, centralized control architecture generally has bad
system robustness and long delay of network status synchronization, thus it hardly has
ability of flexible survivability and fast self-healing [4, 5]. As a result, centralized
control architecture usually is deployed in medium-sized and small area networks (e.g.
data-center network, campus network, enterprise network, etc.), which hardly deployed
in WANs.

We firstly propose Software Defined Routing System (SDRS), by introducing
centralized control framework into routing system on basis of distributed paths gen-
erated by distributed routing protocol. It provides a flexible routing mechanism with
integration of centralization and distribution, organically integrates distributed routing
protocol and centralized control framework. It consists of two types of routing control
elements including distributed routing protocol and centralized controller to calculate
routing strategy together. Distributed routing protocol is responsible for calculation of
reachable distributed paths, while centralized controller calculates centralized paths
based on real-time link-status topology coming from distributed routing protocol,
further selects centralized paths on basis of orchestration strategy, and finally deploys
them into network. At last, we implement a SDRS prototype, and verify feasibility and
validity of SDRS in terms of routing convergence time, path maintenance time,
acquisition time of link-status topology, and management performance. Our main
contributions are as follows: (1) integration of centralized and distributed control, not
only making SDRS obtain features of full-view, global routing strategy and opening
control in centralized control model, but also remedying disadvantages of each control
model (e.g. centralized control model can efficiently enhance fast re-routing ability of
distributed routing protocol; while distributed routing protocol can solve low efficiency
problem in path maintenance of centralized control model); and (2) highly flexible
survivability mechanism, creatively using distributed routing protocol to release cen-
tralized routing paths by making full use of the ability of flexible survivability and fast
self-healing in distributed routing protocol, and to avoid severe impact on network
forwarding function when centralized controller releasing centralized paths by itself.

The remainder of this paper is organized as follow. Section 2 describe existing
research works about routing control mechanism. Section 3 presents how SDRS
framework integrates distributed routing protocol and centralized mechanism. In
Sect. 4, we propose centralized path maintenance mechanism by using distributed
routing protocol, and further present how it works. Meanwhile, we establish SDRS
prototype to verify its feasibility and validity in Sect. 5. At last we conclude and
describe our future work in Sect. 6.
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2 Related Works

Now, there are two typical control mechanisms including distributed framework and
centralized framework for routing system. Routing system attracts more attractions
from research communities and equipment vendors as the development of SDN.

Besides, research communities start to integrate two control mechanisms and
propose some schemes [6–9]. I2RS (Interface to Routing System) is the most typical
solution, which using centralized controller to optimize routing strategy [8, 9]. How-
ever, routing strategies are still generated by distributed routing protocol. Centralized
controller just works and selects the best routing strategy when these are several routing
strategies for the same destination network. Under this context, I2RS just optimizes
routing system on basis of distributed framework. Thus it cannot efficiently work to
promote network toward optimal target.

3 SDRS Framework

Due to typical disadvantages including incomplete information of partial-view,
selfishness of local strategy in distributed routing protocol, we propose Software
Defined Routing System, namely SDRS, by introducing centralized control mechanism
into distributed routing system. These two routing control models establish forwarding
paths for end-to-end communication together, as shown in Fig. 1. SDRS consists of
centralized controller and distributed network nodes: centralized controller is mainly
responsible for calculation and installation of routing strategies of centralized paths;
and nodes run distributed routing protocol to calculate routing strategies of distributed
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path. These two types of routing strategies are used to transmit data-flow together, and
paths to the same destination network include centralized paths and distributed paths.

SDRS Framework includes three layers: routing orchestration layer, control layer
and equipment layer. Routing orchestration layer allows administrators to orchestrate
service ability of routing mechanism (e.g. maximum of hop steps, maximum amount of
centralized paths to the same destination network, etc.) by invoking control interface of
routing protocol, to enhance flexibility and reconfiguration of SDRS. Control layer is
regarded as decision-maker of routing strategies by using real-time link-status topology
coming from distributed routing protocol. In equipment layer, control plane runs dis-
tributed routing protocol which not only calculates distributed paths, but also is
responsible for notification of changes of link-status topology to centralized controller
and path maintenance of centralized paths established by centralized controller; data
plane forwards packets according routing strategies coming from two control mecha-
nisms. Meanwhile, SDRS uses three communication interfaces including orchestration
interface, northbound interface, and southbound interface to achieve message exchange
between two adjacent layers. For instances, orchestration interface locates between
orchestration layer and control layer; northbound interface is responsible for message
exchange between control layer and equipment; southbound interface locates between
control plane and data plane in equipment layer.

SDRS establishes a closed-loop control system by integrating distributed routing
protocol with centralized controller. On one hand, real-time link-status topology from
distributed routing system is as the input for centralized controller. On the other hand,
routing strategies of centralized paths calculated by centralized controller in return
make influence on distributed routing protocol. SDRS includes self-determination
routing way and coordination routing way to achieve routing control system. In
self-determination routing way, distributed routing protocol can calculate centralized
paths all by itself without aid of centralized controller, to provide fundamental com-
munication service for network transmission. Coordination routing, compared with
self-determination routing, provide enhanced communication service. In summary,
centralized controller is mainly responsible for calculation of centralized paths on basis
of real-time link-status topology coming from distributed routing protocol, and dis-
tributed routing protocol is responsible for path maintenance of centralized paths when
centralized paths should be released. Coordination routing way can improve network
performance when network is being in stable status, namely an enhanced version of
self-determination. Self-determination can take over data-flow transmission without
centralized controller, when network is being a changeable status.

SDRS introduces centralized controller into distributed routing protocol, which not
only can reserve advantages of distributed routing protocol, but also can enhance the
ability of flexible survivability and fast self-healing. We explain above attributes in
terms of below two aspects.

• Centralized paths are released by distributed routing protocol, because distributed
routing protocol can quickly perceive changes of link-status topology. When a
single point of failure in centralized paths or routing loop between centralized paths
and new created distributed paths occurs, SDRS quickly releases centralized paths
to avoid severe influence on network. SDRS, compared with SDN, uses distributed
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routing protocol to remedy disadvantages of centralized control framework in terms
of low robustness and low reliability.

• Enhancement of ability of flexible survivability and fast self-healing of routing
system is another feature of SDRS. SDRS uses centralized paths calculated by
centralized controller and distributed paths calculated by distributed routing pro-
tocol to transmit data-flow in parallel. Thus, when one distributed path has a single
point of failure, survival centralized paths continue transmitting data-flow to avoid
communication interrupted by rerouting of distributed routing protocol, of which is
the same with fast rerouting mechanism [10].

4 Path Maintenance Mechanism

When link-status topology changes, distributed routing protocol can complete release
and re-calculation of distributed paths by itself. In order to avoid inefficiency of release
task of centralized paths by centralized controller, SDRS uses distributed routing
protocol to release centralized paths. On one hand, when distributed path has a failure,
centralized paths without crossing with distributed paths aren’t released, to ensure
data-flow transmission via survival centralized paths, and to avoid communication
interrupted by path re-calculation. On the other hand, when centralized path has a
single point of failure, distributed routing protocol just releases failed centralized paths,
rather than all of centralized paths to the same destination network. This section
describes centralized path maintenance mechanism in terms of change of distributed
path status and change of centralized path status.

4.1 Change of Centralized Path Status

Different from change of distribution path status, the establishment of new neighbor
relationship just causes the re-establishment of centralized paths installed by centralized
controller. The release of centralized path is performed by distributed routing protocol,
which can greatly enhance flexible survivability of routing system. Thus, change of
centralized path status is just caused by centralized path failure.

When centralized path has a single point of failure, centralized path maintenance
mechanism is performed by distributed routing protocol. This can efficiently avoid a
severe problem that centralized controller perceives changes of network topology
slowly. However, the traditional distributed routing protocol does not support for
centralized path maintenance. A new approach is then introduced to maintain cen-
tralized paths to solve centralized path failure. It extends a new type of link state
message, Enhanced Link Status Advertisement (ELSA), based on the traditional dis-
tributed routing protocol. When network node detects centralized path failure by
detecting interface status, it firstly encapsulates the information of centralized path into
ELSA message, and then floods it to all other nodes in network. After other nodes
receive ELSA messages, they releases the corresponding centralized paths based on
ELSA messages.
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The centralized path maintenance mechanism includes two parts: (1) generation
and flood of ELSA message, which generating ELSA message containing of the
information of centralized path when a failure of centralized path is detected and
flooding ELSA messages to all other nodes; (2) ELSA message processing and routing
update, which receiving ELSA message and performing routing update based on ELSA
message, so as to achieve the purpose of centralized path maintenance.

Take Fig. 2 for example, there is a centralized path (A-C-D-F) from node A to node
F, and routing table in each node is as shown in Fig. 2(a). At some time, link (D-F) has
a single point of failure, node D firstly perceives the invalid of neighbor relationship
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between node D and node F. And it then searches routing table by using index
{next-hop = eth2, type = centralized} and finds corresponding routing entry. Finally, it
generates ELSA including path information {prefix = 202.195/16, sequence = 1,
version = 44} and floods it to other neighbor nodes. When other nodes receives ELSA
messages, it searches routing table by using {prefix = 202.195/16, sequence = 1,
version = 44} and deletes matched routing entries as shown in Fig. 2(b).

4.2 Change of Distributed Path Status

The reasons for change of distributed path status include distributed path failure (e.g.
node failure, link failure, etc.) and establishment of new neighbor (e.g. join of new
node, recovery of failed node, etc.). We describe distributed path maintenance mech-
anism as follows.

When network node detects distributed path failure by detecting interface status, it
checks whether or not the corresponding routing strategy of centralized paths: if not, it
just maintains distributed paths; otherwise, it firstly encapsulates the information of
centralized path into ELSA message, and then floods it to all other nodes in network.
After other nodes receive ELSA messages, they releases the corresponding centralized
paths based on ELSA messages.

5 Experiment and Analysis

In order to verify validity of SDRS, we make experiments in terms of routing con-
vergence time, path maintenance time, acquisition time of link-status topology, and
management performance. Firstly, we select ten typical network topology from Internet
Topology Zoo [11] as shown in Table 1. The information of network topology includes
topology name, number of nodes, and number of links. Besides, we use open-source
applications to implement a SDRS prototype based on a cluster of commodity servers.
For network node, Click modular router supporting for fast re-development is
responsible for data plane [12], and OSPF protocol provided by Quagga protocol suite

Table 1. Ten typical network topology

Name Seq. Year Number of nodes Number of links

CERNET 1 2010 35 49
Abilene 2 2005 11 14
Renater 3 2005 35 46
Asia pacific 4 2010 15 21
Canerie 5 2010 24 31
Ernet 6 2010 16 18
Janet 7 2011 22 33
Garr 8 2011 36 45
Grnet 9 2010 33 37
Pionier 10 2011 27 32
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is used to establish control plane [13]. For centralized controller, we develop its
functions. And there are ten network nodes, one centralized controller and two hosts in
SDRS prototype. At last, we further use CORE network simulator to establish thirteen
virtual machines by container technology, deploy our nodes and centralized controller
into different virtual machines, and evaluate basic performance of SDRS [14].

5.1 Routing Convergence Time

In order to testify that SDRS has a good routing convergence performance, we make an
experiment on routing convergence performance of distributed routing system and
SDRS under different network diameters, as shown in Fig. 3.

The routing convergence time in SDRS is nearly equal to that in distributed routing
system. For example, when the value of network diameter is 2, 4, and 8, the routing
convergence time is correspondingly 13 s, 17 s, and 24 s. On one hand, SDRS can
uses distributed routing protocol to calculate distributed paths for end-to-end com-
munications, even though centralized controller in SDRS doesn’t complete installation
of centralized paths. On the other hand, as the value of network diameter increases,
routing convergence time doesn’t markedly increase as well, because OSPF protocol
uses “first flooding and then calculating” way to achieve routing convergence, which
just resulting into the increase of transmission time of link-status message with the
increase of network diameter.
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5.2 Path Maintenance Time

SDRS uses distributed routing protocol to maintain centralized paths, while pure
centralized framework (e.g. SDN) just revokes centralized paths by using centralized
controller. So we evaluate these two mechanisms of path maintenance and calculate
ratio of path maintenance time, as shown in Fig. 4.

Path maintenance time in pure centralized framework is two or more times as much
as that in SDRS system, because the change message of link-statue in pure centralized
framework is firstly notified to centralized controller and the latter then revokes routing
strategies of centralized paths; while nodes in SDRS can quickly generates release
message of centralized paths and floods messages to other nodes when perceiving
changes of centralized path. Thus, our experimental results show that path maintenance
time in SDRS is better than that in pure centralized frameworks.

5.3 Acquisition Time of Link-Status Topology

Acquisition time of link-status topology refers to synchronization time of link-status
topology when centralized controller firstly connecting to network. Only when SDRS
completes the synchronization of link-status topology between routing strategy layer
and equipment layer, it can start to calculate centralized path. So we evaluate acqui-
sition time of link-status topology by using ten typical topologies as shown in Fig. 5.

Acquisition time of link-status topology is closely with the number of nodes, rather
than the number of links. And it’s an exact linear relationship between the number of
nodes and acquisition time of link-status topology. For example, Garr with thirty-six
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nodes takes about 0.35 s to complete the acquisition of link-status topology. We can
see that centralized controller can attain the information of network topology in some
seconds.

5.4 Management Performance

We also evaluate management performance of SDRS prototype in terms of installation
time of distributed routing strategy, installation time of centralized routing strategy,
installation time of orchestration strategy, and keep-alive time, as shown in Table 2.

SDRS can complete installation of routing strategies in about 2 ms. And installa-
tion time of centralized routing strategy is longer than installation time of distributed
routing strategy, because centralized routing strategy coming from routing strategy
layer is installed data plane via control plane while distributed routing strategy is
directly installed by control plane.
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Table 2. Control and management time

Name Time

Installation time of distributed routing strategy 0.32 ms
Installation time of centralized routing strategy 1.24 ms
Installation time of orchestration strategy 0.31 ms
Keep-alive time 0.31 ms
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6 Conclusion and Next Works

Traditional distributed routing protocol faces with some challenges in terms of
incomplete information of partial-view, selfishness of local strategy. Software defined
network (SDN), as the representative of centralized control mechanism, brings a new
solution to above problems. In light of this, this paper firstly puts forwards software
defined routing system (SDRS) by introducing centralized control framework into
distributed routing system. SDRS felicitously integrates centralized control framework
with distributed routing protocol, to make full use of their advantages and remedy their
disadvantages. At last, we implement a SDRS prototype to verify its feasibility and
validity.

In the future, we will mainly focus on the following aspects:

• Atom operation of routing strategy. One centralized path installed by centralized
controller usually consists of several routing strategies and these routing strategies
are installed into different nodes. On one hand, routing strategies installed for one
centralized path should be revoked when the installation of one routing strategy
belonging to this centralized path fails. On the other hand, centralized controller
should install routing strategies in order to avoid packet loss.

• Synchronization of centralized path status. When centralized controller reconnects
to network again, part of centralized paths still continue running in network. If
centralized controller does not synchronize path status with distributed routing
protocol, it may result in non-consistent of path status. As a result, centralized
controller should firstly synchronize the information of centralized paths in the
network, when reconnecting to network again.

• Incremental deployment ability. SDRS prototype needs to expand OSPF protocol to
support for centralized path maintenance. It hardly can be deployed in current router
equipment. We will make lots of efforts to achieve SDRS by using control interface
of routing protocol, which doesn’t need to modify distributed routing protocol.
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Abstract. When there arises tremendous needs for large size file trans-
missions in Mobile Opportunistic Networks, such as multimedia adver-
tisement distribution in vehicular ad-hoc networks, or video sharing in
mobile social networks, the storage space of relay nodes is becoming the
bottleneck of achieving higher performance. E.g., an intermediate node
with better delivery utility may refuse to relay a data file copy due to
insufficiency of its storage space. Traditional methods without consider-
ing the data size are not likely to work efficiently in this scenario. In this
paper, we model this routing challenge as a multiple knapsacks prob-
lem and propose a distributed algorithm to solve it. The algorithm is
executed locally when two nodes encounter within the existing network
structure. From the experiment on the real data trace, we show that our
scheme achieves better performance than the competitors in terms of
delay and delivery ratio.

1 Introduction

Camera enabled devices are popular nowadays both in Vehicular Ad-hoc Net-
works and Mobile Social Networks with the wide use of smartphones and car
dashcameras. It is common that a user may want to share a video clip with his
friends or a vehicle needs to distribute emergency videos to other vehicles. If
there is the support of the backbone network, the users are able to download
data via access points (APs) or 4G networks through wireless means. The effi-
ciency between APs and downloaders is the main concern of those work. How-
ever, regarding Mobile Opportunistic Networks, in many cases, the backbone
network doesn’t even exist. Therefore, the data forwarding is carried out as a
store-forward manner through opportunistic contacts between nodes. According
to traditional research assumptions, data size is omitted so that each relay can
response to infinite number of requestors. Therefore, the routing algorithm that
works on a single pair of source-destination nodes also works on multiple pairs.
In terms of multimedia data, when there are a lot of source nodes doing transmis-
sion simultaneously, the storage of an intermediate node may be filled by many
requests of forwardings. The insufficient space of the storage in relay nodes will
potentially cause extra delay. For example, as indicated in Fig. 1(a), suppose
each node can only accommodate just one video clip. When Relay R1 meets the
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 629–640, 2017.
DOI: 10.1007/978-3-319-60033-8 54
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relay node R2, if do not consider the storage limitation, it should forward the
video clip a to R2. However, it is not possible when R2 can only hold one video
clip. Therefore, two nodes exchange their video clip as shown in Fig. 1(b). Thus,
according to the figure, node R1 with b and R2 with a is better than node R1

with a and R2 with b, but not as good as a and b are both with R2. When there
are a lot of data files with different size and we consider the delivery metric of
different relay nodes to different destinations, the conflict is common when the
routing strategy is actually first-come first served. According to [8], the proba-
bility of successful delivery exponentially decreases when the data size increases.
Also, it is difficult to collect information and apply the centralized scheduling
in a Mobile Opportunistic Network. Distinguished from existing work, in this
paper, we seek to improve the forwarding efficiency without additional resource.

R1 R2

D1

(a) (b)

D2

a b

R1 R2

D1

D2

ab

Fig. 1. An example to show the challenge in proposed scenario. The relay node R1

tries to send a video clip a to the destinations D1 while the relay node R2 tries to send
a video clip b to the destinations D2. Each relay can only hold one video clip. The
thick dashed lines indicated better encountering opportunity of two nodes.

To reduce delivery delay and improve probability of successful data delivery,
in opportunistic networks, data replication is often adopted. However, appar-
ently, it will bring more storage overhead and severe burden to the whole net-
work, which will worsen the situation and greatly increase the cost. Therefore,
in this paper, we will focus on a single copy based forwarding strategy and try
to make best use of each individual storage of the nodes. In some work, data is
fragmented into small pieces and sent via multiple path for a better probability
to reach the destinations. But in opportunistic networks, since the topology of
the network is highly dynamic, to ensure the quality of service and guaranteed
delay, a data file should be sent in whole during node-to-node transmission in
our scenario. Our contribution is threefold:

1. We consider the single copy forwarding for multimedia data files in a Mobile
Opportunistic Network.
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2. We model the problem as a multiple knapsacks problem and give a greedy
based solution.

3. We further consider the limited communication bandwidth during nodes
meet, model it as a 0–1 knapsack problem on top of the results of the above
multiple knapsacks solution.

2 Related Work

Data forwarding is one of the hot research areas in Mobile Opportunistic Net-
works. The key challenge is how to select appropriate relays such that data can be
forwarded to destinations with short latency and forwarding cost, where mobile
nodes carry and forward messages upon intermittent contacts. Single copy based
methods are firstly applied to reduce the resource requirements [11]. However,
most of them are based on the assumption that there is no limitation of storage
space in nodes and bandwidth during data exchanging. When consider the mul-
timedia data which is very large in volume compared with small messages, the
storage constraint will bring a lot of unexpected problems.

Large data file dissemination is a new paradigm in opportunistic networks.
SADF [6] is an automatic data packet dividing algorithm. To improve the deliv-
ery ratio, it cuts the large file into small segments according to the network
quality and duration of contacts. It enables large files to be transmitted in the
network but it does not touch the problem of efficient relaying after partition.
METhoD [10] implements a platform for distributing multimedia contents in
the delay tolerant networks. It dose not give solution on how to prevent memory
overflow but adding a lot of external storage to help the big data application.
Abdelmoumen et al. [1] analyzes the adverse effect brought by the insufficient of
nodes’ storage. By adding some fixed nodes with large storage space, the problem
can be solve to some extent. However, in many cases the data file is not allowed
to be divided. Also, additional infrastructure is costly. Zhao et al. [13] turns the
problem of global optimizing of forwarding utility into the local optimizing of
forwarding utility upon nodes encounter. The proposed cooperative forwarding
is model as a 0–1 knapsack problem and solved by a greedy algorithm. Large
volume content disseminating in VANETs is considered in [7]. The authors try
to find a static routing path between the source and the destination.

Many real world network applications can be modeled as Knapsack problems
and solved by approximate algorithms. In this paper, a multiple knapsacks [3]
problem is modeled extended from 0–1 knapsack problem. Generally speaking,
a set of n items and m bins are given (knapsacks) such that each item i has a
profit p(i) and a size s(i), and each bin j has a capacity c(j). The goal is to find
a allocation of items such that they have a maximum profit packing in the bins.

3 System Model and Preliminaries

In this section, we present the system model and preliminaries. For simplicity and
without loss of generality, we assume every inter-nodes transmission is successful
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and none of the nodes is selfish. Then the solution will focus on how to arrange
data files between two nodes upon their encountering. The objective of this paper
is to develop an efficient single copy data forwarding scheme for multimedia
data files. The first performance metric is the total amount of data bits that
have been successfully transmitted. Because data files contain different volume
of data, the amount of data bits is a better metric than the number of data
copies. The second performance metric is the delivery delay which is the average
dissemination duration of all source-destination pairs.

3.1 System Model

We consider a network with N users (nodes) in the Mobile Opportunistic Net-
work, where they opportunistically encounter each other along the time scale.
Some of the nodes among them raise requests of delivering multimedia data files
to other destination nodes. Each source has only one destination and a single
copy of the data file is allowed to be transported from the source to the destina-
tion at a time. Duplicated copies are not adopted because it may lead to severe
Denial of Forward in the network. We call a set of source node and destination
node a source-destination pair. A node could be source as well as destination at
the same time. Each node i is associated with a probability vector (u1

i , u
2
i , ..., u

N
i ),

where uj
i indicates the contact strength between node i and j. Here, we adopt

the total number of contacts during a period as the metric to evaluate the con-
tact strength. Therefore, the higher the contact strength between a node to the
destination, the more possibility of successful delivery through that node, named
as delivery possibility. When two nodes encounter, they may exchange data files
according to the delivery possibility. The metric is widely used in the Oppor-
tunistic Networks [2,4] and has been proved very efficient. Since the contacts are
not evenly distributed along the time scale, we propose recent delivery possi-
bility (Definition 2) based on the full delivery possibility (Definition 1). The
prior one considers the most recent contact status between nodes which is similar
to locality principle, while the latter one focuses on the average situation. Since
the contact is opportunistically happening between nodes, it is not simple to tell
which metric is better while the t of recent delivery possibility is adjustable.
We will evaluate different metrics in our experiments and analyze the results.

Definition 1. The full delivery possibility is the total number of encounters
between the node and the destination in the entire evaluation period T .

Definition 2. The recent delivery possibility is the number of encounters
between the node and the destination in a given recent time duration t.

3.2 Priority of Data Files

The priority of the data is not considered in the related work. No data is dropped
on purpose or refused to relay because there are enough resources. In the pro-
posed scenario, when the storage can only hold one data file, the rest of them
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have to be dropped or denied. Then there needs a scheme to keep the fairness
and efficiency of the data files. Assigning each data file a priority is a popular
solution. The priority could based on many aspects such as the priority of the
sender and the receiver, the significance of the data itself, the elapsed time of the
data file, etc. Many of the schemes could be very complex and hare to manage.

Since one of the main goals of the paper is to maximize the amount of suc-
cessfully transmitted data, we assign the priority of a data file associated with
its data size. In another word, the larger the size is, the higher the priority is.
Since any decision is only between two encountered nodes, there is no need to
maintain global priority, which greatly reduces the overhead. No priority infor-
mation is necessary to be kept, two nodes can handle this in a distributed and
realtime manner.

3.3 Basic Idea

When two nodes encounter, each of them may contain several multimedia data
files. For each node, a data file has a different probability of being delivered to
the destination. It is like there are two knapsacks and we try to put items in
them to achieve maximal value under the constraint of storage. Besides that,
the duration of each encountering is limited so that not all desired data files can
be exchanged so that we need also consider the communication constraint. We
model the scenario as a multiple knapsacks problem [3] where we try to achieve
the maximal delivery possibility of all data files. When two nodes meet, the first
step is to gather all data files together. Then the second step is that all the
data files be re-arranged according to their delivery possibility in different nodes
as a multiple knapsacks problem. However, it is not that simple. When the re-
arrangement is applied the spare space may not be enough for the movement of
these data files. The another limitation is the capacity of the channel, due to the
bandwidth and the contact duration, there exists a bound for maximal amount
data could be transmitted. We will also provide solution for these constraints.

4 Multiple Knapsacks Based Forwarding Scheme

4.1 Problem Statement

Suppose the capacity of two encountered node i and j is ci and cj respectively.
The size of data file k is sk. The delivery possibility of k on node i is udest

i (k).
Assume two encountered nodes have n data files in total. Then, the multiple
knapsacks problem can be formulated as:

max
∑n

k=1
udest
m (k), m = i or j

s.t.max
∑n

k=1
sk ≤ ci where k is on i (1)

max
∑n

k=1
sk ≤ cj where k is on j (2)
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The conditions 1 and 2 are the constraints of the storage limitation on node
i and j respectively. We apply the algorithm in Ref. [3] to get the result. Based
on this model, we propose the forwarding algorithm as follow.

Algorithm 1. Multiple Knapsack based multimedia forwarding method
Input: Data file list from both nodes (including size, destination information),

capacity size of two nodes
Output: an arrangement of data files in both nodes
1: FOR the two encountering node i and j DO
2: IF i or j is a destination to any current data files THEN
3: forward the data files to i or j;
4: ELSE IF get the list of rest data files THEN
5: solve the arrangement as a multiple knapsacks problem;
6: exchange the data files according to above result.
7: END IF
8: END FOR

4.2 Forwarding Time Window

Since the contact duration varies from time to time, many multimedia data files
can not be transmitted within one contact. While we do not allow the split of
data files, only those data files can be transmitted within the contact will be
forwarded. To make it simple, we use term forwarding time window (FTW)
as defined in Definition 3 to represent the capacity of the contact. There are
two ways to estimate FTW between two nodes via offline and online methods
respectively. First method is to use history records. Second method is to negoti-
ate between two nodes. Note that the channel is a bidirectional one so that FTW
only stands for one way capacity. Because of the constraint of FTW, Algorithm1
may not have enough time to finish exchanging data files. Therefore, we must
then achieve the optimal forwarding exchange under the additional FTW con-
straint. As shown in Fig. 2, Node i and j have total storage capacity of 6 each.
When node j has a better delivery possibility to data file a and d while node i
has a better one to data file b, the capacity of FTW (which is 5) is enough for
the data files exchange. Then the Algorithm 1 can achieve its performance.

Definition 3. The forwarding time window stands for the maximal amount
of data bits that can be transferred one way during a contact. It depends on
many facts such as communication bandwidth, contact duration, etc.

When the capacity of FTW is 4 as seen in Fig. 3, only d and b can be re-
arranged. Data file a has to stay with node i.

When the capacity of FTW is 1 as seen in Fig. 4, only a and b can be re-
arranged. Data file d has to stay with node i. Suppose the capacity of FTW is
noted as cFTW , we have the new equation.
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Fig. 2. An example to show forwarding time window with capacity 5 where the size of
a, b, c is 1 and the size of d is 4.
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Fig. 3. An example to show forwarding time window with capacity 4 where the size of
a, b, c is 1 and the size of d is 4.

max
∑n

k=1
udest
m (k), m = i or j

s.t.max
∑n

k=1
sk ≤ ci where k is on i (3)

max
∑n

k=1
sk ≤ cj where k is on j (4)

max
∑n

k=1
sk ≤ cFTW where k is forwarded

from i to j or viceverse (5)

Equation 5 guarantees the exchanged data won’t exceed the communication
capacity between two nodes. We use Algorithm 2 to solve the multiple knap-
sacks problem with the FTW constraint. Finally, the problem will be solve by
solving sub problems in a dimensionality reduction manner.

Node i Node j

a

b c
d

Cap. 6 Cap. 6

1

Node i Node j

Cap. 6 Cap. 6

1
b

d a c

Fig. 4. An example to show forwarding time window with capacity 1 where the size of
a, b, c is 1 and the size of d is 4.
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Algorithm 2. Multiple Knapsack based multimedia forwarding method with
FTW constraint
Input: Data file list from both nodes (including size, destination information),

capacity size of two nodes
size of the FTW

Output: an arrangement of data files in both nodes
1: FOR the two encountering node i and j DO
2: IF i or j is a destination to any current data files THEN
3: forward the data files to i or j;
4: ELSE IF get the list of rest data files THEN
5: solve the arrangement as a multiple knapsacks problem;
6: FOR the data files in each direction DO
7: model the problem as a 0-1 knapsack problem where the one way data files

are the items and the capacity of the FTW is the knapsack
8: END FOR
9: exchange the data files according to above result.

10: END IF
11: END FOR

5 Simulation

To evaluate the performance, we compare our algorithms with a single copy for-
warding strategy proposed in [4,13] using the real trace data. Two main metrics
are Delivery delay and Delivery ratio respectively, according to the objects of
the paper. The first one is the average value of all the source-destination pairs.
The second one is not the ratio of the number of received files but the amount of
received bits. We first present the experiment settings followed by the analysis of
three cases. Finally, we summarize the simulation results and discuss the interest
findings.

5.1 Simulation Settings

We run the simulation on the real trace Infocom 06 [9] in which contacts between
people during a conference are recorded. As shown in Table 1, there are 78 nodes
moving in the area and have opportunistic contacts. The duration of the data
collecting is 4 days. The basic number of source-destination pairs is 50. The
common data file size is 6 and the storage space is 50. Those source-destination
pairs are randomly picked in the node set. Each sender will initiate a data file
with the size around 3 to 10. Also, each node will be assigned a storage space
between 25 to 75. The FTW is calculated using the history records.

Four algorithms are evaluated. MultiKnap-Full represents the multiple knap-
sacks based forwarding algorithm which is proposed in this paper. It forwards
data files according to the full delivery possibility. MultiKnap-Recent is the
same algorithm that is running on the recent delivery possibility. The rest
algorithms are a combination of [4,13], and use the full delivery possibility
and the recent delivery possibility respectively. When two nodes meet, each
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of them will evaluate and pull data files from the other node. To achieve the max-
ima of incremental benefit, they model it as a 0–1 knapsack problem and solve
it using a greedy algorithm. We call them GreedyKnap-Full and GreedyKnap-
Recent respectively. For methods using recent delivery possibility, they will
only use the number of contacts in the current day for reference. Each simulation
is repeated for 200 times and record the average value.

Three sets of experiment are conducted to observe the effect of three facts,
which is closely related to large data file transmission. First is the number of
concurrent forwardings, second is the storage capacity of nodes, the last is the
size of data files.

Table 1. Simulation parameters

Parameter Value

Total nodes 78

Number of contacts 227, 657

Experiment duration 4 days

Number of source-destination pairs 50

Basic data file size 6

Basic storage space 50

5.2 Simulation Result

5.2.1 Number of Concurrent Forwardings
We set the criterion of source-destination pairs as 50, therefore most of nodes
are included in forwarding data files. Then we slightly decrease and increase the
number of source-destination pairs to see how it will affect the performance.

As shown in Fig. 5(a), the proposed MultiKnap-Recent method achieves the
lest delay where there is a 15% improvement compared with the runner-up
GreedyKnap-Recent method. The GreedyKnap-Full method gets the worst delay,
about 25% more than that of the MultiKnap-Recent method. The forwarding
metric based on recent contact performs better than the total history contact
which follows the locality principle. However, it is difficult to find the optimal
parameter for the recent time period which is out of the scope of this paper.
The result joggles because the source-destination pairs are randomly selected,
according to the nature of opportunistic contact, it will seriously affect the delay.
Furthermore, we observe that these methods are less sensitive to the number of
nodes.

As shown in Fig. 5(b), we evaluate the delivery ratio by how many bits have
been received by the destinations not the number of data files. With the increas-
ing of the number of source-destination pairs, the delivery ratio drops in all
4 methods. However, our proposed methods can achieve better ratio than the
greedy methods since the solution to multiple knapsacks can optimize the total
value (size) of the data files.
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Fig. 5. Results of different number of source-destination pairs

5.2.2 Storage Capacity of Nodes
We then fix the number of source-destination pairs and adjust the storage capac-
ity of nodes.

As shown in Fig. 6(a), when the storage space is very limited, all 4 methods
surfer from a very large delay. As the storage space increases from 50% to 100%,
our proposed MultiKnap-Recent method reduces the delay quickly. Although
other 3 methods also reduce the delay, but the rate is slower than the MultiKnap-
Recent method. When the storage space is large enough such that a single
node can accommodate the forwarding requests from multiple senders, each
method gets approaching to others. Although the MultiKnap-Recent method
still achieves the best but the result of using multiple knapsacks algorithm is not
apparent any more.

It is no doubt the delivery ratio goes up when the capacity increases. Our
two methods have a better growth rate than the greedy methods as can be seen
in Fig. 6(b).
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Fig. 7. Results of different scale of data file size

5.2.3 Size of Data Files
Figure 7(a) demonstrates the result when the size of data file increases from 50%
to 150%.

The larger the size of the data file, the less the number of data files a single
node can keep. Therefore, without the optimal arrangement of the forwarding
selection, the GreedyKnap-Full and GreedyKnap-Recent methods will soon lead
to a bad performance. The multiple knapsacks based method can slow down
this process so that it is 23% better than the greedy knapsack method when
the ratio of data file is 100%. However, when the size of data files is too large
for any scheduling, all methods turn to get a worse delay. Figure 7(b) is similar
to that of Fig. 5(b), the MultiKnap-Recent method achieves better delivery rate
than other methods.

5.3 Summary of Simulation

After investigating into the real trace data, we draw a conclusion that the pro-
posed MultiKnap-Recent method can achieve not only best delay performance
under all simulation settings, but also a better delivery ratio. The multiple knap-
sacks based methods can guarantee the maximal delivery possibility of most por-
tion of data files, especially those large data files. However, the performance is
not as good as expected. Two reasons lie behind. First is the opportunistic nature
of the network, therefore, any different source-destination pair will get different
delay. Second is the interference between forwardings, i.e., any current decisions
may affect other forwardings or future forwardings. A local optimal does not mean
global optimal, e.g., after allocating the free space to a data file, a node may meet
another data file with better delivery possibility in the near future.

6 Conclusion

In this paper, we consider multimedia data delivery in the opportunistic net-
works. To solve the contradiction between limited storage capacity and big
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multimedia data size, we propose the multiple knapsacks based solution which
can achieve the local optimal in a distributed manner. It first applies full arrange-
ment of multimedia data when two nodes meet as a multiple knapsacks problem.
Then the contact duration is considered so that the arrangement has to follow the
constraint of communication capacity. Simulation is conducted using real trace
data. The results show our scheme achieves better performance both in delivery
delay and ratio than the greedy knapsack based competitors. In the future work,
we will try to explore deploying fixed infrastructures such as Throwbox [5] or
Home [12], to help the scheduling of forwardings.

Acknowledgments. This work is supported by the Natural Science Foundation of
China (61601157), Chinese Scholarship Council (201208330096).
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Abstract. To induce a favorable energy demand pattern, generalized
pricing models were proposed to achieve better aggregated energy con-
sumption pattern. In this work we study how to schedule jobs under two
differential pricing models, namely the combined pricing of day ahead
pricing (DAP) and inclining block rate (IBR) both in the micro scope
and macro scope. In the micro scope we study offline job scheduling with
a goal to minimize the electricity cost of consumers when the electric-
ity price and job profile are known beforehand. In the macro scope we
study the aggregated effect on the cost of power generation when each
entity (e.g., a household or a factory) schedules their jobs autonomously.
We first prove that the job scheduling problems are either APX-hard or
NP-hard under two combined price models of DAP and IBR. We then
present efficient methods with bounded approximation ratio and show
that our scheduling achieves comparable electricity cost saving.

1 Introduction

Demand Side Management (DSM) [1,20] tries to impact the pattern of energy
consumption. DSM encourages customers to shift their energy consumption from
peak hours to less busy hours or to hours with sufficient renewable resources
by rewarding them with a lower bill. To achieve this, DSM uses differential
electricity pricing instead of the flat rate pricing used in traditional power grid.
A underlying assumption of all differential pricing schemes is that end users will
schedule its electricity demand (composed of a set of jobs) to minimize the total
electricity payment while satisfying the requirement of each job.

In general, two kinds of differential electricity pricing are used in practice
[1,20]: (1) time varying electricity pricing : electricity pricing that depends on
the time of electricity usage; (2) amount dependent electricity pricing : electricity
pricing that depends on the amount of electricity usage. Depending on when the
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electricity price is announced, time varying electricity pricing can further be
classified as time of use pricing (TOUP), day ahead pricing (DAP) and real
time pricing (RTP) [1]. In amount dependent electricity pricing, on the other
hand, electricity rate is different with regard to different amount of electricity
consumption: the more you consume, the higher the rate is. In the electricity
market, mostly used amount based differential pricing is Inclining Block Rate
(IBR) [11]. In IBR, if the energy consumption is higher than some threshold, a
lower electricity rate will be charged.

Previous researches concerning DSM can generally be grouped into two cat-
egories: (1) researches in the micro scope, which study the scheduling of the jobs
carried out by machines to minimize the electricity cost for a household or a fac-
tory given certain electricity pricing [2–9,21]; (2) researches in the macro scope,
which study the pricing strategy [16–19], or joint scheduling of power genera-
tion and consumption [21,22] to lower the power generation cost. Among these
researches, there exist works that study combined RTP and IBR [10,11,15,24].
The generalized models bring more flexibility into pricing compared with pure
RTP or IBR. Such flexibility helps to achieve better aggregated energy con-
sumption pattern [11] that may lower the cost on the power generation. These
works generally focus on how to predict the electricity price in RTP and provide
scheduling algorithms to address the uncertainties in price and load.

However, existing literature lacks a comprehensive study concerning the com-
bination of DAP and IBR both in the micro scope and macro scope. There is
report [25] showing that some companies, such as Ameren in Illinois, change
their pricing strategy from RTP to DAP as required by customers. Compared
with combined pricing of RTP and IBR, combined pricing of DAP and IBR
remove the uncertainty in electricity price. We believe that offline scheduling
with sure knowledge of electricity price and appliance usage information, which
can be controlled by customers, will be more suitable for combined pricing of
DAP and IBR compared with previously proposed algorithms [10,11,15,24] with
price uncertainty assumption. The works by Clark and Lampe [26] and Bina and
Ahmadi [27] are closest to our proposed research, which also studied combined
pricing of RTP and DAP for household appliance scheduling. These works, how-
ever, either only focus on reducing peak average ratio (PAR) or load prediction.
Computation efficiency as well as the power generation cost are not considered
or evaluated.

In this work, we study the combined pricing of DAP and IBR both in the
micro scope and macro scope. In the micro scope, we assume that an end-user
has a set of jobs need to be run within a certain constraint, such as time-window
to run each job and the total electricity demand to finish the job. We study how
to schedule a set of jobs under this generalized pricing model to minimize the
electricity cost for consumers. For job scheduling, we are first concerned with
the complexity of the scheduling algorithm. The reasons are as follows: (1) for
household appliance scheduling, there is research [23] showing that the power
generation as well as the power consumption cost will be lower, if customers
join family plans and schedule their appliances together, which may involve the
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scheduling of a large number of appliances; (2) for industrial load scheduling,
the number of machines could be very large. We also design efficient schedul-
ing method with approximable performance. In the macro scope, we study the
aggregated effect on the cost of power generation when the jobs are distribu-
tively scheduled in each household and factory. In the macro scope, we take
both renewable resources and traditional power generators, such as generator
using fuels into consideration.

The contribution of this paper is summarized as follows. We show the hard-
ness of offline job scheduling under two combined price models of DAP and
IBR: in the first price model we show minimizing the total electricity payment
is APX-Hard and cannot be approximated by a ratio of 1 + minm

i=1(bi−ai)∑m
i=1 ai

, in the
second price model, we show that the problem is NP hard. We propose efficient
algorithms with bounded approximation ratio, which are dependent on the rela-
tionship between the energy consumption of jobs and the thresholds of the IBR.
We show that the proposed scheduling algorithm achieves comparable electricity
cost saving with respect to the optimal scheduling. We did a thorough evaluation
of the scheduling both on the power consumption end and power generation end
using simulations on real world data sets. Our experiments (results omitted due
to space limit) show that our scheduling algorithms achieve over 10% reduction
on household appliance energy consumption, over 20% reduction on industrial
energy consumption and over 30% reduction on power generation cost. In addi-
tion, our extensive evaluation results show that our algorithm may achieve a 7%
reduction on carbon dioxide emission. Also, our algorithms only use less than
2% of the time of a mixed integer based solution.

2 System Models

We focus on the scheduling of demand (composed of a set of n jobs, denoted as
J = {1, 2, 3, · · · , j, · · · , n}) from a single entity. We assume that all jobs J have
to be scheduled within a given period of time H. H will be further divided into
frames with equal length h, where different frames have different price settings.
For example, H could be a day, and h could be an hour. Next, we will introduce
the job model and price model that we use respectively.

Job Model. Assume that each job j has a constant instantaneous energy con-
sumption dj and a constant duration γj . Notice that here we do not consider the
case that a job can have different duration and instantaneous energy consump-
tion by using different voltages. Thus the energy consumption of job j can be
computed by qj = dj ∗ γj . There are generally two kinds of jobs: jobs that could
only be assigned to fixed frames (lighting, television, etc.) and jobs that could be
assigned to arbitrary frames (charging, washing, etc.). We call jobs of the second
kind schedulable jobs. Suppose h is the duration of a frame. In this work, we only
consider the scheduling of schedulable jobs with γj ≤ h, i.e. the short jobs which
can be done within one frame. The short jobs we consider is non-interruptible.
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However this job model could be easily extended to support interruptible jobs.
We can divide interruptible jobs into small job unit and consider each job unit a
non-interruptible job. The problem is thus to find a schedule which assigns jobs
to different frames such that

∑
i∈H pi(Li) is minimized, where Li denotes the

energy consumed in frame i and pi(Li) is the price charged of Li.

Price Model. The pricing models we consider are generalizations of TOU and
IBR. Let m be the number of frames and ci be the threshold of frame i.

In the first model, ∀i ∈ [1,m], the cost of energy consumed in frame i is given
by pi(Li), as follows:

Price model I: pi(Li) =

{
ai ∗ Li, if 0 ≤ Li ≤ ci

bi ∗ Li, if Li > ci

In this pricing model, each frame has a certain energy consumption threshold
ci. If the energy consumed in frame i is lower than ci, the price per unit for all
the consumed energy is ai. Otherwise, the price per unit of all the consumed
energy will be bi. Different frames may have different coefficients ai, bi and ci.
Note that for this pricing model, there is a payment discontinuity at the energy
consumption Li.

The second pricing model is similar to the first one and the cost of energy
consumed in frame i is given by:

Price model II: pi(Li) =

{
ai ∗ Li, if 0 ≤ Li ≤ ci

bi ∗ (Li − ci) + ai ∗ ci, if Li > ci

The second model is introduced by Mohsenian-Rad and Leon-Garcia [11]. The
only difference between the first model and the second model is that in the second
model only the portion above the threshold has to pay a higher price. Suppose
amin = min

1≤i≤m
ai, amax = max

1≤i≤m
ai, bmin = min

1≤i≤m
bi and bmax = max

1≤i≤m
bi. We

require that amax < bmin. If amax ≥ bmin, the optimal solution clearly will
not schedule jobs to the frame i with ai > bmin. It is obvious that these models
generalize IBR and TOU : the models are reduced to IBR, if ∀1 ≤ i, j ≤ m,ai =
aj

∧
bi = bj . The models are reduced to TOU , if ∀1 ≤ i ≤ m,ai = bi.

Suppose I is the set of frames and J is the set of jobs. The job scheduling
problem we study is defined as:

Definition 1. Given a set of jobs J and a set of time-frames H that jobs can
be scheduled to, for each job j ∈ J , assign job j to a frame in H such that∑

i∈H pi(Li) is minimized, where Li =
∑

j is assigned to i qj.

3 Problem Approximation Hardness

Our objective is to schedule all jobs to the frames such that the overall price
charged for these jobs is minimized. It is straight forward that we can assign
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all jobs to the frame with the minimum pricing-coefficient bmin. Then we have
an approximation factor of bmin

amin
. This naive approximation factor holds for the

problem under both price models. In the following parts of this section we will
analyze the hardness of the problem under different price models, respectively.

3.1 APX-Hardness Under Price Model I

In this section, we will prove the APX-Hardness (approximation hardness) of
the assignment problem under the first price model when there are at least two
frames. For APX-Hardness, we want to show what is the lower bound of the
approximation ratio, i.e., the cost achieved by approximation algorithm against
the optimal solution, that a polynomial algorithm could achieve. We use ci denote
the threshold of frame i and qj to denote the energy consumption of job j.
In this problem, we mainly consider the scheduling of short schedulable jobs.
Thus the jobs we referred to here are schedulable jobs and the threshold ci we
considered here is the original threshold subtracted by the energy consumption
of the unschedulable jobs in that frame. Let m be the number of frames and n
be the number of schedulable jobs.

Suppose
∑

1≤i≤m

ci = L. We will construct a set of jobs J with a total power

consumption demand
∑

1≤j≤n

qj = (1 + δ)L, where δ is a given parameter. We

prove that the problem is APX-Hard even in the following special subcases:
(1) δ = 0; (2) δ < 0; (3) δ > 0. The three cases correspond to the cases when
the total energy consumption equals, is smaller than or greater than the sum of
the thresholds respectively. By these three subcases, we would like to show the
problem is generally hard to approximated. We will also prove that when δ > 0
and 1

δ is smaller than some constant C, we can achieve an approximation ratio
of 1 + 3C

2 in polynomial time.

APX Hardness When δ = 0. The proof of APX hardness uses the reduction
from the subset sum problem. Recall that the decision subset sum problem (SS)
is that given a set of integers I = {I1, I2, · · · , In}, decides whether there is a
subset S of I such that

∑
i∈S Ii = 1

2

∑n
j=1 Ij . This is known to be a NP-hard

problem. Given a set of jobs with power consumption demand {q1, q2, · · · , qn},
we construct a subset problem instance I with values I = {q1, q2, ..., qn}. We say
that I ∈ SS if the decision subset sum problem of I is yes. Otherwise we say
I /∈ SS.

Theorem 1. Consider the job scheduling problem with
∑

1≤i≤m ci =∑
1≤j≤n qj. The JS problem under price model I is APX-Hard even if there are

only two frames with pricing-coefficients (a1, b1) and (a2, b2) respectively. The
best approximation ratio we can get is min

(
a1+b2
a1+a2

, a2+b1
a1+a2

)
.

Proof. We will prove the approximation hardness of the problem as well as the
lower bound of the problem using gap preserving techniques [12]. We will describe
a reduction from the subset sum problem to our job scheduling problem (JS).
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Consider a subset problem instance I with a set of integers {q1, q2, · · · , qn}.
Suppose L =

∑

1≤i≤n

qi. We construct a polynomial transformation function τ

from an instance of SS to an instance I of our job scheduling problem JS.
In τ(I), we create two time frames f1 and f2 with equal thresholds c1 and c2
being L

2 . We use ai and bi to denote the low price and high price of frame i.
To make the scheduling non-trivial, here amax = maxi ai ≤ bmin = minj bj .
Let J = {1, 2, ..., n} be the set of jobs and the energy consumption of each
job j in J is qj , the integer qj in I. We use JS(τ(I)) to denote the minimum
payment of all valid scheduling of jobs in τ(I) after the schedule. For a set of
jobs S, we use LS denote the total energy consumption demand of jobs in S.
Let w = (a1 + a2) ∗ L/2, which clearly is a lower bound on the payment by any
job scheduling method to schedule jobs in τ(I).

We will prove the following claim:
{

I ∈ SS ⇒ JS(τ(I)) = w

I /∈ SS ⇒ JS(τ(I)) > min
(

a1+b2
a1+a2

, a2+b1
a1+a2

)
∗ w,

(1)

If I ∈ SS, we can divide the jobs of J into two subsets S1 and S2 such
that the sum of energy consumption in S1 is equal to that of S2. Then we can
assign the corresponding jobs in S1 and S2 to the two frames respectively. Under
this scheduling, the cost of the energy consumption is optimized and we have
JS(τ(I)) = w = (a1 + a2) ∗ L

2 .
If I /∈ SS, we can not divide the jobs in J into two subsets with equal total

energy consumption. To schedule those jobs, we still need to divide those jobs into
two sets S1 and S2. Without loss of generality, assume S1 is the set with a smaller
total energy consumption, thus, LS1 < L

2 < LS2 . We first assume that the jobs of
Si is assigned to fi. Thus, we have JS(τ(I)) = a1∗LS1 +b2∗LS2 . As a1 ≤ b2, the
larger LS1 is, the smaller JS(τ(I)) is. Then we have JS(τ(I)) = a1 ∗ LS1 + b2 ∗
LS2 > a1 ∗ L

2 +b2 ∗ L
2 = a1+b2

a1+a2
∗w. When the jobs of S1 is assigned to f2 (and the

jobs of S2 is assigned to f1), we similarly conclude that JS(τ(I)) > a2+b1
a1+a2

∗ w.

Consequently, we conclude that JS(τ(I)) > min
(

a1+b2
a1+a2

, a2+b1
a1+a2

)
w. The above

analysis shows that if there is an algorithm for JS problem with approximation
ratio less than min

(
a1+b2
a1+a2

, a2+b1
a1+a2

)
under the price model I, then we can use

this algorithm to solve the SS problem in polynomial time. As we know that SS
problem is NP-hard, thus, it is NP-hard to design polynomial time algorithms
for JS problem with approximation ratio better than min

(
a1+b2
a1+a2

, a2+b1
a1+a2

)
.

Theorem 2. Consider the job scheduling problem with
∑

1≤i≤m ci =∑
1≤j≤n qj. Assume that there are m time-frames, where the pricing-coefficients

of the i-th frame are (ai, bi) with threshold ci, i.e., the payment of electricity x is
aix if x ≤ ci, and bix otherwise. The job assignment problem under price model
I is APX-Hard. The best approximation ratio by a polynomial time algorithm is
1 + minm

i=1(bi−ai)∑m
i=1 ai

.
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Theorem 1 gives a lower bound on the approximation ratio of the problem.
However, the transformed problem we derive from the subset sum problem is a
very special case of the job scheduling problem, i.e., the total energy consumption
of the jobs equals the threshold of the frames. Now we analyze the approxima-
tion ratio of the job scheduling problem in more general cases: (1) total energy
consumption of the jobs is below the threshold of the frames and (2) total energy
consumption of the jobs is above the threshold of the frames.

APX Hardness When δ < 0, δ > 0. We first consider the job scheduling
case where all the jobs have a total electricity demand

∑
1≤j≤n qj that is at

most (1 − δ)
∑

1≤i≤m ci for a postive constant δ > 0. In this case, intuitively
we can schedule all the jobs such that, at any time-frame i, the total demand
Li from all allocated jobs in this frame is at most the threshold ci for extra-
charge. To prove the low bound on approximation ratio, we will construct a job
scheduling such that, when we cannot equally partition the jobs, one time-frame
will result in sufficiently large over-payment.

Theorem 3. Assume that (1 − δ)
∑

1≤i≤m ci =
∑

1≤j≤n qj with a value δ < 0.
The job assignment problem under price model I is APX-Hard even if there are
only three frames. The approximation ratio by any polynomial time method is at
least 1 + minm

i=1(bi−ai)∑m
i=1 ai

.

We then consider the case when the total demand from all the jobs is larger
than the summation of the thresholds of all frames.

Theorem 4. The job assignment problem under price model I is APX-Hard
even if there are only three frames and (1 + δ)

∑
1≤i≤m ci =

∑
1≤j≤n qj with

δ > 0. The best approximation ratio we can get is at least 1 + minm
i=1(bi−ai)∑m

i=1 ai
.

1
δ
is Larger than 0 and Smaller than Some Constant C

Theorem 5. If the total energy consumption of the jobs is greater than (1+ 1
C )L,

where C is some positive constant, we can achieve an approximation ratio of
1 + 3C

2 .

In this case, we can derive an algorithm based on the GAP problem with
approximation ratio related to C.

Lemma 1. There exists an optimal solution where there is only one frame in
which the energy consumption is larger than the threshold. The optimal price is
given by OPT =

∑
i∈[1,m] aiLi + bkx + (bk − ak)Lk, where k is the frame that

has the minimum bkx + (bk − ak)Lk, and x is the energy consumed by jobs that
can’t be assigned to any frame without violating the threshold.

3.2 NP Hardness Under Price Model II

Theorem 6. The job assignment problem under Price Model II is NP-hard.
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Algorithm 1. Scheduling jobs in pricing model I

1: H
′
= {}; set cm+1 = 0

2: sort frames in the non-decreasing order of ai

3: for i = 1 to m do
4: add frame i to H

′
; SE=MKP{J ,H

′}
5: if the total energy consumption of unscheduled jobs are less than ci+1 then
6: assign those jobs to frame i+1; add those assignments to SE
7: return SE
8: end if
9: end for

10: if There are jobs unscheduled then
11: find the frame k

′
with minimum (bk

′ − ak
′ )Lk

′ + xbk
′

12: assign all the remaining jobs to the frame; add the assignment to SE
13: return SE
14: end if

4 Approximation Algorithms

In this section, we will propose an approximation algorithm for the job scheduling
problem under each price model. We will also derive the approximation bound
for the algorithms under different cases. The algorithms we derive is based on
the algorithm for the multiple knapsack problem (MKP), a special case of the
general assignment problem (GAP) [13]. The GAP is to assign a set of items to
a set of bins such that the total weight of the items is minimized or maximized.
Each bin j has a capacity. Each item has a different weight in different bin.
In MKP, the items have the same profit and size for all bins. There exists a
polynomial-time approximation scheme (PTAS) for the MKP problem [14]. We
use MAX-MKP to denote the maximization version of the MKP problem.

Theorem 7 [14]. For MKP, packing the bins one by one using a (1 − ε)-
approximation single knapsack algorithm gives a 1

2+ε approximation, where ε > 0
can be arbitrarily small.

4.1 Algorithm Under Price Model I

Scheduling Algorithm. We will use a α-approximation MAX-MKP algorithm
to construct our algorithm, where α is a constant quantifying the ratio of worst
case total weight achieved by the approximation algorithm against the optimal
solution. As the aim of MAX-MKP is to maximize the value of the item packed,
α should be some positive smaller than 1. We denote the algorithm to solve
MKP by MKP(J ,H), where J is the set of jobs and H is set of frames. The
output of MKP(J ,H) is a set of assignments SE = {(j, i) | j ∈ J, i ∈ H}. Our
algorithm is basically divided into two parts: the first part is to assign as many
jobs to the frames without violating the threshold as possible; the second part
is to find one suitable frame to assign the rest of the jobs.
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Table 1. Approximation ratios for model 1

Cases Our algorithm Lower bound

η = 0 min{ bmin
amin

, amax
amin

− 1
m

+ (1 − α + 1
m

) bmax
amin

} amin
2amax

+ bmin
2amax

η > 0 (1+η)bmin
amax+ηbmin

amin
2amax

+ bmin
2amax

The algorithm is mainly done in two steps: first schedule as many jobs as
possible to the frames without violating the threshold; second find a frame with
lowest (bk −ak)Lk +xbk as described in Lemma 1 and schedule all the jobs to it.

Analysis. Consider a job set J . Suppose the maximum energy consumption of
J could be scheduled under the threshold by the optimal solution is L. Suppose
the total energy consumption of all the jobs is (1 + η)L. There will be only two
cases η = 0 and η > 0. η < 0 is impossible as the total energy consumption
should not be smaller than L. The approximation ratio of our algorithm and the
lower bound of the approximation ratio of the problem is shown in Table 1. The
lower bound follows the proofs in previous section.

Suppose the energy consumption that could be scheduled under the thresh-
olds by the MKP algorithm is L

′
. Let L

′
i be the energy consumption of the jobs

scheduled in frame i by the MKP algorithm. Let Li be the energy consumption
scheduled under the threshold in frame i by some optimal solution.

Theorem 8. If η = 0, the approximation ratio reached by our algorithm for
price model I is min{ bmin

amin
, amax

amin
− 1

m + (1 − α + 1
m ) bmax

amin
}. Here α could be as

large as 1 − ε.

Theorem 9. If η > 0 the approximation ratio of our algorithm for price model
II is (1+η)bmin

amin+ηbmin
.

From the approximation bound, we can see that when η > 0, our approxi-
mation algorithm may achieve better approximation ratio as it is lower bounded
by bmin and amin, which is close to the theoretical bound of the problem. when
η = 0, our approximation algorithm may perform worse as bmax

amin
could be large.

4.2 Algorithm Under Price Model II

Scheduling Algorithm. For the problem under price mode II, we will also
build an algorithm based on the α-approximation MKP algorithm used in the
previous section.

The only difference between the algorithm under price model 2 and price
model 1 is that in price model 2, the algorithm does not assign all the remaining
jobs to the same frame. The reason is that in price model II, only the part above
the threshold has to pay the higher price. After running MKP, some frames may
have residue capacity. When the job is assigned to these frames, only a portion
of their energy consumption has to pay the higher price.
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Algorithm 2. Scheduling jobs in pricing model II

1: H
′
= {}; sort frames in the non-decreasing order of ai

2: for i=1 to m do
3: add frame i to H

′
; set cm+1 = 0; SE=MKP{J ,H

′}
4: if the energy consumption of unscheduled jobs is less than ci+1 then
5: assign those jobs to frame i + 1; add those assignments to SE
6: return SE
7: end if
8: end for
9: if There are jobs unscheduled then

10: for each frame i do
11: the residue capacity of frame i is calculated as ri = ci − Li

12: end for
13: for each unscheduled job j do
14: find the frame k

′
with minimum bk

′ (wj − rk
′ ) + ak

′ rk
′

15: assign j to frame k
′
; rk

′ = rk
′ − wj

16: If rk
′ < 0 let rk

′ = 0.
17: add the assignment to SE
18: end for
19: return SE
20: end if

Table 2. Approximation ratios for model 2

Cases Our algorithm Lower bound

η = 0 αamax
amin

+ (1−α)bmin
amin

1 + ε

η > 0 αamax+(1+η−α)bmin
amin(1+η)

1 + ε

Analysis. Given a job set, suppose the maximum energy consumption could be
scheduled under the threshold by the optimal solution is L. Suppose the total
energy consumption of all the jobs is (1 + η)L. Similar to the discussion of price
model I, we will also discuss the algorithm in two cases: η = 0 and η > 0. The
comparison of the approximation ratio acquired by our algorithm and that of
the lower bound of the algorithm is given by Table 2.

Theorem 10. If η = 0, the approximation ratio reached by our algorithm under
price model II is αamax

amin
+ (1−α)bmin

amin
.

Theorem 11. If η > 0, the approximation ratio achieved by our algorithm for
price model II is αamax+(1+η−α)bmin

amin(1+η) .

5 Conclusion

We studied the job scheduling in smart grid. We proved that the hardness of these
problems, proposed two approximation algorithms, and analyzed the approxima-
tion ratios in different cases. Our experiments on real-world data traces show
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that our algorithm can significantly reduce the energy cost both for the con-
sumers and power generators. A future work is to study the scheduling problem
of long jobs, IBR with multiple steps and jobs with different scheduable interval.
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Abstract. A negative message defines the negative attributes of a vehicle. CRL
(Certificate Revocation List) and black list are typical negative messages.
Securely and efficiently distributing negative messages is essential to protect
VANET (Vehicular Ad hoc Network) from attacks. We formally define cov-
erage percentage as the availability of negative message, and accurate coverage
percentage represents the efficiency of distributing negative messages. These
two metrics jointly evaluate the performance of a negative message distributing
method. Meet-Table in a vehicle or a RSU (Road Side Unit) records the
encountered vehicles. A scheme based on Meet-Table and Cloud Computing is
proposed to accurately distributing negative messages in VANET in this paper.
An algorithm for distributing negative messages, and an algorithm for redis-
tributing negative messages when its objective vehicle enters a new area are
proposed within the scheme. Security analysis shows that the proposed scheme
is secure against fake and holding on negative messages, DDoS (Distributed
Denial of Service), and confusing Meet-Table attacks. Simulation results show
that the proposed scheme, comparing to the RSU broadcasting and epidemic
model, is the only one that achieve high coverage percentage and high accurate
coverage percentage simultaneously.

Keywords: VANET � Meet-Table � Accurate coverage percentage � RSU
broadcasting � Epidemic model

1 Introduction

VANET (Vehicular Ad hoc Network) has many applications. The most significant and
attractive application is improving safety [1]. The traditional safety related information
includes speed limit, work zone notification, curve warning, accident information, etc.
With the development of VANET, dangerous and untrustworthy vehicle identification
information can also play important role in safety. We call this type of information
negative messages, as it is used to describe the negative sides of a vehicle. Negative
messages include but are not limited to dangerous driving, untrustworthy certificate,
black list, etc. Comparing to other information in VANET, a negative message has two
significant properties: (1) It is used to describe a definite vehicle; and (2) it is really

© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 653–664, 2017.
DOI: 10.1007/978-3-319-60033-8_56



cared by the vehicles that may encounter it. Accordingly, negative messages needn’t to
be distributed to all vehicles in VANET, instead, it should be distributed to a subset of
vehicles that may encounter the vehicle that generates the negative messages.

Information management in VANET has been extensively studied [2], and there are
a few works about distributing CRL (Certificate Revocation List) in VANET [3, 4], but
as far as we know, there is no work clearly presents the concept of negative message. In
[3], VII (The Vehicle Infrastructure Integration) tries to distribute CRL to vehicle
through RSU broadcasting. This method required very large number of RSU and high
cost. In [4], Haas et al. try to propagate CRL in an epidemic fashion. Epidemic method
can distribute CRL to all vehicles with less number of RSU and less time, but it
requires large storage and communication capacity in VANET. In our previous work,
we propose Meet-Table to optimize CRL propagation in VANET [5]. In this paper, we
propose the concept of negative message in VANET, and present a scheme for dis-
tributing negative message based on Meet-Table and cloud computing.

In the proposed scheme, every RSU or vehicle has a Meet-Table recording the
vehicles encountered it. And all the RSUs’Meet-Tables are sent to the cloud for storing
and aggregation. The cloud service uses NoSQL database to manipulate Meet-Table
and negative messages in a highly scalable and efficient way. Because humans’
movement follow simple reproducible patterns [6] and the trajectories of vehicles are
part of humans’ movement, trajectories of vehicles are certainly reproducible. In other
words, a vehicle may encounter the same set of RSUs and vehicles every day.
Therefore, with the help of Meet-Table, we can efficiently distribute a vehicle’s neg-
ative message through the encountered RSUs and vehicles.

Our major contributions include the followings:

(1) We propose the concept of negative message in VANET and formally define it
and its coverage percentage and accurate coverage percentage.

(2) We propose a scheme for distributing negative message in VANET based on
Meet-Table and Cloud Computing.

(3) We analyze security of the proposed scheme and evaluate its performance through
simulations.

2 Definition of Negative Message

A negative message uniquely binds with a vehicle. As the negative message is not
usable for all vehicles in the VANET, it has a set of the vehicles that care about it.

Definition-1: A negative message is a negative description of a vehicle. Formally,
negative message

m ¼def\o; d; C[ ð1Þ

In formula 1, m is negative message, and it’s a 3-tuple consisted by v, d and C; o is
the objective vehicle of m; d is data in the message describing o; C is a set of vehicles
that concern the message m.
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In VANET, we should process negative message m in a way that: (1) can push m to
all vehicle v 2 C as soon as possible; (2) for every vehicle v 2 C, can get m with high
availability. General message dissemination methods in VANET try to distribute data
to all vehicles. These methods are not very much efficient, and are not very suitable for
negative message. For example, broadcasting CRL in a national wide VANET is not
only unfeasible but also unnecessary [5]. For evaluating the method processing neg-
ative message, we define coverage percentage and accurate coverage percentage in the
followings.

Definition-2: The coverage percentage of a negative message is the percent of vehicles
possessing the message in vehicles concerning the message. Formally, coverage
percentage

rc ¼ B \Cj j
Cj j ¼

P
b2B

1; b 2 C
0; b 62 C

�

Cj j ð2Þ

Definition-3: The accurate coverage percentage of a negative message is the percent of
vehicles concerning the message in vehicles possessing the message. Formally, accu-
rate coverage percentage

rac ¼ B \Cj j
Bj j ¼

P
b2B

1; b 2 C
0; b 62 C

�

Bj j ð3Þ

In Eqs. 2 and 3, B is the set of vehicles that possess the negative message, C is a set
of vehicles that concern the message. In fact, the coverage percentage of a negative
message represents the availability of the message, and the accurate coverage per-
centage of the message represents the efficiency of the distribution method. Naturally,
we can give the evaluation criteria of distribution method of negative message.

Evaluation-Criteria-1: A good negative message distributing method should have
both high coverage percentage and high accurate coverage percentage.

3 Scheme of Distributing Negative Message in VANET Based
on Meet-Table and Cloud Computing

3.1 Accurately Distributing Negative Message Based on Meet-Table

According to Evaluation-Criteria-1, the most ideal model of disseminating negative
message m in VANET is to make C, the set of vehicles concerning m, equals to B, the
set of vehicles possessing m. In VANET, if we know C, which is the set of vehicles
caring negative message m, we can accurately distribute m to vehicles in C. In fact,
vehicles in C are these vehicles that may encounter the objective vehicle of m.
According to the reproducible moving patterns of human [6], we can assume that these
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vehicles pass by the same RSU may encounter one another. So, we can record vehicles
passed a RSU or vehicle with table, called Meet-Table. Formally, Meet-Table of w, a
RSU or a vehicle, can be defined as

Tw ¼ pij1 5 i � nTwf g ð4Þ

pi ¼def v; t; ch i; v passedw ð5Þ

In Eq. 4 and formula 5, Tw is the Meet-Table generated by w; nTw is the number of
elements in Tw; pi is the ith recorder in Tw, and it’s a 3-tuple consisted of v, t, and c; v is
a vehicle passed w c times by time t.

For negative message m, if 9pi 2 Tw; pi:v ¼ m:o, then m should be distributed
through w.

3.2 Putting Global Meet-Table into Cloud

For Meet-Tables are distributed in RSUs, we need to construct a global Meet-Table for
negative message distribution. Because negative messages are often released by
authorized entities, and the size of global Meet-Table of VANET is huge, we can use
Cloud Computing to process the global Meet-Table and distribute negative message.
Formally, the global Meet-Table can be defined as

G ¼ gij1 5 i � nG½ �f g ð6Þ

gi ¼def v;Uh i; 8u 2 U; v passed u ð7Þ

In Eq. 6 and formula 7, G is the global Meet-Table; nG is the number of elements in
G. gi is the ith recorder of G, and it’s a 2-tuple. v is the vehicle passed all RSUs in U.
In VANET, size of G may be huge, and its recorders have variable lengths, so it should
be processed with NoSQL database [7] in Cloud Computing environment.

3.3 Architecture of the Scheme Based on Meet-Table and Cloud
Computing

With the help of Meet-Table and Cloud Computing, we can efficiently distribute
negative messages in VANET. The architecture of the whole scheme based on
Meet-Table and Cloud Computing is showed in Fig. 1.

There is a Cloud Service running on the Internet to process global Meet-Table and
help to distribute negative messages. It utilizes high scalability and virtualization of
Cloud Computing [8, 9] and NoSQL Database to serve global Meet-Table processing
and negative messages distributing.
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RSUs are built at the roadsides. They are connected to the Internet through wired or
wireless communication channels, e.g. 5G [10]. Every RSU can record the vehicles
pass it into its Meet-Table. The Meet-Table of a RSU can be send to Cloud Service in a
planned schedule. When a RSU receives a negative message from the Cloud Service, it
broadcasts the message to encountered vehicles.

A vehicle travels along its ways. When it passes a RSU on the roadside, it can be
recorded by the RSU. At the same time, it can accept messages broadcasting from the
RSU. If it comes across other vehicles, it can record them into its Meet-Table, and
broadcast the messages gotten from RSUs to them.

3.4 Negative Message Distribution Algorithm

A negative message describes a negative attribute of its objective vehicle. It is often
distributed by an authorized entity. For example, CRL is a typical negative message
issued by CA (Certificate Authority). In the proposed scheme, the algorithm for dis-
tributing negative message is presented in Alg-Distribute. It is invoked by the entity
that wants to distribute the message m, and executed by the Cloud Service, RSUs and
vehicles in an asynchronous and distributed model.

Fig. 1. Architecture of scheme based on Meet-Table and Cloud Computing
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Name: Alg-Distribute; Input: G, m 

1: Let =
2: For each 
3:  For each . U 
4:   Push m to u 
5:   For each v, which is passing u 
6:    u broadcasts m to v 
7:    For each vv, which comes across v 
8:     v broadcasts m to vv 
9:    End for 
10:   End for 
11:  End for 
12: End for 

3.5 Negative Message Redistribution Algorithm

When a RSU u encounters a vehicle v that never encountered before, the RSU must
redistribute negative message to keep high coverage percentage and accurate coverage
percentage of the message. The negative message redistribution algorithm is presented
in Alg-Redistribute. It is invoked by RSUs, and executed by RSUs and vehicles in an
asynchronous and distributed model. Every RSU executes its own Alg-redistribute
procedure respectively. The Cloud Service provides interface for query negative
message of a vehicle.

Name: Alg-Redistribute; Input: v, 

1: For each ∈
2: If . v = v then
3: Break
4: Else
5: Put v into 
6: Query m, m.o=v from Cloud Service
7: If m ≠ ∅ then
8: For each vv, which is passing u
9: u broadcasts m to vv 
10: For each vvv, which comes across vv 
11: vv broadcasts m to vvv
12: End for
13: End for
14: End if
15: End if
16: End for
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4 Security Analysis

4.1 Attack Model

In the proposed scheme, we assume that authorized entity, Cloud Service, most RSUs,
and most vehicles are trustworthy. Under this assumption, we can profile the major
attacks that can be conducted on the scheme.

(1) Fake negative message attack. An attacker tries to distribute untrue negative
message of a target vehicle to disturb communication and operation of the victim.

(2) Holding on negative message attack. An attacker tries to let vehicles received
negative messages from RSUs don’t broadcast the negative message to other
vehicles encountered.

(3) Confusing Meet-Table attack. An attacker tries to build confusing Meet-Table by
driving vehicle to pass lots of RSUs that are not necessary to pass in a normal
human travel model.

(4) DoS (Denial of Service) attack. An attacker tries to jam broadcasting of RSUs, to
block negative messages pushed from cloud service, to stop Cloud Service, to
broadcast huge number of garbage messages, etc.

4.2 Security of the Scheme

From the architecture and the algorithms described above, we know that the proposed
scheme executes in a distributed and asynchronous model, so the scheme has some
potential anti-attack properties. In addition, utilizing the matured Cloud Computing
technology, the Cloud Service is scale free and hard to attack.

For fake negative message attack, there are lots of anti-attack measurements. For
example, Cloud Service can authenticate the sender; and negative message may be
signed with signature for verification in RSUs and vehicles.

If a vehicle is controlled by attacker, it may not broadcast negative message
received from RSUs and other vehicles to the vehicles it encounters. This holding
negative message attack can hardly affect the propagation of negative message in
VANET, for comparing to other uncontrolled vehicles, the number of vehicles con-
trolled by attacker is very less.

Attacker can drive vehicle passing RSUs to build confusing Meet-Table, but it is
very cost and easy to detect. This physical attack is hardly to take place in a large scale.
In addition, the movement pattern of the attacker’s vehicle is very different from the
ordinary human’s reproducible pattern [6], it’s can be easily detected and cleared from
the global Meet-Table.

Generally, DoS, especially DDoS (Distributed DoS) is hard to defeat if opposite has
enough resources [11]. In the proposed scheme, DoS, even DDos is hard to achieve its
goal. If attacker wants to jam broadcasting of a RSU, he must present at the site of the
RSU, so he can only attack very limited RSUs. For the matured protection technology
of Cloud Computing, it’s hard for attacker both to block negative message pushed from
Cloud Service and to stop Cloud Service. Attacker can broad cast huge number of
garbage message to a limited part of VANET and affect a limited area of it, but he can’t
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affect the whole VANET, even the main part of it, for it is distributed, executes
asynchronously, and has numerous RSUs and vehicles.

In summary, the scheme is secure to face attacks if it is implemented carefully, for
it is distributed, executes asynchronously, has numerous entities, and based on Cloud
Computing technology.

5 Performance Evaluation

5.1 Simulation Dataset

Simulation of VANET can use dataset of realistic traces of vehicles [12] or generated
traces based on map [4, 13]. Realistic traces dataset of numerous vehicles is very hard
to get. The dataset used in [12] is realistic Taxi GPS traces from Shenzhen and Beijing,
China, and San Francisco, USA. The total number of vehicles in this dataset is only
about 13000, and it contains only Taxi, no other types of vehicles. In addition, the time
length of this dataset is no more than three days.

To evaluate the performance of the proposed scheme, we generated a dataset to
simulate all vehicles in San Francisco, USA. The dataset was created based on
parameters shown in Table 1.

On the generated dataset, the percent of vehicles and RSUs a vehicle met versus
time are shown in Fig. 2(a) and (b) respectively.

Table 1. Parameters for generating simulation dataset

Parameter Value Note

Number of vehicles 471388 Total number of vehicles in [14]
Number of RSUs 1193 Refer to the no. of signalized intersections in [14]
Intersections 7200 Estimated no. of intersections in [14]
Length of road 1741 (km) Total length of road in [14]
Area 121 (km2) Area – land in [14]
Mean travel time 0.5 (h) Mean travel time to work in [14]
Speed 38.6 (km/h) Average speed of commuter traffic speeds in [15]
maxV2I 100 m Max communication distance of vehicle to RSU
maxV2V 10 m Max communication distance of vehicle to vehicle

Fig. 2. Time vs. vehicle met vehicles and RSUs
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5.2 Simulation Results

In order to compare performance of the proposed scheme with RSU broadcasting and
epidemic model, we simulate three methods on the generated dataset. The simulation
results are shown in Figs. 3, 4 and 5.

Fig. 3. Time vs. percent of vehicles possessing message

Fig. 4. Time vs. coverage percentage

Fig. 5. Time vs. accurate coverage percentage
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Table 2 Summaries the simulation results. According to Table 2 and
Evaluation-Criteria-1, the Meet-Table based scheme is the best method for distributing
negative message in VANET.

6 Related Works

To enhance the safety of traffic is the major goal of VANET. In order to archive this
goal, VANET must gather, process, and disseminate information, such as road con-
dition, position of obstacle, speed limit, road accidents, etc. [2]. With the development
of VANET, especially when self-driving cars really run on the road, security of
VANET will be the key of safe traffic. Secure VANET requires ID authentication,
message integrity, communication confidentiality, availability, and access control [16].
In order to satisfy these requirements, lots of solutions have been proposed. In these
solutions, public key cryptography, trust management, black list, etc. are employed.
Therefore, secure VANET needs to process messages about security in a secure and
efficient way. As elsewhere, certificates used in VANET must be revoked in circum-
stances, such as compromising or losing of private key, illegal using of certificate etc.
[17]. CA (Certificate Authority) can issue CRL and store it on LDAP (Lightweight
Directory Access Protocol) server for retrieving [18]. A vehicle can also use OCSP
(Online Certificate Status Protocol) to request CRL [19]. Instead of directly accessing
Internet, vehicle in VANET often access Internet through infrastructure domain, so
both to retrieve CRL from LDAP server and to request CRL using OCSP is not
applicable.

VII (The Vehicle Infrastructure Integration) tries to distribute CRL to vehicle
through RSU broadcasting [3]. This method required very large number of RSU and
high cost. In [4], Haas et al. try to propagate CRL in an epidemic fashion. Epidemic
method can distribute CRL to all vehicles with less number of RSU and less time, but it
requires large storage and communication capacity in VANET.

In [6] mobile phone users’ trajectory proves that humans follow simple repro-
ducible patterns. According to the research results in [12, 20, 21], VANET is a Small
world. In [22], a query processing algorithm that can determine the scope of each query
is used to help vehicle to avoid returning overwhelmed large amount results. These
works give us the clue to accurately distribute message in VANET. Our previous work
proposes Meet-Table to optimize CRL propagation in VANET [5].

Table 2. Summary of simulation results

Value name Method
Epidemic
model

RSU
broadcasting

Meet-Table based
scheme

Percent of vehicles possessing
message

Much high High Low

Coverage percentage Much high High High
Accurate coverage percentage Low Low High
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7 Conclusion

We propose the concept of negative message in VANET and formally define it and its
coverage percentage and accurate coverage percentage to represent availability of the
message and the efficiency of the distribution method, respectively. Based on the
definitions, we present the evaluation criteria of distribution method to point out that a
distribution method with high coverage percentage and accurate coverage percentage at
the same time is critical. We propose a scheme base on Meet-Table and Cloud
Computing to accurately distribute negative messages in VANET with the distribution
and redistribution algorithms presented in detail. Security analysis shows the scheme is
secure against several attacks. Performance simulation results demonstrate that, com-
paring with RSU broadcasting and epidemic model, the proposed scheme achieve high
coverage percentage and high accurate coverage percentage at the same time.

In the future work, we will study the proposed scheme in a system with real Cloud
Computing and NoSQL database support.
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Abstract. The phenomenon that different instances in the cloud reside
on the same physical machine is defined as co-residence. Co-residence
introduces the risk of side-channel attacks, which utilize the shared
resources to gain useful information. Flush-Reload attack is one of the
cache-based side-channel attacks that are usually used to extract the vic-
tim process’s sensitive information such as private keys. We propose a
defense scheme called CacheRascal to mitigate the Flush-Reload attack
in the PaaS clouds. CacheRascal can automatically detect the execution
of security-critical modules and initiate protection through cache confu-
sion within 1 ms. It does not need to make any changes to the existing
PaaS clouds and is easy to deploy. The experiment results show that our
defense scheme effectively obfuscates the cache and incurs performance
overhead of less than 2%.

Keywords: PaaS cloud · Co-resident · Flush-Reload · Side-channel ·
Cache

1 Introduction

Since the Platform-as-a-Service (PaaS) cloud offers a well deployed environment
for the customers to develop, run, and manage applications, saving the effort to
build and maintain the complicated environments associated with the applica-
tions, PaaS is becoming more and more popular. Cloud platform usually serves
multiple tenants and offers the chance for different customers’ instances1 residing
on the same physical machine, which means co-residence [1]. Co-residence intro-
duces a new threat that malicious instance can utilize the shared resources to
1 Here “instance” refers to a service unit provided to the tenants by the cloud

providers, e.g., a container or a virtual machine.
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launch co-resident attacks such as denial of service attack or sensitive information
extraction. PaaS cloud has relatively smaller service unit than Infrastructure-as-
a-Service (IaaS) cloud, so there is more chance for the PaaS cloud instances to
achieve co-residence.

There have been numerous researches on the co-resident problem in IaaS
clouds, from the co-resident threat, the co-resident attacks to the defense of co-
resident attacks. In recent years, researchers begin to focus on the co-resident
problem on the PaaS clouds. Varadarajan et al. [2] briefly discussed the place-
ment vulnerabilities of the PaaS clouds in their work; Zhang et al. [3] studied
three popular PaaS clouds Amazon Elastic Beanstalk, IBM Bluemix and Open-
Shift to identify the co-residence threat in their placement policies; Zhang et
al. [4] presented an attack framework for conducting cache-based side-channel
attacks on commercial PaaS clouds and uses the Flush-Reload attack [5] to trace
a victim’s execution.

Flush-Reload attack is one of the cache-based side-channel attacks. It can
be used to extract the coarse-grained information, such as the inputs passed
to a program [6], or fine-grained information, such as the number of items in
a shopping cart, the password reset link [4], the private key in decryption [7],
etc. Flush-Reload attack mainly utilizes the shared memory, e.g., the libraries
or executables, to monitor the co-resident instances. When the PaaS cloud is
isolated by virtual machines (with memory de-duplication enabled), containers
or users [4], the instances have the chance to share memory. Thus contributes to
the Flush-Reload attack.

In this paper, we propose a secure scheme CacheRascal to defend against the
Flush-Reload attack in the PaaS cloud. Our scheme can automatically detect the
execution of security-critical modules and immediately start to protect them. It
does not need to make any changes to the existing PaaS clouds and is convenient
for the cloud providers to deploy. To the best of our knowledge, this is the first
work that focus on the defense of the co-resident attacks on the PaaS clouds.

The main contributions of our paper are: (1) We proposed the scheme
CacheRascal to defend against Flush-Reload attacks in PaaS clouds. CacheRas-
cal consists of the auto-detect module and the protect module. In the auto-detect
module, CacheRascal monitors the execution of the security-critical modules reg-
ularly. Once a security-critical module is detected executing, CacheRascal exe-
cutes the protect module to defeat Flush-Reload attacks. (2) We utilized cache
confusion in the protect stage to confuse the attacker. To minimize the perfor-
mance influence on the protected programs, we use cache loading rather than
cleansing to obfuscate the monitor results of the cache. (3) We implemented a
prototype of the defense scheme for the Docker [8] container-based PaaS clouds
and tested its availability. The prototype can automatically detect Flush-Reload
attacks and start protection within 1 ms. (4) We tested the security effectiveness
and performance overhead of the prototype. The results show that, CacheRascal
can confuse the cache effectively and introduces negligible overhead.



CacheRascal: Defending the Flush-Reload Side-Channel Attack 667

2 Background

2.1 The Flush-Reload Side-Channel Attack

The Flush-Reload side-channel attack was first defined by Yarom and Falkner
[7]. They launched the attack through monitor the state of the shared last-
level cache (LLC) on a multi-core system and extracted RSA [9] private keys
in GnuPG. Later, Zhang et al. [4] extended the Flush-Reload attack to spy on
the code paths of the processes running in the PaaS clouds. Here we give a brief
explanation of the Flush-Reload attack proposed by Yarom and Falkner [7].

In Flush-Reload attacks, malicious instance generally utilizes the LLC as the
side-channel to monitor the co-resident instances. Most modern CPUs have mul-
tiple levels of caches. For the multi-core CPUs, each core has its own caches and
all the cores share a relatively lager one. Take the Intel Core i5-3470 processor as
an example. The Intel Core i5-3470 processor is a quad-core processor, each core
has separate L1i (32 KB), L1d (32 KB) and L2 (256 KB) caches and all the cores
share the LLC cache (6 MB). Each cacheline in the Core i5-3470 processor is 64
bytes. Cache reduces the average cost to access data from the main memory.
Through the time of reading a chunk of memory the attacker can judge whether
the memory is in the cache or not.

Suppose the two processes, the attack process and the victim process, execute
the same program, only one copy of the shared program is needed in the physical
memory. The attack process can tell which memory line the victim process is
visiting by monitoring the shared memory over time. There are three steps in
the attack:

Flush: The attack process evicts the monitored memory line from the cache
hierarchy (e.g., using the clflush instruction).

Interval: The attack process waits for a period of time, long enough for the
victim process to visit the same memory line.

Reload: The attack process reloads the memory line again and measures the
time to load it.

If the victim process has visited the memory line during the interval, the mem-
ory line was loaded into the cache before the attack process visiting it. Then the
attack process can reload the memory line from the cache directly, the reload time
will be short. Otherwise, the reload time will be longer. From the memory reload
time the attack process can infer the code paths of the victim process.

2.2 Memory Sharing

Memory sharing is the base of the Flush-Reload attacks. Zhang et al. [4] men-
tioned four isolation mechanisms in the PaaS clouds, the user-based isolation,
the runtime-based isolation, the VM-based isolation and the container-based iso-
lation. For the runtime-based and user-based PaaS clouds, since all the instances
run within the same operating system (OS), they have many chances to share
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memory. For the VM-based PaaS clouds, if the hypervisor enables memory de-
duplication, it will coalesce the pages with identical contents. These pages could
belong to different VMs. For the container-based PaaS clouds, the libraries and
some executables are shared among all the containers. In summary, the memory
sharing phenomenon is common in the PaaS clouds and thus brings the threat
of Flush-Reload attacks.

In this paper, we implement a prototype of the defense scheme against the
Flush-Reload attacks in a Docker container virtual environment. The reason we
choose Docker container-based PaaS clouds as a representation is that Docker
container has became the most popular technology in PaaS services nowadays.
Its has several advantages such as light-weighted, easy to deploy, appropriate
resource constraint, etc. Thus make it more suitable for the PaaS clouds and
more and more PaaS clouds (e.g., Amazon, Google Cloud Platform, Microsoft
Auzre, etc.) introduce Docker container technology. However, the defense scheme
proposed in this paper is not only confined to the container-based PaaS clouds,
it could also be applied to the other cloud architectures.

3 The Flush-Reload Attack Scenario in the PaaS Cloud

In this paper, we first state a Flush-Reload attack scenario in Docker container-
based virtual environment and then propose the defense scheme. In our attack
scenario, the malicious instance try to extract the RSA private key of the
GnuPG-4.1.12 running in a co-resident instance. We deploy the Docker environ-
ment on a local machine with a quad-core Intel(R) Core(TM) i5-3470 processor.
We create two containers from the same image with GnuPG installed to ensure
the sharing of all the libraries and programs. In one of the containers we run
the victim process to launch RSA decryption using the GnuPG program and in
another instance we run the attack process.

As described by Yarom [7], the goal of the attacker is to extract a secret expo-
nent used in the decryption. To compute the decryption function, GnuPG-4.1.12
uses the square-and-multiply exponentiation algorithm [10] which computes the
modular exponentiation x = be mod m using the binary representation of e
(Fig. 1), i.e., e = 2n−1en−1 + ... + 20e0. It can be observed that the sequence of
function calls square, multiply and modulo reduce correspond directly with the
bits of the exponent. We use S, M and R stand for the function square, multiply
and modulo reduce. The sequence of the function call S-R-M-R represents the
bit value 1 and the sequence of function call S-R without M-R represents the bit
value 0.

The first stage of the attack is to extract the sequence of function calls. To
trace the operations of the victim process, the attack process probes the cache
regularly. In each test slot it probes one memory line of the code in each of
the square, multiply and modulo reduce function and marks the memory reload
time. So in each test slot we get a three-dimensional time vector. We adopt
the multi-class support vector machine (SVM) [11] to classify the function calls,
which has been mentioned by Zhang et al. [12]. The reason why we use the SVM
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Fig. 1. The square-and-multiply algorithm.

classifier to classify the results is that we found in some cases, more than one
cache hit are detected within one test slot. Under this circumstance, using a
single threshold to distinguish function calls is not so accurate.

To collect the training set of the SVM, the attacker should know the accurate
function call along with each test slot. This requires communication between
containers. We solve this problem by making the victim container to share a
folder with the malicious container. Then we modify the GnuPG program to
make it write a file under the shared folder regularly. When the GnuPG enters
the functions square, multiply and modulo reduce, corresponding letter “S”, “M”
or “R” is written into the file. When the process leaves the functions, the letter
“X” is written into the file. In each test slot, the attack process read the file
to get the right operation after probing the cache. So from the attacker’s point
of view, the operations are classified into four classes–“S”, “M”, “R” and “X”.
Each test slot gets a time vector labeled with an operation.

We only focus on the first stage of the attack since the accuracy of detect-
ing function call sequence can significantly influence resuming the secret key in
the following steps. And the well mix of the function call sequence reflects the
effectiveness of our defense scheme.

4 Design and Implementation

4.1 Design Goal

We aim at implementing a Flush-Reload attack defense scheme that suits exist-
ing PaaS cloud platforms. The scheme should be easily adopted by the cloud
providers and integrated into the modern cloud architectures. To make the
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scheme more practical, the scheme should follow these design goals: (1) The
scheme should show effectiveness in defending the Flush-Reload attacks. (2) The
scheme should not need to modify existing cloud platform, instances or appli-
cations. We want to implement a light-weighted protect scheme that is easy to
deploy and does not influence the use of the original clouds. (3) The scheme
should not introduce too much performance overhead. A heavy overhead, in a
sense, is also a kind of attack.

4.2 Architecture

If the cloud provider want to protect the instances running on a CPU, he should
create a protect instance and bind it to a core of the target CPU. Then the protect
instance shares the LLC with the other instances running on the same CPU.
The CacheRascal is deployed in the protect instance. CacheRascal consists of the
auto-detect module and the protect module. When the auto-detect module detects
the call of the security-critical modules, the protect module will be executed to
protect the related security-critical module. Multiple protect instances could be
created if the server has multi-processors. Figure 2 shows the architecture within
a single CPU and Fig. 3 shows the workflow of CacheRascal. The workflow is as
follows:

Step 1: Choose security-critical modules. At the beginning, we choose the
security-critical modules which needed to be protected, e.g., the libgcrypt library,
the php-fpm library, the encryption programs, etc. All these modules consist a
module pool, which is the target of protection.

Step 2: Map the security-critical modules. In the protect instance,
CacheRascal maps all the security-critical modules in the pool to its address
space. Since co-resident instances share memory pages, CacheRascal only needs
to map the modules within the protect instance.

CPU

Core 1 Core 2 Core 3

LLC

Protect
instance

Vic m
instance

A ack
instance

L2

L1-i L1-d

L2

L1-i L1-d

L2
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Core 2

...

L2
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Fig. 2. The architecture of the defense scheme.
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Fig. 3. The workflow of CacheRascal.

Step 3: Auto-detect. The auto-detect module uses the Flush-Reload tech-
nique to monitor the use of the security-critical modules. In each round of test,
CacheRascal probes all the modules and mark the reload time. Of course, a
threshold should be determined in advance to distinguish whether the memory
is in the cache or not. We set 100 rounds of test as a group. There is an interval
between two group of tests to reduce the performance overhead. In each test
group, if a certain proportion of the reload time about one module was below
the threshold, the module is detected being used.

Step 4: One module was detected being used. If module 2 was detected
being used, CacheRascal will execute the protect module to obfuscate the cache
used by module 2. Module 2 will be removed from the module pool temporarily.
Simultaneously, CacheRascal goes on detecting the module pool (Step 6).

Step 5: Protect the security-critical module. When the protect module
starts, it maps the target security-critical module and loads the module into the
cache regularly, thus mix the probe results of the attack process. We set a fixed
number of times in the protect module to iteratively load the module. After the
iteration, module 2 will be put back to the pool.

4.3 Implementation

The Auto-Detect Module. For the auto-detect module there are mainly three
aspects to focus on. The first is the design of the test slot. We choose the instruc-
tions that are frequently used in a module to monitor. There is no need to
monitor too many instructions since the purpose of the detect process is to tell
whether one module is being used. An interval is added between two group of
tests to reduce overhead. The time interval could influence the sensitivity of
detecting the usage of security-critical modules.

The second focused aspect is the threshold to judge cache hit. We test the
average instruction loading time of loading from the L1 cache and the physical
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memory on our testbed with a single-socket quad-core Intel(R) Core(TM) i5-3470
processor. Each test repeats for 10000 times. Loading from the L1 cache takes
about 45 CPU cycles and loading from the memory takes about 304 CPU cycles.
Intel documentation [13] states that the difference of reading from L3 cache and
L1 cache is between 22 and 39 cycles. We set the threshold as 150 CPU cycles
combines the test results and the statement in the Intel documentation.

The third focused point is the appropriate percentage (the cache hit proba-
bility in the detection) to decide whether a module is detected being used. With
too high percentage, no module can be detected. And with too low percentage,
the detect module may has false alarm due to various noises. We use 5% in our
implementation after a set of tests. That means, if 5 cache hit was detected in a
round of 100 tests, the module was used by other processes.

The Protect Module. The implementation of the protect module needs to
consider the cache confusion method and the iteration times. We choose memory
loading to mix the cache state to reduce the caused performance overhead. When
entered protect state, CacheRascal iteratively loads the security-critical module.
If a memory load happens before the reload operation of the attack process,
the reload time will sure be short. Since when an instruction is visited, a whole
cacheline (64 KB) will be loaded into the cache, the protect module visits an
instruction every 64 KB. The number of iterations influences the protect time as
well as the performance overhead. We set the number of iterations as 5000 in our
implementation after a set of tests. After the iteration, the detected security-
critical module is put back to the module pool.

5 Evaluation

In this section, we test the security effectiveness and the performance overhead of
CacheRascal in defending Flush-Reload attack. Our testbed was equipped with a
single-socket quad-core Intel(R) Core(TM) i5-3470 processor with an operating
frequency of 3.20 GHz. The machine is Dell OptiPlex with the main memory
of 10 GB. The virtual environment is build on Ubuntu 14.04 with Docker-1.9.1.
All the containers also has the environment of Ubuntu 14.04. We start three
containers from the same image with the GnuPG-4.1.12 program installed. One
of them runs the GnuPG decryption program (victim instance), one of them
launches the Flush-Reload attack program (attack instance) and the other one
runs CacheRascal (protect instance).

5.1 Security Evaluation

Sensitivity of Detection. We first test the sensitivity of CacheRascal in
detecting the use of security-critical modules. The sensitivity is reflected by
the detection latency, which is defined as the period from the time the victim
instance starts to execute security-critical operations to the time the operations
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are detected. We varied the percentage that determines whether the security-
critical module is detected being used (1%, 5%, 10%, 50%) and the interval
between two group of test slots to see the differences. We get the results (Table 1)
that, the high percentage above 50% will lead to no execution being detected
and the low percentage 1% will lead to execution being detected all the time
even without security-critical operations. We choose the appropriate threshold
5% in our flowing tests. Table 1 also shows that CacheRascal can identify the
attack on the order of microseconds and shorter interval can effectively reduce
the detection latency.

Effectiveness of the Protection. To show the effectiveness of our defense
scheme, we choose the multi-class SVM with a radial basis kernel function to
give a quantitative evaluation. In each experiment, the SVM is trained with the
labeled 80000 Flush-Reload results and then tested on an additional 4000 Flush-
Reload results. Table 2 shows the results with/without protection. As we can see,
with CacheRascal disabled, the SVM classifies the testing results with accuracy
over 90%, which is well enough to resume the private keys in the following steps
as mentioned in [14]. While with CacheRascal enabled, the results of the M, R,
X are well mixed, which introduces enough noise and make it hard to resume
the keys.

Table 1. Detection latency (microseconds) of CacheRascal with varied intervals and
percentage thresholds. The result is the average of ten time tests.

Percentage Interval (Microsecond)

100 500 1000

1% - - -

5% 74.1 529.4 627.4

10% 88.1 357.4 833.4

50% - - -

5.2 Performance Evaluation

In this section we evaluate the performance overhead under various circum-
stances (Fig. 4). The baseline is the time the GPG program needed to decrypt a
4G encrypted file. Each test is repeated for 20 times. We set the auto-detect mod-
ule’s interval as 500 microseconds and the percentage threshold as 5%. The suf-
fix “−5000”, “−10000”, “−20000” means the security-critical module is loaded
repeatedly for 5000, 10000 or 20000 times in the protect module. The results
show that CacheRascal alone decreases the GPG performance by less than 2%,
which is quite low when compared with the performance degradation caused by
the Flush-Reload cache side-channel attack (9.8%). At the circumstance that
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Table 2. Confusion matrix of SVM classification in tests.

(a) Without protection

Success rate S M R X

S 0.972 0.002 0.013 0.013

M 0.175 0.818 0.001 0.006

R 0.000 0.000 1.000 0.000

X 0.028 0.001 0.006 0.965

(b) With protection

Success rate S M R X

S 0.943 0.039 0.013 0.005

M 0.425 0.360 0.215 0.000

R 0.656 0.190 0.148 0.006

X 0.996 0.002 0.001 0.001

Fig. 4. Runtime overhead. Labels on top of the bars represent the ratio compared with
single GPG run.

CacheRascal runs together with the attack process, the highest overhead caused
by CacheRascal is less than 3% compared with the scenario “GPG-Attack”. As
the cache load iterations increases, the overhead slightly increases.

6 Related Work

The Flush-Reload attack was first described by Bangerter et al. [15] to trace
the victim’s access to the S-Boxes in AES. They only considered the attack on
a time-shared core. Later Yarom and Falkner [7] exposes the use of a shared
LLC and demonstrates that the technique can be used in multi-core and in vir-
tualized environments. Yuval Yarom and Katrina Falkner named the attack as
“Flush-Reload attack”. Further it was demonstrated in various security sensi-
tive modules [16–18] and different virtualized platforms with different variants
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[4,19–21]. It can also be used to extract the coarse-grained information of the
everyday applications [6]. Recently, Zhang et al. [22] implemented the attack on
the ARM architecture and considered implementing it on the android devices.

There have been numerous previous researches on the defense of cache based
side-channel attacks. They are mainly divided into two categories: the cache par-
titioning and cache confusion. Cache partitioning is the most straightforward
method to eliminate cache side-channels. This can be done at the hardware
level [23–25] or the software level [26,27]. Though cache partitioning can elim-
inate the Flush-Reload attacks however, it reduce the resource utilization to a
great extent. Researchers have also tried to prevent attackers from getting useful
information from the cache by Cache confusion. This includes cache prefetches
[28], cache cleansing [14] and memory-to-cache mappings randomization [25,29].
The implementation of all these approaches need to modify the existing cloud
infrastructures.

None of these approaches mentioned above focus on the defense of cache
based side-channel attacks on PaaS clouds while we aim to propose a security
scheme based on cache loading to prevent the PaaS instances from suffering
Flush-Reload attacks without modifying the existing cloud architecture.

7 Conclusion

In this paper we present a cache confusion-based defense scheme that does not
need to modify the hypervisor or instances to mitigate Flush-Reload attacks in
the PaaS clouds. The scheme automatically detects the execution of security-
critical modules and launch protection immediately to confuse the cache status.
We implemented a prototype for the Docker container-based PaaS clouds. We
demonstrated the security effectiveness and negligible performance overhead of
our prototype. The evaluation results also show high detect sensitivity. To the
best of our knowledge, this is the first scheme that focus on the Flush-Reload
attacks in the PaaS clouds.
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Abstract. Android has been the most popular smartphone system, with
multiple platform versions (e.g., KITKAT and Lollipop) active in the
market. To manage the application’s compatibility with one or more
platform versions, Android allows apps to declare the supported plat-
form SDK versions in their manifest files. In this paper, we make a first
effort to study this modern software mechanism. Our objective is to mea-
sure the current practice of the declared SDK versions (which we term as
DSDK versions afterwards) in real apps, and the consistency between the
DSDK versions and their app API calls. To this end, we perform a three-
dimensional analysis. First, we parse Android documents to obtain a
mapping between each API and their corresponding platform versions.
We then analyze the DSDK-API consistency for over 24K apps, among
which we pre-exclude 1.3K apps that provide different app binaries for
different Android versions through Google Play analysis. Besides shed-
ding light on the current DSDK practice, our study quantitatively mea-
sures the two side effects of inappropriate DSDK versions: (i) around 1.8K
apps have API calls that do not exist in some declared SDK versions,
which causes runtime crash bugs on those platform versions; (ii) over 400
apps, due to claiming the outdated targeted DSDK versions, are poten-
tially exploitable by remote code execution. These results indicate the
importance and difficulty of declaring correct DSDK, and our work can
help developers fulfill this goal.

Keywords: Android bug detection · Android app security

1 Introduction

Recent years have witnessed the extraordinary success of Android, a smartphone
operating system owned by Google. At the end of 2013, Android became the
most sold phone and tablet OS. As of 2015, Android evolved into the largest
installed base of all operating systems. Along with the fast-evolving Android, its
fragmentation problem becomes more and more serious. Although new devices

X. Liu, J. Xu—These two author names are in alphabetical order.

c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 678–690, 2017.
DOI: 10.1007/978-3-319-60033-8 58



Measuring the Declared SDK Versions and Their Consistency with API Calls 679

ship with the recent Android versions, there are still huge amounts of existing
devices running old Android versions [1].

To better manage the application’s compatibility with multiple platform ver-
sions, Android allows apps to declare the supported platform SDK versions in
their manifest files. We term these declared SDK versions as DSDK versions.
The DSDK mechanism is a modern software mechanism that to the best of our
knowledge, few systems are equipped with such mechanism until Android. Nev-
ertheless, so far the DSDK receives little attention and few understandings are
known about the effectiveness of the DSDK mechanism.

In this paper, we make a first attempt to systematically study the DSDK
mechanism. In particular, our objective is to measure the current practice of
DSDK versions in real apps, and the consistency between DSDK versions and their
apps’ API calls. To this end, we perform a three-dimensional analysis that ana-
lyzes Google Play, Android documents, and each individual app. We use a large
dataset that contains over 24K apps crawled from Google Play in July 2015. Our
study sheds light on the current DSDK practice and quantitatively measures the
two side effects of inappropriate DSDK versions.

We summarize the contributions of this paper as follows:

– (New problem) We study a modern software mechanism, i.e., allowing apps to
declare the supported platform SDK versions. In particular, we are the first
to measure the declared SDK versions and their consistency with API calls
in Android apps.

– (New understanding) We give the first demystification of the DSDK mechanism
and its two side effects of inappropriate DSDK versions.

– (Hybrid approach) We propose a three-dimensional analysis method that
operates at both Google Play, Android document, and Android app levels.

– (Insightful results) We have three major findings, including (i) around 17%
apps do not claim the targeted DSDK versions or declare them wrongly, (ii)
around 1.8K apps under-set the minimum DSDK versions, causing them crash
when running on lower Android versions, and (iii) over 400 apps under-claim
the targeted DSDK versions, making them potentially exploitable by remote
code execution.

2 Demystifying the Declared SDK Versions
and Their Two Side Effects

In this section, we first demystify the declared platform SDK versions in Android
apps, and then explain their two side effects if inappropriate DSDK versions are
being used.
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2.1 Declared SDK Versions in Android Apps

<uses -sdk android:minSdkVersion="integer"

android:targetSdkVersion ="integer"

android:maxSdkVersion="integer" />

Listing 1.1. The syntax for declaring the platform SDK versions in Android apps.

Listing 1.1 illustrates how to declare the supported platform SDK versions in
Android apps by defining the <uses-sdk> element in apps’ manifest files (i.e.,
AndroidManifest.xml). These DSDK versions are for the runtime Android system
to check apps’ compatibility, which is different from the compiling-time SDK for
compiling source codes. The value of each DSDK version is an integer, which
represents the API level of the corresponding SDK. For example, if a developer
wants to declare the SDK version 5.0, he/she sets its value as 21 (the API
level of Android 5.0 is 21). Since each API level has a precise mapping of the
corresponding SDK version [2], we do not use another term, declared API level,
to represent the same meaning of DSDK throughout this paper.

We explain the three DSDK attributes as follows:

– The minSdkVersion integer specifies the minimum platform API level
required for the app to run. The Android system refuses to install an app
if its minSdkVersion value is greater than the system’s API level. Note that
if an app does not declare this attribute, the system by default assigns the
value of “1”, which means that the app can be installed in all versions of
Android.

– The targetSdkVersion integer designates the platform API level that the
app targets at. An important implication of this attribute is that Android
adopts the back-compatible API behaviors of the declared target SDK ver-
sion, even when an app is running on a higher version of the Android plat-
form. Android makes such compromised design because it aims to guarantee
the same app behaviors as developers expect, even when apps run on newer
platforms. It is worth noting that if this attribute is not set, the default value
equals to the value of minSdkVersion.

– The maxSdkVersion integer specifies the maximum platform API level on
which an app can run. However, this attribute is not recommended and
already deprecated since Android 2.1 (API level 7). That said, modern
Android no longer checks or enforces this attribute during the app instal-
lation or re-validation. The only effect is that Google Play continues to use
this attribute as a filter when it presents users a list of applications available
for download. Not that if this attribute is not set, it implies no any restriction
on the maximum platform API level.

2.2 Two Side Effects of Inappropriate DSDK Versions

Figure 1 illustrates the two side effects of inappropriate DSDK versions. We first
explain the symbols used in this figure, and then describe the two side effects
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in the subsequent paragraphs. As shown in Fig. 1, we can obtain minSDK,
targetSDK, and maxSDK from an app manifest file. Based on the API calls
of an app, we can calculate the minimum and maximum API levels it requires,
i.e., minLevel and maxLevel. Eventually, the app will be deployed to a range
of Android platforms between minSDK and maxSDK.

From app manifest:
minSDK maxSDK

From app API calls:
minLevel maxLevel

Added APIs Removed APIs

Android platforms:
Crash CrashLess secure

targetSDK

A patched API

1 2 3 4 

Fig. 1. Illustrating the two side effects of inappropriate DSDK versions. (Color figure
online)

Side Effect I: Causing Runtime Crash Bugs. The blue part of Fig. 1 shows
two scenarios in which inappropriate DSDK versions can cause app crash. The first
scenario is minLevel > minSDK, which means a new API is introduced after
theminSDK. Consequently, when an app runs on the Android platforms between
minSDK and minLevel (marked as the block 1 in Fig. 1), it will crash. We veri-
fied this case by using the VpnService.Builder.addDisallowedApplication()
API, which was introduced at Android 5.0 at the API level 21. We called this
API at the MopEye app [3] and ran MopEye on an Android 4.4 device. When
the app executed the addDisallowedApplication() API, it crashed with the
java.lang.NoSuchMethodError exception.

The second crash scenario is maxSDK > maxLevel, which means an old
API is removed at the maxLevel. Similar to the first scenario, the app will crash
when it runs on the Android platforms between maxLevel and maxSDK.

Side Effect II: Making Apps Less Secure. The red part of Fig. 1 shows the
scenario in which inappropriate DSDK versions cause apps fail to be patched
that they originally should be able to. Suppose an app calls an API (e.g.,
addJavascriptInterface() [4]) that is vulnerable before the targetSDK. How-
ever, if the targetSdkVersion of the app is lower than the patched API level,
Android will still take the compatibility behaviors, i.e., the non-patched API
behavior in this case, even when the app runs on the patched platforms (between
targetSDK and maxLevel). Some such vulnerable app examples are available
in https://sites.google.com/site/androidrce/.

https://sites.google.com/site/androidrce/
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Single-apk Apps
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aapt dexdump

API Calls and 
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Min/Target/Max 
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Results

Document 
Analysis

API-SDK 
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App
Analysis
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Android Apps
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Android API
Documents

Bytecode

Filtered multiple-
apk apps

Fig. 2. The overview of our
methodology.

Fig. 3. The Facebook app’s Google Play
page (with irrelevant contents removed).

Table 1. The dataset of our study.

# Note

All crawled apps 24,426 The initial dataset

Multiple-apk apps 1,301 Filtered apps

Single-apk apps 23,125 The final dataset

3 Methodology

In this section, we present an overview of our methodology and its three major
components.

3.1 Overview

Figure 2 illustrates the overall design of our method. It performs the analysis
at three levels. First, we crawl and analyze each app’s Google Play page to
filter multiple-apk apps that provide different app binaries (i.e., apks) for differ-
ent Android platforms. Since each apk of these apps is tailored for a particu-
lar Android version, its declared platform SDK version is no longer important.
We therefore exclude these multiple-apk apps for further analysis. Second, we
parse Android API documents to build a complete mapping between each API
and their corresponding platform versions. We call this mapping the API-SDK
mapping.

In the final app analysis phase, we first extract apps’ declared SDK versions
and API calls, then leverage the existing API-SDK mapping to infer the range
of SDK versions from API calls, and finally compare these two SDK versions
(i.e., the declared SDK versions and the SDK versions inferred from API calls).
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The output is the (in)consistency results between declared SDK versions and
API calls, which can be further leveraged to detect bugs and vulnerabilities.

3.2 Google Play Analysis

Design and Implementation. The main objective of running Google Play
analysis is to filter multiple-apk apps. We explain this step using a representative
Google Play page, the Facebook app’s page as shown in Fig. 3. We can notice that
three attributes (“Size”, “Current Version”, and “Requires Android”) all have
the same value of “Varies with device”. This indicates that Facebook employs the
multiple-apk approach to handle the app compatibility over different versions of
Android platforms. The apps that do not have the value of “Varies with device”
are thus the single-apk apps.

To implement the Google Play analysis, we write Python scripts based on
our previous codes [5,6] and Selenium, a web browser automation tool. We use
Selenium’s Firefox driver to load each app’s Google Play page, and extract the
attribute values we are interested by parsing the page’s HTML source.

Dataset. Table 1 lists the dataset used in this paper. We have crawled 24,426
apps from Google Play in July 2015. We run Google Play analysis for all these
apps, among which we identify and filter 1,301 multiple-apk apps. Therefore,
the remaining 23,125 single-apk apps assemble our final dataset, which will be
further analyzed in Sect. 3.4. Unless stated otherwise, we refer to our dataset as
these 23,125 apps in this paper.

3.3 Android Document Analysis

Method. To build the API-SDK mapping, we analyze Android SDK documents
based on a previous work [7]. Specifically, we first build a list of all Android APIs
and the corresponding platform versions they were introduced to by parsing
a SDK document called api-versions.xml. This file covers both initial APIs
(those introduced in the first Android version) and other newly added APIs in
subsequent Android versions. We further count the API change (e.g., deprecated
and removed APIs) by analyzing the HTML files in the api diff directory.

After running the document analysis for 23 Android versions (from 1.0 to
6.0), we recorded a total of 30,083 APIs, out of which 794 APIs were afterwards
deprecated and 190 APIs were finally removed. However, we found that the
lists of deprecated and removed APIs are not fully accurate, probably due to
the mistakes made by Google developers when they wrote SDK documents.
For example, the removeAccount(Account, Callback, Handler) API in the
AccountManager class was recorded as “removed in SDK version 22” in the
documents, but actually it is still available in the SDK version 23. This result
implies that such a document-based analysis employed by the previous work [7]
requires further improvement. As a future work, we will explore to retrieve the
API-SDK mapping directly from each SDK jar file. In this paper, since the list
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Fig. 4. The comparison
between initial and added
APIs.

Fig. 5. The distribution of added Android APIs.

of added APIs is accurate, we use only this part of results for the subsequent
DSDK analysis in Sect. 4.

Results. We now present the results of document analysis. Figure 4 shows the
comparison between the initial Android APIs and those subsequently added
APIs. We can see that almost half of all APIs were added afterwards. This
indicates that Android evolves dramatically along the whole process. In Fig. 5, we
further plot the distribution of those subsequently added APIs since API level 2.
Android 5.0 (API level 21) changed most, with 2,581 new API introduced. The
following two most changed versions are Android 3.0 (API level 11) and Android
6.0 (API level 23), with 1,760 and 1,657 new APIs, respectively.

3.4 Android App Analysis

Retrieving Declared SDK Versions. We leverage aapt (Android Asset Pack-
aging Tool) to retrieve DSDK versions directly from each app without extracting
the manifest file. This method is more robust than the traditional apktool-based
manifest extraction employed in many other works. Indeed, our aapt-based app-
roach can successfully analyze all 23,125 apps, whereas a recent work [8] shows
that apktool fails six times in the analysis of top 1K apps.

In the course of implementation, we observed and handled two kinds of special
cases. First, some apps define minSdkVersion multiple times, for which we only
extract the first value. Second, we apply the by-default rules (see Sect. 2.1) for
the non-defined minSdkVersion and targetSdkVersion. More specifically, we
set the value of minSdkVersion to 1 if it is not defined, and set the value of
targetSdkVersion (if it is not defined) using the minSdkVersion value.

Extracting API Calls and Their SDK Versions. To extract API calls from
apps’ bytecodes, we first translate the compressed bytecodes into readable texts
by using the dexdump tool. We then use a set of Linux bash commands to extract
each app’s method calls from their dexdump outputs.
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With the extracted API calls, we use the API-SDK mapping to compute
their corresponding SDK versions (i.e., minLevel and maxLevel, as explained
in Fig. 1). To compute the minLevel, we calculate a maximum value of all API
calls’ added SDK versions. Similarly, to compute the maxLevel, we calculate
a minimum value of all API calls’ removed SDK versions. If an API is never
removed, we set its removed SDK version to a large flag value (e.g., 100,000).

During the experiments, we find that it is necessary to exclude library codes’
API calls from host apps’ own API calls. Libraries such as Android Support
Library provide the stub implementation of higher-version APIs on lower-version
platforms to ensure the backward-compatibility of higher-version APIs. If an app
is running on a higher-version platform, the library directly calls the correspond-
ing API. Otherwise, the library calls the stub implementation, which actually
does nothing but would not crash the app. Since we currently do not differenti-
ate such control-flow information, we exclude library codes for the consistency
analysis.

Comparing Consistency. With the DSDK and API level information, it is easy
to compare their consistency. We compute the following three kinds of inconsis-
tency (as previously mentioned in Sect. 2.2):

– minSdkVersion < minLevel: the minSdkVersion is set too low and the app
would crash when it runs on platform versions between minSdkVersion and
minLevel.

– targetSdkVersion < maxLevel: the targetSdkVersion is set too low and
the app could be updated to the version of maxLevel. If the maxLevel is infi-
nite, the targetSdkVersion could be adjusted to the latest Android version.

– maxSdkVersion > maxLevel: the maxSdkVersion is set too large and the
app would crash when it runs on platform versions between maxLevel and
maxSdkVersion.

4 Evaluation

Our evaluation aims to answer the following three research questions:

RQ1: What are the characteristics of the DSDK versions in real-world apps?
RQ2: What are the characteristics of the API calls in real-world apps?
RQ3: Could we identify the inconsistency between DSDK versions and API calls

in real apps? In particular, could we discover crash bugs and potential security
vulnerabilities?

4.1 RQ1: Characteristics of the Declared SDK Versions

In this section, we report a total of four findings regarding the RQ1.

Finding 1: Not all apps define the minSdkVersion and targetSdkVersion
attributes, and 16.5% apps do not claim the targetSdkVersion
attributes. From Table 2, we can see that rare apps (about 0.22%) do not
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Table 2. The number and percentage of non-defined DSDK attributes in our dataset.

# Non-defined % Non-defined

minSdkVersion 51 0.22%

targetSdkVersion 3,826 16.54%

maxSdkVersion 23,109 99.93%

define the minSdkVersion, while a noticeable portion of apps (over 15%) do
not define the targetSdkVersion. Out of these apps, 48 apps declare nei-
ther the minSdkVersion, nor the targetSdkVersion. Consequently, the val-
ues of both minSdkVersion and targetSdkVersion will be assigned to “1” by
the system. We also notice that almost all apps (over 99%) do not define the
maxSdkVersion. This result is reasonable because, as we described in Sect. 2.1,
the maxSdkVersion attribute is strongly suggested not to define.

Finding 2: There are 53 outlier targetSdkVersion values. We also find
out some declared targetSdkVersion are outlier values. One app defines its
targetSdkVersion as 0, which is lower than the minSdkVersion. Others’
targetSdkVersion are larger than the newest SDK version (API level 23 at
that time). Some apps declare targetSdkVersion as 24, 25, 26 or larger,
however, these SDK versions have not been released yet in year 2015. Even
more surprisingly, one app sets the targetSdkVersion value to “10000”. In
general, targetSdkVersion should be always greater than or equal to the
minSdkVersion, but 34 apps have negative targetSdkVersion- minSdkVersion
value.

Finding 3: The minimal platform versions most apps support are
Android 2.3 and 2.2, whereas the most targeted platform versions
are Android 4.4 and 5.0. In Figs. 6 and 7, we plot the distribution of
minSdkVersion and targetSdkVersion, respectively. We can see that most apps
(around 85%) have minSdkVersion lower than or equal to level 11 (i.e., Android
3.0), which means that they can run on the majority of Android devices in
the market [1]. Moreover, the minimal platform versions most apps support are
Android 2.3 and 2.2. Figure 7 shows that more than 89% apps test their apps
on platform versions larger than Android 4.0, and the most targeted platform
versions are Android 4.4 and 5.0.

Finding 4: The mean version difference between targetSdkVersion and
minSdkVersion is 8. We define a new metric called lagSdkVersion to measure
the version difference between targetSdkVersion and minSdkVersion, as shown
in Eq. 1.

lagSdkVersion = targetSdkVersion− minSdkVersion (1)

After removing negative targetSdkVersion values and outliers, we draw the
CDF (Cumulative Distribution Function) plot of lagSdkVersion in Fig. 8.
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Fig. 6. Distribution of minSdkVersion. Fig. 7. Distribution of targetSdkVersion.

Fig. 8. CDF plot of
lagSdkVersion. Fig. 9. CDF plot of

the number of each
app’s API calls.

Fig. 10. CDF plot of
each app’s number of
API calls that have
higher API level than
minSdkVersion.

It shows that more than 20% apps have equal targetSdkVersion and
minSdkVersion. Furthermore, the majority of apps (more than 95% apps) have
a lagSdkVersion less than 12.

4.2 RQ2: Characteristics of the API Calls

In this section, we briefly present two more findings related to the RQ2. It is
worth noting that here we consider all API calls that include the API calls in
libraries.

Finding 5: Around 500 apps call less than 50 APIs, making them
lightweight apps. On the other hand, half of apps call over 1.8K APIs.
We find that 446 apps call less than 50 APIs. The majority of them are about
user interface improvement, such as system theme and wallpaper apps. These
apps are regarded as lightweight ones that have less dependency on the SDK
versions. Additionally, many other apps contain several thousand API calls. We
plot the distribution of apps by API call numbers in Fig. 9.

Finding 6: Library codes contribute more higher-version API calls
than apps’ own codes. Libraries such as Android support library provide
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(a) All API calls with library code. (b) App’s own API calls without library code.

Fig. 11. The distribution of minLevel that is calculated from API calls w/o library.

backward-compatible versions of Android framework APIs, as well as the fea-
tures that are only available through the library APIs. Each support library
is backward-compatible to a specific API level, which allows an app that con-
tains higher-version APIs run correctly on a lower version of Android system.
Figure 11(a) shows that distribution of the minLevel of API calls with the library
code, whereas Fig. 11(b) presents the distribution of the minLevel of API calls
without the library code. By analyzing and de-compiling the support library, we
found that they can redirect the APIs calls in a higher-version SDK to some
similar APIs which are already in a lower SDK or to an empty function.

4.3 RQ3: Inconsistency Results

In this section, we report two important findings regarding the RQ3.

Finding 7: Around 1.8K apps under-set the minSdkVersion value, caus-
ing them would crash when they run on lower Android versions. We
find that 1,750 apps have over five API calls, the levels of which are larger than
the declared minSdkVersion. In 692 apps, more than ten API calls have higher
API level than minSdkVersion. In Fig. 10, we draw the CDF plot of the num-
ber of API calls that have higher API level than minSdkVersion. Based on this
figure, we find that several apps have more than 50 API calls whose API level
is higher than minSdkVersion.

Finding 8: Around 400 apps fail to update their targetSdkVersion
values, making them potentially exploitable by remote code execu-
tion. The addJavascriptInterface() API [4] has a serious security issue. By
exploiting this API, attackers are able to inject malicious codes, which may
obtain any information from SD card. Google later fixed this bug on Android
4.2 and afterward. However, as mentioned in the side effect II, if an app has the
targetSdkVersion lower than 17 and calls this API, the system will still call the
vulnerable API even when running in Android 4.2 and afterward. In our dataset,
we find that 909 apps call the addJavascriptInterface() API. Among these
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apps, 413 apps are vulnerable, which may cause privacy information leakage. In
particular, out of these 413 apps, 238 apps do not define the targetSdkVersion
attribute (i.e., targetSdkVersion is null).

5 Threats to Validity

In this section, we discuss a couple of threats to the validity of our study.
First, we have not performed the control-flow analysis to determine whether

an API call will be invoked only when running on certain Android versions.
During the experiments, we noticed that many library codes take if-else blocks
to call higher-version APIs on when the app is running on the corresponding
versions. To mitigate its impact to our analysis, we currently exclude the library
codes for consistency analysis (Sect. 3.4), and use a threshold value to minimize
the potential version-related if-else blocks in app codes (Sect. 4.3).

Apps may employ Java reflection to call private Android APIs [9] that are not
included in the SDK but contained in Android framework. Similarly, developers
may use native codes to access Android APIs. Currently we have not handled
these two cases and leave them as our future work.

Our assumption in Sect. 3.1 that multiple-apk apps do not have compatibility
issues may not be always true. In particular, developers may provide only one
apk for several Android platforms to share. In this case, those shared apks are
similar to single-apk apps.

6 Related Work

Our paper is mainly related to prior works that also study Android APIs or
SDKs. The work performed by McDonnell et al. [7] is the closest to our paper.
They studied the Android API evolution and how client apps follow Android
API changes, which is different from our focus on the consistency between apps’
DSDK and API calls. In the methodology part, we followed their document analy-
sis method for extracting the API-SDK mapping. But in the future we plan to
directly analyze Android SDKs instead of documents for more accurate map-
ping extraction. Other related works have studied the coefficient between apps’
API change and their success [10], the deprecated API usage in Java-based sys-
tems [11], and the inaccessible APIs in Android framework and their usage in
third-party apps [12]. Two recent works [13,14] also focused on the fragmen-
tation issues in Android. Compared to all these works, our study is the first
systematic work on DSDK versions and their consistency with API calls.

7 Conclusion and Future Work

In this paper, we made a first effort to systematically study the declared SDK
versions in Android apps, a modern software mechanism that has received lit-
tle attention. We measured the current practice of the declared SDK versions
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or DSDK versions in a large dataset of apps, and the consistency between the
DSDK versions and their app API calls. To facilitate the analysis, we proposed a
three-dimensional analysis method that operates at both Google Play, Android
document, and Android app levels. We have obtained some interesting and novel
findings, including (i) around 17% apps do not claim the targeted DSDK versions
or declare them wrongly, (ii) around 1.8K apps under-set the minimum DSDK
versions, causing them would crash when running on lower Android versions,
and (iii) over 400 apps under-claim the targeted DSDK versions, making them
potentially exploitable by remote code execution. In the future, we plan to con-
tact the authors of the apps to inform them about the detected issues and collect
their feedback, release a publicly available tool to let app developers detect and
fix issues, and improve our approach to further mitigate the threats to validity
(e.g., by designing and incorporating a suitable control-flow analysis technique).
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Abstract. This paper presents an enhanced password authentication
scheme by systematically exploiting the motion sensors in a smartwatch.
We extract unique features from the sensor data when a smartwatch
bearer types his/her password (or PIN), and train certain machine learn-
ing classifiers using these features. We then implement smartwatch-aided
password authentication using the classifiers. Our scheme is user-friendly
since it does not require users to perform any additional actions when
typing passwords or PINs other than wearing smartwatches. We conduct
a user study involving 51 participants on the developed prototype so as
to evaluate its feasibility and performance. Experimental results show
that the best classifier for our system is the Bagged Decision Trees, for
which the accuracy is 4.58% FRR and 0.12% FAR on the QWERTY
keyboard, and 6.13% FRR and 0.16% FAR on the numeric keypad.

Keywords: Wearable devices · User authentication · Sensor · Machine
learning

1 Introduction

A smartwatch is a computerized wristwatch with functionalities beyond time-
keeping. The use of smartwatch has become a rising trend in today’s consumer
electronics. Equipped with rich sensors, smartwatches can be used in many
applications such as monitoring heart rate, steps taken and calories burned.
In recent studies, smartwatch sensor data are exploited to conduct keystroke
inference attacks. When a user types on a keyboard or PIN pad wearing a smart-
watch, an attacker may access the user’s smartwatch sensor data and infer what
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the user types from the sensor data, thus compromising user’s security or pri-
vacy [7,8,15,16]. While prior studies reveal that smartwatch sensor data can be
exploited for launching attacks, we further reveal that such data contain unique
features of users’ typing behaviors beyond what users type, and thus can be
exploited to enhance password authentication against known password attacks
and keystroke imitation attacks. An enhance password authentication system is
still reliable even if an adversary knows a user’s password and can imitate the
user’s keystroke dynamics.

In particular, we extract unique features from smartwatch sensor data when
a smartwatch bearer types his/her password (or PIN), and train certain machine
learning classifiers using these features. We then design a smartwatch-aided
password authentication scheme using the trained classifiers. We show that our
scheme can defend against the keystroke imitation attack proposed in [9]. Even
if an adversary obtains users’ passwords and imitates users’ keystroke dynamics,
our system can still differentiate imitators from legitimate users by analyzing
smartwatch sensor data during password entry.

Our scheme is user-friendly since it does not require users to perform any
additional actions when typing passwords or PINs other than wearing their
smartwatches. The performance of our scheme is evaluated in an IRB-approved
user study with 51 participants. Five widely used classification algorithms are
evaluated in which the best performer turns out to be the Bagged Decision Trees.
Rigorous experiments on the accuracy of our scheme are conducted in our user
study, yielding 4.58% FRR and 0.12 FAR on the QWERTY keyboard, and 6.13%
FRR and 0.16% FAR on the numeric keypad. It is also shown that the keystroke
imitation attack has insignificant impact to the accuracy of our scheme.

2 Background

2.1 Smartwatch and Sensor Dynamics

There are various sensors on smartwatches to collect information about users,
including accelerometer, gyroscope, heart rate sensor, and microphone. We
choose Moto 360 sport, which is powered by Android Wear OS, for our eval-
uation purpose. We collect data from accelerometer and gyroscope for the pur-
pose of user authentication. The built-in motion sensor is an InvenSense MPU
6051 Six-Axis (Gyroscope + Accelerometer) MEMS motion tracking device,
which can measure the accelerations and angular velocities of movement in x-,
y- and z-axis regardless of the orientation of watch. Accelerometer and gyro-
scope in smartwatches have been extensively used in user behavioral characteri-
zation, including sensor-based keystroke inference [7,8,15,16]. The basic idea is
that the sensor data provide necessary information which can be used to accu-
rately recognize the hand movements performed by users wearing smartwatches.
Instead of using such sensor data for keystroke inference, we use them for user
authentication.
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Fig. 1. Keystroke timings used in keystroke dynamics techniques.

2.2 Keystroke Dynamics

Keystroke dynamics refers to the timing information associated with key-press
events. Two types of key-press events are usually used in modeling keystroke
dynamics, including (a) key-down event (KD): a user presses a key and (b) key-
up event (KU ): a user releases a key. One or more possible keystroke timings
associated with consecutive key-press events, e.g., KD-KU time and KD-KD
time, are considered as keystroke dynamics features in [6] and shown in Fig. 1.
Keystroke dynamics features have been used to identify and authenticate users
on both hardware keyboards [1,5,17] and software keyboards [13,14]. However,
Meng et al. [9] revealed that a training interface can be set up to help attack-
ers imitate users’ keystroke dynamics, which makes it unsafe to use keystroke
dynamics for user authentication. Because keystroke dynamics contains only the
timing information about users’ keystroke, it is possible for an attacker to imitate
a user’s keystroke via a training interface. To address this problem, we model
a user’s typing behavior using both acceleration data and angular velocity data
from the user’s smartwatch. It is difficult for an attacker to imitate a user’s
typing behavior in our model without accessing the victims’ smartwatch sensor
data.

3 Assumptions

It is assumed that a user (the victim) wears a smartwatch such as Apple Watch
or Moto 360 Sport, while he/she types passwords and PINs. The smartwatch is
equipped with accelerometer and gyroscope which collect the motion information
of the victim’s wrist. If the victim uses one hand to type, the smartwatch is
worn on the same hand. As smartwatches are widely used, it is not uncommon
to make such assumption in daily life. We focus on two types of keyboards in
this paper, including QWERTY keyboards and numeric keyboards, which can
be used on PCs, mobile devices, Point of Sale (POS) terminals and Automatic
Teller Machines (ATMs).

An attacker intends to login to a user/victim’s account after the attacker
obtains the victim’s username and password/PIN. The attacker may observe
or record the victim’s entry of passwords or PINs. However, it is assumed that
the attacker cannot obtain any sensor data about the victim’s typing of pass-
words/PINs from the victim’s smartwatch; instead, the attacker has the following
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capabilities. First, the attacker may obtain the victim’s username and password
(e.g., by shoulder-surfing attack or key logger). Second, the attacker may obtain
the victim’s keystroke timing data and imitate the victim’s keystroke as shown
in [9]. In attacks, the attacker may wear a same kind of smartwatch and access
to a same kind of keyboard as the victim’s.

4 Scheme Design

4.1 Overview

The main goal of our design is to demonstrate that using smartwatches can help
enhance the security of password authentication systems. Password authentica-
tion systems suffer from password observation attacks such as shoulder surfing
and key logger in which attackers may obtain users’ passwords. We design and
implement a system which can distinguish legitimate users from illegitimate users
by processing the sensor data from the smartwatches worn on legitimate users’
wrists. Even if an attacker types in the same password as a victim, the attacker’s
hand motion is different from the user’s. The accelerometer and gyroscope in a
smartwatch can be used to track its wearer’s hand motion during password
input. As smartwatches are widely used nowadays, our system does not require
any additional actions when typing passwords/PINs other than wearing smart-
watches, making our system user-friendly. Our system can be employed as long
as a smartwatch is worn on the user’s wrist when the user types a password/PIN
on a keyboard, or keypad of any device such as PC, ATM, and mobile phone.

Our system takes as input the password and the raw sensor data (e.g., accel-
eration, angular velocity) from the smartwatch worn on a user’s wrist. The pass-
word and the raw sensor data are sent to our server for verification. The password
is for the conventional password authentication while the raw sensor data are
processed to further verify the user. Our system consists of two phases, the train-
ing phase and the detection phase. During the training phase, the password is
registered for the conventional password authentication and the raw sensor data
are recorded. The raw sensor data are then processed according to our feature
extraction method which translates all the recorded sensor data into features
suitable for our classifier. After the features are extracted, we train the classifier
with these features. During the detection phase, the system verifies the password
first. If the typed password is correct, it extracts features from the sensor data
and inputs the extracted features into the classifier so as to verify the user. The
classifier matches the features extracted from the sensor data against all the
known user profiles to identify whether the password is typed by the legitimate
user. A user is authenticated only if both the password is correct and the typing
pattern matches the user’s profile.

As the conventional password authentication has been rigorously investi-
gated, we focus on how to use machine learning techniques to process the sen-
sor data of smartwatches and match users’ profiles. We collect the sensor data
when users type passwords on QWERTY keyboards or PINs on numeric key-
pads. QWERTY keyboards and numeric keypads are mainstream devices for
inputting passwords and PINs nowadays, respectively. As long as a user types
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passwords or PINs with the hand wearing the smartwatch, the sensor data can
help authenticate the user. We extract unique features from the sensor data and
train certain classifiers using the features as user profiles. The classifiers are used
to authenticate users.

4.2 Data Collection

Our system collects the accelerometer and gyroscope data within a time win-
dow from a smartwatch worn on a user’s wrist. The time window begins when
the user begins to type a password or PIN, and ends once the user presses
“Enter” to finish the input. The data from accelerometer and gyroscope are
streams of timestamped real values along three axes. For a given timestamp, t,
the accelerometer data are in the form of a(t) = (ax, ay, az) while the gyroscope
data are in the form of ω(t) = (ωx, ωy, ωz). Note that the accelerometer data
are affected by the earth gravity, so when the smartwatch is lying flat on the
desk, the accelerometer data show that there is an acceleration of 9.8m/s2 along
the z-axis. We can install an app in each smartwatch used in our experiment to
collect the sensor data. The app is given the permission to access the accelerom-
eter and gyroscope of the smartwatch. The app is also given the permission to
communicate with the password input interface and obtain the timing informa-
tion when the user begins typing and when the user finishes typing. According
to the timing information, the app collects the sensor data and sends the data
to our server which is used to authenticate users. We collect the sensor data
in both the training phase and the detection phase. In the training phase, we
collect enough data to train certain classifiers. Assuming it takes 6 s for a user
to type in a password or PIN, it will take 10 min to type in the password 100
times, which is enough for training. In the detection phase, the app collects the
sensor data when the user types the password or PIN and send the data to our
server to verify whether the user is legitimate.

4.3 Feature Extraction

The raw data from accelerometer and gyroscope are streams of timestamped
real values along three axes. We extract temporal features from these data for
authentication purpose. We summarize the features that we extract from the
sensor data streams in Table 1 [3]. The detail of these features have been docu-
mented previously in report [2]. Since there are three axes for both sensors, we
obtain a vector of 36 elements after extracting the features from a sensor data
stream. Our server extracts the aforementioned features for certain classifier in
both the training phase and the detection phase. In the training phase, all the
extracted features are used to train the classifier, while in the detection phase,
the features are used to authenticate the user according to the classifier.

4.4 Supervised Learning and Detection

In the training phase, after the system extracts all the features, it trains the
classifier using the features. In Sect. 5, we evaluate five widely used classifica-



696 B. Chang et al.

Table 1. Extracted features.

Feature Description

Mean strength Arithmetic mean of the signal strength

Standard deviation Standard deviation of the signal strength

Average deviation Average deviation from mean

Skewness Measure of asymmetry about mean

Kurtosis Measure of the flatness or spikiness of a distribution

RMS Square root of arithmetic mean of squares of the signal
strength

tion algorithms, including Support Vector Machine (SVM), k-Nearest Neighbor
(k-NN), Bagged Decision Trees (Matlab’s Treebagger model), Naive Bayes clas-
sifier and Discriminant Analysis classifier. We discover that the Bagged Decision
Trees outperforms the other classifiers in Sect. 5. In the detection phase, a fea-
ture vector is extracted from the sensor data of a user’s smartwatch, and fed
into a trained classifier which generates the authentication result: whether the
user is legitimate or illegitimate.

5 Evaluation

5.1 Experimental Setup

To collect the sensor data when a user wearing a smartwatch types in a password
or PIN, we setup a data collection system which consists of four components,
a keyboard, a laptop, a mobile phone and a smartwatch. Figure 2(a) illustrates
our data collection system. A user just needs to wear a smartwatch and type in
passwords on the laptop using the keyboard. The sensor data will be recorded
automatically on the mobile phone.

Fig. 2. Overview of our experiment.
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Keyboard. We use a DELL SK-8115 keyboard for data collection. Users type
passwords on the QWERTY keyboard and type PINs on the numeric keypad.

Laptop. The laptop is a MacBook Pro with an Intel i7 2.7 GHz processor with
8 GiB RAM, running an Ubuntu 14.04 64-bit virtual machine. We obtain the
source code of the data collection system from the authors of [9] and rebuild
their system. We modify their system for our experiments. The main functions
of the modified system include providing tasks for users to type, judging whether
users’ inputs are correct and sending control information to the mobile phone via
WiFi connection. The user interface is a web page for users to type in passwords
or PINs according to a prompt. When the system shows the prompt, it sends
out a “start” message to the mobile phone at the same time. Once receiving
the message, the mobile phone also sends a “start” message to the smartwatch,
which begins to record the sensor data. When the user presses “Enter” to finish
the input, the system sends a “finish” message to the mobile phone and triggers
it to send a “finish” message immediately to the smartwatch. The smartwatch
finishes its recording of the sensor data and sends the data to the phone. If the
input password is incorrect or the user presses “Backspace”, the user’s input is
erased and the system sends a “restart” message to the phone and in turn to
the smartwatch which restarts the recording of the sensor data.

Mobile Phone. The mobile phone is a Nexus 6 powered by Android 6.0. We
install an app in this phone to communicate with the laptop and the smartwatch,
as well as store the sensor data obtained from the smartwatch. The app receives
the control information from the laptop through WiFi connection and communi-
cates with the smartwatch through Bluetooth connection. After the user finishes
typing each password or PIN, the accelerometer data and gyroscope data from
the smartwatch are stored in two files respectively. Each file is a list of the sensor
data entries which contain the timestamps and the values of three axes.

Smartwatch. The smartwatch is a Moto 360 Sport, which runs on the Android
Wear platform. We install an app in this smartwatch to collect the sensor data.
When the app receives a “start” message from the phone, the app starts record-
ing accelerometer and gyroscope readings. During data collection, the sensor data
are stored locally. When the app receives a “finish” message, the sensor data are
transferred to the phone via Bluetooth. Note that the sampling frequency (50 Hz)
is the highest on Moto 360 sport and we specify the SENSOR DELAY FASTEST
flag at the sensor listener registration time to accomplish this.

5.2 User Study

Figure 2(b) shows the process of our user study1. We collect testing data from
51 participants in our university (students and staff), including 22 males and
29 females with ages between 19 and 34 (45 of them are between 20 and 27
1 The user study was approved by the Institutional Review Board of our university.

Data collected from the participants were anonymized and protected according to
the corresponding IRB submission documents.
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years old). 26 of them are major in computer science and all of them are skilled
keyboard users. Our user study involves two sessions, and each of them takes
about 60 min. Every participant takes part in Session I and we choose 9 of them
(5 males and 4 females) to take part in Session II. Each participant is paid with
10 dollars after completing each session.

Data Collection. In the data collection phase of Session I, we collect the sensor
data when each participant types a predefined QWERTY keyboard password
and a predefined keypad password. The QWERTY keyboard password is used
to simulate that a user types a password on a standard keyboard while the
keypad password is used to simulate that a user types a PIN on a keypad of
ATM or POS terminal. The participants are required to wear smartwatches
on their right wrists, and type in QWERTY passwords with both hands while
type in PINs with the right hands. The participants are also required to keep
standing when they type PINs, since people usually type PINs on ATMs or
POS terminals standing. We choose the QWERTY keyboard password and the
keypad password as “ths.ouR2” and “924673”, respectively in our experiment.
The password “ths.ouR2” is a strong password used in previous work [9] while
“924673” is a randomly generated PIN. The participants are required to type
each password 100 times.

Keystroke Imitation Attack. In order to find some participants who are
good at keystroke imitation and test whether our system can resist the imita-
tion attack proposed in [9], we arrange an imitation phase in both Session I and
Session II. We rebuild the system proposed in [9] and require that each partic-
ipant uses this system to imitate a previous participant’s keystroke dynamics.
After the participant finishes each input, the system shows an interface (Fig. 3)
and a score to indicate the differences between this input and the target typing
pattern. Note that in Fig. 3, the circles mean the hold timings and the bars mean
the inter-keystroke timings. A participant can adjust his/her typing according to
the interface. In the imitation phase of Session I, we aim to find some participants
who are good at imitation, so each participant is required to imitate a previous
participant’s typing pattern of “ths.ouR2”. We find 9 best imitators according
to the imitation performance and they are invited to take part in Session II. In
Session II, the participants are required to imitate other two participants’ typing

Fig. 3. The interface of the imitation system (Fig. 3 in [9]). The circles mean the hold
timings and the bars mean the inter-keystroke timings. The blue circles and bars are
the target’s timing information. Imitators can adjust their typing according to the
differences between their timing information and the target’s. (Color figure online)
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patterns of “ths.ouR2” and “924673”. Similar to the conclusion drawn in [9], we
discover that it is unable to distinguish these imitators from the victims accord-
ing to the keystroke dynamics only, but we aim to find out whether it is possible
to distinguish them by analyzing the sensor data taken from smartwatches.

5.3 Performance Analysis

Data Processing. To show the performance of our system on both QWERTY
keyboard and numeric keypad, we process the sensor data collected when the
51 participants type “ths.ouR2” and “924673”. The participants are required to
type in the same password as we aim to find out whether the sensor data can
help differentiate them. After deleting the invalid data caused by system error,
we extract the features according to Sect. 4.3 and obtain 4,789 feature vectors for
the QWERTY keyboard and 4,868 feature vectors for the numeric keyboard. For
each participant, we have approximately 93 feature vectors, including the mean
values of the three axis of the accelerometer. We delete some outliers based on
the accelerometer data as follows. We first calculate the mean value M and the
standard deviation D of the mean strengths, and then calculate the difference
between M and each mean strength. If the difference is larger than three times
of D, we delete the corresponding feature vector. In addition, if the D values of
some participants are three times higher than others, we also delete these data
to improve the quality of the collected data. In total, we delete 759 out of 4,789
feature vectors for the QWERTY keyboard and 609 out of 4,868 feature vectors
for the numeric keypad. To access the performance, we use FAR (false acceptance
rate), which indicates the fraction of imposter access attempts identified as valid
users, and FRR (false rejection rate), which indicates the fraction of valid user
attempts identified as impostors.

Performance of Different Classifiers. We evaluate the performance of five
classifiers, including Support Vector Machine (SVM), k-Nearest Neighbor (k-
NN), Bagged Decision Trees (Matlab’s Treebagger model), Naive Bayes classifier
and Discriminant Analysis classifier. For training and testing of these classifiers,
we randomly select 50% of the feature vectors for each participant as a train-
ing set while the remaining 50% as a testing set. To prevent any bias in our
experiments, we randomize the training and testing sets 10 times and compute
the average accuracy. Our experimental results are shown in Tables 2 and 3. In
the tables, “keyboard (improved)” and “keypad (improved)” mean the improved
data set derived by removing outliers from the original data set. The results show
that the Bagged Decision Trees outperforms the other classifiers and its accuracy
is 4.58% FRR and 0.12% FAR on the QWERTY keyboard, and 6.13% FRR and
0.16% FAR on the numeric keypad.

Impact of Different Sensors. To understand the impact of different sensors,
we also test our system using the data from one sensor only. Figure 4 shows the
evaluation results with the Bagged Decision Trees. In all cases, using accelerom-
eter only can reach almost the same accuracy as using both sensors, while using
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Table 2. FRR in different scenarios (BDT: Bagged Decision Trees; DAC: Discriminant
Analysis Classifier).

keyboard
(improved)

keypad
(improved)

imitation I
(keyboard)

imitation I
(keypad)

imitation II
(keyboard)

imitation
II (keypad)

SVM 18.15% 11.79% 14.81% 5.46% 14.00% 6.64%

k-NN 28.03% 20.02% 22.10% 9.23% 20.99% 8.80%

BDT 4.58% 6.13% 1.93% 1.51% 2.03% 3.41%

Naive Bayes 8.79% 11.03% 12.02% 6.97% 11.42% 9.34%

DAC 6.08% 6.09% 1.72% 1.51% 1.47% 3.95%

Table 3. FAR in different scenarios (BDT: Bagged Decision Trees; DAC: Discriminant
Analysis Classifier).

keyboard
(improved)

keypad
(improved)

imitation I
(keyboard)

imitation I
(keypad)

imitation II
(keyboard)

imitation
II (keypad)

SVM 0.43% 0.28% 1.5% 0.47% 1.3% 0.63%

k-NN 0.67% 0.48% 2.2% 0.83% 1.9% 0.80%

BDT 0.12% 0.16% 0.21% 0.15% 0.24% 0.47%

Naive Bayes 0.21% 0.26% 1.2% 0.78% 0.78% 1.0%

DAC 0.14% 0.14% 0.17% 0.15% 0.08% 0.04%

Fig. 4. The accuracy (FRR) when using only one sensor.

gyroscope only results in lower accuracy. Nonetheless, using both sensors can
improve the accuracy by about 3% compared to using accelerometer only. As a
result, we use both sensors in our system.

5.4 Defending Against Keystroke Imitation Attack

To test whether our system can defend against the keystroke imitation attack
proposed in [9], we process the sensor data when nine selected participants
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imitate others. Note that the selected participants are the best imitators among
the 51 participants selected in Session I. In Session II, they are requested to imi-
tate other two participants’ typing patterns on QWERTY keyboard and numeric
keypad. We have reproduced the results of [9] with these nine participants. After
trained with the system proposed in [9], the selected participants can imitate the
target typing patterns in a success rate higher than 90%. To test whether our sys-
tem can differentiate original users from imitators, we first extract the features
from the sensor data collected from the original users and from the imitators,
respectively. We then randomly select 50% of the feature vectors from each per-
son to train the classifiers. The other 50% of the feature vectors are used as the
testing set. The results are shown in Tables 2 and 3. In the first round of imita-
tion, the results show that the accuracy of the Bagged Decision Trees is 1.93%
FRR and 0.21 FAR on the standard keyboard, and 1.51% FRR and 0.15% FAR
on the numeric keypad. In the second round of imitation, the accuracy of the
Bagged Decision Trees is 2.03% FRR and 0.24 FAR on the standard keyboard,
and 3.41% FRR and 0.47% FAR on the numeric keypad. The keystroke imitation
attack has little impact on our system.

6 Related Work

Sensor Information Leaks on Smartwatches. Previous research has studied
sensor information leaks on smartwatches [7,8,15,16]. Wang et al. [16] propose a
linguistic model based system to infer user typed words on a standard keyboard
using accelerometer and gyroscope data in smartwatches. Their system is unable
to deal with non-contextual inputs, such as passwords and PIN sequences, since
the system relies on a linguistic model. Liu et al. [7] make use of the sensors
in smartwatches, including accelerometer and microphone, to infer users’ inputs
on keyboards or POS terminals. Their approach is based on machine-learning
techniques and training of hand movements between keystrokes. Maiti et al. [8]
also make use of the sensors in smartwatches to infer users’ input, and present
a protection framework to regulate sensor access. Wang et al. [15] propose a
training-free and contextual-free system to infer users’ input by exploiting the
sensors in wearable devices, including accelerometers, gyroscopes and magne-
tometers. Their system does not require any training or contextual information.

Keystroke Dynamics. Tremendous efforts have been made on using keystroke
dynamics as biometrics (e.g., [10–12]). However, Meng et al. [9] propose a feed-
back and training interface, called Mimesis, which can help one person imitate
another through incremental adjustment of typing patterns. If an attacker can
obtain the information of a victim’s typing pattern, the attacker can imitate the
victim with the help of Mimesis. This makes keystroke dynamics based authen-
tication systems insecure. Giuffrida et al. [4] propose sensor-enhanced keystroke
dynamics to authenticate users typing on mobile devices. They use motion sensor
data to characterize users typing behavior and use machine learning techniques
to perform user authentication. However, their system works on mobile devices



702 B. Chang et al.

only. When users type passwords on standard keyboards or PINs on keypads,
their system does not work. In comparison, our solution is more generic, since
the smartwatch is worn on the user’s wrist. Wherever the user types, our system
can obtain the sensor data which reflect the motions of the user’s wrist, and thus
authenticate the user by analyzing the sensor data.

7 Conclusion

In this paper, we propose to use smartwatches to track the motion of users’
wrists when they type passwords on standard keyboards or numeric keypads. In
particular, we present a novel enhanced password authentication scheme by sys-
tematically exploiting the motion sensors in the users’ smartwatches. The exper-
imental results show that the best classifier for our system achieves an accuracy
of 4.58% FRR and 0.12% FAR on the QWERTY keyboard, and 6.13% FRR and
0.16% FAR on the numeric keypad. Our work paves the way for authenticating
users using smartwatch sensor data and machine learning techniques.
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Abstract. In the problem of indoor localization, acoustic schemes
exhibit their superiority over radio ways for lower propagation speed of
sound in the air. Recent studies upon acoustic positioning and tracking
proposed a couple of solutions at millimetre level. Enlightened by the out-
standing work of relevant scholars, we propose an acoustic-based inter-
active system (AIS) for commercial-off-the-shelf (COTS) smartphones,
which senses users’ moving states and routes by estimating the Doppler
effect of received ultra sound signals using off-the-shelf smartphones. The
ultra sound stems from surrounding fixed speakers. We test the perfor-
mance of AIS with commercial smartphones and speakers in two cases.
In the results of our experiments, we can achieve 1.1% false positive rate
and 8.9% false negative rate for trajectory identification.

Keywords: Acoustic signals · Doppler effect · Chirp signal · Smart
devices · Ultra sound

1 Introduction

Indoor localization service plays an important role in many cyber-physical appli-
cations. For example, shopping malls can analyze the routes of customers, to see
how many people look at a certain display and get interested in it [2]. On the
other hand, shoppers may want to receive more information of the goods they
like, when they stand by the goods. Similarly, visitors in museums also expect
real-time indoor localization service to explain their points of interest. More-
over, it is desirable for the service not to require any customized devices for
people. Since almost everyone has a smartphone, a localization system based on
smartphone is at the first choice.

By now, most smartphones provide dual track microphones and support
44.1 kHz sampling rate. According to the Nyquist’s Theorem, current smart-
phone is able to receive acoustic signals up to 22.05 kHz. Experiments in [1]
show that acoustic signals in 19.5 ∼ 22 kHz band can be recorded by most smart
devices. That means smartphones’ microphones can be used as weak ultra sound
sensors. On the other side, many researchers have already leveraged ultra sound
into tracking system on smartphones [3,10]. Their tracking techniques based on
ultra sound can be extended to build a localization system.

c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 704–715, 2017.
DOI: 10.1007/978-3-319-60033-8 60
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Fig. 1. A common scenario for AIS in museum.

In this paper, we propose an acoustic-based interactive system (AIS) which
takes different responses according to the trajectories of users. Figure 1 demon-
strates a common scenario using our system. In Fig. 1, there is a person taking a
mobile device walking around in a portrait museum. A loudspeaker is installed
beside every exhibition. These speakers emit a lasting modulated ultra sound.
When the person wants to view the right portrait, he walks to it and stops in
a close distance. AIS can detect this approach and then show extra information
which could be an audio clip or an introduction video of that portrait. When the
person leaves from the portrait, AIS will detect his departure and close the show
of extra information. If he just passes a portrait without stopping, AIS takes no
action but make records.

To translate the above high-level ideas into a working system, we develop
a trajectory detection module and a data transmission module. The trajectory
detection module estimates speed using Doppler effect and then identifies three
trajectories. For data transmission, we embed a unique index into chirp signals in
ultra sound. Each index is associated with a certain speaker. Since each speaker is
beside a portrait, there is a one-to-one mapping between an index and a portrait.
AIS will send the received index to a remote sever storing related datum and
fetch what it needs. Last but not least, we divide adjacent speakers into different
channel to avoid aliasing.

Our main contributions are summarized as follows: (1) An acoustic-based
interactive system combing acoustic tracking with acoustic transmission. (2) An
accurate Doppler effect based trajectory detection module employing undersam-
pling technique. (3) A channel selection strategy based on RMS measurement.

2 Overview

Figure 2 shows an overview of AIS. On the left side, speakers emits a combination
of a sine signal and a chirp signal. The process of this acoustic signal consists in
three parts:
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Fig. 2. An overview of AIS

Trajectory Detection. In our observation, there are three major trajectories
during viewing an exhibit: approach, departure and passing. By applying short-
term Fourier Transform (STFT) on the sine signal, we can get frequency shift
and then speed. The integral of speed shows how relative distance changes when
a mobile device moves around. Those trajectories have different tendencies on
the change of relative distance and can be easily distinguished. Under this cir-
cumstance, we design an algorithm to efficiently work out trajectories in Sect 3.2.

Data Transmission. We employ chirp signal, originally used in radar appli-
cations, as our carrier for its robustness. If an approach is detected, AIS will
decode the received chirp signals into a unique index. Then it will send this
index to a remote server to get related information. [1] shows that chirp signal
can achieve reliable long range communication ranging up to 25 m at maximum.
It also shows that traditional digital modulation schemes, e.g., phase/frequency
shift keying (PSK/FSK) which are used for electromagnetic wave communica-
tion, are limited in aerial acoustic communications for smart devices. We make
our simple communication scheme by calculating correlation of chirp signal.

Channel Selection. In our design, adjacent speakers must be in different channel
to avoid interference. Thus speakers in the same channel are separated by other
speakers. By setting speakers to a proper volume, sound signals emitted by them
can hardly affect each other. To select the valid channel, we use root mean square
(RMS) as something like sound power. Our system works only on the channel with
largest RMS. We also use RMS to determine wether it’s close enough for approach
trajectory. In this case, it’s necessary to set a calibration procedure for different
smartphones may get different RMS in the same environment.

We implement and evaluate AIS with off-the-shelf android phones and speak-
ers. In the test, we achieve a high accuracy of 1.1% false positive and 8.9% false
negative for trajectories identification.

3 Trajectory Detection

3.1 Estimating Speed Using Doppler Effect

Doppler effect (or the Doppler shift) occurs if there is a relative speed between
an observer and its wave source. Since speakers keep fixed, frequency shifts are



AIS: An Inaudible Guider in Your Smartphone 707

only caused by the movement of mobile device. Let F denote the frequency of the
sine signal, ΔF denote the frequency shift of the received sine signal, c denote
propagation speed of sound in the air, and Δv denote the relative speed between
a sound source and a mobile device. Then we can get the speed of a mobile
device from the following equation:

Δv =
ΔF

F
c (1)

A receiver calculates frequency shift by applying STFT. Let Fsand ns denote
frequency band and the amount of samples for STFT analysis. Here we introduce
a conception called velocity resolution. Velocity resolution (Δvres) represents the
minimum difference between two STFT analyses that can be measured. In our
solution, Δvres is determined by the following equation:

Δvres =
Fb

nsF
c (2)

According to android developer reference, a standard android smartphone’s
microphone supports a sampling rate up to 48 kHz. We choose a common
sampling rate of 44.1 kHz for both speakers and receivers. Its Nyquist rate is
22.05 kHz which means sounds of higher frequency will not be detected. Assume
ns is 4096 and F is 20 kHz. c is about 346 m/s in dry air at 26◦C. We can obtain
that Δvres is about 18.6 cm/s. For an adult, the average walking speed and
acceleration is around 1 m/s and 1 m/s2. The change of speed in 0.1 s is often
larger than 18.6 cm/s. Thus we need to improve Δvres.

It’s obvious that smaller Δvres gets better performance. Hence we should
set the value of F and ns as large as possible and find a narrower frequency
band for STFT. Since the value of F ranges from 18 kHz to 22.05 kHz. The
variance of F has less influence to Δvres. Keeping a small ns contributes to
less power consumption. So we manage to decrease Fb by combining undersam-
pling together with an overlap technique. The acoustic signals are firstly handled
by a high-frequency bandpass filter to remove low frequencies noise. For a n×
undersampling, one data point in every n points will be remained for further
calculation. This will translate high-frequency bandpass signal to low-frequency
low-pass signals without distortion in spectrum. However, n× undersampling
need n× samples to achieve the same performance. We use an overlap technique
to reuse previous sampling data. If ns is 4096, a 8× undersampling keeps 512
samples and one STFT analysis will handle these samples with past 3584 sam-
ples. Then the overlapping ratio is 87.5%. Figure 3 indicates that compared with
directly applying Doppler equation, using undersampling can get more details
on speed.

In Table 1, we list several frequency bands supported by undersampling with
a sampling rate of 44.1 kHz. Among them, 7× undersampling is a ideal choice
for a sinesoid signal of 20 kHz. We get a Δvres of 2.67 cm/s which is sufficient
for our system.
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Fig. 3. Relative speed calculated by direct using Doppler equation (left) and under-
sampling techniques (right). It shows a user approaches to a speaker.

Table 1. Some frequency bands supported by n× undersampling for sampling rate
44.1 kHz. Inaudible frequency bands are underlined.

n F ∗
s (kHz) Frequency band (kHz) Δvres (cm/s)

7 3.15 12.6 ∼ 15.75, 18.9 ∼ 22.05 2.67

8 2.76 11.03 ∼ 13.78, 16.54 ∼ 19.29 2.33

9 2.45 14.7 ∼ 17.15, 19.6 ∼ 22.05 2.07

10 2.205 13.23 ∼ 15.44, 17.64 ∼ 19.85 1.86

3.2 Classifying Trajectories

Enlightened by Zhang’s work [11], we propose three kinds of trajectories: app-
roach, departure and passing. Figure 4 shows the three movement patterns.

In these trajectories, only approach can activate AIS to analyse chirp signals.
Departure will stop the current action. Passing won’t get any response. So we
need to tell these three trajectories from each other. By integrating their speed,
it’s easy to see that the integral of approach or departure is a positive number
or a negative number. The integral of passing is a small value around zero.
However, the integral of absolute value of speed for passing is a large value,
which distinguish it from standstill. So if the integral result is a positive or
negative number and is larger than a threshold d0, then it must be approach or
departure. If its absolute value is smaller than d0, it can be viewed as passing.
We also define that a user stops walking if his moving length is smaller than a
threshold ds within ts.

The whole classification procedure is summarized as follows: (1) At the very
beginning, our system starts to calculate the current speed for every 4096 samples
received, until shut down. Meanwhile, a RMS value used to measure sound power
is also being estimated. (2) After every calculation, it will calculate the integral of
speed d and the integral of speed’s absolute value dabs of the past several seconds.
(3) If d keeps lower than a threshold ds, we consider the user has stopped and
begin the analysis (Abs(x) returns the absolute value of x):

• If d > d0 and RMS > r (threshold for RMS), AIS outputs an approach.
• If Abs(d) > d0, d < 0 and RMS < r, AIS outputs an departure.
• If Abs(d) < d0, dabs > ds and RMS < r, AIS outputs an passing.
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(a) Approach
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(b) Departure
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(c) Pass

Fig. 4. Three kinds of trajectories’ velocity and distance graphs.

Doppler Shift VS. Acceleration. Although we use integral in classifications,
what we get is not walking length but the distance to the speaker. If we use
acceleration to calculate walking distance, there will be a problem when users
move like a round. Also, using acceleration cannot get the right direction, for
devices may rotate or spin. In the end, we need to make twice integral to get
walking length, which results in larger accumulative error.

4 Acoustic Data Transmission

For data transmission, we adopt chirp binary orthogonal keying (BOK) from
[1] as our modulation scheme for aerial acoustic communication. Chirp signal
is a kind of wave whose frequency varies over time. Up chirp and down chirp
mean increasing and decreasing frequencies, respectively. Figure 5(a) and (b)
show time-domain forms of up and down chirp. Due to unsynchronization and
different sampling rate, sound signal experience both phase and frequency dis-
tortion after transmission. Thus PSK and FSK need extra cost to eliminate
deviations. Chirp signal has good auto and cross correlation characteristic as
show in Fig. 5(c) and (d), for the up and down chirp are nearly orthogonal. We
can employ this characteristic to build our coding system.

A pair of chirp signals sweeping from f1 to f2 Hz are defined as:

s1(t) = cos(2πf1t + μt2/2 + φ0) (3)

s2(t) = cos(2πf2t − μt2/2 + φ0), 0 ≤ t ≤ T, (4)

where φ0 is an arbitrary initial phase and T is the duration time of one symbol.
The main thought of chirp BOK is taking up and down chirp signal as two

different symbols in the modulation scheme. Receiver calculates correlations by
convolving received signal r(t) with time-reversed versions of s1(t) and s2(t)
which is:
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Fig. 5. An example of an up chirp and a down chirp, sweeping from 500 to 1500Hz
with 20 ms symbol duration.

c1,2 =
∫

r(τ)s1,2(T − τ)dτ (5)

If c1 > c2, the receiver will take received signal as 1 otherwise 0.
Considering less computing consumption, the complexity (O(n2)) of convo-

lution is too high. This processing can be simplified by using FFT(O(n log n)):

c1,2 = F−1
{F{r(t)}F{s1,2(T − t)}}, (6)

where F and F−1 denote FFT and inverse FFT (IFFT).
We test this scheme with an AL-931 speaker as the sender and MX5 smart-

phone as the receiver. The sender emit a lasting sound signal where up and down
chirp signals take turns. And the receiver calculates correlation for both symbols
so long as it received enough data samples. Figure 6 shows the result of our test.
Red frames pick out peaks correlation values in their segment.

In our expected scenarios, a unique 16 bit index will be encoded in to chirp
signals. That will take 320 ms to transmit for 20 ms a cycle. To tell the beginning
of this index, we put a preamble in front of every index. This preamble is a 16
bit chirp signal with down chirp in head and tail and up chirp filling the rest.
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Fig. 6. Correlation calculated with original up and down chirp signals. Peaks marked
by red frames represent received 1 or 0. (Color figure online)
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5 Channel Selection

If we want AIS to provide a localization service, we need to set adjacent speakers
into different frequency bands, namely channels, to avoid aliasing. The channel
with the largest RMS value is chosen as the current working channel. To obtain
RMS of a channel, we firstly handle the sound wave data with a band-pass filter
to get rid of noise and other ultra sounds. Then we take a SFFT and get a set of
amplitudes. These amplitudes represent the strength of sound at that frequency.
We take amplitudes from the targeted channel and solve out their RMS value
which represents the sound power of that channel.
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Fig. 7. Left graph shows RMS decreases along with distance. Right one shows RMS
distribution between two speakers.

For adjacent speakers, they emit ultra sound in different channels. The left
graph of Fig. 7 shows sound power of one channel decreases along with distance.
That means closer speaker will have bigger RMS due to the attenuation of sound.
For speakers in the same channel, they must be set at a farther distance. The
right one in Fig. 7 shows distribution of sound power between two speakers. This
indicates that speakers in the same channel can work together when keeping a
proper distance.

In Sect 3.2, we define that AIS outputs departure when Abs(d) > 0, d < 0
and RMS < r. For multiple speakers, departure will never be found because
AIS often changes channel when RMS < r. So we change our rules that AIS
should output departure if the previous trajectory is approach when it enters
a new channel. For passing, the new condition is if RMS has had a peak and
channel gets changed.

6 Evaluation

In this section, we assess the performance of our system. Through several exper-
iments, we prove the effectiveness of our proposed trajectory detection, data
transmission and channel selection modules.

For each experiment, we use four kinds of commercial off-the shelf smart
devices, MX5,nexus 7, HUAWEI 6p, Dozen. They all run android and support
dual track microphone. We use two AL-931 speakers as our sound sources. The
sampling rate of sound sender and receiver are set as 44.1 kHz.
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Before the experiment, we set a calibration procedure. Due to the different
frequency selectivity of microphones, the same speaker could give different RMSs
for different smartphones at the same distance. In Sect. 3.2, we set a threshold r
in trajectory detection. So it’s necessary to calibrate this r value. Users only need
to stand in front of a standard speaker for a while. AIS will take the average
RMS value during the standing as r. In the same way, we can determine the
value of d0 as well and we set ds = d0.

6.1 Trajectory Detection Evaluation

We collect 30 traces from 3 subjects for each category of the trajectories. For
approach, subjects stand 3 m away from the speaker, walk towards it with their
normal gaits and stop in the end. For departure, subjects take the inverse action.
For passing, subjects walk through the whole area without stopping. Figure 9(a)
shows the result of this experiment. In general, our method achieves an accuracy
of 1.1% false positive and 8.9% false negative in lab controlled environment as
showed in Fig. 8 (a). We don’t list the error rate of data transmission for it’s
nearly 0%.
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Fig. 8. (a) Result of single speaker experiment. (b) Influence of ds on FP and FN.
(c) Influence of ts on FP and FN.

Parameters that affects the result includes d0, r, ds and ts. We have confirmed
d0,ds and r in the previous calibration. So the variety of ds and ts is the key to
high accuracy. Figure 8(b) and (c) depict how FP and FN changes along with
ds and ts. In Fig. 8 (b), false negative keeps high at beginning and is stabilized
in the end because low ds make less identified trajectories and high ds allows all
legal trajectories. In Fig. 8(c), false positive and false negative are both steady
at first. Then false positive turns out lower and false negative get higher while
ts grows. The growth of false negative owes to large ts which keeps most checks
of trajectory out. We can see that keeping ds not too low and ts not too high is
favorable to the final result.

6.2 Multiple Speakers Performance

To test the performance of our multiple speakers strategy, we set two AL-931
speakers at 3 m away from each other. Let’s denote them as speaker A and
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Fig. 9. (a) Result of multiple speakers experiment. (b) RMS for two channels. (Color
figure online)

speaker B. Subjects firstly walk towards A and stop to read a note in front of
them, simulating the scene of read pushed message on the phone. Then they leave
A and walk through B to finish one test. One test includes approach, departure
and passing. Each Subject repeats the test 10 times. We also collect 30 traces
for each category of the trajectory. Figure 9(a) demonstrates the result for the
multiple speakers experiment. The overall false positive and false negative is
6.67% and 7.78%. We can see that the false negative of departure and channel
selection is both zero. This is because of the new rule that departure occurs only
when channel selection happens.

Figure 9(b) shows a fraction of the variety of RMS during tracing. The sound
of channel 2 emitted by speaker B has a higher frequency than channel 1. Due
to the frequency selectivity of speaker B, the second blue peak is much lower
than expected causing the false positive of channel selection.

7 Related Work

In-door localization system has a considerable development during a long period.
Commercial off-the-shelf system for in-door localization is one of the hot points.
Some scholars implement their tracking system with radio wave. Wu et al. [9]
use wireless signals to estimate walking direction. mTrack [8] takes advantage
of 60 Ghz milimeter wave (mmWave) radios to track the trajectory of a writing
object.

Compared with wireless signal, acoustic signal has shorter wave length and is
easier to be handled in mobile phones. FingerIO [5] employs the phase of a cyclic
OFDM acoustic signal and sound reflection to locate the position of finger tip.
In [7], the authors propose Low-Latency Acoustic Phase (LLAP) scheme which
analyses the In-phase and the Quadrature components of the reflected base band
signal, to get relative distance between finger tip and speaker. Their works are
mainly about near-field gesture but still enlightening to us.

BeepBeep [6] measures speed through elapsed time between the two time-of-
arrival (ETOA) information of acoustic signals. It also builds a tracking system
with this ranging scheme. AAMouse [10] also use Doppler effect to get speed and
set two speakers to achieve a two dimension tracking. High-precision Acoustic
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Tracker (CAT) [3] aims to replace a traditional mouse, by developing distrib-
uted Frequency Modulated Continuous Waveform (FMCW) to achieve mm-level
tracking accuracy. These tracking systems deal well within several meters. How-
ever, it’s too complicated to extend their system with new speakers. For our
design, one can easily add a new speaker as long as keeping a proper distance
and setting the correct channel.

For acoustic transmission, Dhwani [4] is a peer-to-peer NFC-like system based
on mobile phones. It works in limited range and audible sound. Our design mainly
refers to [1]. It comes up with a chirp BOK modulation scheme and that scheme
can deliver information at approximately 16 bps up to 25 m with 97% success
rate.

8 Conclusion

This paper proposes AIS, an acoustic-based interactive system which can be eas-
ily extended with new speakers. We build a single tracker with trajectory detec-
tion and data transmission module. When cooperating with multiple speakers,
AIS selects working channels by measuring the largest RMS value. Our exper-
iments prove the exhibit factors affecting the overall result and effectiveness of
our design.
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Abstract. We invent a novel context aware privacy enhancing keyboard
(PEK) for touch-enabled devices to keep users safe from various pass-
word inference attacks. When a user inputs normal text like an email or
a message, PEK shows a normal QWERTY keyboard. However, every
time a user of a touch-enabled device presses a password input box on
the screen, we will randomly shuffle the positions of the characters on
the keyboard and show this randomized keyboard to the user. PEK was
released on the Google Play in 2014, but the number of installations is
below our expectation now. For the purpose of usable security and pri-
vacy, we design a two-stage usability test and perform extensive exper-
iments to evaluate the user experience of PEK and discover the reason
behind the lukewarmness of using PEK. We implement two new features
so as to improve PEK based on the feedback of usability tests.

Keywords: Usability testing · Android · Keyboard · Privacy · Touch
screen · PEK

1 Introduction

Touch-screen enabled devices have become a burgeoning attack target. Many
attacks target sensitive information such as passwords entered on mobile devices
by exploiting the soft keyboard. In residue-based attacks [1,10,20,22], oily or
heat residues left on the touch screen indicate which keys are tapped. By mea-
suring the heat residue left on the touched positions, even the order of tapped
keys may be determined. In computer vision-based attacks [3–5,8,16,18,19],
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 716–728, 2017.
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the interaction between the hand and the keyboard is exploited. For example,
the hand movement and finger position indicates which keys are being touched
[7,18,19,21]. In sensor-based attacks [2,6,9,12,13,15,17], the malware senses a
device’s motion difference via its accelerometer (acceleration) and gyroscope
(orientation) when different keys are touched and the device moves slightly.

To fight against these attacks listed above, we invent a novel context aware
privacy enhancing keyboard (PEK) for touch-enabled device. The attacks intro-
duced above can work because the keyboard keys are always at the same position.
With PEK, every time a user of a touch-enabled device presses a password input
box on the screen, we will randomly shuffle the positions of the characters on
the keyboard and show this randomized keyboard to the user. That is, the user
can derive a randomly shuffled keyboard every time while tapping their pass-
words on the screen. We maintain PEK’s usability through its context aware
feature: a randomized keyboard only shows up when a user inputs a password
or pin. When a user inputs normal text like an email or a message, PEK shows
a normal QWERTY keyboard or a system default keyboard. We are the first
to design a generic randomized keyboard for Android while the idea
of randomizing the key layout was proposed before for other applications with
dedicated keypads [14]. PEK can be chosen as the default keyboard for Android
so that it can be used for any app.

We released PEK as a free Android app to Google Play in August 2014 after
our presentation at Black Hat USA [19]. It has been downloaded 2352 times
at the time of writing. We released 7 versions of PEK, correcting bugs and
improving the interface. PEK 1.0 is based on an Android code example. PEK
2.x.x is based on OpenWnn [11] although we fixed bugs and adapted it to later
versions of Android. The current version of PEK is 3.1.0.0.

Since the number of PEK installations is below our expectation, for the pur-
pose of usable security and privacy, we designed a two-stage usability test to
evaluate the user experience of PEK and find out the reason behind the luke-
warmness of using PEK. The first usability test was a pilot usability test. A
major finding from the pilot test is the complicated installation and config-
uration processes discourage users from using PEK although installation and
configuration instructions are given. We then performed the main usability test
including a web survey and a focus group usability test. The web survey used
Amazon Mechanical Turk. A major finding from the web survey and focus group
study is that more people show interest in using PEK if a randomness toggle
button is provided. With the button, users may enable or disable the random
keyboard on the fly. Based on the usability test, we implemented a PEK app
that allows a user to configure and enable PEK through an app on the launcher
screen. We also add a randomness toggle button to the randomized keyboard.

The rest of this paper is organized as follows. We introduce the design and
implementation of the third party keyboard of PEK in Sect. 2. The methodology
of the usability test is presented in Sect. 3. The results of the usability test are
given in Sect. 4. We conclude this paper in Sect. 5.
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2 Privacy Enhancing Keyboard

In this section, we present the basic idea of the privacy enhancing keyboard.
Given the limited space allowed in the paper, we do not include the technique
details of PEK implementation. An extended version of technical report is avail-
able on demand.

To mitigate various attacks including residue-based attacks, computer vision-
based attacks, and sensor-based attacks, we randomly shuffle the positions of
keys of a software keyboard on a touch screen in order to show the user a
randomized keyboard each time they input a password. As a result, profiles for
particular keys cannot be established via vibration or orientation information
through an accelerometer. Finger oily or thermal residue left on the screen does
not imply particular keys. Vision based attacks also fail since a touched position
by a finger does not refer to a fixed key.

Fig. 1. Workflow of PEK constructing a keyboard

Figure 1 shows the basic idea and the workflow of PEK constructing a key-
board when a user touches an input box. First, we inspect the property of the
input box to determine whether or not the input box is a password input box. If
the input box is a password input box, we parse the property of the keys from a
XML file that stores the layout of the keyboard, and change the label and value
of the keys so as to shuffle the positions of the keys. If the input box is not a
password input box, a QWERTY keyboard is shown.

We implemented two versions of PEK. One version is a third party keyboard
implemented through an Android service that runs in the background. A third
party keyboard is installed in the format of an Android app. A user has to find
the system input setting menu in her phone in order to enable PEK. However,
the location of the input setting menu is different in distinct phones. Before PEK
3.0, we provided a generic introduction to the input setting process and pretty
much count on users to find the input setting menu. A note is we are also able
to revise the source code of the Android system default keyboard and recompile
it with the entire Android project. Apparently such a strategy implementing
PEK is not practical for users. The second version of PEK is a 10-digit keypad
for the unlock screen. To implement the randomized keypad, we have to revise
the Android system source code, override the method “createKeyFromXml()” in
the code file “PasswordEntryKeyboard.java” and recompile the entire Android
project. Since a user has the option of choosing a conventional keyboard for the
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unlock screen and recompilation of the entire Android project is not feasible for
broad adoption, our usability study below focuses on the PEK - a third party
keyboard and the term PEK refers to the third party keyboard particularly.

3 Usability Testing Methodology

In this section, we present our two-stage usability study of PEK: the pilot study
and the main study, which are similar although the main study involves more
participants, questions, and other measurements. In a usability study, in general
there are not too many participants in the interview and focus group study.
However, face-to-face interaction with participants provides us lots of detailed
information/insights about users’ view to our research questions. A web survey
engages more subjects and produces quantitative and statistic results. That’s
the main difference between qualitative research (e.g., interview, focus group)
and quantitative research methods. We used multiple methods to gather users’
information from different perspectives.

3.1 Pilot Usability Test

There are two sessions in the pilot usability test that forms and improves the
main usability test conducted after the completion of the pilot usability test.
The first session is composed of a pre-survey with 10 questions, an interview
with 5 open ended questions, and a post survey with 4 questions. Both the pre-
survey and post-survey have multiple-choice questions so that the answers are
easily interpreted and classified. Two to three days after the first one, the second
session is conducted and includes an interview with 10 open ended questions.
The interview involves recording the participants’ answers and there is a portion
of the interview, which was timed to see how long participants took to install
and configure PEK. Three major issues are addressed during the pilot test.

– PQ1: After the release of PEK, there are some complaints on the Google
Play Store page for PEK that specified that the configuration process was
difficult. Hence, we want to find out the answers to the following questions.
How easily can smart device users install and configure PEK onto their smart
devices? Does the installation and configuration process discourage users from
using PEK?

– PQ2: Perhaps the underlying reason why smart device users are not broadly
employing PEK is simply because they are not interested in protecting
their information and/or they are uneducated about security on their smart
devices. Therefore, we ask: are smart device users in general concerned with
the security on their phones?

– PQ3: When PEK is enabled and the user selects a password input box, the
keyboard is randomized, therefore, it takes users longer to find the characters
compared to when using a regular QWERTY keyboard. Do users think the
extra input time needed when using PEK is worth protecting their passwords
and/or pins?
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3.2 Main Usability Test

The main usability test consists of a web survey and a focus group usability test
based upon the findings in the pilot usability test. The web survey is hosted on
the Qualtrics platform on Amazon Mechanical Turk and does not require any
tasks from participants except completing the survey. Each participant is com-
pensated a dollar for following directions and answering the survey honestly and
correctly. The focus group usability test involves an interview. The participants
are asked to install and configure PEK on their own devices and answer several
questions. Four major issues are addressed during the main test.

– MQ1: What are the most frequent activities performed by smart device users
on their personal devices? If the results showed one of the most frequent
activities performed by smart device users involved sensitive information,
they could be apart of PEK’s target audience.

– MQ2: Do smart device users utilize any default security precautions already
provided on their smart devices? This question relates to the one from the
pilot usability test and whether or not typical smart device users are con-
cerned with the security measures on their personal devices.

– MQ3: Do users consider that their smart devices are properly protected from
outsider attacks?

– MQ4: Would smart device users consider implementing more security mea-
sures on their devices?

4 Usability Testing Results and Interpretation

This section presents results from the pilot usability test and main usability test
performed between May and July 2016.

4.1 Answers for Pilot Usability Test

In the pilot usability test, there are 2 male participants who have Android mobile
smart phones. During the interview, participants have to install and configure
PEK on their own devices. They are timed for how long it takes them to success-
fully configure PEK and for the randomized keyboard to show up successfully
when they try to input a password and/or pin.

Answers to Question PQ1: Users are able to find PEK on Google Play and
install PEK without difficulty. However, when it comes to configuring PEK, some
issues arise. Table 1 illustrates the time of installation and configuration during
the pilot usability test. The configuration time is obviously longer. Along with
the longer times, we note that both participants are not able to configure PEK
by themselves; both of them need additional instructions from the researcher to
configure the application. The participants look for a PEK application icon
on their devices but find none. When they try to login to one of their accounts,
such as an email, they are confused when the randomized keyboard does not
show up when they hit a password field. The participants are frustrated during
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Table 1. Installation and configuration time of PEK

Participants Installation time (seconds) Configuration time (seconds)

Participant 1 29.01 45.79

Participant 2 15.00 125.00

the configuration process. If the researcher does not aid them during the process,
both of the participants most likely would have given up trying to configure PEK.

Answers to Question PQ2: Both participants admit that they would not
use PEK on a regular basis on their own personal devices. Neither participant
has information on their personal device that they consider sensitive. Nor do
either of them have any other security enhancements enabled on their smart
devices. The only security precaution Participant 1 admits undertaking is not
using applications or services that request important data or sensitive data on
their mobile phone; they prefer doing those types of activities in their home on
their laptop or on their desktop. However both participants acknowledge that
they might not be apart of PEK’s target audience since both of them considered
themselves educated about mobile security and how to prevent related attacks.

Answers to Question PQ3: Participant 1 during the second session after two
to three days, does not consider the tradeoff between his time spent entering,
for example, his pin to open his phone, worth protecting whatever personal
information that is contained on his mobile phone. Participant 1 predicts that a
user could never get better at entering a password and/or pin using PEK since
the keyboard is randomized each time and no key is in the same place. Unlike
a regular QWERTY keyboard, which a user can memorize and use easily, PEK
cannot be learned. It is also challenging to multi-task when using PEK. For
instance, if a user is on the move and trying to login to their phone, it is more
difficult to login when using PEK than a regular QWERTY keyboard. Another
difficulty that Participant 1 encounters is their mobile phone go to asleep when
they attempt to enter their password using PEK to unlock their phone and the
user has to enter their password all over again; this leaves Participant 1 frustrated
at his time lost by using PEK. Unlike Participant 1, Participant 2 reckons his
time lost by entering passwords using PEK is worth protecting the information
stored on his mobile phone. Participant 2 compares PEK to someone using their
hand to cover their screen while inputting their password with their other hand;
except that PEK is more practical and dependable than a user’s hand covering
their screen.

Two observations can be made from the pilot usability test.

1. The configuration of PEK is difficult for both participants during the pilot
usability test. Neither could complete configuration without aid. To remedy
this, it is desirable to have more instructions on the Google Play Store to
assist users and an icon for users to open when PEK is installed. Both the
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participants look for a PEK icon on their mobile phone’s interface when the
application finishes downloading, however, PEK does not have an icon.

2. Participant 1 mentions difficulty using PEK when attempting to access their
mobile phone quickly and while multitasking. We decide to create a separate
button on the privacy-enhanced keyboard to allow the user to easily disable
PEK. Thus, if a user needs to quickly unlock their mobile phone, they are able
to disable PEK to enter their password and/or pin and avoid the extra input
time needed to use PEK. It is preferred that PEK is the default keyboard
when a user clicks on a password field. Then, if the user wants to use the
regular QWERTY keyboard, they can easily hit a button on the privacy-
enhanced keyboard to disable it and use the QWERTY keyboard instead.

4.2 Main Usability Test - Web Survey

The main usability test has 2 participants in the focus group usability test and
266 participants, including 132 females and 134 males, in the web survey. The
ages of the participants range from 18 years old to above the age of 50. 136
participants use Android devices, which PEK is compatible with, and 123 par-
ticipants use Apple devices. The other 7 participants choose the “Other, please
specify” option during the web survey. We have 21 questions and obtain 266
responses. There is a combination of multiple choice questions and open-ended
questions.

Answers to Question MQ1: The purpose behind this research question is
to find out whether any of the most frequent activities performed by mobile
smart device users involve users’ personal information that may be considered
sensitive. Smart device users that do bank mobilely, shop online, and/or social
network may enter sensitive personal information that could be susceptible to
being stolen. Figure 2 shows statistics from the web survey. Internet use is the
top answer at 8.0%. Comparably, 5.4% of the web survey takers shop online,
5.7% bank mobilely, and 7.1% use social networking sites. Any of these actions
could result in personal information being leaked and an account being hacked.
The web survey takers that do perform any of the actions we listed above could
be apart of PEK’s target audience if they are interested in protecting their infor-
mation that bank applications or online shopping applications require to use.

Answers to Question MQ2: If smart device users do not implement other
security precautions that are already provided on their mobile devices, it is likely
they would not utilize PEK. The amount of smart device users who employ
other security precautions on their mobile smart devices was not significant.
However, this may be a result of most smart device users being unaware of
potential attacks that can be performed on their smart devices. Figure 3 shows
the distribution of security precautions that the web survey takers implement
on their own personal mobile smart devices. At 20.55%, automatic screen lock
after a certain amount of time was the top answer amongst web survey takers.
The results of these particular questions lead to more questions about smart
device users. Are smart device users generally unconcerned with security or are
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Fig. 2. Answers to question MQ1

Fig. 3. Distribution of security precautions

they just uninformed about the lack of security on their mobile devices and the
potentiality of malicious attacks?

The question is purposefully worded to discover the opinions of the web sur-
vey takers and whether they consider their own personal smart devices properly
protected against outsider attacks. This can further lead us to determine whether
smart device users are simply uneducated about attacks to their devices or they
just are not concerned with security. The answers to this question varied by the
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degree to which the web survey takers were concerned with security. The top
answer was “Probably yes” at 36.59%, followed by “Maybe” at 29.27%, then
“Probably not” at 20.05%. How users rate the degree of protection on their per-
sonal mobile devices may differ a lot from how they are actually protected. The
high level of certainty the web survey takers display about their smart devices
being protected is a little worrisome. Every smart device user should feel doubt
when it comes to how well protected their smart devices are. Figure 4 portrays
the distribution of answers web survey takers chose when asked this question.

Fig. 4. Distribution of answers to
question MQ3

Fig. 5. Distribution of answers to
question MQ4

Answers to Question MQ4: Surprisingly, depicted in the web survey results,
users are willing to consider implementing more security features to their mobile
smart devices. Although this differs from users actually implementing more secu-
rity features, it is a start. Figure 5 illustrates the distribution of the answers
resulting from the web survey; 37.67% of the web survey takers answered “Prob-
ably yes”, followed by 30.62% of survey takers answering “Maybe”, then 10.84%
of the survey takers said “Definitely yes”. This portion of web survey takers
could be potential users of PEK as long as the user experience and promise of
security is ensured.

4.3 Main Usability Test - Focus Group Usability Test

Apart from the web survey, a focus group usability test is conducted with 2
participants. This test is a recorded interview with 19 questions, all open ended.
There is one session and both participants were interviewed at the same time.
Similar questions are asked during this group usability test as during the web
survey. Both the participants use mobile Android smart phones.

(a) What three activities do you primarily do on your mobile phone? Partici-
pant A lists using the alarm, reading the news and listening to music as
the activities they perform the most on their Android smart phone. Partici-
pant B says sending/receiving texts, taking photos and using social network
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applications as their top three activities they perform on their mobile smart
device. Participant A most likely would not have a use for PEK. Participant
B may be a more likely candidate for PEK and have more use for it than
Participant A. However, neither lists any activities that were prominently
chosen by the web survey takers on the web survey.

(b) What kind of security have you implemented on your mobile phone? Both
Participant A and Participant B have the same exact answer for this ques-
tion, “Nope.” Neither has any default security installed on their mobile
phones.

(c) Are you satisfied with the level of security on your mobile phone? Again, both
Participant A and Participant B have the same answer for this question, a
simple “Yes.”

(d) Would you ever consider adding more security features to your mobile phone?
Surprisingly both participants are somewhat open to considering implement-
ing more security features to their mobile phones. Perhaps it is out of pure
laziness that they do not have any security installed on their mobile devices,
or they are sure to not perform any actions that require sensitive data on
their mobile phones.

(e) At this point during the interview we have both participants install and con-
figure PEK.

(f) Would you recommend this application to a friend? Participant A says yes
they would recommend it to a friend who is concerned with security and
who might be in public a lot. Participant B says as well that they would
recommend PEK to a friend if and when a friend asks them about adding
more security to their mobile phone.

(g) Do either of you have any suggestions about improving the application? Par-
ticipant B’s first impression of PEK is, “It can be used, but I will not use
it.” Participant A complains about the keys on PEK, how the larger popup
disappears too quickly. For example, when you hit the key “U” on PEK, a
popup will emerge from the key “U” and display a larger version of the letter,
and that is for any letter when typing on PEK. Participant A recommends
getting rid of this feature since he considers it annoying.

4.4 Improvements in PEK 3.x

In the pilot usability test, we learn that both two participants take long time to
configure PEK, since they cannot find the PEK icon on their smartphones. To
mitigate this problem, we put an icon of the PEK on the Android home screen
as shown in Fig. 6. A user can tap the icon and configure the settings of PEK
as shown in Fig. 7. Then, the user can click the “Open Android Input Settings”
and set PEK as a keyboard available for users.

In addition, the participants suggest creating a new button for turning on/off
the randomization of the PEK. Because PEK cannot be learned and it is incon-
venient to use PEK in some circumstances. To this end, we implementa random
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toggle button on the PEK as shown in Fig. 8. Then, users can decide to save
time using a regular keyboard to input the password or protect their password
using PEK.

Fig. 6. Home screen
app

Fig. 7. PEK setting Fig. 8. Toggle button

5 Conclusion

This paper conducts a full-scale usability testing of a generic Android privacy
enhancing keyboard (PEK) that can prevent various attacks against touch-
enabled devices from inferring user pins or passwords. We perform both the
pilot usability test and main usability test in order to identify how to improve
PEK for broad adoption. Based on the results of the usability study, we imple-
ment two new features in PEK 3.x, a home screen app to easily activate PEK
and a toggle button to enable/disable randomness of PEK. The usability test
also demonstrates the worrisome phenomena that many users blindly trust their
phones for security or are not concerned with the possible breaches. This phe-
nomena demonstrates the human factor that contributes to the vulnerabilities
of the cyber space. For future work, we plan to continue to improve PEK and
perform another round of usability test in order to find out if the improved PEK
attracts more adoption and better rating.
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Abstract. Flooding Distributed Denial of Service (DDoS) attacks could
cause huge damages to Internet, which has much similarity with Flash
Crowds (FC). Traditional Machine learning methods usually have a bet-
ter performance for offline processing, however, they cannot process huge
volume data which cannot be loaded in memory at one time and can’t
auto-update model in time. In this paper, a streaming detection mech-
anism based on Online Random Forest-Mondrian Forest is proposed to
solve this problem. Firstly, a deep analysis has been done on client’s char-
acteristics of DDoS and FC to find anomaly traffic behaviors in network
layer. Based on the analysis, a new feature set has been concluded to
describe the client behavior of DDoS and FC. Then a streaming detect-
ing mechanism employed with online Random Forest based on the new
feature set has been proposed. To evaluate this method, a comparison
with the traditional offline batch process method-Random Forest has
been done on two public real-world datasets. The results show that even
though this method has a bit lower accuracy around 93% on Test Data,
it can be trained like a streaming way which doesn’t need load all data
in memory at one time and can update itself automatically with time,
which is more applicable for Big Data situations.

Keywords: Flooding DDoS · Flash crowds · Real-time Detection ·
Online random forest · User behavior analysis

1 Introduction

Flooding Distributed Denial of Service (DDoS) attacks have been wreaking havoc
on Internet and show no signs of fading [1]. Especially, it simulates the normal
users and hidden under Flash Crowds (FC) [2], which has much similarity with
Flooding DDoS, such as server status, network status and traffic status [3], they
always lead to existing defending systems helplessness. To avoid the confusion of
concept, this paper uses FC to represent Flash Crowds, Flash Events, and uses
DDoS to represent Flooding DDoS Attacks entirely.

Considerable literatures have been published on detecting and defending
DDoS. However, there are few literatures on discriminating DDoS and FC. The
existing Machine Learning Methods are mainly used on offline situations but
there are still some defects, such as: incapable to be used in huge volume data
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 729–740, 2017.
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and incapable of increment learning. The significant characteristic of DDoS and
FC is the production of huge traffic burst in a sudden time, but the traditional
Machine Learning Methods need the loading of all data into memory at one time
and need repeated learning, which lead to the high complexity of computation
and cannot be used in huge volume traffic. Motivated to guard against this case,
we propose an online streaming detection mechanism based on behavior analysis
to discriminate DDoS and FC.

Major contributions of this paper are summarized as below:

(1) Conclusion of a new feature sets after analyzing the behavior of Bots in
DDoS and legitimate users in FC, which can be used to profile the behavior
of each Bot or legitimate client.

(2) Design of a streaming detection mechanism employed with online Random
Forest based on the new feature set, which not only discriminate DDoS and
FC, but also auto-update itself without manual intervention.

The paper has been structured as follows: Sect. 2 reviews current available lit-
eratures. Section 3 shows the conclusion of a new feature set with explanation
of our idea in details. Section 4 shows the experiments to evaluate the new fea-
tures and our proposed idea, with comparison to the traditional methods and
the summary of the result. Section 5 is the conclusion of our work.

2 Related Work

According to our understanding of the field, we simply divide the existing meth-
ods to two categories: Turing Test and Anomaly Behavior Analysis.

Turing Test: DDoS are usually launched by Botnets while FC derive from legiti-
mate clients, consequently, the problem of differentiating DDoS attacks and FC
can be translated into how to identify the client is one human or a Bot. Accord-
ing to the client’s responses, then distinguish the client is a normal user or not
[4], that are Turing Test, which are the main and pervasive methods for distin-
guishing DDoS and FC. The common Turing test are graphical puzzles, which
display a slightly blurred or distorted picture or some puzzle and ask the user
to type in the depicted symbols. This task is easy for humans, yet very hard
for computers. CAPTCHAs (Completely Automated Public Turing test to tell
Computers and Humans Apart) [4] and AYAHs (Are You A Human) [5] are the
most commonly used methods.

Anomaly Behavior Analysis: Generally speaking, an inappropriate and exagger-
ated image of hackers existed usually, which are extremely smart and can easily
compromise and control lots of computers. Nevertheless, it is simply not true,
due to many factors constraining the number of active Bots hackers can be used
to launch attacks simultaneously, such as widely used anti-virus software, soft-
ware patching, or power off of host computers [6]. Rajab et al. [7] discovered
that the number of active Bots launched attacks simultaneously is usually at the
hundreds or a few thousands level. Jung et al. [2] firstly concluded few charac-
teristics used for discriminating DDoS and FC after analyzing various FC traces.
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Xie and Yu [8] proposed a novel method to detect anomaly events based on the
hidden Markov model. But the input parameters are difficult to achieve through
training. Theerasak et al. [9] proposed a discriminating method based on the
packet arrival patterns. Pearson’s correlation coefficient was used to measure
the packet patterns. However, defining the packet pattern are difficult. Bhatia
et al. [10] proposed a technique combine the analysis of both network traffic fea-
tures and server load characteristics to distinguish DDoS and FC. However, the
computational complexity is very higher. Yu et al. [6] employed flow similarities
to discriminate DDoS and FC and achieved a better effect. The author mainly
used fixed thresholds needed craft design and professional field knowledge, so this
would be little deficiencies. Saravanan et al. [11] combined multi-parameters with
weights to discriminate DDoS and FC, but those weights were fixed and could
not be updated automatically. Somani et al. [12] surveyed new environments for
DDoS.

Online Machine Learning [13] is a common technique used in areas of machine
learning where it is computationally infeasible to train over the entire dataset,
requiring the need of out-of-core algorithms. It is also used in situations where
it is necessary for the algorithm to dynamically adapt to new patterns in the
data, or when the data itself is generated as a function of time, e.g. stock price
prediction, commerce and social networking industry.

Online Random Forest is a popular online machine learning method due in
part to their accuracy, scalability, and robustness in real-world classification tasks
[14]. Existing online random forests (ORF-Saffari [14] and ORF-Denil [15]) start
with an empty tree and grow the tree incrementally. Existing online random
forests, however, require more training data than their batch counterpart to
achieve comparable predictive performance.

As far as we kown, Turing Test are the most pervasive and promising methods
to distinguish DDoS and FC. However, with the rapid development of Reverse
Turing Test, which means Turing Test will not completely defend DDoS and dis-
tinguish DDoS and FC any more. On the other hand, existing anomaly analysis
are too sensitive to detection thresholds needed to be elaborately designed, more-
over the selfadaption and automaticity of those methods usually are not very
well. To guard against this case, in this work, we propose an online detection
mechanism employed online Random Forest to solve the problem.

3 Proposed Method

In this paper, we describe network traffic as a form like Fig. 1, x-axis represents
time interval (Δtj , j = 1, 2, ...), while y-axis represents the packet size (pi, i =
1, 2, ...) sent by each client. (δtk, k = 1, 2, ...) represents the packets arrival time
between two packets sent by each client. In each interval Δtj , it may contain
DDoS and FC at the same time, or it contains one traffic type-DDoS or FC.

Due to DDoS mainly rely on Botnets and Bots are controlled by prepro-
gramed codes, it leads the packets arrival time between two packets (δtk) sent
by each Bot will be unchanged too much and the packet size (pi) follows the
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Fig. 1. The characteristics of DDoS and FC.

same pattern, it also has a stable packet size, while those patterns are totally
different to FC caused by legitimate users, which sent packets are random, so
the δti and pi are changeable. On the other hand, in order to attain expected
effect, Bots have to send packets as many as they can. So a few traffic anom-
alies have been caused, which plays a major role in distinguishing DDoS and
FC. In order to represent the behavior of each Bot or client, we proposed a con-
cept called Behavior Vector, which is made up of clients characteristics, such as
packets size, packet arrival time difference, and label the behavior class: normal
or abnormal, according to the priori knowledge, which is used to profile user
behavior. Behavior Vector can be represented as follows:

BehaviorV ector = (TS, srcIP, dstIP, nPkts, uPktsSize, stdPktsSize,

uArrivalT ime, stdArrivalT ime, behaviorClass)

In which, the first three features are used to locate the attack time and the
Bot attended in the attack, the latter five features and one class label are truly
used as input for our idea.

The notations used in this paper can be seen detailedly in Table 1.
Based on the Behavior features, in this paper, we design a streaming detection

mechanism employed with online Random Forest-Mondrian Forest (MF) [16].
The algorithm can be seen in Algorithm 1. Along with time, the detection model
keep training on the arrival traffic data, and auto-update itself constantly to
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Table 1. Notations

Δt: An interval, which is the smallest processing unit to calculate features for
behavior vector

ΔT : An online process interval, which is the batch size in online processing
phase

TS: The accurate time

srcIP : Source IP

dstIP : Destination IP

nPkts: The number of sent packets by each IP or client in each interval-Δt

uPktsSize: The average packet size sent by each source IP in each interval-Δt

stdPktsSize: The standard deviation of packet size sent by each source IP In
each interval-Δt

uArrivalT ime: The average packet arrival time difference of sent packets by
each source IP in each interval-Δt

stdArrivalT ime: The standard deviation of packet arrival time difference of
sent packets by each source IP in each interval-Δt

behaviorClass: The class of behavior vector-DDoS Flow or FC Flow

make a better performance. The auto-update process can be seen in Fig. 2. At
the begining, in Δt1, we achieve the Model 1, and when Δt2 arrived, the Model1
will updated itself, then we get Model2, and the Modeli will updated itself
constantly with time.

MF is a novel class of Online Random Forests [14], which can be trained
incrementally in an efficient manner [16]. Balaji et al. [16] proved that MF sig-
nificantly outperforms existing online random forests interms of training time as
well as number of training instances required to achieve a particular test accu-
racy. And MF achieves competitive test accuracy to batch random forests trained
on the same fraction of the data. The authors also show that the computational
complexity of MF is linear in the number of dimensions (since rectangles are
represented explicitly) which could be expensive for high dimensional data.

In this paper, we continue to use the denfinition and notions of Mondrian For-
est proposed by the authors [16]. A Mondrian forest classifier is constructed much
like a random forest: Given training data D1:N , sample an independent collection
T1, T2, ..., TM of so-called Mondrian trees. The authors gave the definition of the
prediction made by each Mondrian tree Tm, which is a distribution pTm

(y|x,D1:N )
over the class label y for a test point x. So the Mondrian Forest’s prediction is the
average 1

M Σm
m=1pTm

(y|x,D1:N ) of the individual tree predictions.
Balaji et al. also listed the online learning process, the training examples

are presented one after another in a sequence of trials, while Mondrian forests
excel in this setting: at iteration N + 1, each Mondrian tree T ∼MT (λ,D1:N )
is updated to incorporate the next labeled example (xN+1, yN+1) by sampling
an extended tree T ′ from a distribution MTx(λ, T,DN+1). Using properties of
the Mondrian process, we can choose a probability distribution MTx such that
T ′ = T on D1:N and T ′ is distributed according to MT (λ, T,DN+1), i.e.,
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Fig. 2. The auto-updated process.

T ∼MT (λ,D1:N )
T ′|T,D1:N+1 ∼MTx(λ, T,DN+1)
implies T ′ ∼MTx(λ, T,DN+1)

As a result, the authors showed that the distribution of Mondrian trees
trained on a dataset in an incremental fashion is the same as that of Mon-
drian trees trained on the same dataset in a batch fashion, irrespective of the
order in which the data points are observed.

Based on the above advantages of Mondrian Forest, we choose it as a basic
component for our online detection system.
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Algorithm 1. Proposed Distinction Mechanism
Input:

Traffic contain DDoS and FC.
Output:

The filtered traffic: only legitimate traffic without DDoS
1: Calcuate bahavior features in every interval Δt, label the class: DDoS Flow or

FC Flow, then form Behavior Vector.
2: Train model in Real-time on Behavior Vector data By online Machine Learning

Method-Mondrian Forest. And auto-update model constantly.
3: Use the trained model to test new traffic.
4: Discriminate whether the new traffic is DDoS Flow or not. If it is DDoS Flow,

then filter, else, pass.
5: Go to Step 2.

4 Experiments

Dataset: In this section, we do experiments to estimate the method proposed on
two public real-world datasets: CAIDA “DDoS Attack 2007” Dataset (CAIDA
2007 Dataset) [17] used as the DDoS data and World Cup 1998 Dataset (WC
1988 Dataset) [18] used as the FC data.

In our experiments, we select 10 s DDoS data-2007-08-05 05:30:00 to 2007-
08-05 05:30:10-from CAIDA 2007 dataset, which can be seen in Fig. 3. It shows
that the sent packet rate is about 18000 packets per second and there are a
few noises in the 10 s. Due to no additional information can achieved from the
CAIDA 2007 dataset, the reason of noises produced is not clear. While select
10 min FC data-1998-06-10 16:00:00 to 1998-06-10 16:10:00, which can be seen
in Fig. 3. The client request rate is about 1900 requests per second. From Fig. 3,

Fig. 3. (a). The 10 s DDoS data with the interval-1 s from 2007-08-05 05:30:00 to 2007-
08-05 05:30:10 (b). The 10 min FC data with the interval-1 s from 1998-06-10 16:00:00
to 1998-06-10 16:10:00
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Fig. 4. (a). The 10 s DDoS data with the interval-1 s from 2007-08-05 05:30:00 to 2007-
08-05 05:30:10 (b). The scaled 10 min FC data with the intervel-100 s from 1998-06-10
16:00:00 to 1998-06-10 16:10:00.

we could find there are different traffic existed in each interval, the packets sent
rate is about 180000 packets per second in DDoS, while the client request rate
is about 1900 requests per second in FC, both of them are completely different,
this phenomenon caused by effects came from bandwidth, so we should reduce
the effects.

In this paper, we assure that different datasets could produce as same traffic
volume as possible in each interval through scaling the interval to minimize the
effects caused by bandwidth. After analyzing the different datasets, we choose the
scale interval rate 1:100, which means the traffic produced in 1s DDoS interval
almost equals the one produced in 100 FCs intervals. After this processing, we
achieved the scaled traffic in each new interval in Fig. 4. It can be found that
the average traffic of both datasets is the same basically around 17500 to 18500
packets sent per second, which could minimize the bandwidth effect came from
different datasets.

Thereafter, we make calculation on the scaled interval to achieve the required
behavior features and label for the behavior Class-DDoS Flow or FC Flow in
each interval to form Behavior Vector, more details can be seen in Sect. 3. And
we mix the vectors by random sampling and normalization to wipe out the effects
of different scale of each feature. We apply these mixed and normalized data as
input data for model training and evaluation.

In order to make further evaluation of our new features and proposed idea, we
should make analysis on new test data. So we choose another 10 s DDoS data-
2007-08-05 05:34:00 to 2007-08-05 05:34:10-from CAIDA2007 and 10 min FC
data-1998-07-03 16:00:00 to 1998-07-03 16:10:00-from WorldCup98 to analyze.
All the procedure of processing is the same as previous one, the only difference is
the scale rate. After analyzing the new datasets, we choose the scale interval rate
1:80, which means the traffic produced in 1 DDoS interval almost equals the one
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produced in 80 FCs intervals. After this processing, we achieved the scaled traffic
in each new interval in Fig. 5. It can be found that the average traffic of both
datasets is the same, which is basically around 15500 to 17000 packets sent per
second and could minimize the effect caused by different datasets bandwidth.

Fig. 5. (a). The 10 s DDoS data with the interval-1 s from 2007-08-05 05:34:00 to 2007-
08-05 05:34:10 (b). The scaled 10 min FC data with the intervel-100 s from 1998-07-03
16:00:00 to 1998-07-03 16:10:00.

Finally, we obtained the input data for the latter process, the whole Train set
and Test set, details can be seen in Table 2. For Train set, the whole number of
samples is 103313, there are 47648 samples for FC and 55665 samples for DDoS.
As for Test set, total number of samples is 106732, there are 54167 samples for
FC and 52565 samples for DDoS.

Table 2. Train set and test set.

Data set

Class Train set Test set

DDoS Flow 55665 52565

FC Flow 47648 54167

Total 103313 106732

Evaluation of Proposed Idea: In this section, we employ Online Random
Forest-Mondrian Forest to evaluate our method on the mixed and normalized
data as above. And Confusion Matrix, Accuracy, False Positive Rate (FPR) and
False Negative Rate (FNR) are all applied together as evaluation standards.
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In this section, the number of trees in forests is 10, then we training model
by Mondrian Forest, the batch size in each Interval ΔT is 5000, which split the
Train set to (103312/5000 = 20.662) 20 batch Interval ΔT , while the last batch
size is less than 5000 samples, and we make test on the whole Train set and Test
set at the same time on every model updated at each batch Interval ΔT .

The results can be seen in Fig. 6 and we could find obviously that the pre-
dicted Accuracy on the whole Train set and Test set is increasing gradually along
with time, while FNR is decreasing at the same time, which means the model
keep updating itself constantly with time. For FPR, there are a little bit differ-
ence on the whole Train set and Test set, it gradually decreases on the whole
Train set with time, while remains stable on the whole Test set, which means
that there are some differences existed between Train set and Test set. It may
have some new samples in Test set but doesnt exist in Train set, therefore, the
model cannot have a good effect on Test set about FPR.

Fig. 6. Accuracy, FNR, FPR on train set and test set.

Upon completion of training on the whole Train set, we could achieve the final
model, saying that the average number of leaves in tree is 15072.6, the average
number of non-leaves is 15071.6, the average of tree depth is 25.5, while the
number of the Train set is 103313. The distinctive results can be seen in Table 3.
With the new features and Mondrian Forest, we could distinguish DDoS and
FC with 100% Accuracy, 0% FPR and FNR on Train set, while more than 93%
Accuracy, around 8.245% FPR and 5.538% FNR on Test set. Even though there
decreased a bit of Accuracy on Test set, but as a whole, the online detection
mechanism employed with Mondrian Forest still has a good performance.

In order to make further evaluation, we compare it with offline method:
Random Forest, which takes the whole Train set to t model and test the model
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Table 3. Distinguished results
with Mondrian forest on online
situation.

Methods Mondrian forest

DataSet Train set Test set

Confusion

matrix

DDoS

FC

DDoS FC DDoS FC

55665 0 49654 2911

0 47648 4466 49701

Accuracy 100% 93.088%

False Positive

Rate (FPR)

0% 8.245%

False Negative

Rate (FNR)

0% 5.538%

Table 4. Distinguished results with ran-
dom forest on offline situation.

Methods Random forest

DataSet Train set Test set

Confusion

matrix

DDoS

FC

DDoS FC DDoS FC

55665 0 51566 999

0 47648 26 54141

Accuracy 100% 99.040%

False Positive

Rate (FPR)

0% 0.048%

False Negative

Rate (FNR)

0% 1.901%

on Train set and Test set. The result can be seen in Table 4, which shows that it
could distinguish DDoS and FC with 100% Accuracy, 0% FPR and 0% FNR on
Train set and it is the same as Mondrian Forest, while more than 99% Accuracy,
around 0.048% FPR and 1.901% FNR on Test set. It is better than Mondrian
Forest.

Even though the traditional Random Forest is a little better than Mondrian
Forest, it should be loaded with all data into memory at one time and cannot
auto update itself with time. If there is huge volume data beyond the memory
size, it cannot be used. On the contrary, Mondrian Forest have a slightly lower
Accuracy than Random Forest, but it can detect in online way and update model
automatically, which is more important for the situations that train data cannot
be loaded in memory at a time, such as Big Data, Cloud situations. So we believe
that the online detection mechanism employed with Mondrian Forest can play
a more important role in the long term.

5 Conclusion

In this paper, we conclude a new feature set to form Behavior Vector based on
analysis of the client behavior in DDoS and FC, which can be used to profile
each client in DDoS and FC. Based on Behavior Vector, we design an online
detection mechanism employed with online Random Forest-Mondrian Forest to
discriminate DDoS under FC. We make experiments on two public real-world
datasets to evaluate the proposed method, the results indicate that it cannot
automatically update the detected model along with time and without man-
ual intervention, but can achieve a better performance slightly less than offline
Random Forest, which is very applicable for Big Data situations. Therefore, we
strongly believe that our idea may act as a complementary mechanism for the
existing defending system.
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Abstract. With wide application of wireless sensor technology, more
and more physical devices are being connected to Cyber-Physical Sys-
tems (CPSs). On the other hand, CPS applications have made their
way into the domain of Safety-Critical Systems (SCSs), where there is
a higher requirement for temporal correctness of cooperative behaviors
of physical devices. Therefore, it has been becoming a challenging task
for practicing engineers to ensure temporal correctness of cooperative
behaviors. In practice, practicing engineers mainly depend on graphic
modeling methods or formal modeling methods to analyse cooperative
behaviors. However, since different methods have their own features, a
single method can’t ensure temporal correctness of cooperative behaviors
very well. To address this issue, in this paper, a 3-layer method, consist-
ing of the graphic modeling layer, the formal specification layer, and the
formal verification layer, is proposed. This method combines the advan-
tages of graphic methods and formal methods and can provide a more
thorough analysis for cooperative behaviors. Moreover, due to adoption
of 3-layer architecture, this method has a good extensibility in struc-
ture. The usability of the proposed method is illustrated by a practical
application scenario.

Keywords: Cyber-Physical Systems · Cooperative behaviors · Graphic
model · Formal model · Formal verification

1 Introduction

CPSs consist of a variety of physical devices such as sensors, RFID tags, actua-
tors, appliances and industrial equipments. A CPS application usually involves
multiple physical devices, and these devices fulfil a given task by communicating
and cooperating with each other [1–3]. On one hand, with wide application of
wireless sensor technology, cooperative behaviors of physical devices have been
becoming more and more complex. On the other hand, we have seen CPS appli-
cations making their way into the domain of SCSs [4–6], where there is a higher
requirement for temporal correctness of cooperative behaviors. As a result, it
c© Springer International Publishing AG 2017
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has been becoming a challenging task for practicing engineers to ensure tempo-
ral correctness of cooperative behaviors in the context of CPSs.

Generally speaking, the temporal correctness means that cooperative behav-
iors can satisfy the expected temporal properties. Specifically, these properties
can be divided into two kinds: structure property and business property. Struc-
ture property expresses objective requirements to cooperative behaviors. It can
be further classified as deadlock property and equivalence property. Deadlock
property states whether cooperative behaviors are free from deadlocks. Equiv-
alence property represents whether different models of a system are consistent.
In contrast, business property expresses subjective requirements to cooperative
behaviors and illustrates whether execution order of cooperative behaviors sat-
isfies specific business regulations.

In practice, practicing engineers mainly depend on graphic modeling meth-
ods or formal modeling methods to analyse cooperative behaviors [7–9]. Graphic
methods use graphic models to describe cooperative behaviors. They have the
intuitive presentation capability and allow better communication between prac-
ticing engineers and further elicit cooperative behaviors. But they lack the defi-
nite description capability, and different people may have different understand-
ings toward a same model. On the contrary, formal methods are a kind of math-
ematical method, which can definitely describe a system and theoretically antic-
ipate all possible situations. But, they are not very intuitive and have a higher
communication cost. Overall, different methods have their own features and a
single method can’t ensure the temporal correctness of cooperative behaviors
very well [10,11].

To address this issue, in this paper, we attempt to combine different analysis
methods for CPS applications and systems. The main contributions of this paper
are listed below.

(1) A 3-layer method is proposed for analysis of cooperative behaviors, that
combines the advantages of graphic methods and formal methods and can
provide a more thorough analysis for cooperative behaviors.

(2) Three sets of transformation rules between different models are presented
that provide the theoretical basis for transformation of different models of
cooperative behaviors.

(3) We apply the proposed method to a practical application scenario in the field
of intelligent transport systems and illustrate the usability of the proposed
method.

The remainders of this paper proceed as follows. Section 2 introduces archi-
tecture of the proposed method. A traffic accident rescue scenario is introduced
to illustrate how to create graphic models of cooperative behaviors in Sect. 3.
The formal specification of cooperative behaviors is depicted in Sect. 4. In Sect. 5,
verification of structure property and business property is addressed. Section 6
discusses the related work on ensemble methods. In the end, we draw some
conclusions about this paper and propose the possible research direction in the
future.
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2 Architecture of 3-Layer Method

The proposed 3-layer method consists of three layers, namely graphic modeling
layer, formal specification layer, and formal verification layer. The UML sequence
diagram and statechart diagram [12] are two promising tools for describing
dynamic aspects of a system. The sequence diagram can describe cooperative
behaviors among all device objects of a system according to the temporal order
whereas the statechart diagram tends to depict cooperative behaviors of a device
object in detail. In the first layer, we employ the sequence diagram to cre-
ate graphic model of cooperative behaviors from the system perspective and
the statechart diagram to create graphic model from the device perspective,
respectively.

In the second layer, graphic models of the first layer are transformed into
formal models. This layer has three effects: First, it provides uniform semantics
for different graphic models, helping to eliminate misunderstandings towards
graphic models. Second, it offers formal models, which is a prerequisite for for-
mal verification, to the formal verification layer. Third, it can cancel coupling
between the graphic modeling layer and the formal verification layer and improve
extensibility of our model. When adding a new tool to its former or latter layer,
we only need to consider relationship of the new tool with the formal specification
layer. The π-calculus [13] is a famous process algebra and suitable for describ-
ing various concurrent systems. Moreover, it is familiar with many practicing
engineers. For these reasons, we accommodate π-calculus as formal specifica-
tion language. The method for translation from graphic model into π-calculus
model is introduced in Sect. 4. Here, we develop two translators, called SD2PI
and SC2PI to do this translation process.

In the third layer, formal models of the second layer are verified against
structure properties and business properties. MWB [14] is the main analysis
tool for π-calculus models and supports verification of deadlock and equivalence
properties. So, we choose it as the verification tool for structure properties. How-
ever, it doesn’t support verification of user-defined business properties. Hence,
we choose another verification tool, SPIN, to verify business properties. SPIN
[15] is a model checker for verification of a finite-state system and supports ver-
ification of user-defined business properties. Moreover, a counterexample will
be fed back if the system violates the desired properties. But, it only accepts
a program written by Promela. So we need to translate the π-calculus model
into a Promela program, additionally. We define the translation rules from the
π-calculus model into a Promela program that will be introduced in detail in
Sect. 5. Here, a translator, called PI2SPIN, is developed to automate generation
of Promela program from π-calculus model.

Overall, this method is a method with 3 layers structure, that facilitates
the coupling of graphical representation and formal verification and has good
extensibility.
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3 Modeling Graphic Model for Cooperative Behaviors

3.1 Scenario of Traffic Accident Rescue

Traffic accident rescue is a typical CPSs paradigm in the field of intelligent
transport systems [16]. This scenario involves four types of devices: Road Monitor
(RM), Control Center (CC), Fire Engine (FB) and Chemical Biological Incident
Response Force (CBIRF). RM is in charge of monitoring roads. Once a traffic
accident occurs, RM will inform CC, which is responsible for scheduling rescue
vehicles such as FB and CBIRF. On receipt of a rescue request from RM, CC will
forward it into the relevant FB and CBIRF, which will decide to either accept
or reject this request according to their statuses. Once FB and CBIRF accept
the request, they will rush to accident site as soon as possible. In general, the
order of rescue does not matter in terms of rescue effect. But in some rare cases,
it will become very critical for rescue effect. For example, if accident vehicles
loads up dangerous chemical materials, it will reduce rescue effect, even may
cause a second explosion if FB starts its rescue before CBIRF. We will apply the
proposed method to analysis and verification of this scenario throughout this
paper.

3.2 Creating System Model for Cooperative Behaviors

The sequence diagram includes two main entities: object and message. Here, we
employ object to represent physical device, and message to represent cooperative
behaviors among physical devices. According to this idea, we create the system
model of the rescue scenario shown in Fig. 1, where there are 4 device objects,
namely RM , CC, FE and CBIRF . The 4 devices are placed from left to right
and exchanging messages between them are portrayed from top to bottom in
light of time order. The cooperative process starts with that RM sends message
Request to CC. Then 2 concurrent messages from CC to FE and CBIRF are
modeled as a rectangular frame with the keyword parallel. Afterwards, the alter-
native messages from FE and CBIRF to CC, which represent that emergency
vehicles either accept or reject the request, are modeled as 2 rectangular frame
with the keyword opt. Finally message Over is sent from CC to RM .

3.3 Creating Device Model for Cooperative Behaviours

Unlike creating system model that put all devices into one sequence diagram, we
create an independent device model for every device. A statechart diagram has
two basic entities: state and transition. Here, we use the transition to represent
cooperative behaviour and the state represent to device state after execution of
cooperative behavior.

Figure 2 shows device model of the rescue scenario System, which is a con-
current state consisting of 4 sub-states, RM , CC, FE and CBIRF . The device
model of CC is shown in Fig. 3, which is also a concurrent state and comprises 3
sub-states, CCfe, CCcbirf and CCsyn. Figure 4 shows the device model of RM ,
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Opt

Opt

Parallel

RM CC FE

Request

Request

CBIRF

Request

Acception

Over

Rejection

Rescue

Rescue

Rejection

Acception

Fig. 1. System model of the rescue scenario

System

RM

CBIRF

CC

FE

Fig. 2. Device model of the rescue scenario

CC

CCfe

CCsyn

CCcbirf

Fig. 3. Device model of CC

which includes two simple states, RM and RM1. The arrow between the two
states is a notation for a transition. On sending of the message Request, the
state RM is exited and the state RM1 is reached. The RM waits for a response
in state RM1. Upon receipt of the message Over, the process terminates. The
device models of CCfe and CCcbirf are shown in Figs. 5 and 6 respectively. Once
receiving the message Request, they exit their initial states and enter their next
states in which they forward Request into relative rescue devices.
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Fig. 4. Device model of RM

rc(Request)

CCfe1

CCfe

'cf<Request>

Fig. 5. Device model of
CCfe

Fig. 6. Device model of
CCcbirf

The device models of FE and CBIRF are shown in Figs. 8 and 9 respec-
tively, in each of which there are 3 states and 4 transitions. Initial states are state
FE and CBIRF and the 2 pairs of alternative transitions represent messages
Acception or Rejection from device FE and CBIRF to CC. Figure 7 describes
the device model of CCsyn, which consists of 10 states and 13 transitions. Out

cf(Acception)

CCsyn1

CCsyn

CCsyn3

cf(Rejection)

CCsyn2

CCsyn6

cc(Acception)

CCsyn4 CCsyn5

cc<Rejection>

cc(Rescue)

'rc<Over>

'rc<Over>'rc<Over>

cc(Rescue)

CCsyn8

CCsyn9

CCsyn7

cf(Rescue)

cc(Acception) cc(Rejection)
'rc<Over>

Fig. 7. Device model of CCsyn
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FE1

'cf<Rescue>

FE

cf(Request)

'cf<Acception> 'cf<Rejection>

FE2

Fig. 8. Device model of FE

'cc<Rescue>

CBIRF

cc(Request)

'cc<Acception> 'cc<Rejection>

CBIRF2

CBIRF1

Fig. 9. Device model of CBIRF

of 13 transitions, 3 pairs of them are alternative transitions. Initially, it stays
state CCsyn and waits for a message from emergency vehicle EF over channel
cf . Message Acception and Rejection are modeled as a pair of alternative tran-
sitions. Once receiving all messages from emergency vehicles, message Over is
sent and the device process terminates.

4 Creating Formal Model for Cooperative Behaviors

4.1 From System Model to π-Calculus Model

The key of transform of the system model to the π-calculus model is to find
mapping relationships between elements of sequence diagram and that of π-
calculus. From the discussions of the above section, we have known that sequence
diagram has two entities, namely object and message. The message can also be
further divided into concurrent message and alternative message. The π-calculus
comprises two main elements, names and actions. The name is used mainly to
represent concepts of process, channel, and message. The action include input
action x(y), output action x〈y〉, choice action “+” and concurrent action “|”.
The π-calculus processes can communicate with each other depending on sending
message via channels. Below, we define the rules for transformation of system
model to π-calculus model.

Rule 1. Each device of the system model is transformed into a same name
process of π-calculus model.

Rule 2. Sending of a message is transformed into an output action x〈y〉 of π-
calculus model.

Rule 3. Receipt of a message is transformed into an input action x(y) of π-
calculus model.

Rule 4. Concurrent messages are transformed into concurrent action “|” of π-
calculus model.
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Rule 5. Alternative messages are transformed into choice action “+” of π-
calculus model.

Rule 6. All π-calculus processes are combined with concurrent action “|”, com-
posing the whole π-calculus model.

According the above rules, we can obtain the system formal model of the rescue
scenario as follows.

(1) System

System = RM |CC|FE|CBIRF (1)

(2) RM

RM = rc〈Request〉.rc(Over).0 (2)

(3) CC

CC = CCfe|CCcbirf |CCsyn (3)
CCfe = rc(Request).cf〈Request〉.0 (4)
CCcbirf = rc(Request).cc〈Request〉.0 (5)
CCsyn = cf(Acception).(cf(Rescue).cc(Acception).cc(Rescue).rc〈Over〉.0 + cf(Res

cue).cc(Rejection).rc〈Over〉.0) + cf(Rejection).(cc(Acception).cc(Rescue).rc〈Over〉.
0 + cc(Rejection).rc〈Over〉.0) (6)

(4) FE

FE = cf(Request).(cf〈Acception〉.cf〈Rescue〉 + cf〈Rejection〉).0 (7)

(5) CBIRF

CBIRF = cc(Request).(cc〈Acception〉.cc〈Arrival〉 + cc〈Rejection〉).0 (8)

4.2 From Device Model to π-Calculus Model

Unlike the transformation of system model to π-calculus model, where the device
of system model and π-calculus process is one-to-one relationship, to transform
the system model to π-calculus model, we consider that a state in the statechart
diagram is transformed into a process in π-calculus. In other words, the rela-
tionship of state of statechart diagram and π-calculus process is one-to-one. The
detail rules are listed as follow.

Rule 1. A concurrent state of a device model is transformed into a concurrent
π-calculus process, and sub-states of the concurrent state are transformed sub-
processes of the π-calculus process.

Rule 2. A simple state followed by a simple transition of a device model is
transformed into a π-calculus process, consisting of a prefix action and a new
process. The prefix action represents the simple transition and the new process
represents remaining states.
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Rule 3. A simple state followed by an alternative transition is transformed into
an unique process in π-calculus, consisting of two sub-processes combined with
choice operator “+”.

According to these rules, we can obtain π-calculus models of the device mod-
els (Figs. 2, 3, 4, 5 and 6) as follows. Note that suffix “state” is added to the
process’name to distinguish from the system model.

(1) System

System state = RM state|CC state|FE state|CBIRF state (9)

(2) RM

RM state = rc〈Request〉.RM state1 (10)
RM state1 = rc(Over).0 (11)

(3) CC

CC state = CC statefe|CC statecbirf |CC statesyn (12)

(4) CC statefe

CC statefe = rc(Request).CC statefe1 (13)

CC statefe1 = cf〈Request〉.0 (14)

(5) CC statecbirf

CC statecbirf = rc(Request).CC statecbirf1 (15)
CC statecbirf1 = cc〈Request〉.0 (16)

(6) CCsyn

CC statesyn = cf(Acception).CC statesyn1 + cf(Rejection).CC statesyn2
(17)

CC statesyn1 = cf(Rescue).CC statesyn3 (18)
CC statesyn2 = cc(Acception).CC statesyn4 + cc(Rejection).CC statesyn5

(19)

CC statesyn3 = cc(Acception).CC statesyn6 + cc(Rejection).CC statesyn7
(20)

CC statesyn4 = cc(Rescue).CC statesyn8 (21)
CC statesyn5 = rc〈Over〉.0 (22)
CC statesyn6 = cc(Rescue).CC statesyn9 (23)
CC statesyn7 = rc〈Over〉.0 (24)
CC statesyn8 = rc〈Over〉.0 (25)
CC statesyn9 = rc〈Over〉.0 (26)
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(7) FE

FE state = cf(Request).FE state1 (27)

FE state1 = cf〈Acception〉.FE state2 + cf〈Rejection〉.0 (28)

FE state2 = cf〈Rescue〉.0 (29)

(8) CBIRF

CBIRF state = cc(Request).CBIRF state1 (30)
CBIRF state1 = cc〈Acception〉.CBIRF state2 + cc〈Rejection〉.0 (31)
CBIRF state2 = cc〈Rescue〉.0 (32)

5 Verification of Structure Property and Business
Property

5.1 Verification of Business Property Using SPIN

Because SPIN can only accept a Promela program as verification model, the key
issue that use spin to verify the business attributes is to transform the π model
into a Promela program. Promela is a formal description language for modeling
finite state systems. It is similar to the C language, allowing the dynamic creation
of concurrent processes, through the definition of the message channel can be
synchronized and asynchronous communication. The Promela program consists
of three objects, namely data objects, processes and message channels. The key
issue of transform a π-calculus formal model into a Promela program is to find
their mapping relations. Below, we define s set of rules for transformation from
π-calculus model to a Promela program:

Rule 1. System process of π-calculus model is translated into the main process
of PROMELA, and its concurrent sub-processes are translated into processes of
the main module running in parallel.

Rule 2. A device process of π-calculus model is translated into a process in
PROMELA, in which, there is a Variable state which represents the transition
of device state.

Rule 3. A channel of a π-calculus device process is translated into a chan-
nel of the same name in PROMELA. The input action and output action over
this channel in π-calculus corresponds to the taking and pressing statements in
PROMELA.

According to the above rules, we obtain a PROMELA program that has 384
lines in total, consisting of 1 main module and 4 sub-modules.

The second step is to define the business properties to be verified using Linear
Temporal Logic (LTL) [17] formulas, that is a temporal logic language and can
specified how the truth of a formula changes dynamically as time proceeds. Here,
we choose two business properties as follows:
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Property 1. The device CC can reply RM with Over only after receiving the
response from all rescuing devices.

G!((re = Over) & (eh = Request))

Property 2. The vehicle CBIRF must arrive at accident site before rescue of
the vehicle FE.

G((cc! = Rescue)U (cf = Rescue))

The last step is to verify the cooperative behaviors against the desired business
properties. The version of SPIN is 6.1.0. It took approximately 3 s to finish the
verification of these formulas. The results show that Property 1 can be satisfied
and Property 2 not. A counterexample of Property 2 is fed back. That illustrates
that the FE may start its rescue before CBIRF in this scenario.

From the above example, we can conclude that as long as we use the LTL
language to define the expected business logic, our method can automatically find
out the potential defects of cooperative behavior and give the counterexample
that helps locate error.

Table 1. Results of deadlock verification

Device process Trace number Number of
maximum
commitments

Number of
total
commitments

Time elapsed
for deadlock
verification

System 29 12 303 2.367

System state 37 13 399 7.386

RM 1 2 2 0.001

RM state 1 2 2 0.001

CC 10 7 69 0.018

CC state 17 8 121 0.048

FE 2 3 5 0.002

FE state 2 3 5 0.003

CBIRF 2 3 5 0.001

CBIRF state 2 3 5 0.002

5.2 Verification of Structure Property Using MWB

As discussed in Sect. 2, the proposed method takes MWB as the tool of veri-
fication of structure property. Its version is 3.1. First, we directly import the
π-calculus models into MWB, and then use the MWB command deadlock to
verify deadlock property of all the device processes. The results are listed in
Table 1. We can see that the most complex process is System state. It has 37
possible execution traces in total. The number of the maximum commitments
of these traces is 13. These traces comprises 399 commitments totally. It took
7.386 s to perform this command.
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Table 2. Results of equivalence verification

Device process of
system model

Device process of
device model

Size of simulation
steps

Time elapsed for
equivalence verification

System System state 8644 384.437

RM RM state 3 0.001

CC CC state 298 0.155

FE FE state 4 0.001

CBIRF CBIRF state 4 0.001

Next, we use the MWB command eq to verify equivalence property between
the system model and the device model of every device process. The results are
listed in Table 2. We can see that the verification process of the pair of System
and System state is the most time-consuming. The MWB took 8644 simulation
steps and 384.437 s to fulfil its verification process.

From the above results, we can see that the proposed method can examine
the deadlock property of cooperative behaviors by simulation. Moreover, it can
verify the equivalence property for the system model and device model, that can
provide a more thorough analysis for cooperative behaviors of physical devices
in CPSs.

6 Related Work on Ensemble Methods

Currently, there has been some research on combination of different methods
and tools for analysis of a system. For instance, a method of combination of
π-calculus with MWB was discussed in [18]. This method adopts π-calculus to
specify cooperative behaviors, and employs MWB to verify structure properties.
Another method, which combines π-calculus with NuSMV [19], was proposed
in [20]. This method supports specification of cooperative behaviors using π-
calculus and verification of business properties using NuSMV. However, com-
paring to the 3-layer method proposed in this paper, the two methods have only
2 layers, i.g., formal specification layer and verification layer, and no graphic
modeling layer. As a result, they lacks the graphic modeling capability.

A 3-layer method was proposed in [21]. The Authors takes the Simulink
[22] as modeling tool of the graphic layer, the Hybrid CSP [23] as specification
language of the formal specification layer, and the Hybrid Hoare Logic prover
[24] as verification tool of the formal verification layer. Another 3-layer method
proposed in [25], which adopts the statechart diagram as the graphic modeling
tool, π-calculus as the formal specification tool and NuSMV as the model checker.
Overall, both methods adopt the 3-layer architecture and have capabilities of
both graphic modeling and formal verification. But their graphic layers have
only one tool, and can’t provide multi-perspective models. In addition, they lack
capability of equivalence property verification in the formal verification layer as
they can’t create multi-perspective models in the graphic layer.
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Comparing to the above methods, the proposed method is novel in the sense
that:

First, for the function of graphic analysis, it can create both system model
and device model for cooperative behaviors in the graphic layer, which are more
comprehensive than a single model and contribute to a more thorough analysis.

Second, for the function of formal verification, the proposed method not only
supports equivalence property verification but can also support business veri-
fication. Specially, it can check the consistency between between two different
perspective models of a system, helping to a more thorough analysis for cooper-
ative behavior.

7 Conclusion

In this paper, a novel 3-layer analytical method is proposed for cooperative
behaviors of physical devices in CPSs. Functionally, this method combines the
advantages of graphic methods and formal methods and provides a more thor-
ough analysis of cooperative behaviors. Structurally, due to adoption of 3-layer
architecture, this method is extensible and new analysis tools can be added eas-
ily. The usability of the proposed method is illustrated by a practical application
scenario.

In the future, we will further add more cooperative semantics of physical
devices into our method, and apply it to analysis of more complex scenario.
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Abstract. Proliferating Mobile Crowdsensing Systems (MCSs) is a
promising paradigm to realize large-scale sensing targets in an agile
and economical manner. Privacy protection mechanisms, which allevi-
ate mobile user’s concern on participating MCS tasks, also introduce the
issue of data quality to the MCS server. In privacy-preserving MCSs,
dishonest reporting of mobile sensing data from task participants could
severely affect the MCS sensing accuracy. In this paper, we develop a user
incentive-based scheme against dishonest reporting in privacy-preserving
MCSs. Our proposed scheme is capable of improving the MCS sensing
accuracy by encouraging users to honestly upload obtained sensing infor-
mation for a higher serving profit. The performance of our scheme is
evaluated via extensive real-world trace-driven simulations. Our experi-
mental results show that our scheme can effectively ensure MCS sensing
accuracy while encouraging honest reporting.

Keywords: Mobile Crowdsensing System · Data quality · User
incentive

1 Introduction

As a promising sensing paradigm in the big data era, Mobile Crowdsensing Sys-
tems (MCSs) [1,2] aim at realizing large-scale sensing targets, including envi-
ronment monitoring [3], online urban sensing [4], mobile social networking [5,6],
and other Internet of Things applications [7,8], by leveraging pervasively distrib-
uted personal mobile smart devices. Mobile smart devices with enriched sensing
capabilities are capable of providing fine-grained and economically cheap sensing
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 755–767, 2017.
DOI: 10.1007/978-3-319-60033-8 64
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services [9,10]. Considering the proliferation of MCS applications with improving
security intensities [11,12], the potential privacy leakage raised by the use of per-
sonal mobile devices has been hindering the development of MCSs [13,14]. Real-
izing the importance of user privacy protection in MCSs, considerable research
efforts have been devoted to preserving mobile user’s privacy, including real
identity [15], geological location [16,17], contributed data [18], among others.

Nonetheless, in privacy-preserving MCSs, it is difficult to relate a mobile user
to its MCS task reports if the identity of real user is obscured. Thus, the quality
of sensing data reported by mobile users is difficult to achieve due to the lack of
accountable information. In addition, self-interested mobile users are more likely
to report non-objective information in MCS tasks, considering that the cost of
such dishonest behavior is negligible, while the benefits may be substantial and
monetary. How to ensure the sensing data quality in privacy-preserving MCSs
is essential for MCS in real-world practice.

In this paper, we present a user incentive-based scheme against potential
dishonest reporting in privacy-preserving MCSs, which guarantees the quality
of sensing data by rewarding honest users who upload objective sensing reports.
Our contributions are summarized as follows: First, we develop an online method
for the MCS server to simultaneously compute the sensing truth and estimate the
quality of user-reported data without the use of any historical information. Our
method is feasible in privacy-preserving MCSs, since it only requires the sensing
observations of all participants of the assigned MCS task. Second, based on the
developed data quality estimation method and user profit model, we present a
user incentive-based method to encourage MCS participants to report objective
information for higher profit. Our method can autonomously adjust the actual
profit of each participant according to its impact on the entire system. In doing
so, our method can ensure that honest participants are rewarded while dishonest
participants are reprimanded. Third, we carry out a thorough evaluation on the
performance of our proposed scheme based on extensive real-world trace-driven
simulations. Simulation results demonstrate that our scheme can realize effective
user incentives to guarantee the sensing accuracy of MCSs against dishonest
reporting in privacy-preserving MCSs.

The remainder of the paper is organized as follows: In Sect. 2, we present
the system model and describe the user incentive problem in privacy-preserving
MCSs. In Sect. 3, we present our scheme in detail. In Sect. 4, we present our
experimental design and the results of our performance evaluation. Finally, we
conclude the paper in Sect. 5.

2 System Model and Problem Formalization

In this section, we first introduce the system model. As shown in Fig. 1, a general
MCS consists of a cloud server s and a set of registered mobile users P, where
|P| � 2. All users in P can communicate with s via either WiFi access points,
or cellular base stations. For the privacy-preserving requirement, each user in P
has a pseudo-identity i ∈ {1, 2, . . . , i, . . . , N} (where N = |P|), which enables
anonymous communications between i and s (will be explained later).
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Fig. 1. A system model

For a specific MCS task τ , s publishes an announcement that clarifies the
required sensing observation oτ (e.g., what data is required), and the desired
sensing location lτ (e.g., where the data should be sensed). An user i ∈ P within
the effective sensing area (e.g., the circular area with lτ as the center, and dmax

as the radius) can participate in τ according to their interests.
For each task participant i ∈ E = {1, 2, . . . ,M} (E ⊆ P), i determines its

serving time ti for τ based on its serving confidence ci, and local status xi (con-
taining i’s geological zone zi and unit serving price pi), which will be discussed
later. Then, during the serving time ti, a participant i conducts required sensing
obligation and records corresponding observation oi under s’s instruction. When
τ is finished, each i ∈ E uploads its sensing report ri, which contains oi, ci and
xi, to s. According to T = {t1, t2, . . . , tM} and R = {r1, r2, . . . , rM}, s pays
corresponding monetary credits Φ = {φ1, φ2, . . . , φM} to E .

We now explicitly define the user incentive problem in privacy-preserving
MCSs. To begin with, we clarify the privacy-preserving settings in MCSs. We
consider the protection of user privacy with respect to both real identities
and precise geological locations. First, via anonymous communications based
on pseudo-identities that are dynamically adjusted, the cloud server s will not
maintain any derivative relation between sensing reports and their generators.
For any user i, no information about its real identity will be disclosed because
of participating in MCS tasks1. Second, instead of precise GPS coordinates, s is
only interested in the rough geological locations of MCS task participants. As
illustrated in Fig. 1, the effective sensing area is divided into several geological
zones (i.e., from zmin to zmax, approaching the desired sensing location lτ ). As
a user i only uploads its geological zone zi as a part of its local status, the
cloud server s cannot obtain the precise spatial-temporal tracks of MCS task
participants.

1 As this can be achieved according to anonymous communications described in
[19–22], we provide no further discussion.
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In order to provide incentives to users to participate in the sensing efforts
in MCSs, it is reasonable for the cloud server s to pay the maximum credits to
MCS task participants as a stimulation. Nonetheless, to guarantee MCS sensing
accuracy, the actual profit that a participant can obtain by serving a certain task
must be determined by the quality of its reported data and its serving costs. In
privacy-preserving MCSs, the estimation of reported data quality is challenging
for the reasons outlined as follows. First, the lack of relation between real iden-
tities and reported data of users obstructs the accountability of historical user
behaviors. Second, it is highly possible that self-interested users report dishon-
estly for higher profits, especially in the non-accountable privacy-preserving sce-
nario. Therefore, to achieve effective user incentives that encourage mobile users
to upload quality reports in privacy-preserving MCS tasks, the cloud server s
needs to address the following three problems: (i) How to estimate the quality of
reported data without knowing user historical behaviors, (ii) How to maximize
a participant’s profit for stimulation according to the quality of its report, and
(ii) How to realize effective user incentives against potential dishonest reporting.

3 Our Approach

In this section, we design our approach to address the aforementioned three
problems.

3.1 Online Quality Estimation of User-Reported Data

In the following, we address the issue of how to estimate the quality of the sens-
ing data reported, using only the information related to the current MCS task.
Considering the fact that there is no available ground truth of an MCS task
τ , meanwhile there is no referable historical information of task participants, s
needs to compute τ ’s sensing truth oτ according to all reported sensing obser-
vations O = {o1, o2, . . . , oM}, which is treated as the criterion to estimate the
quality of user-reported data.

To compute oτ for the estimation of reported data quality, we construct
Algorithm 1 based on the sensing truth discovery process in our prior work [23].
Here, it is worth noting the difference between Algorithm 1 and the truth discovery
process in [23]: since the work of [23] did not focus on the privacy-preserving sce-
nario, its weighted truth discovery process has access to the historical reputation
of each participant, which reflects the prior credibility of its sensing observation.
Nonetheless, our Algorithm 1 computes the sensing truth only based on observa-
tions of the current task. In addition, the primary purpose of truth discovery in [23]
is to evaluate each participant’s contribution to the MCS task, while the purpose
of our Algorithm 1 is to estimate the quality of reported observations.

3.2 User Profit Definition and Maximization

In this subsection, we formally define the computation of user profits for serving
MCS tasks. Meanwhile, we further demonstrate that any participant of an MCS
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task can obtain its maximum profit only when it behaves honestly and uploads
an objective sensing report.

Intuitively, for each participant i ∈ M of task τ , its serving profit φi is
determined by considering its serving time ti (ti � 0), serving confidence ci

(0 < ci � 1), reported observation oi, and local status xi = (zi, pi) (i.e., geo-
logical zone zi (zmin � zi � zmax), and unit serving price pi (0 < pi � 1)).
Here, ci indicates the expected quality of i’s observation oi, and pi indicates i’s
synthesized unit cost with respect to battery and network traffic for serving τ .

Algorithm 1. Data Quality Estimation based on Truth Discovery
Input:
O: observations of ∀i ∈ M;
ε: convergence threshold of truth discovery;
Output:
Q: data quality of ∀i ∈ M.

1 Compute the standard deviation of O: stdO;
2 Initialize the discovered truth oτ as a random value;
3 Initialize ∀wi ∈ W = 0 as the initial weight of ∀oi ∈ O;
4 Initialize ∀qi ∈ Q = 0 as the initial data quality of ∀i ∈ M;
5 repeat
6 for ∀i ∈ M do

7 wi = log(

∑
j∈M

(oj−oτ )2

stdO
(oi−oτ )2

stdO

);

8 o′
τ = oτ ;

9 oτ =

∑
j∈M wjoj
∑

j∈M wj
;

10 until |oτ − o′
τ | < ε;

11 for ∀qi ∈ Q do

12 qi = 1 − |oi − oτ |
oτ

;

13 return Q;

Specifically, participant i can compute its expected serving profit φ̂i as:

φ̂i = citi − pi
zi

zmax
t2i . (1)

Similarly, the cloud server i can derive i’s actual serving profit φi as:

φi = qiti − pi
zi

zmax
t2i . (2)

where qi can be estimated according to Algorithm 1 based on O.
From a practical perspective, we assume that, for each MCS task τ , partic-

ipant i can locally determine ti, ci, and oi all by itself, whereas zi and pi are
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extracted by mobile device firmware as its local status xi. In this case, it is
easy to obtain that φ̂imax = zmaxc2i

4pizi
when participant i determines to serve τ for

t̂imax = zmaxci

2pizi
. Because xi is always objectively reported, there is φimax = φ̂imax

only when qi = ci. Therefore, if participant i uploads a more objective ci that
was closer to qi, and serves for t̂imax, he or she should obtain an actual profit φi,
which is closer to φ̂imax. According to Subsect. 3.1, for each MCS participant,
an effective way to enhance the quality of reported data in privacy-preserving
MCSs is to honestly report objective sensing observations.

3.3 User Incentive-Based Scheme Against Dishonest Reporting

Based on our data quality estimation mechanism and user serving profit model,
we now design a user Incentive-based scheme Against Dishonest Reporting
(IADR) for cloud servers of privacy-preserving MCSs.

According to Subsect. 3.2, each participant i ∈ M of task τ can determine ti,
ci, and oi in its sensing report ri. In fact, participants may report dishonestly for
potentially higher profits, considering their self-interested nature. To encourage
participants to upload objective reports, the cloud server s is responsible for
rewarding participants for quality data and reprimand those who are dishonest.
Nonetheless, this is difficult to realize based solely on our data quality estimation
method and user serving profit model.

From the perspective of the cloud server s, local report determinations of all
participants can be formalized as a non-cooperative game, considering the fact
that each i ∈ M does not know about the decisions of the other participants.
Thus, inspired by the BMT algorithm in [24], we developed the IADR scheme
for cloud server s to autonomously enhance/downgrade the serving profit of each
participant according to its actual impact on the total profit of all participants.
Specifically, IADR consists of two components: (i) Zone-Distinguished Quality
Estimation and (ii) Impact-Driven Profit Determination.

Zone-Distinguished Quality Estimation. When receiving all ri ∈ R of a
single MCS task τ , it is reasonable for cloud server s to separately estimate the
quality of the reported data of different geological zones, considering the fact
that sensing observations at different distances from the desired sensing location
are likely to be different. The quality of each observation is estimated considering
all other observations from its same zone.

Impact-Driven Profit Determination. After obtaining all qi ∈ Q, s needs
to determine the final serving profit φi for each i ∈ M based on T , R and
Q. Specifically, our impact-driven profit determination process is shown in
Algorithm 2: if a participant has a positive effect on τ , it deserves a bonus reward;
otherwise it will be reprimanded.
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Algorithm 2. Impact-Driven Profit Determination
Input:
T : serving time of ∀i ∈ M;
R: sensing reports of ∀i ∈ M, where ri = (oi, ci, zi, pi);
Q: data qualities of ∀i ∈ M;
Output:
Φ: final profits of ∀i ∈ M.

1 for ∀i ∈ M do
2 calculate φi = qiti − pi

zi
zmax

t2i ;

3 for ∀i ∈ M do
4 for ∀j ∈ M/i do

5 calculate φ′
j =

zmaxq2
j

4pjzj
;

6 calculate δi =
∑

j∈M/i φj −
∑

j∈M/i φ′
j ;

7 φi = φi + δi;

8 return Φ;

4 Performance Evaluation

In this section, we demonstrate the effectiveness of IADR in confronting dishon-
est reporting through extensive simulations. In the following, we first describe
the evaluation methodology and then present evaluation results.

4.1 Evaluation Methodology

To evaluate the effectiveness of IADR, our evaluation adopted a real-world out-
door temperature dataset crowdsensed by taxis in Rome, Italy [25]. The used
dataset contains 4485 entries, which are opportunistically uploaded by 366 taxis
within 24 h. Each entry contains a temperature sensing observation, its genera-
tor, sensing time, and the GPS coordinates of the sensing location.

According to the dataset, we constructed an MCS with one cloud server
and 366 mobile users on the OMNeT++4.6 simulator. A fixed effective sensing
area was divided into 5 geological zones (i.e., zmin = 1, zmax = 5), and GPS
coordinates in all data entries were mapped into corresponding geological zones.
For each round of simulation, the cloud server spontaneously announced MCS
tasks, and each user participated in the tasks and uploaded sensing reports
according to corresponding data entries. Each round of simulation lasted for
86400 simulation seconds.

In terms of parameter settings, we set unit serving price p of all users as
0.5 for the sake of simplicity, and set the truth discovery convergence threshold
ε = 0.1 for controlling accuracy. For benign participants who follow the system
regulations, the serving confidence c is set as the estimated data quality in the
last MCS task q′. They serve each task for t̂max before uploading objective
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sensing report r. Nonetheless, for potential dishonest participants, they may
upload non-objective sensing observation o or/and serving confidence c.

In our simulations, we formulated two patterns of dishonest reporting from
participants: (i) only a single factor in the report is non-objective (i.e., random
oi (2 ◦C � oi � 24 ◦C), random ci (0 < ci � 1), or higher ci (ci = 1)), and
(ii) there are multiple non-objective factors in the report (i.e., random oi and
random ci, or random oi and higher ci). Without introducing any dishonest
reporting into the system deliberately, we ran a round of simulation, in which
all participants followed system regulations as our baseline scenario. Then, we
designed two sets of experiments to analyze the impacts of dishonest reporting on
MCS’s sensing accuracy and participant’s serving profit, respectively. We further
discussed whether IADR can realize effective user incentive against dishonest
reporting based on the results.

4.2 Impact of Dishonest Reporting on MCS’s Sensing Accuracy

Considering the fact that the primary requirement of MCS is to achieve accurate
sensing, we investigate the impacts of different ratios of dishonest reporting (i.e.,
the ratio of dishonest reporting to total reports) on MCS’s sensing accuracy in
this set of experiments. Specifically, we conducted two groups of simulations,
where all participants were set to perform dishonest reporting at rates of 10%
and 15% in all MCS tasks, respectively. One thing should be noted is that our
settings should be reasonably considering the ratio of malicious behaviors in
existing mechanisms (e.g., 10% in [26] and 4% in [27]). All discovered sensing
truths during simulations were collected, and their cumulative distributions are
shown in Figs. 2 and 3.
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Fig. 2. Impact of general dishonest reporting (10%) on discovered truth

According to Fig. 2, we can observe that: with a 10% general dishonest report-
ing ratio, neither the report with single non-objective factor, nor the report with
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multiple non-objective factors obviously affects the cumulative distribution of
discovered sensing truth. In detail, the average discovered sensing truth of the
‘baseline’ scenario is 11.28 ◦C, and that of other scenarios are: (i) random oi:
11.39 ◦C, (ii) random ci: 11.26 ◦C, (iii) higher ci: 11.28 ◦C, (iv) random oi and
random ci: 11.54 ◦C, (v) random oi and higher ci: 11.39 ◦C. The maximum devi-
ation of the average sensing truth is 2.30%, which is nearly negligible, especially
considering that 10% of the total reporting are non-objective.
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Fig. 3. Impact of general dishonest reporting (15%) on discovered truth

According to Fig. 3, the evaluation results with a 15% general dishonest
reporting ratio is similar: the cumulative distribution of discovered sensing truth
is not significantly affected by either single non-objective factor or multiple non-
objective factors, and the maximum deviation of the average sensing truth is
2.04%, which is also negligible.

To summarize, the evaluation results indicate that IADR can effectively guar-
antee the MCS sensing accuracy in MCSs with dishonest reporting.

4.3 Impact of Dishonest Reporting on User Profit

Considering the fact that the essential reason for mobile users to participate
in MCS tasks is to obtain profit for sensing services offered, we investigate the
impact of a user’s dishonest reporting on its own serving profit in this set of
experiments. Specifically, we conducted three groups of simulations, where the
user (i) participates in the most number of MCS tasks (i.e., the TopC user),
(ii) obtains the most serving profit (i.e., the TopP user), and (iii) obtains less
serving profit (i.e., the LessP user), in the baseline scenario was set to perform
dishonest reporting in all MCS tasks, respectively. It should be reasonable for us
to evaluate these representative users for a thorough understanding on IADR’s
performance. The variations of the total serving profit of these users along an
entire simulation round were collected, which are depicted in Figs. 4, 5, and 6.
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Fig. 4. Impact of TopC user’s dishonest reporting on its total profit
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Fig. 5. Impact of TopP user’s dishonest reporting on its total profit
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Fig. 6. Impact of LessP user’s dishonest reporting on its total profit
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According to Fig. 4, we can observe that the total profit of the TopC user is
severely downgraded as long as it reports non-objective factor/factors. In detail,
in the ‘baseline’ scenario, its total profit at the end of the simulation round is
19.87, and that of other scenarios are: (i) random oi: 4.32 (−78.26%), (ii) random
ci: 8.49 (−57.27%), (iii) higher ci: 17.58 (−11.52%), (iv) random oi and random
ci: 1.33 (−93.31%), (v) random oi and higher ci: −11.63 (−158.53%). Although
that the TopC user is one of the most active users in the MCS, its serving profit
is still dominated by the quality of its reports.

According to Fig. 5, we can see that as long as the TopP user performs non-
objective reporting, its total profit will be severely downgraded. Considering the
fact that the TopP user is one of those who provides the most quality sens-
ing reports in the MCS, objective reporting is demonstrated to be effective in
enhancing a user’s serving profit.

According to Fig. 6, the total profit of the LessP user is also severely down-
graded if it uploads non-objective reports. In addition, since the LessP user can
represent the majority of MCS participants (e.g., mediocre ones), the simulation
results indicate that, with the adoption of IADR, the LessP user cannot obtain
higher profit by uploading non-objective reports.

To summarize, our results demonstrate that IADR achieves effective user
incentive against dishonest reporting in MCSs.

5 Conclusion

In this paper, we developed a user incentive-based scheme against dishonest
reporting in privacy-preserving MCSs, which encourages mobile users to honestly
report sensing information. To be specific, we first developed an online mecha-
nism for the MCS server to estimate the quality of reported data. We then con-
structed a serving profit model, which would maximize the profit of honest users.
Further, we developed a mechanism for the MCS server to autonomously reward
honest users, while reprimanding those who are dishonest. To demonstrate the
effectiveness of our proposed scheme, we performed an extensive performance
evaluation using real-world crowdsensing data. Our experimental results demon-
strated that our scheme can ensure MCS sensing accuracy when there exists
harsh dishonest reporting, meanwhile it can effectively reprimand users who
report dishonest sensing information.
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Abstract. Wireless energy transfer has provided a promising technol-
ogy to extend the lifetime of wireless rechargeable sensor network. Most
of previous studies focus on scheduling chargers or deploying station-
ary charging stations to replenish energy for rechargeable sensors. These
methods could not be applicable when real deployment is concerned,
because the roadway needs to be fully respected for mobile chargers
in typical urban area. In dealing with this difficulty, we investigate the
problem of scheduling mobile chargers with mobility constraints in the
scenario of a city graph. First of all, we aim at optimizing the traveling
path for chargers to minimize the traveling cost. Consequently, we con-
vert our scheduling problem into edge coverage problem, which is quite
different from the point coverage problem. Then classical problem CARP
(Capacitated Arc Routing Problem), which has been proved NP-hard,
is applied to solve aforementioned problem. To this end, a simple but
efficient genetic algorithm cooperated with decoding algorithm Split is
proposed. Finally, we evaluate the impacts of different parameters on our
algorithm and get the near optimal solution.

Keywords: Wireless rechargeable sensor network · Capacitated Arc
Routing Problem · Genetic algorithm

1 Introduction

1.1 Backgrounds and Motivation

With the extensive development of wireless sensor network, it had been applied
in urban road monitor system [2,4]. The wireless public transportation monitor-
ing network, which can efficiently promote improved transportation efficiency,
has been studied in [1]. Considering the characteristics of traffic monitoring and
the urban traffic architectures, numerous routing protocols have been proposed
to optimize the energy conservation and extend the network life [6]. Specially,
the concerns in energy efficiency had attracted more attentions. Many solutions,
e.g., [7,8] focus on the optimal energy-efficient route by taking routing cost and
remaining energy of nodes into consideration simultaneously. Considering the
balance between energy consumption and time delay, [5] proposed an optimal
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 768–779, 2017.
DOI: 10.1007/978-3-319-60033-8 65
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energy-efficient routing scheme. In summary, most of existing work in urban
traffic-monitoring network usually aim to pursue the minimum energy consump-
tion or the maximum network lifetime. Due to the sensors limited power, inno-
vative techniques that prolong the network lifetime are highly required.

Fig. 1. The scenario of roadside wireless rechargeable traffic sensing network.

As mentioned in [9], wireless energy transfer technologies [10] have become a
promising method to extend the lifetime of wireless rechargeable sensor network.
Most of existing studies [11,12,16] focus on how to schedule mobile chargers to
replenish energy for rechargeable sensors, such as maximizing network lifetime,
minimizing charging delay or traveling path. For example in [15], the chargers
travel along their predefined paths to charge sensors. As depicted in Figs. 1 and 2,
which are similar to [15], the vehicles have to move along the streets belong to topo-
logical graph. In that, the recharging with practical considerations of deployment
constraints of sensor nodes in urban area should be concerned. We notice that the
charging distance between charger and receiver is the main factor that needed to be
fully considered for charging efficiency, which has been shown in [10]. Therefore, it
is essential for mobile chargers to optimize the charging distance between node and
charger carefully. Meanwhile, the mobility constraint caused by roadway should be
respected.However, most of existing studies [13,26] regard the recharging for a sen-
sor node as visiting or covering a point. Therefore, the points coverage problems,
that all points are required to be covered by chargers over a cycle path, are usu-
ally been converted into Traveling Sales Problem. The common feature of above
studies is ignoring the mobility constraints caused by geography. These methods
are impractical when the mobility constraints cannot be ignored, e.g., city graph.
Also, the paths selection problem in the [15] is converted into set cover problem
which is unsuitable for scheduling chargers. To the best of our knowledge, there
are not any studies focus on handling this kind of scheduling problem with mobil-
ity constraints. Motivated by this kind of insufficient in scheduling with mobil-
ity constraints, we investigate the problem of scheduling mobile chargers to ser-
vice nodes with mobility constraints caused by city topological graph. In Fig. 1,
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some of streets are installed with sensor nodes which could monitor the traffic
situation. The mobile chargers start from a service station to replenish energy for
sensor nodes with wireless energy transfer technologies. After visiting the arranged
sensor nodes, it would return to the service station. In the streets, the mobile
charger is regarded as a car which should obey the traffic rules. In our problem,
we consider how to schedule the mobile charger for sensor nodes deployed on the
street. In our concern, the recharging sensors are deployed along the street. For effi-
cient and effective coverage, the mobile charger should go along the entire street
segmentation. To this end, the streets equipped with sensors should be regarded
as edges in graph perspective. Then the edge coverage problem is incorporated for
further study. A preliminary study [3] has been presented, while for this version, we
convert our scheduling problem into Capacitated Arc Routing Problem, which has
been proved NP-hard. The classical genetic algorithm cooperated with a decod-
ing algorithm is proposed to handle out the problem. Finally, we conduct exten-
sive evaluations, and the results show the improved performance of the genetic
algorithm.

1.2 Contributions

In summary, our contributions could be summarized as follows:

– We investigate the scheduling problem for mobile chargers with mobility con-
straints which has not been studied before. It can be a supplement contribu-
tion for scheduling in wireless rechargeable sensor network.

Table 1. Annotations for frequently used symbols

Symbol Definition

G = (V, E) The city graph

V = {v1, v2..., vn} The set of crossroads

E The set of edges

dij The distance between crossroad i and j

S = {s1, s2, ..., sm} The set of sensor nodes

E0 = {e1, e2, ..., em} The set of nodes’ initial energy

D The maximum charging distance

pc
k Charging power of node k

rk The charging distance for node k

T = {t1, t2, ..., tm} The set of recharging time for all nodes

Q = {qk|1 ≤ k ≤ m} The set of recharging cost for all nodes

RC The total recharging cost

R = {R1, R2, ..., R|R|} The set of traveling path

MC The moving cost

xi The symbol indicates node i is visited or not
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– We formulate our problem and convert it into Capacitated Arc Routing Prob-
lem. We handle this problem by classical genetic algorithm cooperated with
a decoding algorithm Split.

– We made extensive experiments to evaluate the impacts of different parame-
ters on algorithm, and get the near-optimal solution.

1.3 Paper Organization

The remainder of this paper is organized as follows. In Sect. 2, we introduce
our proposed network model and recharging model, cost model. In Sect. 3, we
formulate our problem and convert it into Capacitated Arc Routing Problem. A
genetic algorithm is proposed to solve it. We conduct extensive simulations and
show our results with comprehensive analyses in Sect. 4. Finally, we conclude
our work in Sect. 5 (Table 1).

2 System Model

2.1 Network Model

We start our scenario with a city graph G = (V,E), where V is the set of vertexes
(i.e., crossroads), V = {v1, v2..., vn}, and E is the set of edges (i.e., streets).
Practically, we assume that all of streets are two-way streets. The length dij
between neighbouring crossroad i and j is Euclidean distance, which is given by

dij = ||(vi, vj)||2.
As shown in Fig. 1, for sensing the streets traffic, the sensor nodes are

deployed at roadsides. The set of sensor nodes is denoted by S = {s1, s2, ..., sm}.
In our model, we assume that each street can only be installed with one sensor
node. That is to say, we have m � |E|. All the sensor nodes construct a wireless
sensor network that can sensing the traffic for each street in this city.

The initial residue energy of nodes is denoted by E0 = {e1, e2, ..., em}. For
long-time continuing energy replenishment, a mobile charger with a battery of
capacity Ec (we call charging ability) is scheduled to service sensor nodes by
wireless power transfer technologies. The mobile charger starts to service the
nodes from a service station. The charger have to travel along the traffic routes
and observe traffic regulation. After visiting all sensor nodes, it will return to
the service station for recharging or refueling. Similar to [13], we also assume
that the nodes’ residue energy level is invariable over a charging cycle.

2.2 Recharging Model

Inspired by [14], we know that the charging efficiency would be affected by
charging distance between charger and rechargeable device. As depicted in Fig. 2,
we take the charging distance into consideration in the recharging model. Denote
D the threshold of charging distance, which is the maximum charging distance
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for nodes. Charger can service nodes if charger is within the charging range
determined by a threshold. To minimize energy lost, the mobile charger transmits
power to a node at the location which is the closest point to that node. The
minimum charging distance is denoted by rk for node k (1 � k � m). Inspired
by the experiments in [23], the charing power pck of node k by charger can be
quantified by an empirical model as follows:

pk = (−0.0958r2k − 0.0377rk + 1) · Po

where the Po is output power from charger. The charging power for all nodes
can be denoted by P = {pk|1 ≤ k ≤ m}. We assume that the all nodes require
being charged to full energy Emax. Then the charging time at node k can be
given by:

tk =
Emax − ek

pk
.

Denote T = {t1, t2, ..., tm} the recharging time for all sensor nodes.

r

D: charging radius
r: charging distance

D

sensor

charger

Fig. 2. The recharging model

2.3 Cost Model

In this subsection, we would introduce the recharging cost and moving cost. As
mentioned in Sect. 2.2, the charging power received on nodes would be affected by
charging distance, which means that the recharging cost for each node is different.
For node k, the recharging cost of charger can be given by qk = pk ·tk. Therefore,
the required recharging cost for all nodes can be denoted by Q = {qk|1 ≤ k ≤ m},
and RC is the sum of each node’s required recharging cost, which is

RC =
m∑

k=1

qk.

Another cost is moving cost with respect to the moving distance. We assume
that the mobile charger moves with a constant moving speed. The traveling path
of mobile charger is assumed with R = {R1, R2, ..., R|R|} which consists of edges
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in graph G, i.e., R ⊆ E. Also, the symbol Ri could be used to denote the traveling
cost in Ri. Then the total moving cost denoted by MC can be given by:

MC = D(π,R1) +
|R|−1∑
i=1

[Ri + D(Ri, Ri+1)] + R|R| + D(R|R|, π)

where the D(Ri, Ri+1) is the moving distance from Ri to Ri+1 and π is the
service station.

3 Problem Formulation and Solution

3.1 Problem Formulation

With the models we have discussed in Sect. 2, we need to find an optimal travel-
ing path for mobile charger to minimize the moving cost. Denote xi at the state
that the node i is visited by charger or not, which is given by:

xi =
{

1 visited
0 not visited

Then our problem can be formulated as follows:

min MC

s.t.
m∑
i=1

xi = m;

RC < K · Ec;

where the K is the number of mobile chargers. Then our problem is how to
schedule the mobile chargers with the objective of minimizing moving cost. In
this paper, our problem could be formulated into a famous Arc Routing Problem
(ARP) with two cases:

(1) m = |E|. It means all streets are installed with one node. That is to say, all
edge in graph G should be visited, which we call Chinese Postman Problem
(CPP) [18];

(2) 0 < m < |E|. It means only some of edges in G should be visited. And we
call it Rural Postman Problem (RPP) [19], which has been proved NP-hard.

3.2 Problem Analysis

Given a graph G = (V,E), in the first case, CPP is an edge coverage problem in
a graph with minimum distance. For ease of conversion, the postman is regarded
as the mobile charger and visiting an edge is considered as recharging a that the
node in the edge should be charged by charger. This problem can be reduced
into Eulerian Tour problem [20] if the graph is Eulerian graph. It has been
proved that typical CPP could be solved in polynomial time. An algorithm with
computation complexity O(|V |3) proposed by Edmonds and Johnson [21] can be
used.
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In the second case, RPP need constrained combinatorial computation, where
the selected visiting edges are the subset of all edges in the graph. Taking the
charging ability into consideration, it is also known as CARP (Capacitated Arc
Routing Problem) [24] which has been proved NP-hard. That is to say, only the
edges in subset E′ ⊆ E are allowed to visit. This case is more practical than the
first one. For this problem, an efficient heuristic algorithm called GA (Genetic
Algorithm) can be used to handle. Considering the limited charging ability, the
case of multi-chargers should be concerned. Then a decoding algorithm called
Split [22] could be used for a partitioning method of dividing the service edges
into several parts. Each part can be serviced with one mobile charger.

3.3 Algorithm and Solution

Inspired by heuristic algorithm in Traveling Sales Problem, we use the Genetic
Algorithm to handle it. As shown in Algorithm1, it consists of two functions
which represent two kinds of algorithms. The first function indicates the genetic
algorithm iteration procedures. The below function is an algorithm named Split,
which can be used to decode the iteration results. Select is the operation of
natural selection, and CrMu is the operation of crossover and variation in genetic
algorithm. In the crossover operation procedure, we used the general operation
of interstitial chiasma. About the variation operation, we select two genes to
exchange randomly. From line 15 to 38, the Split can divide all arcs into the
several traveling cycle paths with minimum number of chargers. In this function,
it output two arrays which are traveling cost array V and the array Pred that
can be used to recover the all traveling paths. Given a feasible solution, Split can
acquire the minimum traveling cycle paths and chargers with the time complexity
O(n2).

4 Simulation

4.1 Experimental Setups

Given a city graph G = (V,E) in an area of 45 km × 30 km, we use MATLAB
to generate n = |V | = 90 locations of intersections V and the streets E between
some intersections randomly. The city graph is shown in Fig. 3. Similar to existing
works [11], the charging output power Po is set by 5w. The battery capacity of
sensor is 10.8 kJ [25].

4.2 Evaluation Results and Analyses

The simulation results are shown in Figs. 4, 5 and 6. These figures show the
relationship between the number of sensor nodes and traveling cost or charging
ability Ec of charger.

Firstly, in Fig. 4, we explore the impacts of the increased number of nodes and
charging ability Ec on number of chargers and traveling cost. In Fig. 4(a), we can
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Algorithm 1. Genetic Algorithm for Capacitated Arc Routing Problem
Require: AdjMat, MAXGEN , Sink, Ec

Ensure:
1: function GA(AdjMat, Chrom, MAXGEN, Sink)
2: while num < MAXGEN do
3: FitnV ← SPlit(Chrom, Sink, Ec, AdjMat)
4: SelCh ← Select(Chrom, F itnV )
5: Selch ← CrMu(Selch, Pcro, Pmut)
6: SelF itnV ← SPlit(Selch, Sink, Ec, AdjMat)
7: if SelF itnV < min(FitnV ) then
8: Chrom ← Chrom + Selch;
9: end if

10: num ← num + 1
11: end while
12: return SelCh
13: end function
14:
15: function SPlit(Chrom, Sink, Ec, AdjMat)
16: for i = 1 → n do
17: load ← 0
18: cost ← 0
19: j ← i
20: while j <= n and load <= Ec do
21: load ← load + q[j]
22: if i == j] then
23: cost ← AdjMat[Sink, Chrom[j]] + ω(Chrom[j]) +

AdjMat[Chrom[j], Sink]
24: else
25: cost ← cost − AdjMat[Chrom[j − 1], Sink] + djMat[Chrom[j −

1], Chrom[j]] + ω(Chrom[j]) + AdjMat[Chrom[j], Sink]
26: end if
27: if load <= Ec then
28: V New ← V [i − 1] + cost;
29: if V New < V [j] then
30: V [j] ← V New;
31: Pred[j] ← i − 1;
32: end if
33: j ← j + 1;
34: end if
35: end while
36: end for
37: return result
38: end function
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Fig. 3. City roadmap for simulation
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Fig. 4. The changes of number of chargers and traveling cost.

see that the number of chargers and traveling cost increase with the increased
number of sensor nodes. And Fig. 4(b) shows that the number of chargers and
traveling cost decrease with the increased charging ability Ec. Considering the
constraints of charging ability Ec, it is obvious that more sensor nodes need more
chargers. Similarly, more sensor nodes mean more traveling cost. Meanwhile, the
number of chargers and traveling cost can be reduced by increasing the charging
ability Ec. It means that the way to reduce the number of chargers and traveling
cost is to enhance the charging ability of charger.

In addition, we consider that the location of service station may affect the
number of chargers. Two experiments are conducted, that the results are shown
in Fig. 5. Three cases of service station locations are taken into consideration,
that are city center, city and suburb. In Fig. 5, it shows that the number of
chargers would not be affected with different service stations in terms of the
increased number of nodes or charging ability Ec. From these two figures, we
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Fig. 5. The changes of number of chargers with different service stations.

Fig. 6. The changes of traveling cost with different service stations.

can get that the number of chargers wouldn’t be affected by the location of
service station.

Lastly, we investigate the impact of different locations of service station on
traveling cost with the increased number of nodes or charging ability Ec. In
Fig. 6, it can see that the traveling cost would not be affected by different service
stations with the increased number of nodes or charging ability Ec. Otherwise,
we can see that the traveling cost would decrease firstly and then maintain
unchanged. Because, in the decreasing stage, the traveling cost is determined by
the chargers’s total traveling cost. In the maintaining stage, the traveling cost is
determined by the locations of nodes and service station.

By combining the same phenomenon between Figs. 5 and 6, we can see that
the number of chargers and traveling cost is insensitive to the location of service
station.
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5 Conclusion

In this paper, we investigate the problem of scheduling mobile chargers with
mobility constraints. The chargers start from and end with the service station,
which are scheduled to charged sensor nodes following the city topological graph.
With the objective of minimizing the traveling cost, we aim at optimizing the
traveling path for chargers. And we convert our scheduling problem into a class
Capacitated Arc Routing Problem, which has been proved NP-hard. Then a
simple but efficient genetic algorithm is proposed to handle it. Furthermore,
a decoding algorithm named Split is cooperated to acquire the exact solution.
Finally, we evaluate the impact of different parameters on our algorithm. And
we can see that the number of chargers and traveling cost are insensitive to the
location of service station.
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Abstract. Interactive applications, such as somatic games, attract various
researches on developing robust human-computer interfaces (HCI) to improve
user experiences. Inspired by recent advances in RF-based human sensing, we
seek to extract motion-induced Doppler effects using Channel State Information
(CSI) provided on commercial WiFi devices. Our work is motivated from the
observation that the direction of motion will lead to different frequency shift,
which could be extracted and used to isolate the detailed directions from
ambiguous trajectory. In this paper, we prototype WiSome, a contactless somatic
game with off-the-shelf WiFi, which is able to accurately recognize the player’s
movements with different directions without training. Extensive experiments
validate that WiSome is superior to the previous methods, which could reach to
an overall recognition accuracy of 95.4%.

Keywords: Channel State Information � Human-computer interface � Motion
recognition

1 Introduction

Researchers have found that interactive soft sports (e.g. somatic games) can improve
the fitness, health and social involvement of players [1]. In this case, various
human-computer interfaces (HCI) arise in the industries (e.g. Kinect Sports) and aca-
demia [2]. Most interfaces rely on contactless technologies, such as computer vision,
inertial sensors, sonic technology. Due to unsatisfactory exercise conditions in con-
temporary life (e.g. fragmented time and space) [3–6], a more ubiquitous HCI with
fewer environment constraints is essential to interactive somatic games.

This paper explores to promote the state-of-the-art WiFi based HCI by utilizing
Doppler effect of incident signals. Its essential consideration is to extract motions
deduced from the changes of incident signals with fine granularity. In detail, Doppler shift
of Channel State Information (CSI) from PHY layer is adopted to recognize different
directions of movements. In our work, the detailed motion directions will be identified
through extracting frequency shift from the preprocessed data. Moreover, the sensing
plane which moving in is further subdivided compared to the previous method. As a
proof-of-concept, we propose WiSome, a somatic-game with off-the-shelf commercial
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WiFi devices as shown in Fig. 1. We demonstrate its performance in extensive experi-
ments.WiSome is able to satisfactorily distinguish different movement directions. On the
contrary, most previous methods can only differentiate coarse categories. Furthermore,
the performance ofWiSome is comparable to popular classiffiers, such as kNN and SVM.
Our work is similar with [7] while more accurate recognization. Extensive experiments
validate that WiSome achieves the recognition accuracy of 95.4%.

Our main contributions are summarized as follows:

• Analyzing fine-grained directions of movements via physical layer on off-the-shelf
wireless infrastructure in a non-invasive and contactless manner: To the best of
our knowledge, WiSome provides the first solution to accurately recognize the
directions of human motion with fine granularity on COTS wireless devices.
Compared to the previous gesture recognition methods, our solution is able to
isolate the detailed direction from straight directions. Furthermore, it can identify
the directions of motions separately from oblique directions.

• Recognizing motion directions by extracting Doppler shifts of CSI signals derived
from human movements: Our solution is benefited by the observation that the
frequency of the radio signals will lead to shift based on Doppler effect, which can
be used to isolate the detailed directions. To adequately extract the frequency shift
from raw CSI, WiSome includes three modules, data preprocessing, doppler
extracting and movement recognizing.

• Different motions are recognized by WiSome without prior training under the
WiFi environment: To validate the effectiveness ofWiSome, various indoor settings
of experiments are considered. By exploiting the complete information of Doppler
shifts for motion recognition, it outperforms the existing approaches.

Fig. 1. Human-computer interaction interface of WiSome
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2 Methodology

2.1 System Overview

WiSome is a contactless interactive somatic-game with fine granularity under com-
mercial devices in WiFi. Its main technical challenge is to promptly and precisely
recognize the human motion direction from raw CSI signals by extracting Doppler
frequency shift.

As shown in Fig. 2, WiSome includes three modules as following:

• Data Preprocessing Module processes the raw signals by removing outlier, filtering
waveform so as to present the effect of Doppler shift clearly.

• Doppler Extracting Module extracts sufficient information of Doppler effect from
CSI by reducing the dimension of CSI and transforming frequency domain.

• Movement Recognizing Module identifies motion directions of the player by per-
ceiving motion, shifting angle and refining result.

2.2 Data Preprocessing Module

Outlier Removal. Raw received CSI always contain a variety of outliers, such as
several abrupt changes, which are apparently not induced by the player’s actions.
Therefore, we need to remove them from amplitudes and phases of CSI, because they
will interfere the effects of Doppler shifts. Figure 3 shows the sequential waveform of
one subcarrier. In the figure, some abrupt salutations of both amplitude and phase could
be found in the wave profile.

WithWiSome, Local outlier factor [8] is employed to find anomalous data points. To
remove the anomalous point, the local reach density (LRD) of the collected CSI signals

Fig. 2. The framework of our system
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needs to be measured. This step can avoid disadvantageous affect of occasional
saltation of raw CSI. Otherwise, part of outliers may not be filtered and will affect the
subsequent processings shown in the Fig. 4.

Wavelet Filter. Subsequently, the noise of CSI signals should be wiped off. In gen-
eral, their frequency is located in the high end of the spectrum and the uctuation of
signal waveforms induced by motion is in the low frequency of the spectrum. However,
the Doppler frequency shift of human moving is not always apparent. Moreover,

Fig. 3. Before data processing

Fig. 4. After data processing without outlier removal
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segment motion need to be divided clearly from the series of CSI for accurate
recognition. With WiSome, the wavelet filter is employed to not only smooth away
noises but also preserve extremely sharp transitions. The Fig. 5 demonstrates the effect
of data processing. It is obvious that the signal becomes more recognizable.

2.3 Doppler Extracting Module

Dimension Reduction. After obtaining the multiplication of CSI, we reduce the
dimensionality of the result for motion inference. In our work, we collect CSI signal
adopting Intel 5300 NIC with 3 receiver antennas, and each data package includes
thirty subcarries. That is, the dimension of multiplication is also thirty. Figure 6
illustrates their waveforms as a whole.

For clearly manifestation of the motion inuence, a certain amount of data trans-
mission should be needed. Moreover, the quantity of signals will further increased
because of interpolation. Hence, it is necessary to decrease their dimension.

In reality, two characters of subcarries should be noticed. One is that the signals for
each subcarrier are relative in aninterval sequence. And the other is that some sub-
carriers are also associated at several moments. For avoiding destructing the topology
of subcarriers while indicating major power variations caused by human motions,
WiSome utilizes Locally linear embedding (LLE) [9] to reduce the dimensionality of
CSI. LLE is a nonlinear dimensionality reduction algorithm and can visualize low
dimensional projections of the original data. Different from density modeling methods
(e.g. PCA) and mixtures of factor analyzers, it is capable of providing a consistent set
of global coordinates which embed the observations across the entire manifold, and
guaranteing the essential structure of the profile.

Fig. 5. After data processing with outlier removal
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Frequency Domain Transformation. Subsequently, we obtain the corresponding
spectrogram of the instantaneous frequency employing short-time Fourier transform
(STFT) to extract the effect of Doppler frequency shift. According to our experiments,
amplitudes of CSI are almost stable and phases of CSI will not jump evidently in a time
slot about 0.18 s, thus we utilize this interval as the time window of STFT.

2.4 Movement Recognizing Module

Motion Perception. For WiSome, the player may be static for a while to wait or
ascertain the direction symbols (e.g. arrow). The motions during the waiting time are
not useful in this period. We should detect motion before perceiving the player’s
motions. More importantly, the lightweight detection should be achieved in order to
percept actions as soon as possible. Wisome employ the effect size [10] to reach it.

Shift Angle. When the player stretches or retreats his/her leg, the power of spectro-
gram from the received signal will fluctuate in a divided fragment because of Doppler
effect. WiSome uses the ratio of accumulative absolute values of the frequency col-
lected from two receivers to distinguish different directions. To present the angle of the
Doppler shift, the anticosine of the signal is calculated. For every sampling, uncertain
noises induced by various causes obstruct the accuracy of detection, thus WiSome
adopts two steps to recognize the directions of movements.

We first consider four coarse-grained cases to differentiate the player’s motions,
which are presented in the counterclockwise order: case 1 vertical direction (“|”), up
and down; case 2 backslash direction (“\”), left-up and right-down; case 3 horizontal
direction (“-”), left and right; case 4 slash direction (“/”), left-down and right-up. Their
theoretical anticosine values are 45, 0, 90 and 135, separately. For robustness empir-
ically, WiSome amends the predefined thresholds and sets a tolerance of 20. The
recognition results of this step are demonstrated in Fig. 7.

Fig. 6. Waveforms in thirty dimensions
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Recognition Refinement. On this basis, WiSome refines fine-grained movement
directions of the player. The above four cases are differentiated as eight directions
through the orders of positive and negative ratio shifts. According to the above phases,
WiSome is able to cognise fine-grained movements.

3 Performance Evaluation

3.1 Experiment Settings

We implement our evaluation in diverse offices with different indoor environments.
Two mini-computers as two receivers are employed in monitor mode on Channel 157
at 5.785 GHz, which are 3.6 GHz CPU and 4 GB ROM. The operation system is
Ubuntu 12.04. They have three omni-directional antennas and the distance of the
receiving antennas is one wavelength. The transmitter is TP-Link TL-WR742 N. The
devices of WiSome are deployed as Fig. 8.

Fig. 7. Differentiation cognition

Fig. 8. Profile of WiSome
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For evaluation, a dancing pad with pressure sensors is utilized to record the real
directions of the player’s movements. There are eight directions for WiSome, which are
up (“"”), left-up (“-”), left (“←”), left-down (“.”), down (“#”), right-down (“&”),
right (“!”), right-up (“%”) separately. In experiments, the player are required to act
sufficiently, and there are 5000 records in total.

To equitably illustrate the superiority of WiSome, we compare two learning-based
methods, kNN-WiSome, svm-WiSome. They use the same procedures similar to
WiSome, yet they train samples for eight directions in advance.

3.2 Evaluation

Performance for WiSome. Taking all directions into considered, the overall accuracy
of detection with WiSome reaches to 95.4%. Both 8 � 8 matrices indicate recognition
results of WiSome in Fig. 9. Their rows denote real directions and their columns denote
recognition results. After extensive experiments, WiSome could obtain a stable high
accuracy for different directions.

Furthermore, the performance of detecting vertical or horizontal direction (case 1
and case 3) is better than the one of recognizing slash or back slash (case 2 and case 4).
For instance, the result exhibits that the accuracy of WiSome for segment motion could
achieve more than 96% for the former, while lower than 93% for the latter in most
cases. In addition, the errors just appear in the related directions. For instance, if the
real direction is left, the two mistakes are left-up and left-down, it is impossible to be
regarded as right or other directions.

Comparison to Training Scheme. To evaluate the performance of our non-training
method, we compare WiSome to two classical supervised learning schemes, kNN and
SVM. kNN-WiSome adopts kNN to train eight movement directions. Due to interpo-
lation, the number of samples for each motion is not very small. To accelerate the
searching process, K Dimensional Tree is utilized to calculate the nearest neighbours of
the signals. The reason is that it is suitable for the reduced dimension data of doppler
extracting module.

Fig. 9. The accuracy of WiSome
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SVM-WiSome utilizes One-versus-One SVM (OVOSVM) to classify directions. To
generate each sub-classifiers, two types of samples induced by two motions are
selected. One type is labeled as positive (record “1”) and the other one is negative
(record “−1”). In this way, twenty-eight sub-classiers are built. In the process of
recognition, the samples will be classied by each of them. Though more sub-classiers
have to be trained, this method still takes less time than One-versus-Rest SVM
(OVRSVM), because OVRSVM has to use all samples for each training even through
it only trains eight sub-classiers. Through universal pairwise comparisons, OVOSVM
avoids the biased result. We accumulate the total scores of all sub-classiers and select a
category which corresponds to the highest score.

The Figs. 10 and 11 show that the accuracies of recognition for the supervised
methods: kNN-WiSome is 95.9%, svm-WiSome is 95.5%. That is, these schemes are
just partly better than WiSome and their superiorities are nearly trivial. Hence, we can
say that WiSome is capable to precisely recognize the directions compared to the
training approach.

Fig. 10. The accuracy of kNN-WiSome

Fig. 11. The accuracy of SVM-WiSome
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Moreover, it is noticed that both supervised methods attain mild accuracy for each
classification. Their accuracies in some oblique directions are higher than that of
WiSome because they adequately trains different samples before recognition, however,
the over-fitting problem in training method also obstructs their performances.

4 Discussion

4.1 External Interference by Other People

WiSome can sense and extract the variance of signal frequency according to Doppler
effect. In reality, there exists several Non-Line of Sight (NLOS) paths in the process of
wireless propagation, which are derived from the behaviors of other persons around the
player through diffusing, reecting and scattering. It results in a more complex com-
position of the received CSI. The extraction of frequency shift is also blemished. These
external interference, more or less, will inuence the performance of WiSome. We argue
that is a common issue for most of wireless signal-based systems. Some intuitive
solutions can partially circumvent this problem. For instance, the transmitting and
receiving antennas are deployed in a suitable position, and the directional antenna can
be used for the transmitter. For further promoting the performance, their distances can
be recalibrated based on experimental measurements.

4.2 Simultaneous Motions by Two Legs

Segment motion or continuous motion deduced by the player could be recognized
accurately by WiSome. A potential assumption is that the player move one of his/her
leg for every motion. The frequency shift can be attributed to only one cause. For some
reasons (e.g. the occasional distraction), both legs of the player are probably utilized.
To address it, conjugate multiplication of the signals from two link should be imple-
mented twice. If the difference of two results is large, it means simultaneous motion by
two legs, whereas the player only move one of his/her legs.

4.3 Motion in 3D Space

Our WiSome is a somatic game through moving the player’s lower limbs. The
employed devices and the player are in the same horizontal plane for enhancing the
effectiveness of classification. A better experience requests collaborative motions by
the player’s arms and legs. We leave this issue of recognizing motion in 3D space for
the future work.

5 Conclusion

In this paper, we propose a somatic game prototype, WiSome, in WiFi. We firstly
extract the frequency shifts of the CSI based on Doppler effect in the process of actions.
Then, movement directions are recognized from spectrogram of Doppler shifts. Various
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experiments validate that it attains an overall recognition accuracy of 95.4%. Since
WiSome achieves delightful performances with only off-the-shelf WiFi devices, we
regard it as a hopeful advance for human-computer interface in commercial WiFi and
enhance our belief in future wireless contactless applications.
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Abstract. With increasing investment and deployment of high speed
trains (HST), a critical demand of high bandwidth and the better user
experience under high speed mobility arises. Although, TCP/IP has been
studied in a static, walking and lower mobility environment, it can not
work well at high speed (>50 m/s) cases. The reason is cellular networks
use TCP/IP (eg. Mobile-IP) protocol that consumer node requires to
connecting to producer node when the consumer handover to anther
node. In this paper, we proposed NDN wireless mesh network architec-
ture for HST networking (NDN-Mesh-T), which combined advantages
of WMN and NDN architectures. We attempt to solve the reliability
and handoff delay problems, which supports high bandwidth and lower
latency Internet access in HST scenario. We proposed direction-aware
forwarding to keep the same direction of running train, which further
improve reliability and bandwidth. The simulation results show that the
proposed scheme can significantly improve the packet loss ratio up to
67% comparing to IP. In addition, the proposed can reduce number of
node deployments, hanoff delay and data redundancy.

Keywords: Named Data Networking · Wireless communications · High
speed trains · Mobility · Handoff

1 Introduction

With the fast development of high speed trains (HST) [1,2], the average train
moving speed has reached nearly 300 km/h in china CRH train. As the train
speed increased, the consumer requires high bandwidth mobile networking face
with new challenges. The public cellular network solutions are usually based
on the use of several cellular networks deployed over landmasses. Cellular net-
works adopts 2G/3G/4G networks provide fast data access based on TCP/IP
to achieve wireless transmission. To improve TCP/IP mobility problems, some
research works have been investigated [3,4]. These schemes add extra proto-
cols to maintain the mobility of IP (e.g. Mobile IP [5]). The extra protocol will
lead to the mobile communications more complexity and lack of flexibility. Due
to these reasons, it is difficult to directly apply TCP/IP to HST networking.
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This is the reason why the train speed improved so fast, and the HST mobile
communications has not efficiently resolved.

Named Data Networking [6] is an innovative network architecture. NDN is
an approach to evolve the Internet infrastructure to directly support this use by
introducing uniquely named data as a core Internet principle. NDN fundamen-
tally shifts the network communication model from host-centric to data-centric.
Data becomes independent from location, application, storage, and means of
transportation, enabling in-network caching and replication. The consumer only
concerns about information itself by using the content centric communication
mode. NDN can handle consumer mobility [7], security issues more efficiently
than the current Internet architecture. However, there are still some open prob-
lems for research in wireless network [8], since original NDN is designed aiming
at a whole Internet architecture, rather than HST architecture. Therefore, we
consider a radical innovation architecture to solve the current high mobility
problems in HST networking.

Wireless Mesh Networks (WMN) [9] backbone infrastructures are proposed
as a cost effective technology to provide city-wide Internet access, and general
consist of mesh portal point (MPP) and mesh access point(MAP). Since the
WMN provides Multi-hop network and transmission information via IP to access
Internet, WMN can not efficiently solve the high mobility problems over IP for
HST. NDN can efficiently solve the problems and supports WMN work well in
HST. Due to the rapid deployment and easy maintenance of WMN, we consider
combined advantages of WMN and NDN architectures for HST networking.

In HST, how to efficiently improve the reliability of mobile communications
even during high mobility. Such as throughput, latency, frequent handover, con-
sumer mobility. To solve these challenges, innovation high speed trains com-
munication architecture which combined WMN and NDN architectures named
NDN-Mesh-T is proposed.

The remainder of the paper is organized as follows. Section 2 introduces the
problem description. Section 3 reviews the related work. Section 4 proposes a
system architecture. Section 5 proposes a direction-aware forwarding strategy.
Section 6 describes the simulation environment and results. Section 7 concludes
the paper.

2 Problem Description

In TCP/IP networks, Mobile IP is created to enable users to maintain the same
IP address while traveling to different networks, ensuring that roaming individu-
als can continue to communicate without a session or connection being dropped.
However, Mobile IP requires mobile node registers its current location with the
Foreign Agent (FA) and Home Agent (HA) during registration. This registration
process may lead to data latency that decreases the application quality of ser-
vice. In addition, Mobile-IP requires HA to tunnel the packets to FA (triangular
routing) when it receives them from the mobile node, which increases extra delay.
Especially, thousand of consumers will handoff at almost the same time, when



Broadband Communications for High Speed Trains 793

the high speed train move to FA. If frequent handoff of train, the data latency
will occur at FA as well as HA, which further reduce the user experience. Mobile
IP handoff and data delivery process as shown in Fig. 1. The deep-seated reason
of poor mobility is that IP networks must be clear about the two endpoints of
data transmission, establish and maintain a continuous connection for the end-
points. To address the problem, we proposed NDN-Mesh-T architecture, which
combined advantages of WMN and NDN architectures.

Movement

Internet

Access
Control

Registration Request

Registration Reply

HA FA

(a) Handoff

Movement

Internet

Access 
Control

Forwarding to HA

Tunneling to FA

Forwarding to train

HA
FA

(b) Data delivery

Fig. 1. Mobile IP handoff and data delivery

In NDN, once the Interest reaches a node that has the requested data, the
return Data packet follows in reverse the path taken by the Interest to get
back to the requesting consumer. If Interest forwarding to the opposite direction
of running train, the return Data packet will chase the train. Therefore, the
consumer needs to resend the Interest at the next node to pull the data to the
current node. At the same time, to ensure that the train at the current node
within the coverage area of consumer to receive Data. The experimental results
show that the data hit rate and the data return delay time and packet loss rate
are greatly increased with the increase of train speed.

In this paper, we propose NDN-Mesh-T architecture as a solution to address
these challenges.

3 Related Work

In recent years, some research works have been investigated on how to apply the
NDN architecture to wireless networks [10–14]. Some congestion control schemes
are proposed to improve the throughput of NDN [15–17]. Ming et al. [18] ana-
lyzes the weakness of Mobile IP in railway wireless network and proposes an
architecture that leverages NDN to deal with frequent handoff problem. Amadeo
et al. [19] proposed bind forwarding and provider-aware forwarding for wireless
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ad hoc network. Yu et al. [20] provides the Neighborhood-Aware Interest For-
warding scheme based on its Data retrieval rate for a given name prefix and its
distance to the consumer, which reduces the bandwidth usage induced by indis-
criminate interest flooding in NDN forwarding. In NDN, some mobility support
schemes are proposed [7,21–23], but these schemes mainly applicable to low-
speed (<50 m/s) environment. There is no scheme to effectively reduce frequent
handoff delay and improve the network throughput at high speed train environ-
ment, which lead to reduce user experience. To the best of our knowledge, we
are the first to take both frequent handoff performance and high bandwidth into
consideration for high speed environment in NDN-Mesh-T architecture.

4 System Architecture

To address the mobility problem in HST environment, we consider the WMN
and NDN network to construction HST network architecture. As shown in Fig. 2,
the HST networking architecture includes three network entities:

Internet

Movement

Portal A Portal BMAP A1 MAP A2 MAP B2 MAP B1

Train
Access 

Terminal
(TAT)

Fig. 2. NDN-Mesh-T communication architecture.

– Mesh Portal Point (MPP): The MPP form a mesh of self-configuring, self-
healing links among themselves. With gateway/bridge functionality, MPP can
be connected to the Internet.

– Mesh Access Point (MAP): MAP also has the necessary functions for mesh
networking, and thus can also work as a router in HST. MAP meshing pro-
vides peer-to-peer networks among MAP devices. P2P communication any-
time anywhere is an efficient solution for information sharing. In this archi-
tecture, MAP nodes constitute the actual network to perform routing and
configuration functionalities as well as providing end-user applications to con-
sumers. Consumers can access the network through MAP as well as directly
meshing with other mesh nodes.

– Train Access Terminal (TAT): TAT also has the necessary functions for mesh
networking as well as MAP. TAT transmissions information to MAP, which
further improve handoff latency.
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A WMN is dynamically self-organized and self-configured, with the nodes
in the network automatically establishing and maintaining mesh connectivity
among themselves, which provides flexibility and reliability of mesh network
architecture for HST networking. However, in high speed environment, WMN
can not efficiently to address the problems: triangular routing, NAT traversal,
and address management. MAP and TAT nodes consist of ad hoc network, which
further decreased handoff delay and improved the user experience.

In the HST architecture as shown in Fig. 2, all network devices (including
MPP, MAP and TAT) are equipped with the protocols of NDN. NDN routes and
forwards Data and Interest packets based on names without IP addresses, which
eliminates some problems cased by IP addresses in the IP architecture: triangular
routing, NAT traversal, and address management. There is no triangular routing
problem since the NDN uses names to route packets. There is no NAT traversal
problem since NDN does away with addresses, when consumer frequent handoff
in HST networking. Moreover, address assignment and management is no longer
required in NDN when consumer handoff to different networks.

In the proposed, combined advantages of WMN and NDN architectures. This
architecture has some advantages comparing to IP networks as following:

Consumer Mobility. The NDN architecture is naturally supports consumer
mobility. The extra overhead is resent an Interest package, when the consumer
moving to a new network node.

Frequent Handover. In our proposed architecture, the consumer does not
require any changes on content names and reconfiguration in HST network, when
the consumer has frequent mobility. We use the MAP to forward the Interest
to MPP for access Internet, which has improved the network reliability and
decreased handoff latency.

Content Caching. Content caching is fundamentally important to support the
data delivery model of NDN at low cost. NDN provides high benefits to dynamic
contents in case of multicast or retransmission due to packet loss. It significantly
reduces the network data dissemination latency in HST. We consider caching
content in NDN-Mesh-T local router (MAP), which further reduces the overhead
at the producer side and decreases the data delay during the handover process.
In-network caching can be efficiently improved the data delivery latency.

5 Direction-Aware Forwarding Strategy

To further improve the performance of HST networking, we proposed direction
awareness forwarding strategy (DAF) in order to keep the same direction of
Interest forwarding with running train. We describe the detail of NDN-Mesh-
T data communication process in HST, which consists of three parts: define
direction, interest forwarding and data delivery.
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5.1 Define Direction

In HST networking, consumers has different MAPs, which can forwarding Inter-
est and data packets. We assume that Interest forwarding direction flag is DF.
If DF = 1, the same direction between Interest forwarding with running train.
If DF =−1, the direction of Interest forwarding is opposite direction of running
train. The consumers get the direction of running train from the train devices.
We settings the current direction is DF = 1, when consumers get the direction
of running train.

Fig. 3. NDN Interest forwarding process in proposed.

5.2 Interest Forwarding

In NDN, communication is receiver-driven. NDN uses two fundamental types
of packets: Interest and Data packets. Interest packets are originally released
into the network by consumers nodes willing to access a particular content,
addressing it via its content name. Data packets include the content itself with
the addition of a cryptographic signature. An NDN router is composed by three
main elements: (1) Forward Information Base (FIB), (2) Pending Interest Table
(PIT) and (3) Content Store (CS). When an Interest packet arrives, an NDN
router will match on its CS, PIT and FIB. When a Data packet arrives, an NDN
router first checks the PIT entry for matching data and forwards the data to
matching interface. If a data packet with no matching PIT entries arrives, it
is treated as unsolicited and discarded. NDN routers forward Interest packets
toward data producers based on the names carried in the packets, and forward
Data packets to consumers based on the PIT state information set up by the
Interests at each hop.

To address direction-aware of Interest forwarding, we add DF flag bit in
Interest packet and FIB table. As shown in Fig. 3, NDN Interest forwarding
process in NDN-Mesh-T architecture. Consumers send Interest packet to MAP
for access Internet, Data packet will be pulled to the MAP node. If the consumer
did not receive the data package from the MAP, then the MAP forwarding the
Interest packet to subsequent MAPs. In the first send Interest packet, FIB table
will add an entry with Interest forwarding direction (DF ) value. In the following
Interest forwarding should be checked the DF flag at first, if the DF value is
the same, thus the Interest will be forwarded to the direction of running train.
The Interest packet will be discard, when the DF values is different. Until the
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Interest packet reaches a producer location or cache hit on intermediate MAP.
Even if both directions of Interest package forwarding are improved for transport
reliability. However, in high speed environment, if Interest forwarded to opposite
direction of running train, Data packet will follow the train run. Moreover, if
the consumer handoff to the next MAP, the data packet only reached the MAP,
where first receive the Interest packet. The results lead to unnecessary bandwidth
consumption and increase network redundancy in HST networking. We consider
Interest forwarding direction keep the same with running train, which reduces
the network redundancy and data latency.

5.3 Data Delivery

NDN architecture is naturally and effectively supports consumer mobility with-
out extra operation. Data packets will return by the interest forwarding reverse
path back to consumer. In train running direction, Data packets will be cached
along the path in local MAP. If consumer send Interest is satisfied in local MAP
(connecting MAP node), which direct return Data packet for consumer, as shown
in Fig. 4(a). If cache miss in local MAP, only send Interest to next MAP, as shown
in Fig. 4(b). Once the consumer retransmission of the Interest request in next-
hop MAP, returns data packets directly from the local MAP or next-hop MAP.
In opposite direction of the train running, Data packets are chasing the train
running, until the Data packets meets the Interest request in the same MAP. In
this case, Data packets will be lost seriously and increase data latency, especially
in high speed environment. We proposed an Interest forwarding direction-aware
to keep the same direction with train running, which further improve the user
experience.

Movement

Internet

TATTAT

Interest
Data

(a) Cache hit

Movement

Interest
Data

Internet

TATTAT

(b) Cache miss

Fig. 4. NDN-Mesh-T data delivery.

6 Evaluation

In this section, we implemented the NDN-Mesh-T architecture and evaluated the
performance in ndnSIM [24], which is extended to support high speed network
and the direction-aware forwarding strategy proposed in this paper.
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6.1 Simulation Settings

In NDN-Mesh-T network, all network nodes are enabled with caching function-
ality and the Leave Copy Everywhere (LCE) policy is used, which means that all
network nodes may cache Data packets. In order to work in high speed environ-
ment, we use the log-distance propagation model for channel-induced losses. We
consider different number of MAP nodes, the nominal coverage radius is 175 m
for each node. The main simulation parameters are summarized in Table 1.

Table 1. Simulation parameters

Parameter Value

Data payload 600 bytes

CS size 10000 packets

Propagation model Log distance

Nominal radio range 175m

Technology IEEE 802.11b

Number of MAP nodes 11, 21, 31, 41

Mobility model Constant velocity

Speed of consumer 10–100m/s

6.2 Simulation Results

To explain the performance of our proposed scheme, we have done a comparative
analysis in the following:

NDN-Mesh-T vs IP. To evaluate the proposed architecture, we compare the
performance of packet loss ratio (PLR) under different speed. In this experiment,
we setting 5 number of MAP nodes in NDN-Mesh-T and IP network architecture,
DAF forwarding and IP-OLSR routing strategy. In Fig. 5, the result shows that
the PLR of IP is increased fast than DAF by the increased of speed. DAF reduces
PLR by up to 67% compare to IP, when the consumer running at 100 m/s. The
reason is that mobile IP should address NAT traversal and address management
as consumer move fast.

Impact of Forwarding Strategies. We consider direction-aware forwarding
strategy to keep the same direction of Interest forwarding with running train. In
Fig. 6, we evaluate the impacts of the different forwarding strategies on different
MAP nodes. Despite the NDN multicast forwarding strategy PLR lower than the
proposed DAF strategy, but we cut down half number of Interest packets and
reduce data redundancy in the opposite direction. If Interst packets forwarding
to the opposite direction of running train, Data packets will cached in MAP
nodes even though consumer received the data packets from the direction of
running train, which increased data redundancy and bandwidth consumption.
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Fig. 5. NDN-Mesh-T vs IP network Fig. 6. Direction-aware forwarding vs
NDN multicast forwarding

Moreover, the PLR only increase 7% at the most, even though the consumer
moving at 100 m/s.

Impact of Speed. In high speed environment, we consider the impact of for-
warding direction and numbers of MAP nodes in different speeds. DAF indi-
cates that Interest packets forwarding to the same direction of running and
DAF-Opposite forwarding Interest packet to the opposite direction of running
train. In Fig. 7, the proposed DAF lower PLR than the DAF-Opposite, since the
Interest packet forwarding to the same direction of running train, which means
consumer will receive Data packets in next-hop MAP on the direction of running
train. The Interests may be satisfied by the intermediate MAP nodes rather than
the content providers, which further reduce packet loss ratio due to the cache
functions in the NDN-Mesh-T architecture. With the increase of the number of
the MAP nodes, DAF reduces PLR by up to 25% at the speed increased 100 m/s,
as shown Figs. 7 and 8. It also can be observed that the DAF lower PLR for 41
MAP nodes than 11 MAP nodes, since the NDN-Mesh-T network can cached
more data packet when increase the number of MAP nodes.

Fig. 7. 11 MAP nodes Fig. 8. 41 MAP nodes

Overlap Areas of Two MAP Nodes. Mobile IP increased overlap areas of
two MAP nodes for high speed train environment, which lead to number of MAP
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nodes deployed and costs increased. The MAP nominal radio range is 175 m, we
consider decrease the overlap areas to reduce number of MAP nodes. In Figs. 9
and 10, we reduce the overlap areas of two MAP nodes from 100 m to 5 m,
the results shown that the DAF lower PLR than DAF-Opposite. The reason is
that NDN can naturally support consumer seamless handoff and Interest packet
spend time on select which MAP node to connection in overlap areas. In this
scenario, DAF maintains lower PLR while reducing number of MAP nodes by
approximately 20%.

Fig. 9. Overlap areas is 100 m Fig. 10. Overlap areas is 5 m

Fig. 11. Handoff delay Fig. 12. Results display in 3D

Impact of Handoff Delay. There is no measuring method to calculate the
handoff delay in wireless NDN network. In order to calculate the handoff delay,
we consider a simple measuring method. We calculate the time interval that con-
sumer send the last Interest packet to the MAP and receive the first Data packet
from the next-hop MAP when consumer handoff. In fact, the time interval will
be higher than real handoff delay due to Data packet may lead to latency. We
calculate average handoff delay in different number of MAP nodes at different
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speed. In Fig. 11, we find out that we reduce handoff delay around three orders
of magnitude compare to Mobile IP [25]. It also can be observed that all handoff
delay almost the same in the same consumer even in high speed environment.
The experimental results show that the proposed scheme significantly reduces
handoff delay and data latency. Figure 12 shown that the packet loss ratio per-
formance with different impacts of speed, number of MAP nodes and forwarding
strategies. DAF significantly reduces packet loss ratio at higher speeds, which
further improves the user experience in HST environment.

7 Conclusions

HST is developing very quickly in the world, particularly in Asia and the Euro-
pean. However, TCP/IP network challenges brought by high speed trains. For
this application background, we try to use the NDN wireless Mesh network
architecture to solve some key points on wireless communications for HST sce-
narios. We propose NDN-Mesh-T architecture that utilize NDN architecture to
handle with the frequent handover when consumer moving. We consider the
advantage of wireless mesh networks to support NDN development in HST.
The proposed NDN-Mesh-T combined advantages of WMN and NDN architec-
tures, which improve significantly frequent handoff and data latency. To further
improve the performance of HST networking, we proposed DAF in order to
keep the same direction of Interest forwarding with running train. The results
shown that DAF packet loss ratio slightly higher than NDN multicast forward-
ing strategy, and we cut down half number of Interest packets and reduce data
redundancy in the opposite direction. In addition, we reduce the overlap areas
of two MAP nodes, which decreased the number of node deployments. In future
work, we plan to conduct theoretical analysis and real experiments to evaluate
the proposed schemes in real-world HST environment.

Acknowledgment. This work was supported by the National Natural Science Foun-
dation of China under grant (No. 61309025), International Science and Technology
Cooperation Program of China under grant (No. 2013DFB10070), and the National
Key Technology R&D Program under grant (No. 2015BAH05F02) and the Fundamen-
tal Research Funds for the Central Universities (No. 2017zzts146).

References
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Abstract. In a web-based phishing attack, an attacker sets up scam web
pages to deceive users to input their sensitive information. The appear-
ance of web pages plays an important role in deceiving users, and thus is a
critical metric for detecting phishing web sites. In this paper, we propose
a robust phishing page detection mechanism based on web pages’ visual
similarity. To measure the similarity of the suspicious pages and victim
pages accurately, we extract features from the Cascading Style Sheet
(CSS) of web pages, and select the effective feature sets for similarity
rating. We prototyped our approach in the Google Chrome browser and
used it to analyze suspicious web pages. The proof of concept implemen-
tation verifies the effectiveness of our algorithm with a low performance
overhead.

1 Introduction

In a web-based phishing attack, an attacker sets up scam web pages to deceive
users to input their sensitive information, such as passwords, credit card num-
bers, and social security numbers. The attacker usually sends emails or publishes
web links on social networks that trick users to visit the scam pages. Phishing
attacks are on the rise. According to a PhishMe report [1], the number of phish-
ing emails has exceeded six million in the first quarter of 2016, more than 6-fold
increase compared to the last quarter of 2015.

Phishing detection techniques based on URL analysis are extensively studied
and widely used in web browsers. For example, in the work [7,22], the authors
developed Bayesian anti-phishing toolbars combined with black/white-list data-
bases of phishing sites. Meanwhile, additional features of a web page are sug-
gested to be included in anti-phishing mechanisms [10,11,24], e.g., registration
dates, life time, or lock sign of SSL-enabled web sites, etc. However, all these
features are not the key features in deceiving users. Therefore, attackers can
afford to change them without affecting the effectiveness of phishing attacks.

As phishing pages usually maintain the similar visual appearance as their
target pages, solutions based on page content similarity are developed [21,32].
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 804–815, 2017.
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With the help of search engines, they compare the similarity of texts on pages
between the current web page and other known web pages. However, attackers
can add noises to their web page texts by embedding invisible web contents to
bypass these solutions. Other solutions [26,29,30] compare images of rendered
pages to evaluate their visual similarity. However, these approaches are not effi-
cient due to the effort needed to render the page. In addition, the effectiveness
of the detection is significantly influenced by the differences of browser render-
ing mechanisms. In our earlier investigation [17], we note that page contents
and page layouts are fundamental features that determine web pages’ appear-
ance, and uses the Cascading Style Sheets (CSS) of web pages to represent these
features. However, not all page elements and CSS style rules are of the same
importance in deceiving the users. The insignificant elements and style rules can
be leveraged by attackers to bypass detection.

In this paper, we propose a new technique to efficiently and accurately detect
phishing web pages according to the similarity of pages’ visual features. As the
visual appearance of a web page is jointly determined by its elements and its
CSS rules, our approach first evaluates the role these elements and rules play
on the final appearance to users, and selects the effective features as the basis
of our approach. In this way, our decision will not be affected by CSS elements
that have little influence on the visual appearance. Based on these effective CSS
features, we develop a new algorithm to effectively aggregate these features and
detect phishing pages.

We implemented our approach as a prototype tool, called PhishingAlarm,
as an extension to the Google Chrome browser. We evaluated it using more
than 7000 phishing pages collected from phishtank.com. The experiment results
show the advantages of PhishingAlarm over existing solutions in accuracy and
performance.

In summary, we made the following contributions in this paper:

– We propose a robust solution to identify phishing pages according to the
visual features of web pages, which is difficult to be evaded by attackers.

– We develop techniques to select the effective CSS features on a web page, and
propose an efficient method for page similarity detection according to these
CSS features.

– We prototyped our approach and evaluated it using a large set of phishing
pages. The results illustrate that our approach is efficient and effective.

2 Overview

In this section, we introduce the basis of CSS and give an overview of our app-
roach.

2.1 Cascading Style Sheets

Cascading Style Sheets (CSS) is the standard technique to represent the layout
of web pages. CSS includes a series of rules that specify the visual properties

http://www.phishtank.com/
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of web pages’ elements. The browsers retrieve the CSS specification of the web
pages currently visited by the users and render the web pages according to the
rules specified in the CSS documents.

A CSS rule consists of two parts, a selector and a series of declarations. The
selector is a pattern to specify HTML elements and the declaration includes
two components, property and value. CSS rules are organized in the following
formats.

Selector1 {Property1-1: Value1-1;Property1-2: Value1-2; ...};
Selector2 {Property2-1: Value2-1;Property2-2: Value2-2; ...}; ...

CSS rules have several types of selectors, e.g., tag selectors, id selectors, .class
selectors and other selectors (for example, some attribute selectors). In a CSS
rule, the properties specify the attributes of the specific elements, e.g., color,
font-size, font-family, border, margin, padding for the paragraph element. And
the visual appearance of an element is specified by the value of the corresponding
property. For instance, a developer can specify the red color by setting the value
of the color property as “#ff0000”.

When rendering a web page, for each element on the page, the browser looks
up its matching style rules, and applies them to decide its visual features, such
as the location on the page, the color of text, etc. CSS rules that do not have
matching page elements will not affect the page appearance. We call the set
of CSS rules that are actually affecting the web page appearance effective CSS
rules.

2.2 Phishing Page Detection Based on Effective CSS Features

Aiming to robustly detect phishing pages based on their visual features, our solu-
tion has three main steps with the following respective objectives: extracting and
representing effective CSS features, computing similarity scores, and detecting
phishing pages. PhishingAlarm achieves the above objectives in three steps.

Step I – Extracting and Representing Effective CSS Features. In this step, given
a suspicious page Ps, we extract its CSS structure CSS(Ps) and page elements
Ele(Ps). Based on the interaction between CSS(Ps) and Ele(Ps), we identify
the set of effective CSS features ECSS(Ps), and use it to represent the page’s
visual features.

Step II – Measuring Similarity Between the Suspicious Page and the Target
Pages. Based on the effective CSS features of the suspicious page and potential
target pages, we design metrics to measure their complexity scores and similarity
score accordingly.

Step III – Deciding Phishing Pages. In this step, we check whether the pages’
similarity score is over a preset threshold ε. By the similarity score and a list of
target web sites, our approach decides whether the suspicious page is a phishing
page.
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In the next section, we focus on the key techniques, extracting effective CSS
features and measuring page similarity.

3 Measuring Page Similarity Using Effective CSS
Features

Not all page elements and CSS rules have the same influence on page appear-
ance. For example, the size of page elements can reflect the influence of the
combination of CSS rules and page elements. We should only focus on the fea-
tures that have actual influence on the page. The idea is to exclude CSS rules
that do not have matching page elements, and page elements with minor or no
visual presence. Page elements matching any of the following cases are excluded
from the similarity computing, as well as the CSS rules that only matches these
elements.

Case I: the area of element is too small, occupying only a few pixels.
Case II: the visibility property of element is hidden.
Case III: the display property of element is none.

To facilitate page similarity measurement, the extracted effective CSS rules
are presented in a normalized format that is indexed by the properties in CSS,
which is called comparison units [17].

The similarity score and the related concepts that we use to evaluate the
pages’ similarity are defined as follows.

Given the CSS rule set of a web page X, CSS(X), let {pj}1≤j≤NP
represent

the property set in CSS(X), where NP is the number of the properties in CSS(X).
For 1 ≤ j ≤ NP , let {vk

j }1≤k≤Nj
V

represent the value set of the property pj , where

N j
V is the number of optional values of the property pj . For 1 ≤ j ≤ NP , 1 ≤

k ≤ N j
V , let {sjk

l }1≤l≤Njk
S

represent the set of selectors that have property pj

with value vk, where N jk
S is the number of the chosen selectors. And we use Ijk

l

(j ∈ [1..Np], k ∈ [1..N j
V ], l ∈ [1..N jk

S ]) represent the area of selector sjk
l (the l-th

selector that has property pj with value vk), in the web page X.
The Complexity Score of a web page is a score to describe how complicated

the layout of web page is.

Definition 1 (Complexity Score). Given the comparison-unit representation
of a web page X, the complexity of the web page X is

C(X) =
NP∑

j=1

Nj
V∑

k=1

Njk
S∑

l=1

Ijk
l (1)

Given two CSS rule sets of two web pages, CSS(X) and CSS(Y), let
{pj}1≤j≤MP

represent the common property set in CSS(X) and CSS(Y), where
MP is the number of the matched properties. For 1 ≤ j ≤ MP , let {vk

j }1≤k≤Mj
V

represent the value set of the property pj in the common property set, where
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M j
V is the number of common values of the property pj . For 1 ≤ j ≤ MP , 1 ≤

k ≤ M j
V , let {sjk

r }1≤r≤Mjk
Sx

represent the set of selectors in CSS (X) that have

property pj with value vk and {sjk
t }1≤t≤Mjk

Sy

represent the set of selectors in CSS

(Y) that have property pj with value vk, where M jk
Sx

, M jk
Sy

are the number of

the chosen selectors respectively. Ijk
r (X) (j ∈ [1..Mp], k ∈ [1..M j

V ], r ∈ [1..M jk
Sx

])
and Ijk

t (Y ) (j ∈ [1..Mp], k ∈ [1..M j
V ], t ∈ [1..M jk

Sy
]) represent the area of selector

sjk
r and sjk

t in web page X and Y respectively.
The Match Score is a metric that measures how much visual appearance two

pages have in common.

Definition 2 (Match Score). Given two web pages X and Y , the Match Score
of X and Y labeled as M(X,Y ) is

M(X,Y ) =
MP∑

j=1

Mj
V∑

k=1

min(
Mjk

Sx∑

r=1

Ijk
r (X),

Mjk
Sy∑

t=1

Ijk
t (Y )) (2)

The Similarity Score is a metric that measures how similar one page is to
another.

Definition 3 (Similarity Score). Given two web pages X and Y , the Simi-
larity Score of X and Y labeled as S(X,Y ) is

S(X,Y ) =
M(X,Y )

C(X) + C(Y ) − M(X,Y )
(3)

To evaluate the similarity of two web pages according to the definitions above,
we propose an algorithm that takes the visual characteristics of two pages as
input and outputs their visual similarity score. The visual characteristics of
website include the CSS rules in every stylesheets and the structure of web page,
which is defined as the DOM tree of the page’s body. Shown in Algorithm1, it
first extracts the visual characteristics from a suspicious page and a legitimate
page, identifies the effective CSS rules, and computes the similar rate of the two
web pages.

4 Implementation

We have implemented our algorithm into a Google Chrome browser extension,
called PhishingAlarm. As shown in Fig. 1, PhishingAlarm consists of three mod-
ules: Pre-Processor, Similarity Checker and Target List.

The Pre-Processor contains three components: CSS Extractor, DOM Extrac-
tor and Visual Characteristics Filter. CSS Extractor extracts internal CSS
rules directly from the code of web page, and downloads CSS rules in exter-
nal stylesheets from online servers. DOM Extractor is in charge of copying the
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1 let P be a suspicious web-page;
2 let L be the corresponding target web-page;
3 let ε be a preset similarity threshold
4 let CompUnit() be the comparison-unit of web page.
5 let FilUnit() be the filtered comparison-unit of web page.
6 Phase I:Extracting and Filtering.
7 Function Extract()is

input : a suspicious page P
output : the filtered comparison-unit of P , FilUnit(P )

8 get the CSS text of P , CSS(P);
9 compute CompUnit(P);

10 /* convert CSS(P) into comparison-unit */
11 compute FilUnit(P);
12 /* delete unnecessary CSS from CompUnit(P) */
13 Return FilUnit(P)

14 Phase II: Similarity Computing.
15 Function Similarity(A,B)is

input : FilUnit(P), FilUnit(L)
16 /* FilUnit(L) is pre-provided */

output : similarity score S(P, L)
17 compute the complexity score of the P , C(P );
18 compute the complexity score of page L, C(L);
19 compute the match score of page L and P , M(P, L);
20 compute the similarity score between page L and P , S(P, L);
21 Return S(P, L)

22 Phase III:Making Decision.
23 Function Decision(S(P, L))is

input : S(P, L)
output : the classification result of P

24 if S(P, L) > ε then
25 the page A is similar to the target page B;
26 display “warning” and the similarity score S(P, L);

27 else
28 display similarity score Sim(A, B)

Algorithm 1: Visual Similarity Based Phishing Detection Scheme

structure of page’s body, and acquires the area as well as the value of display
and visibility property of each page element. Then Visual Characteristics Filter
uses information from both two extractors to exclude CSS rules that have no
significant visual influence. Finally, all the rest of CSS rules will be converted
into the comparison unit representation and sent to the similarity checker.

Target List stores the comparison units and the URLs of a set of legitimate
websites. We include legitimate web pages that are most likely to be attacked
by phishing attackers into the target list.

Similarity Checker includes a Similarity Calculator, which computes the sim-
ilarity value between two pages, and a Decision Maker, which decides whether
the suspicious page is phishing or not. Similarity Calculator computes the simi-
larity value between suspicious page and legitimate pages from Target List, one
pair at a time. The results are sent to Decision Maker. If any of similarity value
is beyond the pre-set threshold, the suspicious page is classified as phishing.
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Fig. 1. Overall architecture of PhishingAlarm

5 Evaluation and Analysis

We collected a large number of phishing samples to train the similarity threshold
and tested the correctness of PhishingAlarm using real-world phishing web pages.

5.1 Experiment Sample

we collected 9307 verified phishing websites from PhishTank.com as the experi-
ment sample set, which consists of phishing pages targeting Paypal, eBay, Apple,
and other popular website. We used 6192 pages from them as the sample set for
similarity threshold training, and 3115 of them as the sample set for correctness
assessment. To check whether these pages are appropriate for our experiment, we
used manual operation combined with page element extraction to check through
every page in the sample sets. Within the training set, 4934 of the pages were
unable to visit or have an visual appearance of blank page. 2826 pages of evalua-
tion set had the same problem as well. Therefore, these web pages were excluded
from our experiment. Besides, we also collected 246 legitimate pages to test the
false positive rate of PhishingAlarm.

5.2 Similarity Threshold Training

We selected 547 pages from training sample set and computed the similarity value
between them and their corresponding target pages. The results are illustrated
in Table 1(a). 66.91% of the phishing samples have a similarity value over 0.8
and less than 1% of them have a similarity value under 0.1.

For the rest 715 pages in the training sample set, PhishingAlarm computes
the similarity value between the phishing samples and non-targeted websites. For
instance, for a phishing page imitating AOL, we use PhishingAlarm to calculate
the similarity rate between it and a non-AOL page. The experiment results are
shown in Table 1(b).

http://www.phishtank.com/
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Table 1. (a) Similarity between phishing pages and their targets (b) Similarity between
phishing pages and non-targets

Similarity p Number Ratio
0 ≤ p < 0.1 5 0.92%
0.1 ≤ p < 0.2 105 19.20%
0.2 ≤ p < 0.6 29 5.30%
0.6 ≤ p < 0.8 42 7.67%
0.8 ≤ p < 1 366 66.91%

Similarity p Number Ratio
p = 0 102 14.27%

0 ≤ p < 0.03 76 10.62%
0.03 ≤ p < 0.06 29 4.06%
0.06 ≤ p < 0.08 486 67.97%
0.08 ≤ p < 0.1 18 2.52%

p > 0.1 4 0.56%
)b()a(

Furthermore, we manually analyzed the five pages with similarity value less
than 0.1 from Table 1(a). Three of them are visually different from their reported
target pages and can be easily distinguished by users. Intuitively, a proper thresh-
old should keep the number of misclassified pages as low as possible. According
to our experiment result, the value 0.1 satisfies this condition well, so we select
0.1 as the similarity threshold for PhishingAlarm.

5.3 Result Analysis

Metrics. We use three basic metrics to describe the detection results of Phishin-
gAlarm. The precision rate and recall rate measure the percentage of web pages
correctly classified as phishing pages.

Precision =
TP

TP + FP
(4)

Recall =
TP

TP + FN
(5)

True positive (TP) and false negative (FN) are the number of correctly
and incorrectly classified phishing pages respectively. False positive (FP) is the
number of legitimate pages misclassified as phishing pages. Besides, we use F1-
measure as a metric to evaluate our approach as well.

F1 = 2 ∗ Precision ∗ Recall

Precision + Recall
(6)

To evaluate the effectiveness of PhishingAlarm, we used pages from evalu-
ation set to conduct a real-time detection. 283 out of 289 phishing sites were
correctly detected by PhishingAlarm, while six of them successfully bypassed
it. According to our manual analysis, three of these six misclassified phishing
pages are obviously different from the visual appearance of their target pages,
and can be easily recognized by users. From the experiment results, the TP of
PhishingAlarm is 283 and FN is 6. We also use PhishingAlarm to check the 246
legitimate websites and none of them were classified as phishing: as a result, the
FP is 0.
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Based on the data above, the precision rate of PhishingAlarm is 100% and
recall is 97.92%. According to the equation (6), the F1 score is 98.95%.

Table 2 illustrates the three metrics of PhishingAlarm and six other
approaches (CANTINA [32], CANTINA+ [28], Corbetta et al. [8], Belabed
et al. [3], Zhang et al. [31] and CASTLE [21]). CASTLE has a higher recall
than PhishingAlarm, but PhishingAlarm achieves the highest precision. Both of
them have an F1 score as 0.99, higher than five other approaches.

Table 2. The precision, recall, and F1 score of PhishingAlarm and other approaches

Approaches Precision Recall F1

CANTINA [32] 94.2% 97.0% 0.956

CANTINA+ [28] 97.5% 93.47% 0.963

Corbetta et al. [8] 95.3% 73.08% 0.827

Belabed et al. [3] 96.6% 98.0% 0.973

Zhang et al. [31] 91.0% 91.90% 0.915

CASTLE [21] 99.5% 98.50% 0.990

PhishingAlarm 100% 97.92% 0.990

6 Related Work

Phishing Detection by Content Analysis. Medvet et al. proposed a
scheme [18] to detect phishing pages by comparing the pages using their visual
features. They select text pieces, images and overall visual appearance as the
basic properties to compare the similarity of two pages. Chen et al. [5] present
another visually similar web page detection algorithm according to Getstalt the-
ory, in which they process the webpage as an indivisible entity. Zhang et al. pro-
pose CANTINA [32] to detect phishing pages based on “term frequency-inverse
document frequency (TF-IDF)”. SpoofGuard [6] takes domain name, URL, link
and image as the critical features to check suspicious pages.

Content-based approaches generally extract content features of web pages
to identify suspicious websites. GoldPhish [9] captures an image of the page,
employs optical character recognition (OCR) to convert the image into text
(especially the company logo), leverages the Google PageRank algorithm to
obtain the top ranked domains from a search engine and compares them with
the current page. Pan and Ding [23] utilize textual clues from the DOM tree
of websites to detect anomalies in DOM objects and HTTP transactions in the
page based on the fact that phishing pages activate more abnormal behaviors
compared to honest pages. Zhang et al. [31] extract spatial layout characteris-
tics as rectangle blocks from a given page and compute spatial layout similar-
ity between the current page and the real one based on spatial characteristic
matching algorithms. Furthermore, they leverage an R-tree index algorithm to
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query similar-looking web pages in a spatial feature library and thus determine
whether a web page is imitating another one. Wardman et al. [25] propose a set
of file matching algorithms to calculate file similarity between two pages and
filter out potential phishing web pages. Abbasi et al. [2] detect phishing websites
by exploiting genre information. Their solution associates fraud cues with the
different purposes between legitimate and phishing websites and demonstrates
through genre composition and design structure.

Moghimi and Varjani [19] discover a rule-based scheme used two novel feature
sets to detect phishing in internet banking. One feature set is used to evaluate
the identity of page resources and the other is utilized to identify the access
protocol. Bottazzi et al. [4] proposed a framework in Android mobile devices for
phishing detection, which includes a machine learning detection engine for key
protection from new phishing activities.

Phishing Detection by URL and Structure Features. URL-based detec-
tion techniques analyze URL features of web pages to filter out suspicious mali-
cious websites. Ma et al. [15,16] use online learning and statistical methods to
discover the tell-tale lexical and host-based properties of malicious website URLs.
Khonji et al. [13] present a modified variant of a website classification technique
to filter phishing URLs in e-mails. Their previous work lexically analyzes URL
tokens to increase prediction accuracy [12]. Mohammad et al. [20] extract 17 fea-
tures of websites (e.g. URL length, specific URL symbols, domain name, domain
year, etc.) and manually set a rule for each feature to determine whether a link
is malicious.

Support vector machine (SVM) is employed to webpages classification. Lee
et al. [14] exploit a linear chain CRF model to study users’ web browsing behav-
iors faced phishing situations and then make behavioral prediction for context-
aware phishing detection. Experiments were made to show good performance for
prediction and blocking of phishing threats from user behaviors. Wu et al. [27]
present an automated lightweight anti-phishing method for mobile phones, Mob-
iFish. In this scheme, actual identity is compared to the claimed identity of
webpages and applications.

7 Conclusion

Phishing is a critical social engineering attack technique for attackers to obtain
victim users’ sensitive information, e.g., username with passwords, credit card
numbers, social security numbers, etc. In this paper, we propose a robust phish-
ing detection approach, PhishingAlarm, based on CSS features of web pates. We
develop techniques to identify effective CSS features and algorithms to efficiently
evaluate page similarity. We prototyped PhishingAlarm as an extension to the
Google Chrome browser and demonstrated its effectiveness in evaluation.
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Abstract. The study of neural network controller has become increas-
ingly mature as plenty of simulations were conducted to verify the theo-
retical analysis. In this paper, a neural network model based flight control
system is proposed. This model is capable of sensing interference caused
by change of the mathematical model of aircraft, so that it can start or
stop the learning process automatically. The flight controller equipped
with this model can adjust the learning step due to the intensity of inter-
ference during the learning process. Furthermore, the convergence time
of control error is shortened to a ultra low level. Comparative experi-
ments on aircraft confirm that the proposed neural network model has
high adaptability, which illustrates its good performance under different
aircraft models.

Keywords: Neural network model · Self-adaptive learning · Flight
control system

1 Introduction

There are continuously increasing interests in applying neural network to the
identification and control of practical systems, which are characterized by nonlin-
earity, uncertainly, communication constraints, and complexity. Neural network
has been proven to be a promising algorithm to model the unknown uncertain-
ties for the approximation ability over a compact domain. Many useful control
methods have been proposed in the development of adaptive neural network con-
trol. For example, Ge et al. [6] deal with the problem of known control direction
by combining the Nussbaum gain function with adaptive backstepping neural
network control. [17] introduces the adaptive dynamic surface technique.

In recent years, neural network model based flight control system has aroused
interests from a wide variety of researchers. Commonly used controllers can
be classified into traditional flight controller [1], robust controller [15], expert
controller [3] and neural network controller [18], etc. However, the study of intel-
ligent control stops at the level of theories, and validations of intelligent control
theories are mainly based on the simulation.
c© Springer International Publishing AG 2017
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In this paper, the neural network controller is designed on the neural network
model. The model can start or stop learning process automatically, and adjust
learning rate in real time. Compared with traditional models, the control error
of neural network model can be converged. In the real application scenario, there
is few work validating the model through hardware experiments. In this paper,
the aircraft based comparative experiments are conducted to verify the neural
network model, which illustrates its good performance under different aircraft
models.

The major contributions of this paper are identified as below:

– We propose an neural network model, which can detect the interference
caused by aircraft model and start or stop the learning process automati-
cally.

– The neural network model can adjust learning step value according to the
intensity of interference in the learning process.

– The aircraft control system can adapt itself to the change of aircraft model
and the uncertainty interference of the external environment.

– Our flight control system combines theories with hardware experiments suc-
cessfully.

The rest of the paper is organized as follows: Sect. 2 presents the related
works. The model and algorithm of the improved neural network are introduced
in Sect. 3. Section 4 further introduces the neural network application in flight
control. Section 5 provides our experiment results and discussion, followed by
the conclusion in Sect. 6.

2 Related Work

In the following, we briefly overview the structure characteristics of various
kinds of controllers and summarize the most related researches introduced in
the related works.

Since the excellent universal approximation ability of the neural network was
proven in [13], the neural network has become an active research topic in the
control domain. Further adaptive neural network control has attracted much
attention and shown to be particularly useful the control of highly uncertain,
nonlinear, and complex systems [14]. What’s more, a lot of adaptive neural
network control approaches have been proposed based on Lyapunov stability
theory and the backstepping technique [5].

Neural network requires relatively less information about dynamics of the
system [2,20]. It also has been maturely proved to be effective in addressing the
control problem of nonlinear systems with unknown dynamics [9] in recent years.

In the control designment of uncertain nonlinear systems, neural network has
already been widely employed. For example, [19] analyzes the neural control for
longitudinal dynamics of a generic hypersonic aircraft in presence of unknown
dynamics and actuator fault. And [16] proposes the neural network control of a
flexible robotic manipulator using the lumped spring-mass model.
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In recent years, the neural network has aroused great attention in control
field with its advantages, which can approximate any complex nonlinear system.
Neural network based complex and uncertain system has high adaptive and
self-learning ability, which let it has strong robustness and fault tolerance. The
neural network controller has been applied on the ship roll reduction in [4],
and the hypersonic in [18]. In [10,11], authors introduce an active demand-side
management and robotic systems respectively. In [12], neural network is applied
for the tip tracking of a flexible manipulator. A novel neural network tracking
controller is designed in [7] in order to handle the system uncertainties. In [8],
the utilization of neural network control is presented to efficiently compensate
for the modeling errors a flexible multline system.

3 Model and Algorithm of the Neural Network Controller

3.1 The Modification of Neural Network Model

In this paper, the dynamic multilayer forward neural network model is adopted.
And it can be used to control the model of single-input-single-output system, as
shown in Fig. 1.

Fig. 1. Structure of the improved neural network

There are two neurons in the input layer to receive external information from
the single-variable control system: one accepts the target value and the other
accepts the control value. The output of input layer neurons are transmitted to
the hidden layer by connection weights for comprehensive treatment. Then, the
output of the hidden layer are transmitted to output layer by connection weights.
Finally, the neuron of output layer implements the outcome of the whole network
control model.

At time t, nj is defined as the total input value of the nth neuron of the neural
network. The value of nj is the sum of the connected output of each branch
x1, x2, ..., xn multiplied by weight w1j , w2j , ..., wnj respectively. The input of the
neuron nj and the current state are regarded as independent variables, and the
next state value uj can be generated by the state function g(·), which determines
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the transition from state n to state u in neuron, and g(·) is defined in input layer
as follows:

ui(k) = gi(ni(k)) = ni(k) (1)

For the hidden layer, the neural network model is used to simulate the control
of the traditional neural network, and the three neurons in the hidden layer are
used as the proportional, integral and differential control unit. The output of
hidden layer neurons are as follows:

u
′
1(k) = g

′
1(n

′
1(k)) = n

′
1(k) (2)

u
′
2(k) = g

′
2(n

′
2(k)) = u

′
2(k − 1) + n

′
2(k) (3)

u
′
3(k) = g

′
3(n

′
3(k)) = n

′
3(k) − n

′
3(k − 1) (4)

And the output of output layer neuron is as follows:

u
′′
(k) = g

′′
(n

′
(k)) = n

′′
(k) (5)

xj is the output value of the neuron j, which can be decided by its output
function f (·). The state of the neuron uj are regarded as an independent variable,
and the output value of the neuron can be generated by the output function.

Threshold function is used as the output function, given by:

f(x) =

⎧
⎨

⎩

1, x > 1
x, −1 ≤ x ≤ 1

−1, x < −1
(6)

3.2 Forward Algorithm of the Neural Network Model

The forward algorithm of the neural network is initialized by two input values,
then the total output can be decided by current weight values, state function
and the output function.

The input layer has two neurons. At any sampling time k, the output val-
ues are:

xi(k) =

⎧
⎨

⎩

1, uj(k) > 1
ui(k), −1 ≤ uj(k) ≤ +1
−1, uj(k) < −1

(7)

where i = 1, 2; j = 1, 2, 3.
Hidden layer has three neurons, the output values of hidden layer neu-

rons are:

x
′
j(k) =

⎧
⎪⎨

⎪⎩

1, u
′
j(k) > 1

u
′
j(k), −1 ≤ u

′
j(k) ≤ 1

−1, u
′
j(k) < −1

(8)
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where j = 1, 2, 3; wij represent the connection weights of the input layer to
hidden layer. The variables with superscript ′ belong to the hidden layer.

There is only one neuron in output layer, the output value of the output layer
neuron is:

x
′′
(k) =

⎧
⎨

⎩

1, u
′′
(k) > 1

u
′′
(k), −1 ≤ u

′′
(k) ≤ 1

−1, u
′′
(k) < −1

(9)

And the output of the improved neural network is equal to the value of the
output layer, therefore:

v(k) = x
′′
(k) (10)

where v(k) represents the actual value.

3.3 Back Propagation Algorithm of the Neural Network Model

Back propagation algorithm is the error back propagation learning algorithm,
which can change the weight value and has the function of learning and mem-
orizing. Back propagation algorithm is used to minimize the square deviation
between the actual output and the ideal output of the network at corresponding
time. The expression is shown as:

E =
1
l

l∑

k=1

(
v

′
(k) − v(k)

)2

(11)

where l represents the sample point and v
′
(k) represents the target value.

Gradient descent algorithm is used to adjust the weights. When the model is
trained and learned by n0 times, the weights of each layer’s iterative equation are

W (n0 + 1) = W (n0) − η
∂E

∂W
(12)

4 The Neural Network Application in Flight Control

Aircraft is a complex control system which requires precise control over atti-
tude, horizontal position and height. Although traditional flight control method
performed well under certain conditions, its performance under poor external
environment is terrible. Because of the benefits of neural network such as good
adaptability, self-learning and decision-making ability, neural network is very
suitable for complex control system.
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4.1 Neural Network Attitude Control Model

Attitude control refers to the control over yaw-pitch-roll attitude angles. It con-
sists of angular loop control and angular velocity loop control. The control block
diagram is shown in the Fig. 2.

For angle loop controller, the input training data is given by the attitude
angle of the target value and the actual value solved through IMU, and its
output is regarded as the target value.

For angular velocity loop controller, the input training data is obtained from
the target value of angel loop and the angular velocity values measured by gyro,
and its output is regarded as the whole output of system.

Fig. 2. Control block diagram

There are 6 neural network controllers in the whole control system, the learn-
ing process of which are independent from each other. Thus the stability of the
whole system is guaranteed.

For every neural network controller, the error function is defined as:

E =
1
N

∑
(target − measure)2 (13)

where N is the sample size.
The aim of neural network controller is to minimize E. The controller uses

structure introduced in Sect. 3, as shown in the Fig. 3.
Due to the uncertainty of the flight control system, the back propagation

algorithm of the neural network controller needs to be modified as follows:

Input Layer to Hidden Layer

wij(k) = wij(k − 1) − ηij · ∂E

∂wij
(14)
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Fig. 3. Neural network controller system

∂E

∂wij
=

∂E

∂v
· ∂v

∂x′′ · ∂x
′′

∂u′′ · ∂u
′′

∂n′′ · ∂n
′′

∂x
′
j

· ∂x
′
j

∂u
′
j

· ∂u
′
j

∂n
′
j

· ∂n
′
j

∂wij
(15)

∂u
′
j

∂n
′
j

can not be directly determined, so use the differential function:

∂u
′
j

∂n
′
j

=
u

′
j(k) − u

′
j(k − 1)

n
′
j(k) − n

′
j(k − 1)

(16)

when n
′
j(k) is equal to n

′
j(k − 1), we define ∂u

′
j

∂n
′
j

= 0.

Hidder Layer to Output Layer

wi(k) = wi(k − 1) − ηi
∂E

∂wi
(17)

E =
1
l

l∑

k=1

(r(k) − y(k))2 (18)

∂E

∂wi
=

∂E

∂e
· ∂e

∂y
· ∂y

∂v
· ∂v

∂x′′ · ∂x
′′

∂u′′ · ∂u

∂wi
(19)

Because of the instability of the control system, the value of ∂y
∂v can not be

directly determined, the differential function ∂y
∂v is replaced with:

∂y

∂v
=

y(k) − y(k − 1)
v(k) − v(k − 1)

(20)

When v(k) is close to v(k − 1), in order to eliminate outliers, the neural
network learning rules are defined as follows:

∂y

∂v
= sgn

(
y(k) − y(k − 1)
v(k) − v(k − 1)

)

(21)

This method, which eliminates outliers but restrains the rate of error reduc-
tion at the same time, is not suitable for flight control system. Therefore we
define the differential function as follows:

When v(k) equals to v(k − 1), we define ∂y
∂v = 0.
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4.2 The Initialization of Weights

In order to determine the weights of neural network model of the initial para-
meter manually, PID parameter tuning is used in the neural network controller,
which makes neural network controller hard to achieve good control effect by
using initial weights. Under normal circumstance:

W11 = W12 = W13 = 1,
W21 = W22 = W23 = −1; (22)

where W1,W2,W3 need to be tuned manually.

Fig. 4. Learning flow chart

4.3 Automatically Start or Stop of Learning in Neural Network
Controller

As shown in the Fig. 4, the system is stable after the neural network model is
initialized, but it needs to achieve a new stable state because the aircraft model
changes along with environment. Therefore the neural network controller ought
to determine when to start learning process automatically. The learning process
is stopped after the system becomes stable until the model changes next time.
The controller error is calculated as:

E =
1
N

∑
(target − measure)2 (23)

The start condition is:

E > Emax (24)

and the stop condition is:

E < Emin (25)

The value of Emin and Emax are the min and max control thresholds, which
are based on massive statistical data of flight.
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4.4 Learning Rate Adjustment in Neural Network Controller

The neural network controller’s control error must converge in order to ensure
the long-term stability of system. So certain conditions of learning rate must be
satisfied:

0 < η <
1
ε2

(26)

where ε can be assigned according to the Lyapunov stability principle:

ε =
1

2
√

E
· ∂E

∂y
· ∂y

∂v
· ∂v

∂w
=

1
2
√

E
· ∂E

∂w
(27)

where w is the adjusted weight.
When the learning process starts, the learning rate is set as a large value

η0. With the increasing of times, the learning rate η declines, and η satisfies
the function (17). In order to decline the learning rate under 1

ε2 in time, index
decline algorithm is used:

η =
η

k
(28)

5 Experiment Results and Discussion

In this section, two group of comparative experiments are conducted to verify the
control effect of the neural network controller. In order to verify the adaptability
of the neural network control system under inaccurate and abrupt situation,
the observation of aircraft flight control system’s control error is adopted. Then
the experiment results are analyzed and discussed according to the comparison
diagrams.

The sample size for each learning process is 200 times, the control time is
60 s and the control error set is 0.1.

5.1 Validation of Adaptability for the Aircraft Model Using Neural
Network Controller

In order to observe the changes of control error during flight, the experiments
use the contrast test of traditional flight control system model and the neural
network control system model. The group of experiments using traditional con-
trol system model is adopted as the control group. In the fist part of the experi-
ments, three kinds experiments are designed. The first experiment is: Unmanned
air drone does not carry any weight for flight test. The second is: The body is
equipped with weights of 200 g before the unmanned air drone take off. The
third is: Carrying the weights of 200 g to a unmanned air drone that has reached
a steady state. In the second part of the experiment uses the neural network
system model to repeat the above experiments. After the experiments are done,
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(a) Aircraft equipped nothing (b) Equipped weights of 200g before take
off

(c) Equipped weights of 200g after take off

Fig. 5. Control error of contrast experiment to verify the adaptability of aircraft

the control error of one flight control system model is compared with the other.
Then the comparison diagrams are plotted.

It can be seen from Fig. 5(a) that when there are no weights on the aircraft,
no matter what flight control system are used, the control error are still under
the control error set.

According to Fig. 5(b) the control effect of aircraft with different flight control
system model makes a considerable difference. The model of aircraft changes
when it takes off, so the aircraft using neural network flight control system starts
self-learning. Intuitively, the control error decreases continually until under the
control error set, then system will stay in a state of equilibrium. But the aircraft
using traditional flight control system will be in a terrible situation that the
curve are twists and turns and the values of control error are all over the control
error set. Thus it can be seen that the neural network flight control system has
an effective adjustment for the change of models.

From Fig. 5(c) it can be seen that the two models’ control error are both
under the control error set at first. The model changes when weights of 200 g are
suddenly put onto the aircraft at 20 s. According to the curve we can know that
the control error of aircraft using traditional flight control system rise, but the
other curve’s value goes down under the value of set.

From the experiments above it can be seen that the changes can’t be detected
by traditional control system model and it is not suitable for real-time reaction
dealing with sudden model change, but the neural network flight control system
has the adaptability for the change of models.



826 J. Liang et al.

5.2 The Influence of Different Initial Learning Rates

The effect of initial learning rate on the convergence of control error E is obvious.
There are three sets of initial learning rate in this part of experiments and the
control error is recorded.

As shown in the Fig. 6(a), when the initial learning rate is 0.01, the control
error of the aircraft can converge in a short time under control error set. When
the initial learning rate is 0.001, the control error convergence time is significantly
longer.

(a) The initial learning rates are 0.01 and
0.001

(b) The initial learning rates is 0.1

Fig. 6. Control error of different initial learning rates

From Fig. 6(b) it can be seen that when the initial learning rate is 0.1, the
control error can converge in a very short time, but the control error significantly
increases and divergence happens at 13 s. The reason is that the abnormal muta-
tion of control error leads to divergence when the learning rate is large. Although
a large initial learning rate can reduce the convergence time, it may also lead to
local divergence in the face of the abnormal mutation value of the control error.

6 Conclusions

In this paper, we proposed a neural network model, which can detect the interfer-
ence caused by aircraft model to start or stop the learning process automatically.
Our model can also adjust learning step value according to the interference dur-
ing learning process. Compared with other traditional models, the control error
of aircraft can be converged in our neural network model. The experimental
results show that the neural network model based controller has high adapt-
ability. Besides, the new aircraft flight control system can adapt itself to uncer-
tainty interference from external environment, which provides good scalability
for future aircraft model.
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Abstract. As a promising future network architecture, Named Data Networking
(NDN) can provide content consumer mobility support naturally, but the content
producer mobility support is remaining a challenging problem. Most previous
researches just consider this problem in terrestrial scenarios, which has stable
infrastructures to achieve node mobility management. In this paper, we consider
it in a Future Space-Terrestrial Integrated Networks (FSTINs) scenario without
handover management infrastructure. Specifically, we propose a tracing-based
producer mobility management scheme and an addressing-assisted forwarding
method via NDN architecture. In order to calculate the route of space segment,
we formally describe Multi-Layered Satellite Networks (MLSNs) via a Time
Varying Graph (TVG) model and define the foremost path calculating problem,
as well as an algorithm that can work in both dense (connected) and sparse
(delay/disruption tolerant) scenarios. Performance evaluation results demonstrate
that the proposed scheme can support fast handover and efficient forwarding in
the FSTIN scenario.

Keywords: Mobility management � Space-Terrestrial Integrated Network �
NDN forwarding

1 Introduction

In the upcoming “Space 2.0” era [1], there are much more space nodes equipped with
powerful communication links and they can serve as either data producers/consumers
or relay nodes. It makes efficient Space-Terrestrial integrated communication possible.
One possible scenario is shown in Fig. 1 and it can be referred as Future Space-
Terrestrial Integrated Networks (FSTINs) [2–4].
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In such a scenario, mobility is the norm rather than the exception. The current
TCP/IP architecture is not competent and we need location-independent communica-
tion model [5]. A common criticism is the so-called location-identity conflation
problem. Despite the enormous body of work on dealing with device mobility so as to
achieve location-independent communication, most known approaches fundamentally
take one of just three different approaches [5–9]: (1) indirection routing; (2) name
resolution; (3) name-based routing. Among them, name-based routing tries to solve this
problem from a new perspective by changing the mobility problem from “delivering
packets to a Mobile Node (MN)” to “retrieving data produced by MNs”.

Named Data Networking (NDN) [10] is a promising Future Internet architecture
that changes the network communication model from point-to-point packet delivery to
named data retrieval without concerning the exact locations where data reside in. As a
newly proposed network architecture, NDN has drawn much attention from networking
researchers and has been applied in several fields, such as vehicular networking [11],
video streaming [12] etc.

The NDN architecture naturally supports consumer mobility through its stateful
forwarding plane and the receiver-driven paradigm. But the content producer mobility
problem remains an active research topic [5–8]. Producer mobility leads to frequent
routing update and low routing aggregation due to the locator/identifier binding
properties. The quantitative comparison results [5] suggest that name-based routing
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Fig. 1. A Space-Terrestrial Integrated Network (STIN) scenario
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may be augmented with addressing-assisted approaches to handle content producer
mobility for highly dynamic scenarios, such as FSTINs.

In tracing-based mobility solutions [6, 8], whenever a Mobile Producer
(MP) changes its Attachment Point (AP), it needs to inform its Rendezvous (RV) to
create a “breadcrumb trail” that can be followed by Interest to reach it. This process can
be referred as Attachment Update (AU) and it does not need to perform any location
registration or update operation [13]. Existing solutions just consider these situations
that AUs occur between non-moving APs that reside in terrestrial network, e.g. MP-1
moves from AP-2 to AP-1, as illustrate in Fig. 2 (green dashed line).

In such an AU, the forwarding path (P-1) on which the AU packet will be routed
could be considered as a known condition, just as most existing solutions. But such an
assumption will not hold, if the current AP is also a space node. As in the AU that after
MP-4’ AP was changed from AP-3 to MEO-1, P-2 would across the Multi-Layered
Satellite Networks (MLSNs) where the MEO-1 resides in. In MLSNs, all links are
switch frequently, how such special Interest packets should be routed is remaining a
challenging problem, that is, time-varying route calculation (See Sect. 4.1 for details).

In this paper, we focus on Space-Terrestrial Integrated Mobility Supporting in
NDN. The main contributions are summarized as follows:

(a) We propose a tracing-based producer mobility management scheme with Dis-
tributed Rendezvous System (DRS), so as to achieve Space-Terrestrial Integrated
Mobility Supporting in NDN.
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Fig. 2. Illustration of producer mobility in FSTIN (Color figure online)

Supporting Producer Mobility via Named Data Networking 831



(b) We propose a Space-Terrestrial Integrated forwarding method via NDN, to help
achieve globally “anywhere-anytime” communication.

(c) We formally describe MLSNs via a Time Varying Graph (TVG) model and define
the foremost path calculation problem, as well as a corresponding algorithm that
can adaptively work in both dense (connected) and sparse (delay/disruption tol-
erant) scenarios.

2 The Basic Design of the Mobility Management Scheme

This section presents a tracing-based producer mobility management scheme via NDN
for highly dynamic scenarios. In particular, we focus on Space-Terrestrial Integrated
scenarios, e.g., as shown in Fig. 1. We partly borrow the ideas of [8, 9]. RVs are used
to guarantee the global reachability of MPs and all RVs form a Distributed Rendezvous
System(DRS). Each object has a unique prefix and with a hierarchical name following
it. The data’s order of magnitude may be too high to processing them separately in
Forwarding Information Base (FIB). We just store a soft-state in tFIB [9]. For
long-term relocation of data producers, they need to re-publish data by using the prefix
of its current RV, so as to avoid long-term path stretching.

We define a special traceable Interest packet–AU packet (AUP), the specific
structure is shown in Fig. 3.

“RV-name” is used to lead AUP Advancing toward its corresponding RV.
“AUP-flag” is used to indicate whether the packet is an AUP or not. The specific
processes are described in Sect. 3. “Trace-name” indicates which Interest will be
traced, and it should be exactly same with the Data name. It is worth noting that here
“Data name” is not restrict to a piece of content, it could be an aggregation one.
“Source-routing” field is used to carry the route which the AUP will follow if exists.
“Acceleration-ctr” field is optional. A typical MP mobility management process is
shown in Fig. 4.

Name

Source-routing
Other Selectors
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Nonce
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Guiders

Interest Packet

RV-name

AUP-flag

Trace-name

Source-routing

Other selectors

Nonce

Acceleration-ctr
Guiders

AUP

Fig. 3. The AUP and modified interest packet structure
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The steps are as follows:

Step 1. MP-4 sends one or more AUPs to its RV after its AP has been changed from
AP-1 to LEO-1 (satellite).
Step 2. The following Interest packet will still be forwarded towards AP-1. Until
this moment, Content Consumer(CC-1) has not aware of this mobility event.
Step 3. The Interest packets will trace the AUP at one Content Router (CR), e.g.,
CR-1.
Step 4. The following Interests will be forwarded towards MP-4 along the traced
path, as well as the unsatisfied Interests which have been sent out before traced.
Step 5. MP-4 sends Data packet (s) back to CC-1 along the reverse path of
Interests.

It is worth noting that RVs do not need to participate in producer/consumer
communications, and they just act as the rendezvous of AUPs and the unsatisfied
Interests.

Then, we need addressing the problem that how AUP could be forwarded in the
space segment, especially in MLSNs.

3 Space-Terrestrial Integrated Forwarding

This section presents the addressing-assisted forwarding method in NDN. In MLSNs,
all links are time-related and there has no stable infrastructure. The CRs will need to
update their FIBs frequently, if we directly use pure name-based forwarding. We
allocate each satellite a globally reachable name prefix and then calculate the source
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Fig. 4. Illustration of MP’ mobility management process
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route of the space segment. After that, the source route will be attached in selector field,
so as to assist forwarding process. The modified forwarding process is shown in Fig. 5.

Process 1–4 just keep the same with the process that in original NDN architecture.
Process 5 is used to judging whether the packet is an Interest or an AUP. If hit, then
suppress, else process 6 extract the “Trace name” that has been attached in the selector
fields which will be used in the next process. Process 7 generates the correspondence
between “Trace-name” and “Interface”, the former is the globally reachable prefix
(addressing-assisted) and the latter is the interface through which the Data packet(s)
can be sent back. After that, the added or modified tFIB entry could be used to guide
the following forwarding process and the corresponding Interests will toward to the
current AP and finally reach the MP.

It is worth noting that after process 7 has been done, the AUP will be suppressed
due to the fact that the AUP has been forwarded and toward to its RV through standard
process, e.g., process 1 to 4. Our method will not increase the communication burden
of CR in terrestrial networks and the additional computation cost is very slight. In most
cases, these Interest packets are regular ones and the additional cost is one logical
judgment, as in process 5.

In MLSNs, the return value of process 3 is “miss” for most packets due to the above
analyses. We propose the addressing-assisted forwarding processes. In process 8, if the
node is not a satellite, then returns a “NACK” message, else goes to process 11 to
extract attached source route, if process 11 return “hit”, then go to process 13, else go to
process 12 and calculate the source route. If process 13 returns “miss”, that is, the
packet is an Interest, then goes to process 4, else goes to process 14 and forwards the
AUP without adding an entry in Pending Interest Table (PIT) so as to reduce entries.
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4 The Routing of MLSNs

In MLSNs, links switches frequently which results in time-varying network topology
whose characteristics are in accordance with Temporal Networks [14]. In this section,
we characterize the time-varying characteristics of MLSNs via a TVG model [15] and
then solve the dynamic routing problem from the perspective of edge changes.

4.1 Problem Statement and Definitions

Assume that the time is divided into discrete and equal time slots, such as
T ¼ t1; . . .; tnf g. Let V ¼ v1; . . .; vnf g be the set of all individual nodes in the network
(which represents the set of satellites or other cyclical nodes if needed), then
G ¼ V ;Ef g is the traditional static graph, but it cannot represent the information of
time dimension. We further define G¼ ðG;V ; T ; q; fÞ, a TVG of G, in which, T �T is
the cycle of G and MLSNs; q : E � T ! f0; 1g is called presence function, and
indicates whether a given edge is available at a given time t; f : E � T ! T is called
latency function, and indicates the time for one MTU takes to cross a given edge if
starting at a given t (the latency of an edge could vary with time); L 2 N

þ represents
the time-labeling of one edge, then Liþ 1 � Li � 2f according to the “active-time”
constraint of edges. GL ¼ ðV ;EðLÞÞ represents the Lth static instance. In where, EðLÞ
represents the edges with label L (which could be empty) in G. jnj represents the
number of vertices, jmj represents the number of edges and jLj represents the number
of labels. Then, the number of time edges in G is jmLj ¼ jmj � jLj. If q½ta; tbÞðeÞ ¼ 1
then for 8t 2 ½ta; tbÞ and 8e 2 E, qðeÞ � 1. We use G0 ¼ G½ta;tbÞ to represent the sub-
graph of G in T 0 ¼ T \ ½ta; tbÞ.

Definition 1. P is a time-related route in G, iff there is an edge sequence

fe1; e2; . . .; ekg in G, for 8i\k; qðei; tiÞ ¼ 1 ^ tiþ 1 � ti þ fðei; tiÞ ^ q½ti;ti þ fðei;tiÞÞ

n

ðeiÞ ¼ 1g.
Where, t1 is the depart time and tk is the arrival time of P, denoted as dðPÞ and aðPÞ

respectively. Notice that, the actual arrival time is tk þ fk due to the presence of
transmission delay.

Property. P can be used for data transmission.

Proof. For 8i\k, ei can allow one MTU across it due to the defined latency function.

And the restrict condition qðei; tiÞ ¼ 1 ^ q½ti;ti þ fðei;tiÞÞðeiÞ ¼ 1
n o

can guarantee the

availability of 8ei 2 P, as well as its capacity, and the restrict condition fqðei; tiÞ ¼
1 ^ tiþ 1 � ti ¼ 1g can guarantee that all edges are arranged strictly in non-descending
time, that is, we cannot use such a time edge to transmit data which only present in past
time. ■

Supporting Producer Mobility via Named Data Networking 835



Define P as the set of P in G and Pðu;vÞ�P as the set of P which departs from u and
arrives at v. We define it as direct path if P resides in one GL, otherwise indirect path.

The propagation delay of P is defined as:

fðPÞ ¼
X

1� i� k

fðeiÞ ð1Þ

It is worth noting that the availability of Pðu; vÞ does not mean that there must be a
Pðv; uÞ, due to the fact that the paths and edges are both time-related. As illustrated in
Fig. 6, there exists a path Pðu; vÞ ¼ fðua; 1Þ; ðav; 4Þg, but Pðv; uÞ ¼ /. “[1,2)” and
“[4,6)” denote the active time of corresponding edges.

Definition 2. Pðu; vÞ is a foremost path at time t, iff (2), (3), (4) holds.

dðPÞ� t ð2Þ

aðPÞ ¼ min aðP0ÞjP0 2 Pf g ð3Þ

fðPÞ ¼ min fðP0ÞjP0 2 Pf g ð4Þ

If there is no direct path in any GL, e.g., in sparse scenarios, then the indirect path
is the foremost one whose aðPÞ is the earliest, due to the fact that (4) is a weak
constraint. But for dense scenarios, there may has one or more direct paths, then (4) is a
strong constraint which makes the problem more challenging.

4.2 The Dynamic Algorithm Based on TVG

We now describe the algorithm which can efficiently calculate the foremost path that
starts from source node s 2 V to destination node v 2 Vnfsg and can adapt both sparse
and dense scenarios automatically. Assume each node corresponds to one satellite and
the edges represent interactions between them over time. Every satellite can know the
time-varying corresponding satellites of all RVs via the CP method [16].

[1,2)
u a v

[4,6)

Fig. 6. Illustration of time-related paths
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Theorem. The algorithm can correctly output the foremost path– Pðu; vÞ, on given the
required inputs.

Proof. To ensure the correctness of this algorithm, there must has d½v	 ¼ fðs; vÞ for
each node v 2 Q, at the start of each iteration of the while loop between line 12 and 28.
That is, we must proof that (5) always holds when 8u 2 V is added to queue Q.

d½u	 ¼ fðs; uÞ ð5Þ

At time tstart, d½s	 ¼ fðs; sÞ ¼ 0 must hold due to the fact that Q ¼ fsg. Then, in
each iteration, let u be the first node that (5) will not holds when it is added to queue
Q at time t. We must have u 6¼ s and Q 6¼ /. There must be one or more paths from s to
u and contains pðs; uÞ, for otherwise d½u	 ¼ fðs; uÞ ¼ 1 by the non-path property,
which would violate our assumption.

Supporting Producer Mobility via Named Data Networking 837



We suppose further that there has another path p0 from s to u, which satisfies
aðP0Þ\aðPÞ, that is, d0½u	\d½u	. Then, at time t0\t, there must have another time-edge
ðw; u; t0Þ which satisfies w 2 Q; u 62 Q. So, the algorithm will add u to queue Q at t0\t,
which would violate our initial assumption.

We conclude that there must have d½u	 ¼ fðs; uÞ when node v is added to queue Q,
and that this equality is maintained at all times thereafter.

At termination, there has Q ¼ /, which indicates that all nodes are in-queue and
out-queue once. Consequently, there must have d½u	 ¼ fðs; uÞ for all nodes u 2 Q
which can ensure the correctness of the algorithm. ■

Consider the worst case, all nodes will be added to queue Q, until the L0
max

th

iteration. So the while loop between line 12 and 28 will be executed OðL0

maxÞ times. The
algorithm will traverse OðnÞ nodes in each iteration. The complexity of relax and queue
management is Oðn log nÞ based on a modified Fibonacci heap structure. The com-
plexity of one iteration is Oðn2 log nð1þ 2þ . . .þL0

maxÞÞ ¼ Oðn2ðlog nÞðL0
maxÞ

2Þ. The
additional accumulation factor is OðmLÞ due to the fact that each time-edge is just be
accessed once. In summary, the overall time complexity is Oðnðlog nÞðL0

maxÞ
3 þmLÞ.

Consider the actual route calculating, if GL is connected at time t, that is, there has
direct path, the time complexity isOðnðlog nÞþmÞ. On the contrary, GL is not connected
(DTN), thenwe can controlL0

max to an small natural number through the TTL value in line
2. By doing this, the algorithm could converge after several iterations. The route cal-
culation is performed for each packet which has a time constraint, algorithm could
process a subgraph G0 ¼ G½ta;tbÞ and then the time complexity is Oðnðlog nÞþmLÞ.

5 Performance Evaluation

5.1 Scenario Description

We construct the terrestrial segment as illustrated in Fig. 1 and set one RV. We set the
MLSN according to the “Iridium NEXT” project which starts in 2016 [17]. The link
rate is set to 10 Mbps. The specific constellation parameters are shown in Table 1.

5.2 Average Handover Latency

We define the handover latency as the time duration which begins from the time when
link handover begins to the time when the mobile producer can receive the first Interest
packet from a new AP.

Table 1. Constellation parameters

Satellite type Satellite
number

Orbit
period

Orbit
altitude

Orbit
inclination

RAAN True anomaly

MEO [18] 2 � 5 360 min 10390 km 45°/135° Interval 72° –

LEO [17] 6 � 11 100 min 780 km 86.4° Interval 45° Interval 60°
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We adopt 10 aircrafts serve as MPs and 100 CCs distributed in the scenario. Then,
we evaluate the average handover latency by varying the network load rate from 0.1 to
1.0. The results are shown in Fig. 7(a). It can be observed clearly that the average
handover latency of space to terrestrial is the lowest. We also notice that, the accel-
eration strategy leads to a slight increase of latency (about 1.4%–4.1%) in these han-
dovers that from space to terrestrial. The reason may be that there exists a strategy
computation time. And the average handover latency increases from 14% to 26% when
the network load rate changes from 0.1 to 1. The acceleration strategy can reduce the
average handover latency about 10%–16% while the network load rate is varying from
0.1 to 1.0 in these handovers from terrestrial to space.

5.3 Forwarding Performance

We store 1000 different contents in each MP, the average size of these contents is
1 Mbyte. Allocate 10 CCs to fetch back these contents from the corresponding
MP. Then, we evaluate the forwarding performance. The results are shown in Fig. 7(b).
It can be observed clearly that the total transmission time of different MP have slightly
difference. But the acceleration strategy can obtain speedup ratios from 9% to 13.4%
and the average speedup ratio of 10 MPs is 11.5%.

We vary the network load rate from 0.1 to 0.8, and evaluate the average trans-
mission time under two different strategies: accelerate and not-accelerate. The results
are shown in Fig. 8(a). We can observe that while R � 0.5, the average transmission
time increases slowly. Then, we vary the network load rate from 0.1 to 0.8 and evaluate
the PIT aggregation performance from the aggregation percentage point of view.

We use K to denote the aggregation number of PIT, and the results are shown in
Fig. 8(b). We can observe that the network load rate slightly affects K. Most packages
are benefited from PIT aggregation; The Non-aggregation rate is 15% to 28%. And
there are only 6% to 8% entries where K = 4. The reason is that we only allocate three
interfaces to these CRs in terrestrial networks.

(a)                                                                        (b)
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6 Conclusion

In this paper, we propose a space-terrestrial integrated mobility support method based
on NDN architecture for the purpose of assisting space-terrestrial integrated coopera-
tive communication in FSTIN scenarios. We first describe the FSTIN scenario and
analyze the producer mobility problem in it, and then design a tracing-based producer
mobility management scheme to reduce the FIB update operations in CRs, as well as an
addressing-assisted forwarding method which can leverage NDN’s stateful forwarding
plane. Moreover, we formally describe MLSNs via a TVG model and define the
foremost path calculating problem, as well as an efficient algorithm. Finally, we per-
form extensive evaluations to verify the handover latency and forwarding efficiency of
the scheme.
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Abstract. As an alternative to OFDM systems with Cyclic Prefix (CP), filter
bank multicarrier (FBMC) transmission technique leads to an enhanced physical
layer conventional communication network and it is an enabling technology for
the new concepts and, particularly, cognitive radio. Due to the feature of good
time-frequency localization, there is no need for FBMC systems adding any
guard interval, definitely leading to higher spectral efficiency compared with
CP-OFDM. FBMC has the potential to fulfill the requirements of the new
concepts, but a major research effort is necessary for full exploitation and
optimization in all aspects of the radio context. In this paper, a testbench based
on National Instrument universal software radio peripheral has been developed
for FBMC systems. Meanwhile, systematic performances, including synchro-
nization, channel estimation and bit error rate are evaluated.

Keywords: Filter bank multicarrier (FBMC) � NI-USRP � Testbench

1 Introduction

Nowadays, both industry and academia are working towards the 5G mobile commu-
nication systems. As future wireless communication scenarios always involve a very
harsh communication environment, it has been questioned if OFDM is still the best
choice for all cases. The recent research trend has been looking into other alternative
modulation schemes. As an alternative modulation scheme to conventional OFDM
with cyclic prefix (CP), filter bank multicarrier (FBMC) systems employ offset
quadrature amplitude modulation (OQAM), is one of competitive candidates for 5G
applications [1]. Due to the absence of CP, FBMC achieves very high spectrum effi-
ciency [2]. The properly designed pulse shaping filter enables FBMC a more localized
time-frequency response, which leads to a lower out-of-band leakage and enhances the
robustness to synchronization errors.

In recent years, many researchers have done lots of work on key technologies of
FBMC, such as MIMO, channel estimation and equalization and so on. However, these
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studies mostly limited to theoretical research. Thanks for the NI collaboration,
researchers can setup a simple prototype easily for their technologies. Through pro-
totyping, it is easy to verify that their research whether meet the actual industrial
applications or not.

Open source is applied in a series of radio programs, and the study seeks to become
amateur radio hardware products. In [3], authors have presented a full duplex prototype of
OFDM Physical layer receiver based on NI USRP 2922 board and GNU Radio software.
On the other hand, with the escalation of technology and the cooperation NI collaboration
with the industry’s leading top companies, USRP has developed into a major prototype
implemented platform in the latest wireless protocol study, such as the NI collaboration
with Nokia Communications develop 5Gmillimeter wave demonstration system, NI and
Sweden Lund University to develop 5G Massive MIMO test bench [4].

In this paper, NI USRP devices (USRP RIO 2953R) are considered as hardware
nodes through LabVIEW software programming to demonstrate wireless communi-
cation links. Meanwhile, FBMC systems hardware testbench is set up. In order to better
reflect the evolution of mobile communications, the FBMC testbench is based on 3GPP
LTE structure. Furthermore, we selected several indicators to make comparison with
OFDM. The Bits Error Ratio (BER) performance and Power Spectral Density (PSD) of
FBMC is analyzed in the experiment and compared with BER and PSD for OFDM. By
comparison, one can see that FBMC on the spectral efficiency is hesitant than OFDM.

The paper is organized as follows: Sect. 2 presents the system model of FBMC and
the implementation structure based on IFFT/FFT transforms. In Sect. 3, we present a
FBMC frame structure, synchronization, channel estimation method followed by
zero-forcing (ZF) equalization technique. NI USRP SDR platform is also introduced
exhaustively, and experimental results are presented and discussed in Sect. 4. In the
end, this paper is summarized in Sect. 5.

2 FBMC System Model

Consider an equivalent FBMC baseband model with M subcarriers, where the sub-
carrier spacing is 1/T with T being the complex symbol interval. The equivalent
continuous-time FBMC signal is expressed as [5]:

s tð Þ ¼
Xþ1

n¼�1

XN�1

m¼0

aRm;ngm;2n tð Þþ aIm;ngm;2nþ 1 tð Þ
h i

; ð1Þ

where aRm;n and aIm;n denote the real and imaginary parts of the transmission data am;n.
gm;nðtÞ is the base function coordinates at time-frequency grid m; nð Þ.

gm;nðtÞ ¼ ej
p
2ðmþ nÞej2pmt0tg t � ns0ð Þ; ð2Þ

where t0 represents the interval between subcarriers, s0 is the time offset of the real and
imaginary parts between adjacent symbols. T is the symbol period of OFDM system
without CP and F represents subcarrier spacing, and T ¼ 2s0 ¼ 1=F ¼ 1=t0.
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Equation (2) is substituted into Eq. (1) can be obtained:

s tð Þ ¼
Xþ1

n¼�1

XN�1

m¼0

ej
p
2 mþ 2nð Þej2pmt0t þ aRm;ng t � 2ns0ð Þþ jaIm;ng t � 2ns0 � s0ð Þ

h i
: ð3Þ

Assuming a distortion-free channel, perfect reconstruction of real symbols is obtained
owing to the following real orthogonality condition:

< gm;n
�� gp;q� �� � ¼ <

Z
gm;n tð Þg�p;q tð Þdt

� �
¼ dm;pdn;q; ð4Þ

where, dm;p ¼ 1 if m ¼ p, and dm;p ¼ 0 if m 6¼ p. For concision purpose we set
gh ip;qm;n¼ �j gm;n

�� gp;q� �
, with gm;n

�� gp;q� �
, a pure imaginary term for m; nð Þ 6¼ p; qð Þ.

The orthogonality between different sub-lattices is automatically guarantied and is
independent of the prototype function as long as this function is even. In this paper, we
use an implementation method by direct discretization of the continuous time model
without considering the perfect reconstruction (PR) condition [6]. The FBMC modu-
lator is easily implemented by an IFFT block in the transmitter side, whereas the
FBMC demodulator can be implemented by an FFT block (Fig. 1).

3 Key Technical Methods

3.1 Frame Structure Design

As shown in Fig. 2, in this experiment, a FBMC frame is constituted by one training
sequence, one preamble and five FBMC symbols. The training sequence is used to
estimate time and frequency synchronization, and the preamble sequence is used to
estimate channel state information. The length of each training sequence or symbol is
1024. That is, there are 1024 subcarriers in a symbol. When using 800 subcarriers to

S/P
Re( )

Im( )

IFFT
G(n )

FilterBank

IFFT G(n-N/2 )

P/S
P/S

Re( )

Im( )

EqualG(-n )

EqualG(N/2-n)

S/P

Channel

j

,

,

FFT

FFT

FilterBank

FilterBank

FilterBank

( )2m nj +

( )2 1m nj + +

( )2m nj −

( )2m nj− + ,ˆm na

,m na

Fig. 1. The implementation diagram based on IFFT/FFT operation
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carry information of them and the modulation is 4QAM, thus, each FBMC symbol can
transmit 1600 bits. The subcarrier spacing is 15 kHz while the sampling rate is
15.36 M/s. Therefore, the number of samples in a complete FBMC frame is 7168.

Because the FBMC system is also a multicarrier technology, when there is the
system symbol timing offset (STO) and carrier frequency deviation between subcar-
riers, thus orthogonality will be destroyed, and system performance affect seriously.
Therefore, time and frequency synchronization have to be considered in the FBMC
Testbench. Block diagram of frame synchronization is shown in Fig. 3.

3.2 Frame Synchronization

Common synchronization error detection algorithm comprises secondary synchro-
nization (such as training sequence) and blind synchronization method. Several
preamble autocorrelation-based methods for frame synchronization were tested [7–9].
In [10], authors present a timing synchronization and frequency synchronization
algorithm based on CAZAC sequence. In this paper, two identical zero correlation zone
(ZCZ) synchronization sequences are used in order to operate easily. In the receiver,
STO is estimated by maxing the similarity within two blocks of the sliding window, as
shown in Fig. 4.

Firstly, in the transmitter, the training sequences can be created as:

cuðnÞ ¼ e�jpunðnþ 1Þ
63 ; n ¼ 0; 1; � � � ;N � 1 ð5Þ

Training
sequence

FBMC
Symbol

FBMC
symbol

FBMC
symbol

FBMC
symbol

FBMC
symbol 10

24

A frame
sµ66.7 sµ66.7 sµ66.7 sµ66.7 sµ66.7 sµ66.7 sµ66.7

Fig. 2. SISO-FBMC frame structure

To be 
demodulated dataFrame timing 

Synchronization

Step 1 Step 2
Frequency

Offset
Estimation

Frequency
Offset

Compensation

Local
Training
Sequence

Time-domain
received signal

Fig. 3. Block diagram of frame synchronization in receiver
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where u is the root index, according to the district ID value, generally is taken
25/29/34. The local training sequence is composed of two identical synchronization
sequences whose length is 512.

In the receiver, firstly we need to cache sufficient length data collecting from the
receiving antenna, and cut out a frame data. Let intercepted data do correlation oper-
ation with local training sequence, and then take the square of the result, as the
following formula:

Cor sð Þ ¼
XN�1

n¼0

Seqrecv sþ nð Þ � Seq�local nð Þ	 
�����
�����
2

; ð6Þ

where Seqrecv sð Þ represents a received signal intercepted, Seqlocal sð Þ is the local training
sequence, N is the length of the sliding window, i.e. the length of local training
sequence, N ¼ 1024. Next, repeat the above operation until the end of the frame.
Comparing with all the values of Cor sð Þ, and finding out the maximum value, the index
corresponding to the maximum s is the synchronous starting position.

And then using the same training symbols, carrier frequency offset (CFO) can be
also estimated. Suppose the value of CFO is e, if the STO is estimated perfectly, it will
incur phase difference pe between two adjacent sampling points. Assuming a rotational
phase angle is uniform distribution, the CFO is obtained by the following method:

/̂ ¼ 1
N=2

XN=2�1

n¼0

Seq�recv nþN=2ð Þ � Seqrecv nð Þ	 


ê ¼ N
2p N=2ð Þ arg /̂

n o
;

ð7Þ

wherein, /
_

is the estimated phase shift, e_ is estimated frequency offset. arg Xf g is the
complex argument, Xð Þ� is plural conjugate operation of X, and N ¼ 1024.

A A
t

Sliding

Sliding
windows

Data
symbols

A* A*

Training
sequence

Fig. 4. STO estimation based on repetitive training sequence method
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3.3 Channel Estimation

Channel estimation is mainly to estimate the channel that signal through. It is essential
to estimate channel accurately for a completed communication link. In this paper, we
use a modified channel estimation method called Inference Cancellation Method
(ICM) [11]. The pilot may be generated as follows:

z n½ � ¼ �1; 1 n mod 2 6¼ 0ð Þ
0 n mod 2 ¼ 0ð Þ

�
n ¼ 1; 2. . .;N: ð8Þ

By using the above pilot, on the one hand, we can reduce the interference expe-
rienced by the pilot as possible. In addition, for a practical FBMC system, one
parameter called peak-to-average power ratio (PAPR) is a key factor for multicarrier
systems. Generally speaking, a larger PAPR value leads to a larger input backoff value
of high power amplifier (HPA), leading to lower power amplifier efficiency. Otherwise,
multicarrier systems will suffer from nonlinear distortion by HPA. Fortunately, the
training sequence generated by ICM is with low PAPR value.

In the receiver, suppose the signal on the pilot is s n½ �. Let Ĥ k½ � denotes the esti-
mated channel gain at the kth subcarrier obtained by Least Square (LS) method:

H k½ � ¼ s 2k½ �=z 2k½ �; k ¼ 1; 2; . . .; 512: ð9Þ

Then, take the IDFT of Ĥ k½ �� �N

k¼1,

IDFT Ĥ k½ �� � ¼ h n½ � þx n½ � ¼ ĥ n½ �; n ¼ 1; 2; . . .;N: ð10Þ

where x n½ � denotes the noise component in the time domain. Ignoring the coefficients
ĥ n½ �� �

that contain the noise only, define the coefficients for the maximum channel
delay L as

ĥDFT ½n� ¼ h½n� þx½n�; n ¼ 1; 2; . . .;L;
0; otherwise:

�
ð11Þ

And transform the remaining L elements back to the frequency domain as follows

ĤDFT k½ � ¼ DFT ĥDFT n½ �� �
: ð12Þ

3.4 Equalization Technology

Although there are many FBMC equalization techniques, in order to better and easier
reflect FBMC performance, Zero Forcing (ZF) equalization is used in this experiment.
The demodulated data after ZF equalization as follows:
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~xZF ¼ HHH
� ��1

HHy; ð13Þ

where H is the channel response in frequency domain obtained by channel estimation, y
represents the receiver data in frequency domain. ~xZF represents the data after ZF
equalization.

4 SDR Platform and Experiment

The testbench setup and the transmission chain can be separated into software and
hardware parts. The hardware platform consists of the NI-PXIe and USRP RIO-2953R.
The USRP product family is intended to be a comparatively inexpensive hardware
platform for software radio, and is commonly used by research labs, universities, and
hobbyists. USRPs are commonly used with the GNU Radio software suite to create
complex software-defined radio systems. Because a USRP RIO include two transmitter
and two receivers, a USRP N-2953 is able to meet our needs in the demonstration
project. The experimental setup in the laboratory is shown as in Fig. 5. The software
platform is LABVIEW 2014. LabVIEW (Laboratory Virtual Instrument Engineering
Workbench) is a system-design platform and development environment for a visual
programming language from National Instruments.

A. Experiment Parameter Settings

According to the frame structure designed in Sect. 3. A frame is constituted by two
training sequences and five FBMC symbols. The length of FFT is 1024, and the frame
length is 7168. The prototype filter we choose PHYDYAS filter, and the overlap factor
K = 4 [12]. In total, the systematic parameters are shown in Table 1.

B. Experiment Result and Analysis

The experiment consists of a complete chain of FBMC radio transmission reception as
it is depicted in Fig. 5. This is an indoor scenario where the environment is almost
static. The RF parameters at transmitter and receivers are configured to the values
shown in Table 1. The obtained results are shown by Figs. 6, 7, 8, 9 and 10,
respectively.

PXIe USRP
RIO

Antenna
40cm

Fig. 5. Experimental setup in the laboratory

848 S. Hu et al.



Figure 6 shows the Power Spectrum Density of FBMC and OFDM with the length
of cyclic prefix (CP) is 1/8 FFT length. One can see the spectrum level drops more
rapidly compared to the OFDM one. This advantage provides to the FBMC a good
opportunity to substitute the OFDM in next generation technologies [13].

Figure 7 represents synchronization correlation peak. In our experiments, we
employ two the identical ZCZ sequence whose length is 512 in the transmitter. In the
receiver, the local sequence is used to do sliding correlation with received signal.
According to the autocorrelation of ZCZ sequences, it will produce three peaks, and the
samples interval of each two peaks is 512. Therefore, the highest peak position denotes
the starting point of one frame.

Table 1. Experiment parameter settings

Parameters Value

Number of symbols 7
FFT size 1024
Modulation QPSK/OQAM
Prototype filter PHYDYAS K = 4
Bandwidth 10M
Carrier frequency 2.4 GHz
Frame length 7168

Fig. 6. Power spectrum density comparison between FBMC and CP-OFDM
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Figure 8 shows the estimated channel impulse response in frequency domain and
time domain. In our laboratory environment, realistic channel model is usually less than
three paths. And in this experiment result, the channel environment is two fading
channel as shown from channel impulse response (CIR) in frequency domain. Judging
from the CIR in time domain, there are two impulses on samples 0 and samples 1,
represents h 0½ � and h 1½ � respectively. And there also exists some tiny value vn in other
samples, h n½ � ¼ vn; n ¼ 3; 4; . . .; 512, in fact, these values can be regarded as noise
coefficients.

Fig. 7. Synchronization correlation peak

Fig. 8. Estimated channel impulse response in our scenario

850 S. Hu et al.



Figure 9 represents the 4-QAM constellation after ZF equalization. As can be seen
from the constellation, the data signal can be demodulated perfectly in the receiver, it
indicates that the testbench can work effectively, meanwhile, it also demonstrates that

Fig. 9. 4-QAM constellation after equalization
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Fig. 10. Performance comparison between OFDM and FBMC
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frame synchronization method and channel estimation technologies we employed are
valid. Next, we are able to demodulate bit streams easily and apply them to calculate BER.

Figure 10 shows the BER performance comparison between OFDM and FBMC.
When using MATLAB simulation, assuming that the channel is two-path Rayleigh
fading channel. This is because our lab channel environment is usual two-path channel.
And the length of CP in OFDM is 1/8 length of FFT. In this experiment, the Signal to
Noise Ratio (SNR) is calculated reference to the method in [14]. One can see BER
performance in actual environment is worse than simulation. Besides, if we don’t
consider spectral efficiency, the BER performance of CP-OFDM is better than the
FBMC. In fact, if spectral efficiency is taken into account, BER performances of both
systems are comparable.

5 Conclusion

In this paper, the hardware implementation of FBMC systems is presented. We have
solved the problems of time-frequency synchronization, channel estimation and
equalization techniques in FBMC prototyping. Finally, numerical analysis and simu-
lation results show that FBMC is more spectrum-efficient than OFDM with CP. In the
next work, we will transmit text, image and video by using FBMC technique. Fur-
thermore, we will combine multiple input multiple output (MIMO) technology with
FBMC systems and implement it.
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Abstract. This paper aims to help save energy when legitimate users
exploit physical layer security techniques to guarantee security, which
can suit resource limited systems more. It proposes a risk prediction
scheme in a communication scene with a mobile eavesdropper, whose CSI
(Channel State Information) is unknown to legitimate users. The scheme
can predict where the eavesdropper will be later and decide whether
security measures should be taken to against it. The security measures
are only taken when the prediction result shows there will be risks in the
communication process. Based on the proposed scheme, resources can be
saved to a large degree as well as the security guaranteed.

Keywords: Physical layer security · Markov prediction · Outage

1 Introduction

Nowadays, wireless networks have become an important part of our lives. Due
to the properties of broadcast communication and signal superposition in wire-
less scenarios [1,2], it is difficult to shield transmitted signals from unauthorized
receivers and protect legitimate receivers from unintended overlapping of multi-
ple signals [3]. These natures make security become a vital issue. So far, many
works which mainly exploit cryptographic techniques at the upper layers of wire-
less networks have been done [4–6]. As a complement, physical layer security is
proposed and has been widely discussed in recent years. In this field, strategies of
anti-eavesdropping have been studied substantially [7–11], however, few of recent
works consider a mobile eavesdropper, whose CSI is unknown to legitimate users.

We believe legitimate users do not have to act in a defensive way during the
whole communication process when facing the mobile eavesdropper. Thus we
propose a risk prediction scheme. We first derive the expression of the secrecy
outage probability as the security metric, and set a performance target. Next, the
Markov Chain is exploited to set up a Markov mobile model of the eavesdropper
c© Springer International Publishing AG 2017
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to predict its mobile path. Then we perform the prediction by exploiting the
history movement information of the eavesdropper. And we use the result to
decide whether the eavesdropper will harm the communication later. If it will
be, corresponding security measures will be taken. At last, we demonstrate the
effectiveness and the performance of our scheme via a simulation study.

2 System Model

Considering a wireless network shown in Fig. 1, we assume there exist a trans-
mitter (Alice), a receiver (Bob) and an eavesdropper (Eve). Alice is sending
messages to Bob via the legitimate channel, while Eve is moving around Alice
to achieve eavesdropping. We assume each node is equipped with a single omni-
direction antenna, and the legitimate users’ CSI is available for all nodes, while
Eve’s CSI is unknown to legitimate users because of its unexpected movement.

We define dab as the distance between Alice and Bob, and dae as the distance
between Alice and Eve. The channel between Alice and Bob is denoted by hab,
and the channel between Alice and Eve is denoted by hae. We assume both the
channels are modeled as Rayleigh fading channels. They can be expressed as

h =
c · f(G)

dα
, (1)

where c is the path-loss constant, d represents the distance between the commu-
nicating nodes, α denotes the path-loss exponent, and f(G) is the channel power
fading coefficient that follows the exponential distribution. When Alice sends a
message s to Bob, the SNRs (Signal to Noise Ratio) at Bob and at Eve can be
written as follow respectively:

SNRab =
Ps ‖hab‖2

σ2
n

, SNRae =
Ps ‖hae‖2

σ2
n

,

where Ps is the available power, σ2
n is the variance of AWGN signals. According

to [12], we can get the expression of secrecy outage probability, written as:

Pout(Rs) = 1 − SNRab

SNRab + 2RsSNRae
exp(−2Rs − 1

SNRab
). (2)

From former equations, we can see Pout(Rs) is a function of dab and dae.
Since Alice and Bob are settled, secrecy outage probabilities of other positions
in the network can be calculated. If we can predict the position where Eve will be
later, we can calculate the secrecy outage probability of the predicted position
and decide whether it may steal the information. With the decision, we can take
measures to guarantee security beforehand.

3 The Risk Prediction Scheme on Eve

In this section, we propose a scheme to predict where Eve will be in its later
movement by exploiting the Markov Chain. We predict the position of Eve at
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Fig. 1. Description of the network layout. Fig. 2. The grid division of the network.

intervals of one moment, where one moment is set to be 1 length of time. When
Eve moves from one position to another position from the current moment to the
next moment, we call it as one step of movement. We define t − 1 as the current
moment; t as the next moment; and so on. We assume the history movement
information of Eve is known. To operate the prediction more efficiently and lower
the computation complexity, we divide the network into an N × N gridding, as
shown in Fig. 2. We define each grid as a state. When Eve moves in the same
grid, we consider it stays at the same state. The length of every grid is set to
be 1. The distance between each pairs of adjacent grids is set to be 1. And we
assume the grid is the minimum unit of the network space.

We use Ntotal to denote the number of grids, where Ntotal = N × N . The
state space is SP = {c1, c2, · · ·, cNtotal

}. The transition matrix is a Ntotal×Ntotal

matrix. We use pij (1 ≤ i, j ≤ Ntotal) to denote the transition probability
in the ith row and the jth column of the transition matrix P . Every pij can
be calculated based on the statistics of history movement information. We use
Nij (1 ≤ i, j ≤ Ntotal) to denote the total number of times that Eve moves from
grid ci to grid cj in its movement history, thus pij can be expressed as

pij =
Nij

∑Ntotal

j=1 Nij

(1 ≤ i, j ≤ Ntotal). (3)

After we get P , we can further derive the n-step transition matrix P (n). By
exploiting C − K equation, we can see that

P (n) = P · P (n − 1) = P (n − 1) · P = Pn. (4)

We believe the probabilities of positions at the next moment are related to
P and Eve’s k steps of states before the next moment. So we use a weighted way
to do the calculation, that is

X(t) = a1S(t − 1)P + a2S(t − 2)P 2 + · · · + akS(t − k)P k, (5)

where X(t) is a 1 × Ntotal matrix, containing the probabilities of all the states.
And S(m) (t − k ≤ m ≤ t − 1) is a set containing the information of states.
It represents the state Eve was at the former mth moment before the next
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moment. It is also a 1 × Ntotal matrix, and the value at the first row, the mth
column is 1, while other values are 0. a1, a2, · · ·ak are weighted coefficients,
representing different influence degrees that movements at the former 1th, 2th,
· · ·, kth moment before the next moment have on the next moment’s movement,
respectively. Noting that we consider that the influence degree is a relative value,
thus the summation of a1, a2, · · ·ak is not 1.

After obtaining X(t), we compare the probabilities. We assume Eve can
only move form current grid to adjacent grids or stay still, thus probabilities of
unreachable states can be set to 0, and we only have to compare the probabilities
of potential states. The state with the maximum probability is where Eve will
be at the next moment. And we use the result to decide whether we should take
security measures. The whole decision process is summarized as Algorithm 1.

Algorithm 1. The Risk Prediction Rule
Initialization:

SP = {c1, c2, . . . , cNtotal};
S = {s1, s2, . . . , st};
Nij (1 ≤ i ≤ Ntotal, 1 ≤ j ≤ Ntotal).

1: Calculate transition probabilities Pij by Nij ;
2: Calculate n step transition matrix (1 ≤ n ≤ k), P, P 2, . . . , P k;
3: Calculate the predicted probabilities X(t);
4: Set Xv ← 0

(v are sequence numbers of unreachable states);
5: Find (Xmax = max(X(t)))
6: Calculate Pout(Rs) with max;
7: if Pout(Rs) > γth then
8: Take secure measures against Eve;
9: else

10: Break;
11: end if
12: Modify Nij for the next time prediction.

Here, we consider the miss probability Pm and the false alarm probability
Pf to evaluate the performance. Pm means when the prediction says the com-
munication is secure, but Eve is actually in the secrecy outage region. And Pf

means the opposite. To present the performance simpler and clearer, we define
an index Pe written as follow to represent the error level of our scheme.

Pe = Pm · Pf . (6)

4 Numerical Simulation

In this section, simulation results are shown to verify the effectiveness of our
scheme. We observe the error probability Pe in scenarios with different parameter
values. We respectively divide the network space into a 10 × 10, 20 × 20 and
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30 × 30 gridding, which is denoted by Ntotal. And we set k to be 3, 5, 10 and
the number of history movements NM to be 2000, 4000, 8000. The target secrecy
outage probability γth is set to be 0.8.

Figure 3 gives a description of Pe with different Ntotal and k. We can see
Pe is monotonously decreasing with Ntotal. It is reasonable because dividing
the network space with large grids can lead to a take-security-measure decision
when Eve moves around the edge of the target secrecy outage region. And when
grids goes smaller, the number of paths in the same grid goes smaller. Thus more
history movement information can be get to perform a more accurate prediction.
Besides, Fig. 3 also shows that as the value of k increases, the value of Pe goes
down at first, and then goes up. The value of Pe is at the minimum when k = 5.
It indicates considering more former steps may not achieve a better performance.
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Fig. 3. Pe vs. Ntotal and k. Parame-
ters setting: NM = 2000, Ntotal =
10 × 10, 20 × 20, 30 × 30, k = 3, 5, 10.
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Fig. 4. Pe vs. Ntotal and NM . Parameters
setting: k = 3, Ntotal = 10×10, 20×20, 30×
30, NM = 2000, 4000, 8000.

In Fig. 4, we present a description of Pe with different Ntotal and NM . It shows
Pe is monotonously decreasing with NM . This is because history movements
are crucial to the generation of the transition matrix. More history movements
can provide more information about the mobile characteristics of Eve, thus the
prediction result can be more accurate.

5 Conclusion

The paper proposes a risk prediction scheme in the communication scene with
a mobile eavesdropper, whose CSI is unknown to legitimate users. We use the
secrecy outage probability as the security metric, and perform the prediction by
using the Markov Chain. Simulation results show the prediction scheme is with
low error probability, which verifies its security performance. As for future work,
we are going to re-investigate such issue in a MIMO network, and propose a
specific physical layer security strategy.
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Abstract. Influence Maximization has been applied to marketing, advertising
and public opinion monitoring. Most of the existed influence maximization
algorithms are greedy or heuristic algorithms which are too time consuming.
Based on the observation that the structural hole nodes are much more
influential, we develop structural holes theory-based influence maximization
algorithm SG with an emphasis on time efficiency. We conduct experiments to
verify our algorithm’s time efficiency and accuracy, the experimental results
show that comparing with the existing algorithms, our algorithms are much
faster and scalable.

Keywords: Social network � Influence maximization � Structural hole � Greedy

1 Introduction

Influence maximization is a fundamental research problem in social networks [1–3]. It
selects a set of k nodes as seeds in order to maximize the propagation of ideas, opinions
and products etc. al. The problem of Influence maximization is NP-hard, the widely
used baseline methods for computing influence spread are based on Monte Carlo
simulation or heuristic algorithms. Most of the existing methods only take consider of
the influence on nodes and propagation probability on edges, while ignoring the
structure feature of nodes in social networks. In fact, some structure positions act as
bridge between individuals of different communities and have more control over
information diffusion.

The absence of ties between two parts of social network is called structural holes.
Two parts can only make connections indirectly by the connection to the third indi-
vidual. In this case, there is a hole between these two parts in terms of structure, which
is called structural hole. However, nodes might not be selected as seed node by the
traditional influence maximization algorithms due to its low influence or propagation
probability.

In this paper, we develop Structural Holes based Influence Maximization algorithm
SG. The intuition behind SG is opinion leaders play a key role in spreading information
within a community, while structure hole spanners are more important for spreading
information between communities. We first identify structure holes whose structure
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hole value above the given threshold. And then we compute the influence capability of
each structure hole. At last, we select the top-k seeds by combining the structure hole
value and influence value. By this way, a large amount of non-structure holes can be
filtered out. Furthermore, the spread of information can be improved by combination of
structure hole value and influence value.

The contributions of this paper are as follows:

– We propose structural hole theory-based algorithm SG to solve the problem of
influence maximization.

– We propose SHF algorithm to compute the structural hole value of nodes based on
Spectral graph theory.

– We conduct experiments to verify the time efficiency and influence spread of our
algorithm.

2 Related Works

Leskovec [4] presented CELF algorithm, an improved greedy algorithm. Chen [5]
proposed NewGreedy algorithm to filter those nodes that have little contributions for
information propagation. Zhang [6] solved the structural hole finding problem by
Fiedler vector in Laplacian matrix and designed DGSH algorithm to detect structural
holes. Su [7] used domain structural holes to detect most influential nodes and pro-
posed N-Burt algorithm to accurately evaluate importance of nodes. Lou and Tang [8]
took advantage of information propagation probability to mine structural holes and
designed HIS and MaxD model to find structural holes owners. Their methods relied on
cluster-based network.

3 Structural Hole Theory Based Influence Maximization
Problem

3.1 Propagation Model

Graph Model: :The social network can be treated as a directed graph G(V, E, W, S),
here V stands for the set of vertices and E is the set of edges. W is weights on edges
representing influential probabilities among users. S is set of structural hole values
corresponding each node.

Propagation Model: We use Independent Cascading (IC) Model as our propagation
model.

We use r(S) to represent the influential spread of seed set S. Given a social network
graph G(V, E, W, S), a positive integer k, a positive real number a(0 < a < 1), a
represents user’s preference. The structural hole theory based Influence maximization
problem is to find top-k influential nodes under the IC model.
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3.2 Structural Hole Value

Structural Holes: Nodes which function as bridge in social networks.

Structural Holes Value: Areal number to evaluate the probability of node be struc-
tural hole.

Given a network graph, the adjacent matrix is a widely used data structure to
represent the network. The element aij of the adjacent matrix A can be computed as the
following:

A ¼ aij ¼ 1
0

if Eði; jÞ ¼ 1
otherwise

�
ð1Þ

The degree matrix D is a diagonal matrix formed by the following way:

D ¼ di ¼ pi
0

if i ¼ j
otherwise

�
here pi ¼

Xn
j¼1

aij ð2Þ

The Laplacian Matrix is

L ¼ D� A ð3Þ

L has many properties, we can compute the Eigen value and eigenvector of matrix
L. The node which corresponds to the second smallest value is the best structural hole
node and we defined the value as structural hole value SH.

SH ¼ min2fjFjg ð4Þ

3.3 Solution to Compute Structural Hole Value

We design SHF algorithm to calculate SH for each node as shown in Algorithm 1 and a
greedy algorithm to get the most influential k seed nodes.

4 Experiments and Analysis

We select 10 thousands nodes and 342732 edges from Twitter. In all experiments, the
total rounds of Monte Carlo simulation is set to be 20000.

Structural Hole Detection Algorithms: We compare the performance of SHF,
DGSH, HIS and MaxD in terms of time cost. As shown in Fig. 1(a), our SHF is the
fastest one.
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Effect of Alpha: We evaluate influence range by varying the values of alpha. As
shown in Fig. 1(b), when alpha is closed to 0.5, the influence range reached to the
maximum. However, alpha has no effect on time costs when selecting seeds.

Influence Maximization Algorithm Comparison: We compare the influential range
of different influence maximization algorithms. As shown in Fig. 2(a), our SG algo-
rithm can influence more nodes because it considers nodes structure in network.

We compare time efficiency of various algorithms. We can see from Fig. 2(b) that
SG is better than MG in terms of time efficiency and results quality. CELF has the
perfect time efficiency while the seeds from CELF is not the best because it doesn’t
care about structural features.
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Fig. 1. (a) Time cost of detecting structure holes (b) Effect of a on performance
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(a) (b)

Fig. 2. (a) Influence spread of different algorithms (b) Time cost of different algorithms

5 Conclusion

In this paper, we propose a novel algorithm to solve the problem of influence maxi-
mization based on structure hole theory. we propose SHF to compute the structural hole
values of nodes and propose SG algorithm to select the most influential k seed nodes.
We conduct experiments to verify time efficiency and accuracy of our algorithm.
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Abstract. In the deployment of industrial wireless network, nodes can
only be deployed in some special regions due to the restriction of the
environment in the factory, thus failing to effectively elude occlusions,
and restricting the performance of the network. Therefore, optimization
should be made for layout of the network. An optimization is made on
nodes layout in this paper based on the architecture of IEEE 802.11 WIFI
Long-Distance multi-hop mesh networks. The optimization objectives
are the network throughput and the network construction cost with the
delay of traffics as constraint. For the scene with small network size, a
hierarchical traversal method is adopted to get the optimal solution; and
for that with large one, a hierarchical heuristic method is proposed to
get the approximate solution. Finally, we carried out experiments via
simulation and the scene constructed in the actual environment of the
factory. The results show that the algorithms proposed in this paper
can obtain effective solutions, and the heuristic algorithm has shorter
computing time.

Keywords: Mesh network · P-median model · Layout optimization

1 Introduction

In the practical deployment process of the network, nodes can only be deployed
in some special regions due to the restriction of realistic environment in the
factory. Meanwhile, high tower cannot be erected in some factories and antenna
can only be erected at the top of some buildings or existing lamp pole. In this
way, antenna of the network node fails to effectively elude some occlusions, thus
restricting the transmission performance. Therefore, it is necessary to consider
the proper location, number of nodes, angle of antenna and other factors, so as
to optimize network bandwidth and guarantee the performance of network.
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This problem can be included into the P-median facility location problem [1].
The problem in this paper is closest to the problem of P-median, and the differ-
ence lies in that: 1. The traditional P-median problem is to gain the minimum
sum of the weight from demand points to facility location, while in the net-
work model of this paper, consideration should be given not only on the weight
from demand points (gateway node) to facilities (switch nodes), but also on the
weight between facilities that the traffic flow passes through; 2. Only one single
objective (weight) is considered in traditional P-median, while the model in this
paper targets at optimizing the overall bandwidth and system cost to optimize
the layout of network nodes.

This paper based on the heterogeneous industrial monitoring network. The
wireless network (including WirelessHART [2], WIA-PA [3] and ZigBee [4])
applied in each factory is regarded as each subnet of the heterogeneous net-
work. For IEEE 802.11 WIFI Long-Distance multi-hop mesh networks (WiLD
networks) [5] can realize the long-distance transmission of traffics, each subnet
is connected via the industrial backhaul network [6] based on WiLD nodes. The
traffic is transmitted between the control center and subnet gateways through
backhaul network.

2 System Model and Problem Formulation

WiLD network is expressed with G = (V,E), where V and E refer to the set
of node and edge in the network respectively. eij ∈ E means the link between
node vi ∈ V and vj ∈ V . Suppose there are N locations can place node in
the factory finitely, and the location capable of placing WiLD node is written

as pi (i = 1, 2, · · · , N), where pi =
{

1, place node
0, others

. M locations in N must be

placed with nodes to execute the function of gateway node. We define variable

aij =
{

1, ∃eij ∈ E
0, others

, and the antenna number of each node vi is ai =
∑

j �=i∈[1,N ]

aij ,

where 0 ≤ ai ≤ 2π
θ+π

6
. Suppose the basic construction cost of each node is α (the

cost of each single node without antenna), and the cost added by each antenna is
β, the construction cost of nodes can be expressed as ci = α + β · ai. The total

cost of node construction in the network is
N∑

i=1

pici.

Occlusion is measured by the bandwidth of received signal. The transmis-
sion bandwidth of traffic in link eij ∈ E is Bij . The end-to-end signal trans-
mission bandwidth of the path that traffic fk goes through from source node
vi (i ∈ [1,M ]) to destination node σ is wfk , where wfk = min

∀e
fk
ij ,i,j∈[1,N ]

wfk

ij · xij is

the transmission rate of traffic fk on link eij ∈ E, φk is the minimum transmis-
sion bandwidth demand of traffic fk. xij = 1 refers to node vi can be connected
to vj , otherwise, xij = 0.
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Optimization Objectives

The optimization objective is to gain the maximum and minimum value respec-

tively, namely u1 = max
∑

fk∈F

wfk , u2 = min
N∑

i=1

pici. So we suppose u (p, a) =
∑

fk∈F

wfk

N∑

i=1
pici

. Then, the optimization objective is max u (p, a).

Constraints:
Real-Time. According to the analysis of [7], The delay of each hop is fixed
when using 2P MAC protocol and written as τ . Then, the end-to-end delay of
the traffic fk can be expressed as τ ·Kfk

, where Kfk
=

∑
i�=j,i,j∈[1,N ]

efk

ij is the hop

count that fk passes through, and efk

ij is the link that traffic fk passes through.
Suppose the end-to-end delay demand of traffic fk is μk, then τ · Kfk

≤ μk.

Bandwidth Demand. Bandwidth provided by the transmission path for the
traffic must meet the bandwidth demand of this traffic, namely min

∀e
fk
ij ,i,j∈[1,N ]

wfk

ij ·
xij ≥ di.

Capacity Constraint of Each Link. ∀i, j ∈ [1, N ] , j �= i,
∑

∀fk∈F

wfk

ij ≤ Bij .

Gateway Node Setting. pi = 1, i ∈ [1,M ].

Node Setting. If node vj , j ∈ [1, N ] can be connected with node vi, i ∈ [1, N ],
then node vi must be the node that has been set. That is xij ≤ pi, xij , pij ∈
{0, 1}.

It has been proved that universal facility location problem is NP-hard prob-
lem [8], so the problem in this paper is also NP-hard problem. Thus, we use
traversal and heuristic methods to solve it.

3 Solutions

3.1 Hierarchical Traversal Solving Method Based on P-Median
Model (P-HTM)

The total number of nodes in need of location is N − M − 1 at most. We define
a variable P ∈ [1, N − M − 1], and establish the P-median model. Starting from
P = N − M − 1, the hierarchical iteration based P-median solving method is
used for solution. This algorithm is calculated by adding the restricted condition

of uncertain node number set p =
N−M−1∑

i=1

pi and adopting traversal method.

The basic idea of the algorithm mainly includes the following contents.

Initialization. The bandwidth wij occupied of each link eij that the traffic
passing through is set as 0 at the beginning. Set a virtual node vs in network,
and add a link with bandwidth capacity +∞ between vs and each gateway node.
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Construction of Augmenting Path. Starting from vs, if there is an augment-
ing path between vs and σ, find the path starting from vs and with the least
intermediate node number (the shortest augmenting path) from vs to σ along
the link with the most residual bandwidth.

Link Bandwidth Occupation Adjustment. Set δ as the minimum value of
residual bandwidth of each link on the augmenting path selected, and add δ to
the bandwidth occupation of all links in this augmenting path.

Starting from σ, we conduct reverse query for each node on path along the
selected augmenting path in turn. For a certain node vi on this augmenting path,
if it is a surplus node [9]. Keep the path from vs to vi in the original augmenting
path unchanged, select the shortest path from vi to σ along vi, then conduct
link bandwidth occupation adjustment for path vs → vi → σ again.

Calculation. Before each link bandwidth occupation adjustment, we calculate∑
fk∈F

wfk and
N∑

i=1

pici, and get u(p, a). Then, we can get maxu(p, a) according to

each u(p, a).
The overall complexity of the algorithm is o

(|E| · N2 · (N − M − 1)
)
.

3.2 P-Median Model Based Hierarchical Heuristic Solving Method
(P-HHM)

For the P-HTM uses the traversing method, when the network size is relatively
large, the computing complexity is very high. Therefore, we propose a P-median
model based hierarchical heuristic solving method (P-HHM). The main idea of
the P-HHM is:

Construction of Spinning Tree. Based on the traditional Kruskal’s algorithm
[10], and setting the bandwidth that the link can provided as its link weight, we
get the maximum bandwidth spanning tree rooted at the data center node σ.
Thus, we can get the available path 
i from each gateway node vi, i ∈ [1,M ] in
G to the data center node σ. Then, we can calculate u (p, a) at this point.

Deletion of Nodes. Set P = P − 1, and subtract a node from the spanning
tree of the last step respectively. Then, connect the branch nodes that connected
with this node initially to the adjacent node with largest bandwidth still in the
spanning tree (N-1 times are required for this process). Find out u(p, a) in these
N − 1 conditions.

Bandwidth and Overhead Calculation. As P reduces, max
∑

fk∈F

wfk and

min
N∑

i=1

pici will continue to reduce. When max
∑

fk∈F

wfk reduces to the threshold

value, the algorithm ends and then we get the maxu (p, a) from these u(p, a).
The time complexity of algorithm P-HHM is o

(
(N − M − 1)2

)
.
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4 Experiment and Analysis

In this section, the performance of algorithms proposed in this paper are veri-
fied via the simulation and real experiment. Network is randomly generated in
the area of 2 km * 2 km. Set the maximum transmission bandwidth of the link
between nodes is 30 M, the bandwidth of links linearly reduces with the increase
of node distance. A comparison is made between P-HTM and P-HHM algorithm
proposed in this paper with Genetic Algorithm (GA), and the results are shown
in Fig. 1.

Figure 1(a) shows the computing time with each algorithm when solving
based on different optional locations. It can prove that, P-HTM algorithm is
more suitable for small size network. It can be seen from Fig. 1(b), (c) and (d)
that the results from P-HTM, P-HHM and GA algorithm are basically identi-
cal. They show that we can get right solutions with shorter computing time via
P-HTM and P-HHM.

To further verify the performance of algorithms, a real network is set in
Fushun Olefin Factory, Sinopec Group, as shown in Fig. 2(a). Plants and equip-
ment in the factory are distributed within the scope of 1.5 km * 1.5 km, and

Fig. 1. Calculation results of P-HTM, GA and P-HHM algorithms ((a) computing time
of each algorithm under different optional locations. (b) Maximum bandwidth provided
under different optional locations. (c) Number of nodes required under different traf-
fic bandwidth demands. (d) Number of nodes required under the different maximum
bandwidth of nodes (traffic bandwidth demand is 120))

(a) (b)

Fig. 2. (a) Actual node layout in the factory. (b) Nodes required under different traffic
bandwidth demands in the factory (Unit: M)
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occlusions include buildings, metal tanks and pipelines in the factory. There are
14 locations in the factory that can be selected to set nodes, of which 2 nodes
should be connected with gateway nodes. A test is made under different band-
width demands of two gateway nodes, and the node number required is get by
applying different algorithms, as shown in Fig. 2(b). It can be seen from Fig. 2(b)
that, the solution of network model can be get via both P-HTM and P-HHM
algorithm.

5 Conclusions

To solve the node layout problem in industrial long distance wireless mesh net-
work, we put forward a hierarchical P-median optimization method based on
the traditional P-median model. For the scene with small network size, a hier-
archical traversal method is adopted to get the optimal solution; for that with
large one, a hierarchical heuristic method is proposed to get the approximate
solution. Finally, we verified the performance of the algorithms proposed in this
paper based on simulations and a real experiment.
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Abstract. Inferring social relationship based on co-occurrence has
become a focal point in the last decade. Many studies indicate that
more frequently two users co-occur at non-public locations, the higher
probability they are acquaintances. We find that in some spatiotem-
poral datasets collected by Internet of Things (IOT) devices in public
locations, it’s hard to distinguish co-occurrences between acquaintances
and strangers. In this paper, we propose a mobility intention-based rela-
tionship inference model (MIRI) to address above challenge. We utilize
mobility intention to characterize co-occurrences and propose a classifi-
cation model for social relationship inference. The experimental results
on real-world dataset demonstrate not only the superiority of our model,
but also improve the effectiveness.

Keywords: Social relationship · Spatiotemporal data · Mobility
intention

1 Introduction

Inferring social relationship is crucial to many applications, such as friends rec-
ommendation [1], target advertising [2], epidemiology spreading [3] and identi-
fying members of a criminal gang. Along with the increasing amount of human
spatiotemporal data, inferring social relationship based on co-occurrence has
become a focal point in social relationship research. The co-occurrence refers
to the phenomenon that two people have been to the same places at the same
time [1].

In the past few years, many inference models based on co-occurrence are
proposed. These models employed spatial features of co-occurrence like location
entropy [1,2,4] to infer social relationship. The basic idea is that co-occurring
at non-public places implies strong social strength. With the development of
Internet of Things (IOT), a rich passively collected spatiotemporal data are
being produced by IOT’s devices, such as the Smart Card Data (SCD) of public
transport, the traffic surveillance, bank notes. These devices are deployed in pub-
lic places and all co-occurrences recorded by them happen in public locations.
c© Springer International Publishing AG 2017
L. Ma et al. (Eds.): WASA 2017, LNCS 10251, pp. 871–876, 2017.
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Hence, existing models can not be applied to the passively collected spatiotem-
poral datasets.

In this paper, we propose a novel inference model called the Mobility Inten-
tion based Relationship Inference (MIRI) model. We adopt mobility intention
to analyze co-occurrence behaviors and exploit their contributions to social rela-
tionship. In general, human mobility is fundamentally driven by diverse mobility
intentions, such as family party, shopping and dining. If two people frequently
co-occur for same mobility intentions, they are acquaintances with high prob-
ability. If the mobility intentions of each co-occurrence between tow users are
different, they are likely to be strangers and the co-occurrences should be coin-
cidences. Moreover, it is obvious that social relationship of two people who often
co-occur for shopping or entertainment is much closer than two people who only
co-occur for commuting.

The MIRI model consists of two stages: (1) extracting mobility intentions
from a spatiotemporal dataset and mapping every co-occurrence to a mobility
intention dyad; and (2) training an SVM classifier for social relationship infer-
ence. After SVM classifier is trained, given co-occurrences of two people, then
we can infer whether they are acquaintances or strangers.

2 Related Work and Problem Definition

2.1 Related Work

There are many works aiming at inferring social relationship by co-occurrences
during the past several years. The relation between social relationship and co-
occurrence was first studied by Crandall et al. [5]. Nonetheless, different co-
occurrences do not contribute equally to social relationship. Some spatial features
of co-occurrence were adopted to decide the contribution to social relationship.
Location entropy which measures the popularity of a location was a widely used
spatial feature [1,2,4]. Some works consider other features of co-occurrences.
The time interval between two continuous co-occurrence was considered in
literature [6]. Zhou et al. [7] proposed a TAI model which used co-occurrence dis-
tribution on locations. Though existing inference models have shown how social
relationship correlates to co-occurrence, they can not be applied to the situation
which all co-occurrences of pair users happen in public locations. In contrast, our
proposed MIRI model determines co-occurrence’s contribution by corresponding
mobility intentions and therefore overcomes the drawbacks in previous works.

2.2 Problem Definition

Given a spatiotemporal dataset of N users, a footprint of a user i is denoted by
oik = (locik, t

i
k) which states user i visited locik at time tik. The footprint history

of user i is represented as a sequence of footprints: Oi = (oi1, o
i
2, . . . , o

i
n).

We consider two users have a co-occurrence if they both visited a location at
almost the same time.
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Definition 1: Co-occurrence. The footprint (locir, t
i
r) ∈ Oi and (locjs, t

j
s) ∈ Oj

of user i and j can form a co-occurrence c = (oir, o
j
s) if they satisfy both spatial

condition dist(locir, loc
j
s) < δ and temporal condition |tir − tjs| < τ . δ and τ

are distance and time thresholds respectively which are empirically decided by
various application systems.

Let Cij = {c1, c2, · · · , cw} denote the set of w co-occurrences of user i and
j. The problem of social inference is to infer whether they are acquaintances or
strangers.

In this work, we use mobility intention to infer social relationship from spa-
tiotemporal data. Formally, the mobility intention refers to a common cause
which can explain why a user appeared in location loc at time t.

3 Social Relationship Inference

3.1 Characterized by Mobility Intention Extraction

In order to use mobility intention for social relationship inference, we need to
know how many and what kinds of mobility intentions hide in a spatiotemporal
dataset. The mobility patterns show a high degree of temporal and spatial reg-
ularity and can be considered as mobility intentions. For example, commuting
which is a basic mobility pattern in many spatiotemporal datasets can be used
to explain why a worker arrived at the work place around 9 a.m. on work days.

In this paper, we use CANDECOMP/PARAFAC (CP) decomposition algorithm
to extract mobility patterns from a spatiotemporal dataset and consider them
as mobility intentions. CP decomposition is an effective tool for analyzing the
interrelationship between spatial and temporal attributes for spatiotemporal
datasets [8]. In order to utilize CP algorithm, a three-dimensional tensor which
is composed by location-hour-day is constructed. The element yri,tj ,dk

of the
three-way tensor Y ∈ R

M×H×D can be computed as

yri,tj ,dk
=

Count(ri, tj , dk)
L∑

q=1
Count(rq, tj , dk)

(1)

where ri, tj , and dk are the index of the location, the time bin and the day
of month respectively; L is the total number of locations, and Count(ri, tj , dk)
is the number of users who appeared at location ri at time tj on dk-th days.
In CP algorithm, the tensor Y is factorized into a sum of component rank-
one tensors Yr. After decomposition, we manually label Yr to summarize the
mobility intention described by every rank 1 tensor and consider them as a
mobility intension. We use mi to denote the i-th mobility intention and M =
{mi|1 � i � q} to represent the set of q mobility intentions.

We consider every mobility intention as one class. Each footprint oik =
(locik, t

i
k) corresponds to one mobility intention mk, in other words, belongs to

a class. Then the mobility intention mapping can be considered as a multi-class
classification problem.
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In order to acquire good performance of multi-class classification, we perform
a comprehensive feature engineering and model training. After analyzing vectors
of rank one tensor and considering experiment results in feature engineering, we
propose three kinds of exploited and distinguishable features: spatial features,
hour features and day features, such as location entropy, time span and day type.
Finally, with the three kinds of feature, we train an Adaboost model to map a
footprint to a mobility intention. Then, we can characterize a co-occurrence
c = (oir, o

j
s) with a mobility intention dyad (cmi

r, cm
j
s).

3.2 Social Relationship Inference

So far, we can build the inference model which is based on the mobility dyads.
The co-occurrence sequence Cij of user i and user j can be characterized as the
following sequence of mobility intention dyads:

〈(cmi
1, cm

j
1), · · · , (cmi

w, cmj
w)〉, cmi

k, cm
j
k ∈ M, 1 � k � w.

where (cmi
k, cm

j
k) are same or different mobility intentions. We construct a mobil-

ity intention vector m with following q(q + 1)/2 elements:

(Count(m1,m1), · · · , Count(mM ,mM ), · · · , Count(mM−1,mM ))T

where Count(mr,ms) is the number of mobility intention dyads (mr,ms).
Then, we can adopt virtually any existing binary classifier algorithm to dis-

tinguish acquaintances from strangers. In this paper, we use SVM as our binary
classifier. After training is finished, given a pair of users and their co-occurrences,
we first map them to mobility intentions dyads through the Adaboost model.
Then we construct the mobility intention vector. Finally, we infer whether the
two users are acquaintances or not through the trained classifier.

4 Experiment and Analysis

4.1 Settings

We use Beijing Bus Smart Card (BBSC) dataset in our experiment. The BBSC
collects prepaid smart card records for public transportation in Beijing, China.
We obtained a dataset with 275, 951, 094 bus transaction records from October
1 2014 to October 31 2014. We identified 412 card users and 2,796 friend pairs
among these card users. In our experiment, the two threshold parameters δ and
τ are set to 20 (meters) and 10 (min) respectively.

The precision-recall curve is used to measure the accuracy of our model and
make comparison with other baseline models. Let TR denote the set of ground
truth friend pairs in the test set, and MR be the set of friend pairs reported by
a social relationship inference model. The precision and recall are defined as:

Precision =
|TR ∩ MR|

|MR| , Recall =
|TR ∩ MR|

|TR| (2)

Three baseline models are chosen for performance comparison: EBM [1], PGT [2]
and TAI [7].
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Fig. 1. Comparison with the state-of-the-art models

4.2 Results

In Fig. 1, the precision-recall curves of baseline models and MIRI illustrate that
MIRI performs the best among all comparison models. The possible reason
is that mobility intention is introduced and play a key role in differentiating
co-occurrences between acquaintances and strangers. Our experiments demon-
strates that the use of mobility intention improve the performance of social
relationship inference.

After tensor decomposition, we extract 7 mobility intentions from BBSC
dataset. They are shopping (Sh), dining (Dg), routing business (Rb), visiting
(Vg), recreation (Rc), entertainment (En) and commuting (Cm). The top 5
positive and negative weights of mobility intention dyad are illustrated in Table 1.
From the table, we can see that negative weights are generally more important
than positive weights and they are not quite different. This provides evidence
that two people are most likely strangers when they co-occurred for different
mobility intentions. The positive weights are very different which mean different
contribution to social relationship. There is only one negative weight in the same
mobility intention dyads and it’s “commuting-commuting”. This probably due
to the proportion of co-occurrences between acquaintances is much less than
strangers in rush hours. In consequent two people are likely strangers if they
co-occur only for commuting purpose.

Table 1. Top 5 most influential mobility intention pairs for social relationship inference

m1 Sh Dg Sh Rb Dg Vg Dg Rc Sh En

m2 Vg En Rc Vg Rc Vg Dg Rc Sh En

Weights −0.0472 −0.0454 −0.0410 −0.0396 −0.0392 0.0323 0.0181 0.0125 0.0118 0.0112
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5 Conclusions

In this paper, we have proposed a new social relationship inference model called
MIRI, which considers the mobility intention dyads as features and adopts a
classifier to infer whether two persons are acquaintances or not. The experi-
ment results indicate that the proposed model significantly outperforms existing
inference models. In our future work, we plan to exploit other mobility inten-
tion extraction methods and multi-classification methods to further improve the
performance of mobility intention mapping.
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Abstract. Motivated by the group-buying behaviors in recent years,
we suggest that Mobile Users (MUs) to gather in Access Point (AP) and
bid for a cloudlet in a grouped way. In this paper, we proposed TACD,
a three-stage auction to inspire cloudlets sharing their resources and
manage the deal between MU, AP and cloudlet, which is efficient, flexible
and truthful. This incentive mechanism aims at optimizing the social
welfare, and ensures that all kinds of participants (MU, AP, cloudlet)
can benefit from this auction. We also proposed TACDp, an improved
algorithm base on TACD, which social welfare is markedly improved.

Keywords: Cloudlet · Mobile cloud computing · Auction · Resource
allocation · Group-buying

1 Introduction

A cloudlet is constituted by a group of resource-rich and trusted computers
which is well-connected with the Internet and is available by the nearby MUs
[1]. Cloudlet can improve the performance of MUs’ App by providing them with
rich computing resources and low-latency access [2]. Meanwhile, many efficient
algorithms have been proposed to place cloudlets in a given network [2,3], which
can balance the workload between cloudlets and reduce MUs’ delay significantly.
But they ignore the cost of cloudlet and Access Point (AP) while performing
offloading tasks to cloudlet through AP. Moreover, cloudlets and APs are usually
selfish, they may not willing to share their resources to MUs. Therefore incentive
mechanisms are introduced to inspire resource-holder to share their resources
for MUs [4]. This work proposed flexible and stable model to manage deals
between MU and resource holder. In this incentive mechanism, a MU always
pays for a cloudlet independently. However, the ask price of cloudlet is usually
too expensive for single MU, and the resource of a cloudlet often exceeds the
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MU required which will waste lots of resources. Inspired by the group-buying
in spectrum allocation [5], we introduce TACD, a three-stage auction model to
place cloudlet in this paper. In TACD, several MUs connect with the Internet
through one AP, and then we place cloudlets besides APs, a cloudlet can only be
assign to one AP and can serve for all the MUs in this AP. And we also propose
a higher performance algorithm named TACDp based on TACD.

2 System Model and Problem Formulation

2.1 Problem Formulation

There are K cloudlets in the given wireless access network, each of them have lim-
ited computation and storage resources to share with MUs. It will cost cloudlets
much energy and resource when they share their resource to MUs, and the cost
will increase with heavier workload. As similar as [6] we defined the cost of
cloudlet Ck as

Cos(k) = c(k) · w(k) (1)

c(k) is the cost factor of Ck, and w(k) is the workload brought by MUs. To
inspire cloudlets sharing their computation and storage resources, we set that
each cloudlet Ck have a reserve price rk while sharing resource to MUs. If Ck

is assigned to the i-th AP ai in the auction, ai must be charged with a clearing
price Pi ≥ rk. Capk denotes Ck’s resource capacity, it means Ck can only serve
parts of MUs in AP ai, and the sum workload which brought by those MUs
is less than Capk. Cloudlets in this paper are heterogeneous, so we define that
their capacity and cost factor are different with each other. We define cloudlet
Ck’s reserve price rk as

rk = c(k) · Capk (2)

Capk, c(k) and rk are fixed number given in the beginning of auction, cloudlets
can’t change their value during the whole auction. By the way, cloudlet can
change those values in the gap of the former auction and the later auction,
cloudlets may improve their reserve price if the resource of cloudlet in the market
in short supply, and they may reduce them while the resource is oversupply, but
this studying rule is out of the scope of this paper, which will be left for future
consideration.

There are n APs in the given network, each AP can be connected with at
most ni MUs. For each AP ai, it’s bandwidth is given, usually, it’s bandwidth
can meet MUs’ networking requirements, to simplify the problem, we don’t take
APs’ bandwidth into consideration during the three-stage auction. The number
of MUs in each AP may be different at the same time, due to the moving MUs
and the limited coverage area of AP. In the three-stage auction model, MUs can’t
connect with the cloudlet directly, they must connect with their local AP first,
which means, MUs can’t deal with cloudlets directly, they must access cloudlets
through AP, and if cloudlet Ck is assigned to AP ai, all the MUs which connected
with ai can only use Ck’s resource. It is different from [3], where MU can request
service from other cloudlets if it’s local AP don’t have cloudlet or the assigned
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cloudlet is out of service, which may cause significant delays. In this paper, if
AP has assigned with cloudlet, the latency of cloudlet serving MUs will be very
low, so we don’t care about them in the auction.

In the auction, APs are agents and the deal is between cloudlets and MUs.
Cloudlets are sellers and MUs are buyers. MUs’ workload are different due to
their various tasks. Intuitively, the workload is much less than cloudlet’s capacity,
which make MUs’ group-buying significant. The MUs have different valuation on
cloudlets depending on cloudlets’ quality of service (QoS), they may set greater
valuation on the cloudlet that has higher QoS. MU mj

i is the j-th MU in AP ai,
mj

i ’s valuation on cloudlet Ck is vj
i (k). The valuations are private information

of MU, they will not commit collusion in the auction. On the other hand, they
have various budget which is public information depending on their valuation.

2.2 System Model

APs are sellers to MUs and buyers to cloudlets. In the first stage, APs calculate
the total budget of it’s MUs to each cloudlet, we define the total budget as
revenue for AP. The revenue AP ai gets from it’s MUs for cloudlet Ck is Rk

i ,
and MUs which contribute to the revenue will be regarded as potential winner
set. In the second stage, APs will present a rational budget bid for each cloudlet
depending on their revenues, and cloudlets will be assigned to APs at the clearing
price after the deal between APs and cloudlets. The winner set of cloudlets is
W ′, the winner set of APs is W , and the relationship between W ′ and W can
be defined by the mapping function σ(), σ(i) = k which means cloudlet Ck is
assigned to AP ai, their clearing price are Pi and P k. After the deal between
APs and cloudlets, winning APs will determine it’s winner MUs and charge for
them according to the potential winner set of the first stage. For AP ai, it’s
winning MUs is wi, and the winning MU mj

i ’s clearing price is pj
i .

We introduce utility to describe participants’ QoS or profits they gained from
the deal. The utility of MU mj

i , Access Point ai and cloudlet Ck are defined as
follow:

uj
i =

{
vj

i (k) − pj
i if mj

i ∈ wi;
0 otherwise;

(3)

ui =
{

Rk
i − Pi if ai ∈ W ;

0 otherwise; (4)

uk =
{

P k − Cos(k) if Ck ∈ W ′;
0 otherwise; (5)

3 Auction Scheme

3.1 Stage I: APs Calculating Budget for Each Cloudlet

We call this stage ACBC, for each AP ai, we calculate it’s budget Bk
i for all

cloudlets. The budget is collected from MUs which ai connected with. We defined
the mobile user mj

i ’s performance price ratio on the k-th cloudlet ck as
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tji (k) =
bj
i (k)
lji

(6)

Which is to describe MU’s unit budget on each cloudlet, lji is mj
i ’s workload

which is a fixed number given in the beginning of auction, and tji (k) will be
improved if mj

i increasing the budget bj
i (k). The MU set A is ai’s mobile users

sorted by their performance price ratio tji (k) in descending order. Such as, ma
i (k),

mb
i (k), mc

i (k), ..., mni
i (k), and it subjects to tai (k) ≥ tbi (k) ≥ tci (k) ≥ ... ≥ tni

i (k).
Let ls to be the s-th MU’s workload in A, and Sum to be the total workload
of the first s MUs in A, i.e., Sum = l1 + l2 + l3 + ... + ls. To improve the
utilization of cloudlet, we find a rational index s in A, to maximum Sum within
Capk, subject to Sum ≤ Capk and Sum + ls+1 > Capk. If the sum of all MUs’
workload in ai is less than or equal to Capk, then s = ni. In order to keep
the auction truthfully, AP generates an independent integer m randomly, and
(s+1)/2 ≤ m ≤ s. In our strategy, we will sacrifice the last m MUs in this stage,
and send the first ni − m MUs to the next stage, their unit price p equals to the
m-th MU’s performance price ratio in A. Let x = ni − m, then Ax is the first
ni − m MUs in A, the sum workload of the first x MUs in A is Lx. Then AP ai

get the revenue Rk
i = p · Lx, and it’s budget in the next stage Bk

i = Rk
i while

ai bid truthfully, Ax is the potential winner set for the k-th cloudlet Ak
i . By the

way, the effect of independent integer m is to keep TACD truthful.

3.2 Stage II: APs’ Auction to Select Rational Cloudlet

We call this stage ASC, in which APs deal with cloudlets depending on their
budget Bk

i and cloudlets’ fixed reserve price rk. We assigned cloudlet to AP in
a greedy manner, it’s similar with fixed price auction in [7], which have been
proved to be truthful, but ASC is more complex than it. At first, we sort APs
randomly, let C = Ck be the cloudlet set, for each AP in the random order, we
try to map it with cloudlet Ck which is available to maximize the profit Bk

i −rk,
there is no doubt that this value must be a non-negative number, if ties, choose
Ck with the smaller k. If there is another AP’s bid Bk

j which Bk
i ≥ Bk

j ≥ rk,
or there are a few bids which Bk

i ≥ Bk
j ≥ Bk

x ≥ . . . ≥ rk, then the transaction
between ai and Ck is done and their clearing price is Bk

j , or ai lost this auction.

3.3 Stage III: The Winning APs Ensure and Charge for Winning
Mobile Users

In this stage, winning APs determine winning MUs base on it’s potential winner
set, and charge for them. For instance, if ai wins Ck in ASC, then it’s potential
winner set for Ck will win the auction and they will be charged at their potential
clearing price pj

i (k).
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3.4 TACD Plus

In this subsection, we propose a more efficient algorithm to allocate cloudlets,
which is named TACD plus (TACDp). TACDp is improved by changing the
random integer m in ACBC base on TACD, the only difference between TACD
and TACDp is the way we get number m. In TACD, m is randomly generated
during [(s + 1)/2, s], it will sacrifice many MUs to keep auction truthfulness,
which may reduce the performance of TACD markedly. In TACDp, we get the
random integer m by an algorithm named GTm, in the first stage of TACDp, as
same as ACBC in TACD, we get the number s while ai calculates the budget for
Ck, then we generate the number m by GTm, and the rest steps are the same as
ACBC in TACD. The number m generated by GTm can help TACDp get more
budget for each AP, which can improve the social welfare significantly.

A is MUs in ai which are sorted by their performance price ratio on Ck, the
number of MUs which can benifit from Ck is no more than s for the resource
in Ck is limited. In GTm, we can calculate ai’s budget for Ck if Ck only serve
for the first x MUs in A, while the number x is from 1 to s − 1. Let array S
to store the budget of all this s − 1 cases, then we sort S in descend order, and
we save the first three cases as tp1, tp2 and tp3, their number of MUs are x1, x2

and x3 respectively. Then we get a random number rnd from {tp1, tp2, tp3}, and
m = rnd + 1.

3.5 Desired Properties

TACD and TACDp satisfied the desired properties: Truthfulness, Computational
Efficiency, Budget Balance and Individual Rational. Due to limited space, veri-
fications are omitted.

4 Numerical Results

4.1 Simulation Plan

We simulate our works on MATLAB R2014a, the number of APs and cloudlets is
changing from 30 to 80. The capacity of cloudlet is subject to normal distribution
N(25, 5) during [10, 30], i.e., Capk ∼ N(25, 5) and 10 ≤ Capk ≤ 30. Cloudlet
Ck’s cost factor c(k) is subject to normal distribution N(0.75, 0.1) during [0.5,
1], i.e., c(k) ∼ N(0.75, 0.1) and 0.5 ≤ c(k) ≤ 1. If σ(i) = k, we define Ck’s
utilization Uk as

Uk =

∑
jεwi

lji

Capk
(7)

The number of MUs in each AP subject to uniform distribution U(5, 30). For
each MU, it’s workload subject to normal distribution N(2, 1) during [1, 3], i.e.,
lji ∼ N(2, 1) and 1 ≤ lji ≤ 3. MU’s valuation for each cloudlet subject to uniform
distribution U(1, 15), i.e., bj

i (k) ∼ U(1, 15). We compare our works with the
strategy Heaviest AP First (HAF) which mentioned in [3]. We sort APs by their
MUs’ total workload in descend order, and then sort cloudlets by their capacity
in descend order, mapping cloudlets with APs in turn.
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4.2 Simulation Results

The profits are shown in Fig. 1. We can find that TACD’s social welfare is nearly
equal to HAF, and TACDp is better than HAF, the distinction is more obviously
while increasing the number of APs and cloudlets.

Fig. 1. Social welfare
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Abstract. The security problem of screen image leakage from a display unit
has become serious with the rapid speed of signal transmission technology. This
paper presents a novel investigation on the characteristics of the power line
compromising channel. Moreover, a measurement system has been actually
developed for the leakage signal analyzing and image reconstruction. In order to
overcome the degradation of reconstructed motion images and enhance the
reconstructed image quality, a multi-image blind deconvolution method was
proposed and test experiments were carried out to verify the effectiveness of the
multi-image blind deconvolution algorithm based on the conducted signal from
the power line.

Keywords: Recognition � Computer � Compromising emanations � Power
line � Blind deconvolution

1 Introduction

All electronic equipments emit electromagnetic signals unintentionally and the elec-
tromagnetic radiations may contain information for Information Technology Equip-
ments (ITEs). As an example of ITEs, computers have been widely used in our
information society. For computers, one of the most important information sources is
video display units. In the monitor, confidential information such as personal infor-
mation may be often displayed. Thus, a target confidential information signal in the
computer displays might be reproduced by receiving and analyzing this electromag-
netic disturbance.

2 Related Work

The beginning of the studies about the eavesdropping risk of the displays was a
research carried out by W. Van Eck in the Dr. Neher laboratories of Netherlands PTT
[1]. He detected information that is displayed on a remote video screen placed in a
building from a distance with a antenna, a receiver system and a television screen. In
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[2, 3], standard PC plus flat panel are used as target information sources and display
images reconstructed. In [4], with a near magnetic field probe and injection probe,
laptop displays and LCDs are used as target and electromagnetic emanations are taken
to reconstruct the images.

Recently, with the remarkable increase of information signal rates, the frequencies
of such emissions tend to be higher and so are easier to radiate [5]. Besides the wireless
channel, there can also be a potential information security threat for that the infor-
mation can then be intercepted on the network cable [6] from a distance with no trace.
Nevertheless, there are very little subject about research on information leakage of
computer video based on power line cable that exists in every district or family use for
which the security is often the most neglected.

In the following section, we will illustrate the EMC and compromising emanations
of computer signals on the power line cable, and setup a system to analyze the conduct
electromagnetic waves of computer display signals. Through a novel multi-channel
blind image deblurring method, we have found that the detected signals show a serious
eavesdropping risk of computer displays on the power line channel.

3 Multi-image Blind Deblurring Algorithm

In many practical scenarios we are presented with multiple pictures of the same scene
under different imaging conditions. This is especially for receiving and reconstructing
information leakage of computers via electromagnetic emanations. However, each
reconstructed image may often contain blurring or motional noise. Thus, we proposed a
Multi-image blind deconvolution algorithm to jointly utilize all available observations
to produce a single sharp estimate of the underlying scene.

Considering L corrupted versions of a latent sharp image x, the uniform convo-
lutional blur model assumes the observation process

y‘ ¼ k‘ � xþ n‘ 8‘ 2 f1; . . .:; :Lg ð1Þ

Given the case where we have a single image y. The observation model defines a
Gaussian likelihood function pðy=x; kÞ [7, 8]. Mathematically, this implies that
pðxÞ ¼ Qm

i¼1 pðxiÞ, where m is the size of x (y is of size n\m)

pðxiÞ ¼ max
ci � 0

N xi; 0; cið Þ exp½� 1
2
f ðciÞ� ð2Þ

The hyperparameter variances c ¼ c1. . .; cm½ �T provide a convenient way of
implementing several different estimation strategies. For instance, perhaps the most
direct is a form of MAP estimation given by

max
x;c;k� 0

pðyjx; kÞ
Y
i

N xi; 0; cið Þexp½� 1
2
f ðciÞ� ð3Þ
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The basic idea that extends to the blind deconvolution problem, is to first integrate
out x, and then optimize over k, c, as well as the noise level k. And then the final latent
sharp image can be recovered using the estimated kernel and noise level with standard
non-blind deblurring algorithms. It can be shown that this alternative estimator is
formally equivalent to solving

min
x;k;k� 0

1
kl
jjy� k � xjj22 þ g x; k; kð Þ ð4Þ

where

g x; k; kð Þ ¼ min
c� 0

xTC�1xþ log jkIþHCHT j ð5Þ

To alleviate high-dimensional determinants involved with realistic sized images, a
determinant identities and a diagonal approximation to HCH was introduced, which
leads to the simplified penalty function

g x; k; kð Þ ¼ min
c� 0

X
i

x2
i

ci
þ log kþ cijjkljj22

� �� �
ð6Þ

The cost function provides a transparent entry-point for multi-image deblurring.
Assuming that all observations yl are blurry or noisy measurements of the same
underlying image x, and then c may then justifiably be postulated shared across all l,
which leads to the following revised multi-image optimization problem

min
x; kl;kl � 0f g

XL
l¼1

1
kl
jjyl � kl � xjj22 þ g x; kl; klf gð Þ ð7Þ

where the multi-image penalty function is now naturally defined as

g x; kl; klf gð Þ ¼ min
k� 0

XL
l¼1

Xm
i¼1

x2
i

ci
þ log kl þ cijjkljj22

� �� �
ð8Þ

The resulting majorization-minimization approach is guaranteed to reduce or leave
unchanged at each iteration. The multi-image blind deblurring algorithm, which is
parameter-free and requires minimal user involvement are as follows.

Recognition of Electro-Magnetic Information Leakage 885



 
   

1

1
1

1

: , (1, )

: ,

:

:

TT
ll ll

ll

l

ll

HL
l L

ll

i

H yHL
l L

y l L

y

x

kH

x
















 

 

 
 
 
  



Input

Initialize

While

Update x

Updateγ

blurryimages
blur kenels noise levels

stopping criteria is not satisfied,do

where is the convolution matrixof

2 1 , ( ),
L

lil
i

z
diag

L
  



2

2

2

1_
1 1

_
2
2

_
2
2

1

:

1
arg min 0 || ||

:

|| ||

l

lj

lj

lj

li ji l ij

l

l l l li jij i
l

l

m

l l li jij
i

l

z I

k k y Wk z I

y Wk z I

n

xW

k

k

k

 








 



 



   



 



  
  
  

 
 
 



 

 

Updatek

Updatenoise levels

End

i

with the convolution matrix of

4 Experimental Results and Evaluation on Multi-image Blind
Deconvolution Method for the Reconstruction Data

In order to analyze the leakage RGB signals of computer video in the power line and
verify the transmission channel characteristic, test experiments were carried out to
measure the conducted signal on the power line, which is shown in Fig. 1. The system
is composed of a target PC Think Centre M8400t (1 GB separate display memory),

Fig. 1. Experiment and reconstruction system
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a Think Vision LT2252wd LCD display, a coupler clamp, a spectrum receiver, a DDS
sequence generator, and a reconstruct PC.

During the experiment setup, the display resolution and refresh rates of the PC were
set to 1024 � 768 pixels at 60 Hz, with a video dot-frequency of 65.4 MHz. Table 1
shows the Horizontal and Vertical frequency of the DDS which were used to recon-
struct the images on the power line.

In this experiment, we use a text image with resolution of 1024 � 768 pixels for
image reconstruction and the test results are shown as Fig. 3. We construct a
multi-observation test set with l = 2 blurry images by dividing the whole kernel set into
two halves: b1¼ 1. . .4f g and b2¼ 5. . .8f g. Estimated PSF pairs were shown in Fig. 2.

The images that reconstructed from conducted emission on the power line was
evaluated by using a sample image text on the target PC. Figure 3(a) shows the original
image of text displayed on the target PC. Figures 3(b), (c), show the reconstructed two
image at receiving frequencies of 30 MHz without blind deconvolution processing.
Figure 3(d) shows the final image with the multi-image blind deblurring algorithm of
the two received images.

From the images reconstructed we can see that the target computer display can be
successfully reconstructed by receiving the conducted emission on the power line. In
addition, the multi-image blind deblurring algorithm can further enhanced the quality
of reconstructed image. Thus the measurement system can be used in evaluating
information leakage of a display image on a PC due to conducted emission on the
power line cable.

Table 1. DDS signals for the information reconstruction

Signal type Period Frequency Amplitude Pulse-width

Vertical-sync 16.71 ms 59.822 Hz 4.96 V 16.58 ms
Horizontal -sync 20.74 µs 48.216 kHz 4.96 V 18.02 µs

(a) (b) 

Refined PSF 1

5 10 15 20 25

5

10

15

20

25

Refined PSF 2

5 10 15 20 25

5

10

15

20

25

Fig. 2. The estimated PSFs: (a) image one, (b) image two
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5 Conclusions

In this paper, we have proposed a novel model for the eavesdropping attacks of
computer displays on power line channel. In order to verify the characteristics of the
power line channel, we also developed a system for the measurement of information
leakage on the power line cable that was emitted by the switching RGB signals of
display image. In addition, a multi-image blind deconvolution algorithm was proposed
to reconstruct the display image from the conducted emission on the power line of a
PC.
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Abstract. Nowadays, wireless LAN has become the most widely
deployed technology in mobile devices for providing Internet access. As
a result, WLAN users usually find themselves covered by multiple access
points and have to decide which one to associate with. In traditional
implementations, most wireless stations would select the access point
with the strongest signal, regardless of traffic load on that access point,
which might result in heavy congestion and unfair load. In this paper, we
propose a novel on-line association algorithm to deal with any sequence
of STAs during a long-term time such as one day.

1 Introduction

Wireless local area networks (WLANs) have become a popular technology for
access to the Internet and enterprise networks. In conventional implementations
of WLANs, each station (STA) scans multiple wireless channels to detect the
APs within the communication range, and chooses an AP that has the strongest
received signal strength indicator (RSSI). The most apparent disadvantage of
the RSSI-based STA association approach is that RSSI does not provide any
information about the current traffic load of the AP [5]. Thus how to select an
AP in a WLAN to guarantee high throughput and balance load for each STA is
a challenging issue [6].

Obviously, the association algorithm can be used to achieve different objec-
tives. For instance, it can be used to maximize the overall throughput of a system
[9], achieve the network-wide bandwidth allocation fairness among STAs [4], and
balance the load among APs. These plausible objectives can be obtained by one
or two of the following parameters: the bit rate served by APs and the uti-
lization of APs. Though these plausible objectives can be obtained by the two
parameters by the periodical off-line optimal solutions, these are not desired fea-
sible association algorithm which could be implemented in real-world situations.
Consequently, more feasible association algorithms could deal with a sequence
of STAs and maximize the overall traffic of a system.

The rest of the paper is organized as follows. In Sect. 2, we discuss the related
work. In Sect. 3, we describe the system model considered in the paper. Section 4
gives the problem formulation of the AP association in WLANs and presents the
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algorithm, followed by Sect. 5 which analyzes the proposed algorithm. We report
the simulation and experimental results in Sect. 6. Finally, we conclude the paper
in Sect. 7.

2 Related Work

Association algorithms for WLANs have been intensely studied by both the
research community and the industry. Fairness and load balancing are two inter-
related dimensions of the AP association problem.

None of the works mentioned above jointly considered the two interrelated
dimensions in wireless LANs. Le et al. [7] proposed a distributed algorithm where
each STA selected an appropriate contention window size to fairly share the chan-
nel occupancy time while maximizing the aggregated throughput of the network.
Throughput based max-min fairness suffered from low network throughput in
multi-rate wireless LANs [3].

Here we discuss a completely on-line algorithm with no need to run again
when an STA is arriving or leaving. Actually, it is difficult to give considera-
tion to the two interrelated dimensions at the same time. And there are many
mechanisms to guarantee the quality of bandwidth allocated to the STAs [10].
Therefore, when we design an on-line association algorithm which could guar-
antee the quality of bandwidth of the associated STAs, we just consider the AP
selection and the load balancing issues.

Mehta et al. [8] provided a simple framework to design a trade-off function
between two factors in the on-line algorithm in. The paper proposed an on-line
algorithm with competitive ratio 1 − 1/e to solve the AdWords problem among
the Internet search engine companies. Based on the solution of the paper, we
find that the capacity of each AP is limited, and the arrival and demand of the
STAs are arbitrary. Therefore, we will apply this method to deal with the on-line
case of our problem.

3 Network and System Description

3.1 Network Model

We consider an IEEE 802.11e based WLAN that comprises a large number of
APs. Let A denote the set of APs and let N denote their quantity, i.e., N = |A|.
All APs are attached to a controller, which makes the decision of which AP an
STA should associate with. Each AP a ∈ A has a theoretical traffic of Ca. Each
AP has a limited transmission range and it can only serve STAs that reside in
its service range.

We use S to denote the set of mobile STAs that have resided in the network
range during a long-term time T . Our association algorithm is designed for
the network in which STAs could arrive or depart freely. To the best of our
knowledge, the network is regarded as stable when the time is measured in terms
of tens of seconds. Therefore, we focus on a long-term time such as one day as
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the running time of the algorithm. Each STA is associated with a single AP
to obtain service over a wireless channel. Because we don’t take infrastructure
into consideration, for STA s ∈ S and AP a ∈ A, we use the maximal bit rate
between STA and AP as the total bandwidth of the AP. In this paper, we first
consider STAs with specified required bandwidth bs and time ts. APs will try to
allocate the demanded bandwidth to its associated STAs, and STAs consume all
bandwidth allocated to them and always have traffic to send or receive in their
demanded time. Furthermore, we consider a general case where STAs can leave
before their demanded time is used up.

3.2 System Description

We develop a centralized on-line association mechanism that determines the
appropriate STA-AP associations to maximize the network traffic in a long-term
time. We now discuss the main implementation aspects of an association control
system. First, the system requires the relevant information of the session on each
STA, such as the bandwidth and time demand of the session, the maximal bit
rate that it experiences from each AP. Second, it needs an algorithm to determine
the appropriate STA-AP association. Third, it needs a mechanism to enforce
these decisions, including association, handover without user interference, and
denial of service. We assume that such a mechanism is deployed at each AP,
for instance, by using the emerging IEEE 802.11e extension [10] or any fair
bandwidth allocation, and we build our association algorithm on top of it.

4 Algorithm Design

This section, we focus on the network scenario that each STA runs only one
session which specifies a demanded bandwidth in its demanded time at one
time.

4.1 Problem Definition

The AP association problem is the following: There are N APs, each with the-
oretical traffic Ca. S is a set of mobile STAs. Each AP a has the same total
bandwidth ba for STA s ∈ S without concerning about the relative position
between them and the interference. A sequence s1, s2, . . . , sn of STAs si ∈ S
arrive on-line during T , and each STA si must specify required bandwidth bsi

and time demand tsi
according to its current session. The objective is to max-

imize the overall traffic of system at the end of T while respecting the quality
of bandwidth of STAs. The notations and definitions to be used as summarized
in Table 1. When a new STA s arrives at time ts, we can divide the theoretical
traffic into three parts in our association algorithm, the unused traffic before
ts, the allocated traffic and the remaining traffic after ts as shown in Fig. 1. So
the theoretical analysis based on the AdWords model will be incorrect. In our
opinion, letting the unused part be small enough can be a reasonable solution to



A Novel On-Line Association Algorithm in Multiple-AP WLAN 893

Fig. 1. The three parts of the theoretical traffic

Table 1. Notations

Symbol Semantics

A The set of all access points

Sa The set of STAs which are associated with AP s

S The set of all STAs

As The set of candidate access points of STA s

Ca The theoretical traffic of AP a

bs The demanded bandwidth of STA s

b′
s The actual allocated bandwidth of STA s

ts The demanded time of STA s

ba The total bandwidth of AP a

ψ(a) The tradeoff function on AP s

N The number of APs in the network

n The number of STAs which have associated with APs

ts The time a new STA s arrives

T The running time of the association algorithm

adapt to the AdWords model. In order to achieve this, we define the “budget”
for an AP as the theoretical traffic during a specified amount of time (“budget
time”). We also suppose the amount of budget is the same for every AP, and call
this a budget window. As our algorithm can only be valid during a short period
of time at the beginning of budget window, we make the algorithm restart when-
ever the time-line reaches a specified short period (say, 1/k2 of “budget time”)
within budget window.

4.2 Algorithm

Now we will present our association algorithm when an STA s arrives in Algo-
rithm 1. First, we define a trade-off function ψ(x) of an AP as following:

ψ(x) = 1 − e−(1−x).
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where x will be substituted with the ratio of allocated traffic within the total
traffic of the AP’s budget window. To make it clear, the allocated traffic is the
traffic that this AP has used to communicate with its associated STAs, plus that
which it has planned to use with its associated STAs in the future. And the total
traffic of the AP’s budget window is the size of the budget window. So on the
other side, the ratio is related to the free traffic which this AP can allocate to
upcoming STAs.

It’s convenient to discretize the traffic into k equal parts, and we call each
part a slab, so each slab contains 1

k of the total traffic in budget window. The AP
allocates from lower slabs first, and when lower slabs are emptied, higher slabs
will be used. The slab which the AP is currently allocating traffic from is called
an active slab. We number each slab from 1 (lowest slab) to k (highest slab),
and the active slab is slab(i). Then we will get another form of the ψ function:

ψk(i) = 1 − e−(1−i/k).

When an STA s arrives, the STA s must notify the centralized AP controller
its demanded bandwidth and time. Then each AP makes a bid to this STA. The
bid is in the unit of traffic, that is, the bid equals the amount of traffic the AP
can allocate. Of course, not all AP can satisfy the bandwidth demand of s, as the
available bandwidth of an AP might be smaller than it (i.e., ba−∑

s∈Sa
b′
s < bs).

In this case, the AP bid with traffic smaller than bs×ts. If this AP gets associated,
from the next moment until an STA leaves, its bandwidth will be fully utilized.
Formally, this would be: (b′

s is the actual bandwidth allocated to the STA.)

b′
s =

{
bs ba − ∑

s∈Sa
b′
s ≥ bs;

ba − ∑
s∈Sa

b′
s otherwise.

Algorithm 1. The AP-association algorithm

Require: bandwidth and time demand of STA s, represented by bs and ts respectively.
Ensure: max priority ap of STA s
1: max priority ← −1
2: for a in all APs do
3: bid ← b′

s × ts
4: if max priority < bid × ψk(slab(i)) then
5: max priority ← bid × ψk(slab(i))
6: max priority ap ← a
7: end if
8: end for
9: max priority ap is the chosen AP for STA s.
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5 Theoretical Analysis

In this section we analyze the performance of our algorithm in the special case
when all bids made by the candidate APs are equal. Then the association algo-
rithm can be simplified to a new algorithm which is just based on the available
traffic of the APs. For convenience, we call the new simplified algorithm as
Simplified-Association algorithm as shown in Algorithm 2.

Algorithm 2. The Simplified-association algorithm
Require: bandwidth and time demand of STA s, represented by bs and ts respectively.
Ensure: max priority ap of STA s

1: max priority ← −1

2: for a in all APs do
3: if max priority < ψk(slab(i)) then

4: max priority ← ψk(slab(i))

5: max priority ap ← a

6: end if
7: end for
8: max priority ap is the chosen AP for STA s.

We wish to give a lower bound of the total traffic achieved by Simplified-
Association Algorithm. Let us define the type of AP in a period according to
the fraction of traffic served by that AP at the end of the algorithm Simplified-
Association Algorithm: say that the AP in some period is of type j if the
fraction of its theoretical traffic spent at the end of the algorithm lies in the
range ((j − 1)/k, j/k), By convention an AP in some period who spends none of
his budget is assigned type 1.

Lemma 1. In some period, if OPT associates STA s with AP a of type j ≤ k−1,
then Simplified-Association Algorithm lays all demanded traffic of s in
some slab i such that i ≤ j.

The lemma follows immediately from the criterion used by Simplified-
Association Algorithm for associating STAs with APs: A has type j ≤ k −1
and therefore transmits at most j/k fraction of his theoretical traffic at the end
of Simplified-Association Algorithm. It follows that when STA s arrives
at the beginning of some period, A is available to Simplified-Association
Algorithm for associating with s, and therefore A must associate s with some
AP who has transmitted at most j/k fraction of his total traffic in this period s.

For simplicity we will assume that the AP in each period of type i transmit
exactly i/k fraction of their theoretical traffic, that the amount of traffic pieces
of each STA do not straddle slabs. The second one is justified by fact the traffic
piece is small compared to the traffic in each period (e.g. taking the piece to be
smaller than 1

k2 of the traffic of each period). The total error resulting from this
simplification is at most (2n−1)N

k and is negligible, once we take k to be large
enough. Now, for i = 1, 2, . . . , k − 1, let xi be the number of periods for all APs
of type(i). Let βi denote the total traffic transmitted by the AP in each period
from slab i in Balance. It is easy to see (Fig. 2) that β1 = (2n − 1)N/k, and
for 2 ≤ i ≤ k, βi = (2n−1)N

k − (x1 + . . . + xi1)/k.
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Fig. 2. The APs in each period are ordered from right to left in order of increasing
type. We have labeled here the APs in each period of type 2 and the traffic in slab 3.

Lemma 2.

∀ i, 1 ≤ i ≤ k − 1:
i∑

j=1

(1 +
i − j

k
)xj ≤ i

k
(2n − 1)N.

From Lemma 1:

i∑

j=1

xj ≤
i∑

j=1

βj = β1 +
i∑

j=2

βj

=
i

k
(2n − 1)N −

i∑

j=1

i − j

k
xj .

The traffic of Simplified-Association Algorithm is

α − AS ≥
k−1∑

i=1

i

k
xi + [(2n − 1)N −

k−1∑

i=1

xi] − (2n − 1)N
k

= (2n − 1)N −
k−1∑

i=1

k − i

k
xi − (2n − 1)N

k
.

This gives the following LP, which we call L. In both the constraints below,
i ranges from 1 to k − 1.

max Φ =
k−1∑

i=1

k − i

k
xi,

subject to
∀i:

i∑

j=1

(1 +
i − j

k
)xj ≤ i

k
(2n − 1)N

∀i: xi ≥ 0.
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And the dual LP, D, will be used in the case of arbitrary demand bandwidth.

min Φ =
k−1∑

i=1

i

k
(2n − 1)Nyi,

subject to
∀i:

k−1∑

j=i

(1 +
j − i

k
)yj ≥ k − i

k

∀i: yi ≥ 0.

According to the analysis in [8], the value of Φ of the programs L and D goes
to (2n − 1)N/e.

Lemma 3. The competitive ratio of Simplified-Association Algorithm is
at least 1 − 1

e .

Recall the traffic of Simplified-Association Algorithm is at least (2n − 1)
N − Φ − (2n−1)N

k , hence it tends to (2n − 1)N(1 − 1
e ). Since OPT is (2n − 1)N ,

the competitive ratio is at least 1 − 1
e .

6 Evaluation

In this section, we test our association algorithm on Matlab [1] and a real TestBed
respectively. We compare the performance of our algorithm with that of the
following ones:

– Strongest Signal First (SSF): The default STA-AP association mechanism in
the 802.11 standard.

– Largest Available Bandwidth (LAB): The STAs will associate with the APs
which has the largest available bandwidth compared with the demanded
bandwidth of the STAs based on 802.11e.

In order to compare our algorithm with other association algorithms in vari-
ety of settings, we select several different bandwidth allocation algorithms. The
various cases of test algorithms are labeled in Table 2.

Table 2. Algorithm combinations

Label Bandwidth allocation Association algorithm

QoS F/ALG Fixed bandwidth ALG

QoS F/SSF Fixed bandwidth SSF

QoS F/LAB Fixed bandwidth LAB

This set of algorithms are examined carefully according to the performance
metrics listed in the following:
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– Per-STA bandwidth in Mbps.
– The overall traffic of the network.
– The traffic on the APs in Mbps.
– The competitive ratio.

6.1 Simulations

We first consider a static network, which involves 2 fixed APs in the network,
and each has a capacity of 4 Mbps. There are 4 STAs accessing the network
successively. The parameters of the APs and the STAs are shown in Table 3.
The algorithms, SSF and LAB, make greedy association decisions to satisfy the
current STAs. The bandwidth allocated to the STAs is so unreasonable that the
APs cannot provide the enough bandwidth for the coming STAs such as STA
4 as shown in Table 4. And ALG allows STA 4 associate with AP a to achieve
more throughput in the system.

Table 3. Parameters of the APs and the STAs in scenario 2

STAs Start(s) End(s) Demanded bandwidth (Mbps) Max bit rate (Mbps)

AP a AP b

1 0 200 1 4 2

2 50 200 1 2.7 2

3 100 200 2 2 4

4 150 200 2 3 4

Table 4. Scenario 1: dynamic STAs. The STA 4 could not associate with any AP in
the network in the association algorithms, SSF and LAB

Metrics Algorithms APs

a (4 Mbps) b (4 Mbps)

STAs STAs

1 2 3 4 1 2 3 4

Association QoS F/ALG
√ √ √ √

QoS F/SSF
√ √ ⊗ √ ⊗

QoS F/LAB
√ √ ⊗ √ ⊗

Traffic (×103 Mb) QoS F/ALG 0.2 0 0 0.1 0 0.15 0.2 0

QoS F/SSF 0.2 0.15 0 0 0 0 0.2 0

QoS F/LAB 0.2 0.15 0 0 0 0 0.2 0

Scenario 2 involves 9 APs and many mobile STAs in a 100×100m2 network.
The locations of the APs are fixed as shown in Fig. 3. Each AP has a capacity
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of 54 Mbps. The arrival and departure of the STAs are subject to the normal
distribution. There are two peak hours, 15 and 21, during a day (24 h) as shown
in Fig. 4(a). The locations of the STAs are random in the network. We plot the
network traffic under ALG and LAB as shown in Fig. 4(b). The network traffic in
ALG improves about 37% compared with the LAB algorithm. And it is obvious
that the traffic on each AP under ALG is more balancing compared with LAB
as shown in Fig. 4(c) and (d).

Fig. 3. The topology of the static network
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Fig. 4. Scenario 3: dynamic network.

Scenario 3 involves 3 fixed APs in the network, each has a capacity of 4 Mbps
as shown in Fig. 5. And the maximal bit rates between the APs and the STAs
are the capacity of the APs. Then we can get the competitive ratio compared
with SSF as shown in Fig. 6.
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Fig. 5. The topology of the static network
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6.2 Experiments

In this section, we will report our results of experiments which help us understand
the performance of our association algorithm. Experiments are conducted with
Thinkpad R61e laptops equipped with Atheros AR2425 802.11g wireless cards.
Each laptop is loaded with the modified Madwifi driver v0.9.4 [2] to collect
experimental data. The topology of the network is shown in Fig. 8.

Fig. 7. Scenario 4: the network traffic
of the testbed.

Fig. 8. The topology of testbed
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We compare the network traffic of our algorithm with that of LAB and
SSF, and present that our algorithm has better performance than the other
two as shown in Fig. 7. Actually, the network in the testbed is a worse case for
our algorithm, because our association algorithm performs better in congested
networks. Though this network is light-loaded because of the limited equipment,
our algorithm still performs better than the other two.

7 Conclusions

In this paper, we propose a novel on-line association algorithm to deal with any
sequence of STAs during a long-term period such as one day. One important
advantage of our algorithm is that it does not need any periodical off-line opti-
mal solutions. We give a strict proof that the competitive ratio of the algorithm
is 1−1/e when APs allocate the demanded bandwidth of their associated STAs.
Simulation results show that the proposed association algorithm can improve the
network traffic by more than 37% when compared with conventional association
algorithms. Our algorithm also performs better than SSF and LAB in the exper-
iments even in a less congested network, which may improve more performance
for other association algorithms than that of ours.

We plan to test and verify the performance of our association algorithm with
more APs and more STAs in our testbed. In this condition, we try to find the
difference between this experiment and the previous one to optimize our asso-
ciation algorithm. Meanwhile, interference which will influence the performance
in a congested network will be taken into consideration in our model.

References

1. Matrix laboratory. http://www.mathworks.com
2. Multiband atheros driver for wifi. http://madwifi-project.org
3. Bejerano, Y., Han, S.J., Li, L.E.: Fairness and load balancing in wireless LANs

using association control. In: Proceedings of the 10th Annual International Con-
ference on Mobile Computing and Networking, MobiCom 2004, pp. 315–329. ACM,
New York (2004). http://doi.acm.org/10.1145/1023720.1023751

4. Bredel, M., Fidler, M.: Understanding fairness and its impact on quality of service
in IEEE 802.11. In: IEEE INFOCOM 2009, pp. 1098–1106. IEEE (2009)

5. He, Y., Perkins, D., Velaga, S.: Design and implementation of class: a cross-layer
association scheme for wireless mesh networks. In: INFOCOM IEEE Conference
on Computer Communications Workshops, pp. 1–6. IEEE (2010)

6. Kim, H., De Veciana, G., Yang, X., Venkatachalam, M.: Alpha-optimal user asso-
ciation and cell load balancing in wireless networks. In: 2010 Proceedings of IEEE
INFOCOM, pp. 1–5. IEEE (2010)

7. Le, Y., Ma, L., Cheng, W., Cheng, X., Chen, B.: Maximizing throughput when
achieving time fairness in multi-rate wireless LANs. In: 2012 Proceedings of IEEE
INFOCOM, pp. 2911–2915. IEEE (2012)

8. Mehta, A., Saberi, A., Vazirani, U., Vazirani, V.: Adwords and generalized online
matching. J. ACM 54(5). http://doi.acm.org/10.1145/1284320.1284321

http://www.mathworks.com
http://madwifi-project.org
http://doi.acm.org/10.1145/1023720.1023751
http://doi.acm.org/10.1145/1284320.1284321


902 L. Sun et al.

9. Nassiri, M., Heusse, M., Duda, A.: A novel access method for supporting absolute
and proportional priorities in 802.11 WLANs. In: The 27th Conference on Com-
puter Communications, INFOCOM 2008, pp. 709–717. IEEE (2008)

10. Ni, Q., Romdhani, L., Turletti, T.: A survey of QoS enhancements for IEEE 802.11
wireless LAN: research articles. Wirel. Commun. Mob. Comput. 4(5), 547–566
(2004). http://dx.doi.org/10.1002/wcm.v4:5

http://dx.doi.org/10.1002/wcm.v4:5


Near-Field Localization Algorithm Based
on Sparse Reconstruction of the Fractional

Lower Order Correlation Vector

Sen Li, Bin Lin(&), Bing Li, and Rongxi He

Department of Information Science and Technology,
Dalian Maritime University, Dalian 116026, China

{listen,binlin,bingli,hrx}@dlmu.edu.cn

Abstract. This paper addresses the issue of joint direction-of-arrival
(DOA) and range estimation of near-field signal under impulsive noise envi-
ronments modeled by a-stable distribution. Since a-stable distribution does not
have finite second-order statistics, the DOA and range estimation problem under
impulsive noise environment can be decoupled in the fractional lower order
correlation domain. Then, the two dimensional positioning problem is trans-
formed into two one dimensional parameter estimation problems which can be
solved by the sparse reconstruction of the fractional lower order correlation
vector. The computer simulation results demonstrate that the proposed algorithm
outperform the second order correlation-based methods.

Keywords: Near-filed � Direction of arrival � Range estimation � Impulsive
noise � Sparse reconstruction � Fractional lower-order correlation

1 Introduction

Source localization is a hot research topic in array signal processing and has extensive
applications in the microphone arrays, passive sonar, radar and wireless communica-
tions [1]. It has attracted many scholars’ attention and a large amount of methods have
been proposed to handle this issue. Most of these methods made the assumption that
the sources are located in the far-filed region which is characterized by the direction of
arrival (DOA). However, when the sources are located in the Fresnel region, the
wavefront shape will not only be characterized by DOA but also by the range. Thus,
existing methods based on the far-field assumption are not suitable to this situation. In
view of the near-field source localization problem, researchers extended the conven-
tional one-dimension MUSIC algorithm for DOA estimation to two-dimension MUSIC
algorithm for joint range and DOA estimation [2]. Other methods, such as, higher-order
statistics (HOS) based methods [3] and the weighted linear prediction method [4] had
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also been proposed. Recently a very different framework, namely sparse signal
recovery framework, is introduced in array signal processing. Method based on sparse
signal recovery had been developed for near-field sources location [5].

One common assumption made by the above methods is that the ambient noise is
assumed to be Gaussian distributed. However, in many real world applications the
noise often exhibits non-Gaussian properties, sometimes accompanied by strong
impulsiveness [6]. Under investigation, it is found that a-stable distribution is a suitable
noise model to describe this type noise [7]. Since a-stable distribution has no finite
second order statistics (SOS), the SOS-and HOS-based estimation methods are gen-
erally not applicable. Therefore, the fractional lower-order statistics (FLOS) was
recently proposed such as the fractional lower order correlation (FLOC) and the phase
fractional lower correlation (PFLOC) [8]. By using the PFLOC, [9] proposed a new
search-free method for near-field source localization under impulsive noise.

So far as we know, there is no existing near-field parameter estimation methods
based on sparse reconstruction in impulsive noise environments. Thus, in this paper, we
propose a near-filed source location algorithm based on the sparse reconstruction of the
FLOC vectors which are the output of the virtual far-field array. Computer simulation
experiments are presented to illustrate the performance superiority of the proposed
methods over the estimation method based on the sparse reconstruction of the corre-
lation vectors under a-stable noise environments.

2 a-Stable Distribution

This section describes a noise model specified by a-stable distribution with its char-
acteristic function specified by

/ tð Þ ¼ e jat�c tj j a 1þ jbsgn tð Þ- t;að Þ½ �f g ð1Þ

where c and a are the dispersion and location parameters respectively and - t; að Þ ¼
tan pa

2 if a 6¼ 1; - t; að Þ ¼ 2
p log tj j, if a ¼ 1,and sgn tð Þ is tj j if t 6¼ 0 and 0 if t ¼ 0. In

particular, a (0 < a � 2) is the characteristic exponent that measures the thickness of
the tails of the distribution where the smaller a is, the thicker its tails. Also, b is the
symmetry parameter, if b = 0, the distribution in which case the observation is referred
to as the symmetry a-stable (SaS) distribution. When a = 2 and b = 0, the a-stable
distribution becomes a Gaussian distribution. An important difference between the
Gaussian and the a-stable distribution is that only moments of order less than a exist for
the a-stable distribution.

3 Problem Formulation

Consider the case of K independent narrowband sources are in the near-field of a
symmetric uniform linear array (ULA) with N ¼ 2Mþ 1 isotropic sensors. Set the
array center being the phase reference point, the signal received by the mth sensor at
time t can be expressed as
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xm tð Þ ¼
XK
k¼1

sk tð ÞAmk þ nm tð Þ ¼
XK
k¼1

sk tð Þe jsmkð Þ þ nm tð Þ;m ¼ �M; � � � ;M ð2Þ

where, sk tð Þ and nmðtÞ is the source signal and additive noise, and smk is phase shift of
the kth source signal between phase reference point and sensor m. By Fresnel
approximation, it can be given by

smk � wkmþ/km
2; wk ¼ � 2pd

k
sin hk; /k ¼

pd cos2 hk
krk

ð3Þ

Herein, k is the wavelength, d is the interspacing, ðhk; rkÞ represent the DOA and
the range parameter of the kth source. Define the received data vector X tð Þ ¼
x�M tð Þ;½ � � � ; x0 tð Þ; � � � ; xM tð Þ�T which can be expressed as

X tð Þ ¼ A h; rð ÞS tð ÞþN tð Þ ð4Þ

where S tð Þ ¼ s1 tð Þ; s2 tð Þ; � � � ; sK tð Þ½ �T , N tð Þ ¼ n�M tð Þ; � � � ; n0 tð Þ; � � � ; nM tð Þ½ �T and the
manifold matrix A h; rð Þ ¼ a h1; r1ð Þ; a h2; r2ð Þ; � � � ; a hK ; rKð Þ½ � with a hk; rkð Þ ¼
exp j �Mð Þwkð ÞþM2/kð Þ; � � � ; 1; � � � ; exp j Mwk þM2/kð Þð Þ½ �T .

The FLOC between the mth and nth sensor output can be defined as:

cx m; nð Þ ¼ E xm tð Þ xn tð Þj jp�2x�n tð Þ
n o

¼
XK
k¼10

ejðwkmþ/km
2ÞKkke

�jðwknþ/kn
2Þ þ ndmn ð5Þ

The definition of Kkk and n can be found in [8]. We can get it matrix form as
C ¼ A h; rð ÞKAH h; rð Þþ nI where K ¼ diag K11½ ; � � � ;KKK � and I is the identity matrix.

4 Proposed Two Step Estimation Method

Define cx ¼ ½cxð�M;MÞ; . . .; cxð�1; 1Þ; cxð1;�1Þ. . .; cxðM;�MÞ�T 2 C2M�1, a virtual
far-field array model can be built as cx ¼ Aw hð ÞK where cx and K can be regarded as
the received signal and source signals vector of the virtual far-field array, the manifold
matrix can be expressed as Aw hð Þ ¼ aw h1ð Þ; aw h2ð Þ; � � � ; aw hKð Þ½ � 2 C2M�K with the

virtual array steering vector aw hkð Þ ¼ e�j2Mwk ; � � � ;½ e�j2wk ; ej2wk ; � � � ; ej2Mwk �T2 C2M�1.

4.1 Step-1: DOA Estimation

Define a potential DOAs set bh ¼ bh1,bh2 � � � ,bhNh

h i
and the number of the potential

DOAs Nh should be much greater than the number of sensors. Then, cx can be rewritten

as cx ¼ Aw h
_

� �
v where Aw h

_
� �

¼ aw h
_

1

� �
; aw h

_

2

� �
;

h
� � � ,aw bhNh

� �i
and the potential

source signal vector v ¼ ½v1; v2; � � � ; vNh �T that have K nonzero elements, that is vk ¼
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Kii if ĥk ¼ hi; i ¼ 1; � � � ;K. Hence the DOA estimation can be reduced to finding the
nonzero elements of vector v. Since v is sparse, so it can be obtained by solving the
following sparse reconstruction problem:

min vk k1 s:t: cx � Aw ĥ
� �

v
���

���
2
� e ð6Þ

where e is a parameter which means how much of the error we wish to allow.

4.2 Step-2: Range Estimation

Given a DOA �hkðk ¼ 1; � � � ;KÞ which was estimated in Step-1, the FLOC matrix of the
near-filed received signal can be written as

C�hk ¼ A �hk; r
� �

KAH �hk; r
� �þ nI ð7Þ

Applying the vectorization operator on Eq. (7), we have

y�hk ¼ vect C�hk

� � ¼ B�hk ðrÞKþ nvect Ið Þ 2 CN2�1 ð8Þ

B�hk ðrÞ¼ a� �hk; r1
� �	 a �hk; r1

� �
; � � � ; a� �hk; rk

� �	 a �hk; rk
� �� � 2 CN2�k ð9Þ

where 	 denotes Kronecker product. It is interesting to see that y�hk in (8) can also be
regarded as the virtual far-filed array output where B�hk ðrÞ, K and nvect Ið Þ are the virtual
manifold matrix, equivalent source signal vector and equivalent noise vector,
respectively.

Using a similar approach as in Step-1, the virtual received signal vector y�hk can be

sparsely represented as the following form y�hk ¼ B�hk ðr
_Þpþ nvect Ið Þ where B�hk ðr

_Þ 2
CN2�Nr is the overcomplete basis on a set r_ ¼ r_1,r

_

2, � � � ,r_Nr

h i
with Nr is the number of

the potential range parameters on the direction of �hk, p ¼ p1;½ p2, � � � ,pNr �T . is the
potential source signal vector which is also sparse, so the range parameter can be
estimated by solving the following optimization problem:

min pk k1 s:t: y�hk � B�hk ðr
_Þp�nvect Ið Þ�� ��

2 � e ð10Þ

where n can be estimated by the smallest eigenvalue of the eigenvalue decomposition
of matrix C�hk .

5 Simulation Results

In this section, a series of numerical experiments under different conditions are con-
ducted to compare the estimation performance of our proposed fraction lower order
correlation-based sparse reconstruction method (FLOCSR) with that of the second
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order correlation-based sparse reconstruction method (SOCSR) [5]. Throughout this
section, the convex optimization problem of (6) and (10) are resolved by using the
software package CVX [10]. An N ¼ 15 element ULA with an inter sensor spacing of
a quarter wavelength is used. Two independent sources in the near-field region at
locations h1; r1ð Þ ¼ ð20
; 1:5kÞ and h2; r2ð Þ ¼ ð45
; 3:6 kÞ are considered. The direc-
tion grid is set to have Nh = 181 points sampled form �90
 to 90
 with 1
 intervals.
The value scope of the range parameter is set to k; 15 k½ � with the spacing is 0:1 k, that
is, Nr ¼ 141.

The criterion used to assess the performance of the algorithms is the average root

mean square error (RMSE) defined as RMSE ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiPP

i¼1 �xðiÞ � xð Þ2
q

=P where �xðiÞ is the
ith estimation of parameter and P is the number of Monte Carlo experiments. As the
characteristic of the a-stable distribution makes the use of the standard SNR mean-
ingless, a new SNR measure, generalized signal-to-noise ratio (GSNR) is defined as
GSNR ¼ 10 log10 r2s



c

� �
[7], where rs is the variance of the signal, c is the dispersion

parameter of the a-stable noise.

Experiment 1: In this experiment, the characteristic exponent of noise was fixed at
a = 1.5 and the number of snapshots was L = 1024. Figure 1 shows the performance
of the two methods for various GSNRs ranging from −5 to 20 dB. We see that the
performance of two methods improved with the increase of GSNR, and the proposed
FLOCSR method outperformed the SOCSR method when in low GSNR environments.

Experiment 2: Figure 2 plots the performance of the two algorithms varying with
different values of the characteristic exponent of the a- stable impulsive noise.
The GSNR was kept at 10 dB, and the number of snapshots was 1024. As shown in
Fig. 2 our proposed FLOCSR algorithm demonstrated its performance enhancement
over SOCSR algorithm in the sense of RMSE of the DOA and range estimates under
the highly impulsive noise environment.

(a)                                 (b)

Fig. 1. Performance as a function of GSNR. (a) RMSE of DOA estimates, (b) RMSE of range
estimates
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(a) (b)

Fig. 2. Performance as a function of characteristic exponent a. (a) RMSE of DOA estimates,
(b) RMSE of range estimates

6 Conclusion

In this paper, we have considered the problem of joint angle and range estimation for
near-field sources in impulsive noise environments. By using the FLOC, we decom-
posed the joint two parameters estimation problem into two independent parameter
estimation problems, and proposed a two-step near-filed source location algorithm
based on the sparse reconstruction of the FLOC vector of the virtually far-filed array
output. Simulation results are shown to demonstrate the effectiveness of the proposed
method for a wide range of highly impulsive environments.
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